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Course Introduction

Welcome

Welcome to the CCNA Exploration Routing Protocols and Concepts course. The goal is to develop
an understanding of how a router learns about remote networks and determines the best path to
those networks. This course includes both static routing and dynamic routing protocols. The spe-
cific skills covered in each chapter are described at the start of each chapter.

More than just information

This computer-based learning environment is an important part of the overall course experience
for students and instructors in the Networking Academy. These online course materials are de-
signed to be used along with several other instructional tools and activities. These include:

m (Class presentation, discussion, and practice with your instructor
m Hands-on labs that use networking equipment within the Networking Academy classroom

® Online scored assessments and gradebook

Packet Tracer 4.1 simulation tool

Additional software for classroom activities.

A global community

When you participate in the Networking Academy, you are joining a global community linked by
common goals and technologies. Schools, colleges, universities and other entities in over 160
countries participate in the program. You can see an interactive network map of the global Net-
working Academy community at http://www.academynetspace.com.

The material in this course encompasses a broad range of technologies that facilitate how people
work, live, play, and learn by communicating with voice, video, and other data. Networking and
the Internet affect people differently in different parts of the world. Although we have worked with
instructors from around the world to create these materials, it is important that you work with your
instructor and fellow students to make the material in this course applicable to your local situation.

Keep in Touch

These online instructional materials, as well as the rest of the course tools, are part of the larger
Networking Academy. The portal for the program is located at http://cisco.netacad.net. There you
will obtain access to the other tools in the program such as the assessment server and student grade
book), as well as informational updates and other relevant links.

Mind Wide Open®

An important goal in education is to enrich you, the student, by expanding what you know and can
do. It is important to realize, however, that the instructional materials and the instructor can only
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facilitate the process. You must make the commitment yourself to learn new skills. Below are a
few suggestions to help you learn and grow.

1. Take notes. Professionals in the networking field often keep Engineering Journals in which
they write down the things they observe and learn. Taking notes is an important way to help
your understanding grow over time.

2. Think about it. The course provides information both to change what you know and what you
can do. As you go through the course, ask yourself what makes sense and what doesn’t. Stop
and ask questions when you are confused. Try to find out more about topics that interest you.
If you are not sure why something is being taught, consider asking your instructor or a friend.
Think about how the different parts of the course fit together.

3. Practice. Learning new skills requires practice. We believe this is so important to e-learning
that we have a special name for it. We call it e-doing. It is very important that you complete
the activities in the online instructional materials and that you also complete the hands-on labs
and Packet Tracer® activities.

4. Practice again. Have you ever thought that you knew how to do something and then, when it
was time to show it on a test or at work, you discovered that you really hadn’t mastered it?
Just like learning any new skill like a sport, game, or language, learning a professional skill
requires patience and repeated practice before you can say you have truly learned it. The
online instructional materials in this course provide opportunities for repeated practice for
many skills. Take full advantage of them. You can also work with your instructor to extend
Packet Tracer, and other tools, for additional practice as needed.

5. Teach it. Teaching a friend or colleague is often a good way to reinforce your own learning.
To teach well, you will have to work through details that you may have overlooked on your
first reading. Conversations about the course material with fellow students, colleagues, and
the instructor can help solidify your understanding of networking concepts.

6. Make changes as you go. The course is designed to provide feedback through interactive
activities and quizzes, the online assessment system, and through interactions with your
instructor. You can use this feedback to better understand where your strengths and
weaknesses are. If there is an area that you are having trouble with, focus on studying or
practicing more in that area. Seek additional feedback from your instructor and other students.

Explore the world of networking

This version of the course includes a special tool called Packet Tracer 4.1®. Packet Tracer is a net-
working learning tool that supports a wide range of physical and logical simulations. It also pro-
vides visualization tools to help you to understand the internal workings of a network.

The Packet Tracer activities included in the course consist of network simulations, games, activi-
ties, and challenges that provide a broad range of learning experiences.

Create your own worlds

You can also use Packet Tracer to create your own experiments and networking scenarios. We
hope that, over time, you consider using Packet Tracer — not only for experiencing the activities in-
cluded in the course, but also to become an author, explorer, and experimenter.

The online course materials have embedded Packet Tracer activities that will launch on computers
running Windows® operating systems, if Packet Tracer is installed. This integration may also
work on other operating systems using Windows emulation.
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Course Overview

The primary focus of this course is on routing and routing protocols. The goal is to develop an un-
derstanding of how a router learns about remote networks and determines the best path to those
networks. This course includes both static routing and dynamic routing protocols. By examining
multiple routing protocols, you will gain a better understanding of each of the individual routing
protocols and a better perspective of routing in general. Learning the configuration of routing pro-
tocols is fairly simple. Developing an understanding of the routing concepts themselves is more
difficult, yet is critical for implementing, verifying, and troubleshooting routing operations.

Each static routing and dynamic routing protocol chapter uses a single topology throughout that
chapter. You will be using that topology to configure, verify, and troubleshoot the routing opera-
tions discussed in the chapter.

The labs and Packet Tracer activities used in this course are designed to help you develop an un-
derstanding of how to configure routing operations while reinforcing the concepts learned in each
chapter.

Chapter 1 Introduction to Routing and Packet Forwarding - In Chapter 1, you will be intro-
duced to the router, its role in the networks, its main hardware and software components, and the
packet forwarding process. You will also be given an overview of directly connected networks,
static routing, and dynamic routing protocols, along with a brief introduction to the routing table.
Each of these topics is discussed in more detail in later chapters. Chapterl also includes a review
of basic Cisco IOS commands.

Chapter 2 Static Routing - Chapter 2 focuses on the role and configuration of static routes. The
routing table process is introduced, and you will be shown how to verify route entries as they are
added and deleted from the routing table. This chapter also discusses Cisco Discovery Protocol,
which is a tool that you can use to help verify network operations.

Chapter 3 Introduction to Dynamic Routing Protocols — Chapter 3 provides an overview of
routing protocol concepts and the various dynamic routing protocols available for routing in IP
networks. In this chapter, you will examine the role of routing protocols. There is an overview of
the classification of dynamic routing protocols. This overview is useful for comparing and con-
trasting the different protocols. Most of the information in this chapter is examined in more detail
in later chapters.

Chapter 4 Distance Vector Routing Protocols — Chapter 4 presents two different types of routing
protocols: distance vector and link-state. You will examine distance vector concepts and opera-
tions, including network discovery, routing table maintenance, and the issue of routing loops. In
this chapter, you will also be introduced to the concepts used in RIPv1, RIPv2, and EIGRP routing
protocols. These routing protocols are discussed in more detail in later chapters.

Chapter 5 RIP version 1 — Chapter 5 is the first chapter that focuses on a specific dynamic rout-
ing protocol. In this chapter, you will learn about RIP (Routing Information Protocol) version 1.
RIPv1, a classful, distance vector routing protocol, was one of the first IP routing protocols. You
will examine the characteristics, operations, and limitations of RIPv1. You will also learn about
RIPv1 configuration, verification, and troubleshooting techniques.

Chapter 6 VLSM and CIDR - Chapter 6 reviews VLSM (Variable Length Subnet Masking) and
CIDR (Classless Inter-Domain Routing) concepts that were presented in the Network Fundamen-
tals course. You will explore the benefits of VLSM along with the role and benefits of CIDR in
today’s networks. Next, you will be introduced to the role of classless routing protocols. Classless
routing protocols RIPv2, EIGRP, and OSPF are examined in later chapters.
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Chapter 7 RIPv2 - Chapter 7 examines the next routing protocol presented in this course, RIPv2.
RIPv2 is a classless, distance vector routing protocol. You will see how RIPv2 demonstrates the
advantages and operations of a classless routing protocol. The chapter begins with a discussion of
the limitations of the classful routing protocol, RIPv1. Then RIPv2 is introduced, to show how a
classless routing protocol can be used to overcome these limitations. In this chapter, you will also
learn the commands necessary to configure and verify RIPv2.

Chapter 8 The Routing Table: A Closer Look — Chapter 8 examines Cisco’s IPv4 routing table
in detail. The chapter begins with a discussion of the structure of the routing table. While examin-
ing the routing table, you will learn about the lookup process, how the routing table process deter-
mines the best match with a packet’s destination IP address, and how to enter a route in the routing
table. The chapter concludes with a discussion about the differences between classful and classless
routing behaviors.

Chapter 9 EIGRP - Chapter 9 focuses on Cisco EIGRP (Enhanced Interior Gateway Routing
Protocol). EIGRP is a classless, enhanced distance vector routing protocol. You will examine the
advantages and operations of EIGRP’s DUAL (Diffusing Update Algorithm). Then you will learn
about the configuration of EIGRP, including verification and troubleshooting commands.

Chapter 10 Link-State Routing Protocols — Chapter 10 examines link-state routing protocol
concepts. You will be introduced to link-state terminology and the link-state routing process. The
chapter discusses the benefits and advantages of a link-state routing protocol compared to a dis-
tance vector routing protocol. You will then examine the Shortest Path First (SPF) algorithm and
how it is used to build a topology map of the network. The link-state routing protocol OSPF is dis-
cussed in the following chapter.

Chapter 11 OSPF — The final chapter in this course is an examination of the classless, link-state
routing protocol OSPF (Open Shortest Path First). In this chapter, you will examine OSPF opera-
tions and configuration, including verification and troubleshooting commands. By the end of this
course, you should feel confident in your knowledge of routing and routing protocols. With contin-
ued study and practice, you will be able to put your new skills to work.



CHAPTER 3

Introduction to Dynamic Routing Protocols

Chapter Introduction

Refer to The data networks that we use in our everyday lives to learn, play, and work range from small,

I”n'%l:]ﬁ e course local networks to large, global internetworks. At home, you may have a router and two or more
computers. At work, your organization may have multiple routers and switches servicing the data
communication needs of hundreds or even thousands of PCs.

In the previous chapters you discovered how routers are used in packet forwarding and that routers
learn about remote networks using both static routes and dynamic routing protocols. You also
know how routes to remote networks can be configured manually using static routes.

This chapter introduces dynamic routing protocols, including how different routing protocols are
classified, what metrics they use to determine best path, and the benefits of using a dynamic rout-
ing protocol.

Dynamic routing protocols are usually used in larger networks to ease the administrative and opera-
tional overhead of using only static routes. Typically, a network uses a combination of both a dy-
namic routing protocol and static routes. In most networks, a single dynamic routing protocol is used,
however there are cases where different parts of the network may use different routing protocols.

Since the early 1980’s, several different dynamic routing protocols have emerged. In this chapter
we will begin to discuss some of the characteristics and differences in these routing protocols,
however this will become more evident in later chapters when we discuss several of these routing
protocols in detail.

Although many networks will only use a single routing protocol or use only static routes, it is im-
portant for a network professional to understand the concepts and operations of all the different
routing protocols. A network professional must be able to make an informed decision regarding
when to use a dynamic routing protocol and which routing protocol is the best choice for a particu-
lar environment.

3.1 Introduction and Advantages

3.1.1 Perspective and Background

Refer to The Evolution of Dynamic Routing Protocols
Figure
in online course Dynamic routing protocols have been used in networks since the early 1980s. The first version of

RIP was released in 1982, but some of the basic algorithms within the protocol were used on the
ARPANET as early as 1969.

As networks have evolved and become more complex, new routing protocols have emerged. The
figure shows the classification of routing protocols.

One of the earliest routing protocols was Routing Information Protocol (RIP). RIP has evolved
into a newer version RIPv2. However, the newer version of RIP still does not scale to larger net-



68 CCNA Exploration Course Booklet: Routing Protocols and Concepts, Version 4.0

Refer to
Figure
in online course

Refer to
Figure
in online course

work implementations. To address the needs of larger networks, two advanced routing protocols
were developed: Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate Sys-
tem (IS-IS). Cisco developed Interior Gateway Routing Protocol (IGRP) and Enhanced IGRP
(EIGRP), which also scales well in larger network implementations.

Additionally, there was the need to interconnect different internetworks and provide routing
among them. Border Gateway Routing (BGP) protocol is now used between ISPs as well as be-
tween ISPs and their larger private clients to exchange routing information.

With the advent of numerous consumer devices using IP, the IPv4 addressing space is nearly ex-
hausted. Thus IPv6 has emerged. To support the communication based on IPv6, newer versions of
the IP routing protocols have been developed (see the IPv6 row in the table).

Note: This chapter presents an overview of the different dynamic routing protocols. More details
about RIP, EIGRP, and OSPF routing protocols will be discussed in later chapters. The IS-IS and
BGP routing protocols are explained in the CCNP curriculum. IGRP is the predecessor to EIGRP
and is now obsolete.

The Role of Dynamic Routing Protocol

What exactly are dynamic routing protocols? Routing protocols are used to facilitate the exchange
of routing information between routers. Routing protocols allow routers to dynamically share in-
formation about remote networks and automatically add this information to their own routing ta-
bles. This is shown in the animation.

Routing protocols determine the best path to each network which is then added to the routing
table. One of the primary benefits to using a dynamic routing protocol is that routers exchange
routing information whenever there is a topology change. This exchange allows routers to auto-
matically learn about new networks and also to find alternate paths when there is a link failure to a
current network.

Compared to static routing, dynamic routing protocols require less administrative overhead. How-
ever, the expense of using dynamic routing protocols is dedicating part of a router’s resources for
protocol operation including CPU time and network link bandwidth. Despite the benefits of dy-
namic routing, static routing still has its place. There are times when static routing is more appro-
priate and other times when dynamic routing is the better choice. More often than not, you will
find a combination of both types of routing in any network that has a moderate level of complex-
ity. We will discuss the advantages and disadvantages of static and dynamic routing later in this
chapter.

3.1.2 Network discovery and routing table maintenance
The Purpose of Dynamic Routing Protocols
A routing protocol is a set of processes, algorithms, and messages that are used to exchange rout-
ing information and populate the routing table with the routing protocol’s choice of best paths. The
purpose of a routing protocol includes:

= Discovery of remote networks

= Maintaining up-to-date routing information

® Choosing the best path to destination networks

= Ability to find a new best path if the current path is no longer available

What are the components of a routing protocol?
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m Data structures - Some routing protocols use tables and/or databases for its operations. This
information is kept in RAM.

m Algorithm - An algorithm is a finite list of steps used in accomplishing a task. Routing
protocols use algorithms for facilitating routing information and for best path determination.

® Routing protocol messages - Routing protocols use various types of messages to discover
neighboring routers, exchange routing information, and other tasks to learn and maintain
accurate information about the network.

Dynamic Routing Protocol Operation

All routing protocols have the same purpose - to learn about remote networks and to quickly adapt
whenever there is a change in the topology. The method that a routing protocol uses to accomplish
this depends upon the algorithm it uses and the operational characteristics of that protocol. The op-
erations of a dynamic routing protocol vary depending upon the type of routing protocol and the
routing protocol itself. In general, the operations of a dynamic routing protocol can be described as
follows:

= The router sends and receives routing messages on its interfaces.

= The router shares routing messages and routing information with other routers that are using
the same routing protocol.

m Routers exchange routing information to learn about remote networks.

= When a router detects a topology change the routing protocol can advertise this change to
other routers.

Play the animation to see dynamic routing protocols in operation.

Note: Understanding dynamic routing protocol operation and concepts and using them in real net-
works requires a solid knowledge of IP addressing and subnetting. Three subnetting scenarios are
available at the end of this chapter for your practice.

3.1.3 Advantages
Static Routing Usage

Before identifying the benefits of dynamic routing protocols, we need to consider the reasons why
we would use static routing. Dynamic routing certainly has several advantages over static routing.
However, static routing is still used in networks today. In fact, networks typically use a combina-
tion of both static and dynamic routing.

Static routing has several primary uses, including:
® Providing ease of routing table maintenance in smaller networks that are not expected to grow
significantly.
m Routing to and from stub networks (see Chapter 2).

m Use of a single default route, used to represent a path to any network that does not have a
more specific match with another route in the routing table.

Static Routing Advantages and Disadvantages

In the table dynamic and static routing features are directly compared. From this comparison, we
can list the advantages of each routing method. The advantages of one method are the disadvan-
tages of the other.
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Static routing advantages:

= Minimal CPU processing.
m Easier for administrator to understand.

= Easy to configure.

Static routing disadvantages:

= Configuration and maintenance is time-consuming.

= Configuration is error-prone, especially in large networks.

®m Administrator intervention is required to maintain changing route information.

= Does not scale well with growing networks; maintenance becomes cumbersome.

m Requires complete knowledge of the whole network for proper implementation.

Dynamic Routing Advantages and Disadvantages

Dynamic routing advantages:

Administrator has less work maintaining the configuration when adding or deleting networks.

Protocols automatically react to the topology changes.

Configuration is less error-prone.

More scalable, growing the network usually does not present a problem.

Dynamic routing disadvantages:

m Router resources are used (CPU cycles, memory and link bandwidth).

= More administrator knowledge is required for configuration, verification, and troubleshooting.

3.2 Classifying Dynamic Routing Protocols
3.2.1 Overview

Refer to
Figure
in online course

Dynamic Routing Protocols Classification

Routing protocols can be classified into different groups according to their characteristics. The
most commonly used routing protocols are:

m RIP - A distance vector interior routing protocol

m JGRP - The distance vector interior routing developed by Cisco (deprecated from 12.2 10S
and later)

m OSPF - A link-state interior routing protocol
m JS-IS - A link-state interior routing protocol
m EIGRP - The advanced distance vector interior routing protocol developed by Cisco

m BGP - A path vector exterior routing protocol
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Refer to Packet
Tracer Activity

for this chapter

Note: IS-IS and BGP are beyond the scope of this course and are covered in the CCNP curriculum.
The classification criteria are explained later in this chapter.

Drag and drop each protocol onto the correct category in the figure.

3.2.2 IGP and EGP

An autonomous system (AS) - otherwise known as a routing domain - is a collection of routers
under a common administration. Typical examples are a company’s internal network and an Internet
service provider’s network. Because the Internet is based on the autonomous system concept, two
types of routing protocols are required: interior and exterior routing protocols. These protocols are:

m [nterior Gateway Protocols (IGP) are used for intra-autonomous system routing - routing
inside an autonomous system.

= Exterior Gateway Protocols (EGP) are used for inter-autonomous system routing - routing
between autonomous systems.

The figure is a simplified view of the difference between IGPs and EGPs. The autonomous system
concept will be explained in more detail later in the chapter.

Characteristics of IGP and EGP Routing Protocols

IGPs are used for routing within a routing domain, those networks within the control of a single
organization. An autonomous system is commonly comprised of many individual networks be-
longing to companies, schools, and other institutions. An IGP is used to route within the au-
tonomous system, and also used to route within the individual networks themselves. For example,
CENIC operates an autonomous system comprised of California schools, colleges and universities.
CENIC uses an IGP to route within its autonomous system in order to interconnect all of these in-
stitutions. Each of the educational institutions also uses an IGP of their own choosing to route
within its own individual network. The IGP used by each entity provides best path determination
within its own routing domains, just as the IGP used by CENIC provides best path routes within
the autonomous system itself. IGPs for IP include RIP, IGRP, EIGRP, OSPF, and IS-IS.

Routing protocols, and more specifically the algorithm used by that routing protocol, use a metric
to determine the best path to a network. The metric used by the routing protocol RIP is hop count,
which is the number of routers that a packet must traverse in reaching another network. OSPF uses
bandwidth to determine the shortest path.

EGPs on the other hand, are designed for use between different autonomous systems that are under
the control of different administrations. BGP is the only currently-viable EGP and is the routing
protocol used by the Internet. BGP is a path vector protocol that can use many different attributes
to measure routes. At the ISP level, there are often more important issues than just choosing the
fastest path. BGP is typically used between ISPs and sometimes between a company and an ISP.
BGP is not part of this course or CCNA; it is covered in CCNP.

In this activity, the network has already been configured within the autonomous systems. You will
configure a default route from AS2 and AS3 (two different companies) to the ISP (AS1) to simu-
late the Exterior Gateway Routing that would take place from both companies to their ISP. Then
you will configure a static route from the ISP (AS1) to AS2 and AS3 to simulate the Exterior Gate-
way Routing that would take place from the ISP to its 2 customers AS2 and AS3. View the routing
table before and after both static routes and default routes are added to observe how the routing
table has changed.
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3.2.3 Distance Vector and Link State

Interior Gateway Protocols (IGPs) can be classified as two types:

= Distance vector routing protocols

m Link-state routing protocols

Distance Vector Routing Protocol Operation

Distance vector means that routes are advertised as vectors of distance and direction. Distance is
defined in terms of a metric such as hop count and direction is simply the next-hop router or exit
interface. Distance vector protocols typically use the Bellman-Ford algorithm for the best path
route determination.

Some distance vector protocols periodically send complete routing tables to all connected neigh-
bors. In large networks, these routing updates can become enormous, causing significant traffic on
the links.

Play the animation to see the operation of distance vector routing protocols.

Although the Bellman-Ford algorithm eventually accumulates enough knowledge to maintain a
database of reachable networks, the algorithm does not allow a router to know the exact topology
of an internetwork. The router only knows the routing information received from its neighbors.

Distance vector protocols use routers as sign posts along the path to the final destination. The only
information a router knows about a remote network is the distance or metric to reach that network
and which path or interface to use to get there. Distance vector routing protocols do not have an
actual map of the network topology.

Distance vector protocols work best in situations where:

m The network is simple and flat and does not require a special hierarchical design.

m The administrators do not have enough knowledge to configure and troubleshoot link-state
protocols.

m Specific types of networks, such as hub-and-spoke networks, are being implemented.

= Worst-case convergence times in a network are not a concern.

Distance vector routing protocol functions and operations will be explained in the next chapter.
You will also learn about the operations and configuration of the distance vector routing protocols
RIP and EIGRP.

Link-state Protocol Operation

In contrast to distance vector routing protocol operation, a router configured with a link-state rout-
ing protocol can create a “complete view” or topology of the network by gathering information
from all of the other routers. To continue our analogy of sign posts, using a link-state routing pro-
tocol is like having a complete map of the network topology. The sign posts along the way from
source to destination are not necessary, because all link-state routers are using an identical “map”
of the network. A link-state router uses the link-state information to create a topology map and to
select the best path to all destination networks in the topology.

Play the animation.

With some distance vector routing protocols, routers send periodic updates of their routing infor-
mation to their neighbors. Link-state routing protocols do not use periodic updates. After the net-
work has converged, a link-state update only sent when there is a change in the topology. For
example, the link-state update in the animation is not sent until the 172.16.3.0 network goes down.
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Link-state protocols work best in situations where:

m The network design is hierarchical, usually occurring in large networks.
m The administrators have a good knowledge of the implemented link-state routing protocol.
m Fast convergence of the network is crucial.

Link-state routing protocol functions and operations will be explained in later chapters. You will
also learn about the operations and configuration of the link-state routing protocol OSPF.

3.2.4 Classful and Classless
Classful Routing Protocols

Classful routing protocols do not send subnet mask information in routing updates. The first
routing protocols such as RIP, were classful. This was at a time when network addresses were allo-
cated based on classes, class A, B, or C. A routing protocol did not need to include the subnet
mask in the routing update because the network mask could be determined based on the first octet
of the network address.

Classful routing protocols can still be used in some of today’s networks, but because they do not
include the subnet mask they cannot be used in all situations. Classful routing protocols cannot be
used when a network is subnetted using more than one subnet mask, in other words classful rout-
ing protocols do not support variable length subnet masks (VLSM).

There are other limitations to classful routing protocols including their inability to support
discontiguous networks. Classful routing protocols, discontiguous networks and VLSM will all be
discussed in later chapters.

Classful routing protocols include RIPv1 and IGRP.
Classless Routing Protocols

Classless routing protocols include the subnet mask with the network address in routing updates.
Today’s networks are no longer allocated based on classes and the subnet mask cannot be deter-
mined by the value of the first octet. Classless routing protocols are required in most networks
today because of their support for VLSM, discontiguous networks and other features which will be
discussed in later chapters.

In the figure, notice that the classless version of the network is using both /30 and /27 subnet
masks in the same topology. Also notice that this topology is using a discontiguous design.

Classless routing protocols are RIPv2, EIGRP, OSPF, IS-IS, BGP.

3.2.5 Convergence
What is Convergence?

Convergence is when all routers’ routing tables are at a state of consistency. The network has con-
verged when all routers have complete and accurate information about the network. Convergence

time is the time it takes routers to share information, calculate best paths, and update their routing
tables. A network is not completely operable until the network has converged; therefore, most net-
works require short convergence times.

Convergence is both collaborative and independent. The routers share information with each other
but must independently calculate the impacts of the topology change on their own routes. Because
they develop an agreement with the new topology independently, they are said to converge on this
consensus.
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Convergence properties include the speed of propagation of routing information and the calcula-
tion of optimal paths. Routing protocols can be rated based on the speed to convergence; the faster
the convergence, the better the routing protocol. Generally, RIP and IGRP are slow to converge,
whereas EIGRP and OSPF are faster to converge.

In this activity, the network has already been configured with 2 routers, 2 switches and 2 hosts. A
new LAN will be added and you will watch the network converge.

3.3 Metrics
3.3.1 Purpose of a Metric

There are cases when a routing protocol learns of more than one route to the same destination. To
select the best path, the routing protocol must be able to evaluate and differentiate between the
available paths. For this purpose a metric is used. A metric is a value used by routing protocols to
assign costs to reach remote networks. The metric is used to determine which path is most prefer-
able when there are multiple paths to the same remote network.

Each routing protocol uses its own metric. For example, RIP uses hop count, EIGRP uses a combina-
tion of bandwidth and delay, and Cisco’s implementation of OSPF uses bandwidth. Hop count is the

easiest metric to envision. The hop count refers to the number of routers a packet must cross to reach
the destination network. For R3 in the figure, network 172.16.3.0 is two hops, or two routers away.

Note: The metrics for a particular routing protocol and how they are calculated will be discussed
in the chapter for that routing protocol.

3.3.2 Metrics and Routing Protocols
The Metric Parameters

Different routing protocols use different metrics. The metric used by one routing protocol is not
comparable to the metric used by another routing protocol. Two different routing protocols might
choose different paths to the same destination due to using different metrics.

Play the animation.

RIP would choose the path with the least amount of hops, whereas OSPF would choose the path
with the highest bandwidth.

Metrics used in IP routing protocols include:

m Hop count - A simple metric that counts the number of routers a packet must traverse

® Bandwidth - Influences path selection by preferring the path with the highest bandwidth
m Load - Considers the traffic utilization of a certain link

m Delay - Considers the time a packet takes to traverse a path

m Reliability - Assesses the probability of a link failure, calculated from the interface error
count or previous link failures

m Cost - A value determined either by the IOS or by the network administrator to indicate
preference for a route. Cost can represent a metric, a combination of metrics or a policy.

Note: At this point, it is not important to completely understand these metrics; they will be ex-
plained in later chapters.

The Metric Field in the Routing Table
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The metric for each routing protocol is:

= RIP: Hop count - Best path is chosen by the route with the lowest hop count.

® JGRP and EIGRP: Bandwidth, Delay, Reliability, and Load - Best path is chosen by the
route with the smallest composite metric value calculated from these multiple parameters. By
default, only bandwidth and delay are used.

m JS-IS and OSPF: Cost - Best path is chosen by the route with the lowest cost. . Cisco’s
implementation of OSPF uses bandwidth. IS-IS is discussed in CCNP.

Routing protocols determine best path based on the route with the lowest metric.

Refer to the example in the figure The routers are using the RIP routing protocol. The metric asso-
ciated with a certain route can be best viewed using the show ip route command. The metric
value is the second value in the brackets for a routing table entry. In the figure, R2 has a route to
the 192.168.8.0/24 network that is 2 hops away.

R 192.168.8.0/24 [120/2] via 192.168.4.1, 00:00:26, Serial@d/0/1

Note: More detailed information about specific routing protocol metrics and how to calculate them
will be available in the later chapters describing the individual routing protocols.

3.3.3 Load Balancing
Refer to

Figure We have discussed that individual routing protocols use metrics to determine the best route to

in online course reach remote networks. But what happens when two or more routes to the same destination have
identical metric values? How will the router decide which path to use for packet forwarding? In
this case, the router does not choose only one route. Instead, the router ‘“load balances” be-
tween these equal cost paths. The packets are forwarded using all equal-cost paths.

To see whether load balancing is in effect, check the routing table. Load balancing is in effect if
two or more routes are associated with the same destination.

Note: Load balancing can be done either per packet or per destination. How a router actually load
balances packets between the equal-cost paths is governed by the switching process. The switching
process will be discussed in greater detail in a later chapter.

Play the animation.
R2 load balances traffic to PC5 over two equal cost paths.
The show ip route command reveals that the destination network 192.168.6.0 is available

through 192.168.2.1 (Serial 0/0/0) and 192.168.4.1 (Serial 0/0/1).

R 192.168.6.0/24 [120/1] via 192.168.2.1, 00:00:24, Serial0/0/0
[120/1] via 192.168.4.1, 00:00:26, Serial0/0/1

All the routing protocols discussed in this course are capable of automatically load balancing traf-
fic for up to four equal-cost routes by default. EIGRP is also capable of load balancing across un-
equal-cost paths. This feature of EIGRP is discussed in the CCNP.

3.4 Administrative Distances
3.4.1 Purpose of Administrative Distance
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Figure
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Multiple Routing Sources

We know that routers learn about adjacent networks that are directly connected and about remote
networks by using static routes and dynamic routing protocols. In fact, a router might learn of a
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route to the same network from more than one source. For example, a static route might have been
configured for the same network/subnet mask that was learned dynamically by a dynamic routing
protocol, such as RIP. The router must choose which route to install.

Note: You might be wondering about equal cost paths. Multiple routes to the same network can
only be installed when they come from the same routing source. For example, for equal cost routes
to be installed they both must be static routes or they both must be RIP routes.

Although less common, more than one dynamic routing protocol can be deployed in the same net-
work. In some situations it may be necessary to route the same network address using multiple
routing protocols such as RIP and OSPF. Because different routing protocols use different metrics,
RIP uses hop count and OSPF uses bandwidth, it is not possible to compare metrics to determine
the best path.

So, how does a router determine which route to install in the routing table when it has learned
about the same network from more than one routing source?

The Purpose of Administrative Distance

Administrative distance (AD) defines the preference of a routing source. Each routing source - in-
cluding specific routing protocols, static routes, and even directly connected networks - is priori-
tized in order of most- to least-preferable using an administrative distance value. Cisco routers use
the AD feature to select the best path when it learns about the same destination network from two
or more different routing sources.

Administrative distance is an integer value from 0 to 255. The lower the value the more preferred
the route source. An administrative distance of 0 is the most preferred. Only a directly connected
network has an administrative distance of 0, which cannot be changed.

It is possible to modify the administrative distance for static routes and dynamic routing protocols.
This is discussed in CCNP.

An administrative distance of 255 means the router will not believe the source of that route and it
will not be installed in the routing table.

Note: The term trustworthiness is commonly used when defining administrative distance. The
lower the administrative distance value the more trustworthy the route.

Click show ip route in the figure.

The AD value is the first value in the brackets for a routing table entry. Notice that R2 has a route
to the 192.168.6.0/24 network with an AD value of 90.

D 192.168.6.0/24 [90/2172416] via 192.168.2.1, 00:00:24, Serial0/0/0

R2 is running both RIP and EIGRP routing protocols. (Remember: it is not common for routers to
run multiple dynamic routing protocols, but is used here to demonstrate how administrative dis-
tance works.) R2 has learned of the 192.168.6.0/24 route from R1 through EIGRP updates and
from R3 through RIP updates. RIP has an administrative distance of 120, but EIGRP has a lower
administrative distance of 90. So, R2 adds the route learned using EIGRP to the routing table and
forwards all packets for the 192.168.6.0/24 network to router R1.

Click show ip rip database in the figure.

What happens if the link to R1 becomes unavailable? Then R2 would not have a route to
192.168.6.0. Actually, R2 still has the RIP route information for 192.168.6.0 stored in the RIP
database. This can be verified with the show ip rip database command. This command shows
all RIP routes learned by R2, whether or not the RIP route is installed in the routing table.
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3.4.2 Dynamic Routing Protocols

Click show ip route in the figure.

You already know that you can verify these AD values with the show ip route command.
Click show ip protocols in the figure.

The AD value can also be verified with the show ip protocols command. This command dis-
plays all pertinent information about routing protocols operating on the router. We will look at the
show ip protocols command in detail many times during the rest of the course. However, for
now notice the highlighted output: R2 has two routing protocols listed and the AD value is called
Distance.

Click AD Table in the figure.

Notice the different administrative distance values for various routing protocols.

3.4.3 Static Routes

As you know from Chapter 2, static routes are entered by an administrator who wants to manually
configure the best path to the destination. For that reason, static routes have a default AD value of
1. This means that after directly connected networks, which have a default AD value of 0, static
routes are the most preferred route source.

There are situations when an administrator will configure a static route to the same destination that
is learned using a dynamic routing protocol, but using a different path. The static route will be
configured with an AD greater than that of the routing protocol. If there is a link failure in the path
used by the dynamic routing protocol, the route entered by the routing protocol is removed from
the routing table. The static route will then become the only source and will automatically be
added to the routing table. This is known as a floating static route and is discussed in CCNP.

A static route using either a next-hop IP address or an exit interface has a default AD value of 1.
However, the AD value is not listed in show ip route when you configure a static route with the
exit interface specified. When a static route is configured with an exit interface, the output shows
the network as directly connected via that interface.

Click show ip route in the figure.

The static route to 172.16.3.0 is listed as directly connected. However, there is no information on
what the AD value is. It is a common misconception to assume that the AD value of this route
must be 0 because it states “directly connected.” However, that is a false assumption. The default
AD of any static route, including those configured with an exit interface is 1. Remember, only a
directly connected network can have an AD of 0. This can be verified by extending the show ip
route command with the [route] option. Specifying the [route] reveals detailed information
about the route, including its distance, or AD value.

Click show ip route 172.16.3.0 in the figure.

The command show ip route 172.16.3.0 reveals that, in fact, the administrative distance is 1.

3.4.4 Directly Connected Networks

Directly connected networks appear in the routing table as soon as the IP address on the interface
is configured and the interface is enabled and operational. The AD value of directly connected net-
works is 0, meaning that this is the most preferred routing source. There is no better route for a
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router than having one of its interfaces directly connected to that network. For that reason, the ad-
ministrative distance of a directly connected network cannot be changed and no other route source
can have an administrative distance of 0.

Click show ip route in the figure.

The output of the show ip route command displays the directly connected networks with no in-
formation about the AD value. The output is similar to the output for static routes that point to an
exit interface. The only difference is the letter C at the beginning of the entry, which indicates that
this is a directly connected network.

To see the AD value of a directly connected network, use the [route] option.
Click show ip route 172.16.1.0 in the figure.

The show ip route 172.16.1.0 command reveals that the distance is O for that directly con-
nected route.

In this activity, you will use version of the show ip route command to see details of routing table
entries.

3.5 Routing Protocols and Subnetting Activities
3.5.1 Identifying Elements of the Routing Table

The purpose of this exercise is to practice how to correctly identify the route source, administrative
distance, and metric for a given route based on output from the show ip route command.

The output is not common for most routing tables. Running more than one routing protocol on the
same router is rare. Running three, as shown here, is more of an academic exercise and has value
in that it will help you learn to interpret the routing table output.

Drag and drop the appropriate responses to the corresponding space in the table.

m Use the information from the Show IP Route as reference.
m Not all answers are used.

m Some answers are used more than once.

3.5.2 Subnetting Scenario 1

In this activity, you have been given the network address 192.168.9.0/24 to subnet and provide the
IP addressing for the network shown in the Topology Diagram.

Use this Packet Tracer Activity to implement your addressing scheme.

A summary of the instructions are provided within the activity. Use the Lab PDF for more details.

3.5.3 Subnetting Scenario 2

In this activity, you have been given the network address 172.16.0.0/16 to subnet and provide the
IP addressing for the network shown in the Topology Diagram.

Use this Packet Tracer Activity to implement your addressing scheme.

A summary of the instructions are provided within the activity. Use the Lab PDF for more details.
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3.5.4 Subnetting Scenario 3

In this activity, you have been given the network address 192.168.1.0/24 to subnet and provide the
IP addressing for the network shown in the Topology Diagram.

Use this Packet Tracer Activity to implement your addressing scheme.

A summary of the instructions are provided within the activity. Use the Lab PDF for more details.
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Summary and Review
Summary

Dynamic routing protocols are used by routers to automatically learn about remote networks from
other routers. In this chapter you were introduced to several different dynamic routing protocols.

You learned that routing protocols can be classified as either classful or classless, either distance
vector, link-state, or path vector, and whether a routing protocol is an interior gateway protocol or
an exterior gateway protocol. The differences in these classifications will become better under-
stood as you learn more about these routing concepts and protocols in later chapters.

Routing protocols not only discover remote networks, but also have a procedure for maintaining
accurate network information. When there is a change in the topology it is the function of the rout-
ing protocol to inform other routers about this change.

When there is a change in the network topology, some routing protocols can propagate that informa-
tion throughout the routing domain faster than other routing protocols. The process of bringing all
routing tables to a state of consistency is called convergence. Convergence is when all of the routers
in the same routing domain or area have complete and accurate information about the network.

Metrics are used by routing protocols to determine the best path or shortest path to reach a destina-
tion network. Different routing protocols may use different metrics. Typically, a lower metric
means a better path. Five hops to reach a network is better than 10 hops.

Routers sometimes learn about multiple routes to the same network from both static routes and dy-
namic routing protocols. When a router learns about a destination network from more than one
routing source, Cisco routers use the administrative distance value to determine which source to
use. Each dynamic routing protocol has a unique administrative value, along with static routes and
directly connected networks. The lower the administrative value, the more preferred the route
source. A directly connected network is always the preferred source, followed by static routes and
then various dynamic routing protocols.

All of the classifications and concepts in this chapter will be discussed more thoroughly in the rest
of the chapters of this course. At the end of this course you may wish to review this chapter to get
a review and overview of this information.

The Packet Tracer Skills Integration Challenge Activity for this chapter is very similar to the activ-
ity you completed at the end of Chapter 2. The scenario is slightly different, allowing you to better
practice your skills. In this activity, you build a network from the ground up. Starting with an ad-
dressing space and network requirements, you must implement a network design that satisfies the
specifications. Then you must implement an effective static routing configuration.

Packet Tracer Skills Integration Instructions (PDF)
To Learn More

Border Gateway Protocol (BGP) is an inter-autonomous routing protocol - the routing protocol of
the Internet. Although BGP is only briefly discussed in this course (it is discussed more fully in
CCNP), you might find it interesting to view routing tables of some of the Internet core routers.

Route servers are used to view BGP routes on the Internet. Various web sites provide access to
these route server, for example www.traceroute.org. When choosing a route server in a specific au-
tonomous system, you will start a telnet session on that route server. This server is mirroring an In-
ternet core router which is most often a Cisco router.
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You can then use the show ip route command to view the actual routing table of an Internet
router. Use the show ip route command followed by the public or global network address of your
school, for example show ip route 207.62.187.0.

You will not be able to understand much of the information in this output, but these commands
should give you a sense of the size of a routing table on a core Internet router.

Chapter Quiz

Take the chapter quiz to test your knowledge.

Your Chapter Notes
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