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Warning and Disclaimer

This book is designed to provide information about the Cisco Network Fundamentals CCNA Exploration course.
Every effort has been made to make this book as complete and as accurate as possible, but no warranty or fitness
is implied.

The information is provided on an “as is” basis. The authors, Cisco Press, and Cisco Systems, Inc., shall have
neither liability nor responsibility to any person or entity with respect to any loss or damages arising from the
information contained in this book or from the use of the discs or programs that may accompany it.

The opinions expressed in this book belong to the author and are not necessarily those of Cisco Systems, Inc.

Corporate and Government Sales

The publisher offers excellent discounts on this book when ordered in quantity for bulk purchases or special
sales, which may include electronic versions and/or custom covers and content particular to your business, train-
ing goals, marketing focus, and branding interests. For more information, please contact:
U.S. Corporate and Government Sales    1-800-382-3419    corpsales@pearsontechgroup.com

For sales outside the United States please contact:
International Sales international@pearsoned.com

Feedback Information

At Cisco Press, our goal is to create in-depth technical books of the highest quality and value. Each book is
crafted with care and precision, undergoing rigorous development that involves the unique expertise of members
from the professional technical community.

Readers’ feedback is a natural continuation of this process. If you have any comments regarding how we could
improve the quality of this book, or otherwise alter it to better suit your needs, you can contact us through email
at feedback@ciscopress.com. Please make sure to include the book title and ISBN in your message.

We greatly appreciate your assistance.
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Icons Used in This Book

Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conventions
as follows:

■ Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface indi-
cates commands that are manually input by the user (such as a show command).

■ Italics indicate arguments for which you supply actual values.

■ Vertical bars (|) separate alternative, mutually exclusive elements.

■ Square brackets [ ] indicate optional elements.

■ Braces { } indicate a required choice.

■ Braces within brackets [{ }] indicate a required choice within an optional element.

Desktop
Computer

Cloud

LAN
Media

WAN
Media

Wireless
Media

Router

Laptop

Server

IP Phone LAN Switch

Wireless
Router

Firewall

Route/Switch
Processor

IP Phone

attachment

Streaming
Video

DevicesDevices



Introduction

Cisco Networking Academy is a comprehensive e-learning program that delivers informa-
tion technology skills to students around the world. The Cisco CCNA Exploration curricu-
lum consists of four courses that provide a comprehensive overview of networking, from
fundamentals to advanced applications and services. The curriculum emphasizes theoretical
concepts and practical application, while providing opportunities for you to gain the skills
and hands-on experience needed to design, install, operate, and maintain networks in small-
to medium-size businesses, as well as enterprise and service provider environments. The
Network Fundamentals course is the first course in the curriculum and is based on a top-
down approach to networking.

Network Fundamentals, CCNA Exploration Companion Guide is the official supplemental
textbook for the first course in v4.x of the CCNA Exploration online curriculum of the
Networking Academy. As a textbook, this book provides a ready reference to explain the
same networking concepts, technologies, protocols, and devices as the online curriculum.

This book emphasizes key topics, terms, and activities and provides many alternate explana-
tions and examples as compared with the course. You can use the online curriculum as
directed by your instructor and then use this Companion Guide’s study tools to help solidify
your understanding of all the topics.

Goal of This Book

First and foremost, by providing a fresh, complementary perspective of the online content,
this book helps you learn all the required materials of the first course in the Networking
Academy CCNA Exploration curriculum. As a secondary goal, individuals who do not
always have Internet access can use this text as a mobile replacement for the online curricu-
lum. In those cases, you can read the appropriate sections of this book, as directed by your
instructor, and learn the topics that appear in the online curriculum. Another secondary goal
of this book is to serve as your offline study material to help prepare you for the CCNA exam.

Audience for This Book

This book’s main audience is anyone taking the first CCNA Exploration course of the
Networking Academy curriculum. Many Networking Academies use this textbook as a
required tool in the course, while other Networking Academies recommend the Companion
Guides as an additional source of study and practice materials.
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Book Features

The educational features of this book focus on supporting topic coverage, readability, and
practice of the course material to facilitate your full understanding of the course material.

Topic Coverage

The following features give you a thorough overview of the topics covered in each chapter
so that you can make constructive use of your study time:

■ Objectives: Listed at the beginning of each chapter, the objectives reference the core
concepts covered in the chapter. The objectives match the objectives stated in the corre-
sponding chapters of the online curriculum; however, the question format in the
Companion Guide encourages you to think about finding the answers as you read the
chapter.

■ “How-to” feature: When this book covers a set of steps that you need to perform for
certain tasks, the text lists the steps as a how-to list. When you are studying, the icon
helps you easily refer to this feature as you skim through the book.

■ Notes, tips, cautions, and warnings: These are short sidebars that point out interesting
facts, timesaving methods, and important safety issues.

■ Chapter summaries: At the end of each chapter is a summary of the chapter’s key
concepts. It provides a synopsis of the chapter and serves as a study aid.

Readability

The authors have compiled, edited, and in some cases rewritten the material so that it has a
more conversational tone that follows a consistent and accessible reading level. In addition,
the following features have been updated to assist your understanding of the networking
vocabulary:

■ Key terms: Each chapter begins with a list of key terms, along with a page-number
reference from inside the chapter. The terms are listed in the order in which they are
explained in the chapter. This handy reference allows you to find a term, flip to the
page where the term appears, and see the term used in context. The Glossary defines all
the key terms.

■ Glossary: This book contains an all-new Glossary with more than 250 terms.

xix

How To



Practice

Practice makes perfect. This new Companion Guide offers you ample opportunities to put
what you learn to practice. You will find the following features valuable and effective in
reinforcing the instruction that you receive:

■ Check Your Understanding questions and answer key: Updated review questions are
presented at the end of each chapter as a self-assessment tool. These questions match
the style of questions that you see in the online course. Appendix A, “Check Your
Understanding and Challenge Questions Answer Key,” provides an answer key to all
the questions and includes an explanation of each answer.

■ (NEW) Challenge questions and activities: Additional—and more challenging—
review questions and activities are presented at the end of chapters. These questions are
purposefully designed to be similar to the more complex styles of questions you might
see on the CCNA exam. This section might also include activities to help prepare you
for the exams. Appendix A provides the answers.

■ Packet Tracer activities: Interspersed throughout the chapters you’ll find many activities
to work with the Cisco Packet Tracer tool. Packet Tracer allows you to create networks,
visualize how packets flow in the network, and use basic testing tools to determine
whether the network would work. When you see this icon, you can use Packet Tracer
with the listed file to perform a task suggested in this book. The activity files are avail-
able on this book’s CD-ROM; Packet Tracer software, however, is available through 
the Academy Connection website. Ask your instructor for access to Packet Tracer.

Labs and Study Guide

The supplementary book Network Fundamentals, CCNA Exploration Labs and Study Guide,
by Cisco Press (ISBN: 1-58713-2036), contains all the labs from the curriculum plus addi-
tional challenge labs and study guide material. At the end of each chapter of this
Companion Guide, icons indicate what hands-on activities, labs, and Packet Tracer activities
are available in the Labs and Study Guide.

■ Lab and Activity references: This icon notes the hands-on labs and other activities
created for this chapter in the online curriculum. Within Network Fundamentals, CCNA
Exploration Labs and Study Guide, you will also find additional labs and study guide
material created by the authors of that book.

■ (NEW) Packet Tracer Companion activities: Many of the hands-on labs include
Packet Tracer Companion activities, where you can use Packet Tracer to complete a
simulation of the lab. Look for this icon in Network Fundamentals, CCNA Exploration
Labs and Study Guide for hands-on labs that have a Packet Tracer Companion.

xx Network Fundamentals, CCNA Exploration Companion Guide
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■ (NEW) Packet Tracer Skills Integration Challenge activities: These activities
require you to pull together several skills learned from the chapter to successfully com-
plete one comprehensive exercise. Look for this icon in Network Fundamentals, CCNA
Exploration Labs and Study Guide for instructions on how to perform the Packet Tracer
Skills Integration Challenge for this chapter.

A Word About Packet Tracer Software and

Activities

Packet Tracer is a self-paced, visual, interactive teaching and learning tool developed by
Cisco. Lab activities are an important part of networking education. However, lab equipment
can be a scarce resource. Packet Tracer provides a visual simulation of equipment and net-
work processes to offset the challenge of limited equipment. Students can spend as much time
as they like completing standard lab exercises through Packet Tracer, and have the option to
work from home. Although Packet Tracer is not a substitute for real equipment, it allows stu-
dents to practice using a command-line interface. This “e-doing” capability is a fundamental
component of learning how to configure routers and switches from the command line.

Packet Tracer v4.x is available only to Cisco Networking Academies through the Academy
Connection website. Ask your instructor for access to Packet Tracer.

The course includes essentially three different types of Packet Tracer activities. This book
uses an icon system to indicate which type of Packet Tracer activity is available to you. The
icons are intended to give you a sense of the purpose of the activity and the amount of time
you need to allot to complete it. The three types of Packet Tracer activities follow:

■ Packet Tracer Activity: This icon identifies straightforward exercises interspersed
throughout the chapters where you can practice or visualize a specific topic. The activi-
ty files for these exercises are available on the book’s CD-ROM. These activities take
less time to complete than the Packet Tracer Companion and Challenge activities.

■ Packet Tracer Companion: This icon identifies exercises that correspond to the hands-on
labs of the course. You can use Packet Tracer to complete a simulation of the hands-
on lab or complete a similar “lab.” The Companion Guide points these out at the end of
each chapter, but look for this icon and the associated exercise file in Network
Fundamentals, CCNA Exploration Labs and Study Guide for hands-on labs that have a
Packet Tracer Companion.

■ Packet Tracer Skills Integration Challenge: This icon identifies activities that require
you to pull together several skills learned from the chapter to successfully complete
one comprehensive exercise. The Companion Guide points these out at the end of each
chapter, but look for this icon in Network Fundamentals, CCNA Exploration Labs and
Study Guide for instructions on how to perform the Packet Tracer Skills Integration
Challenge for this chapter.

xxi
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How This Book Is Organized

This book covers the major topics in the same sequence as the online curriculum for the
CCNA Exploration Network Fundamentals course. The online curriculum has 11 chapters
for Network Fundamentals, so this book has 11 chapters with the same names and numbers
as the online course chapters.

To make it easier to use this book as a companion to the course, the major topic headings in
each chapter match, with just a few exceptions, the major sections of the online course
chapters. However, the Companion Guide presents many topics in slightly different order
inside each major heading. Additionally, the book occasionally uses different examples than
the course. As a result, students get more detailed explanations, a second set of examples,
and different sequences of individual topics, all to aid the learning process. This new
design, based on research into the needs of the Networking Academies, helps typical stu-
dents lock in their understanding of all the course topics.

Chapters and Topics

The book has 11 chapters, as follows:

■ Chapter 1, “Living in a Network-Centric World,” presents the basics of communica-
tion and describes how networks support the way we live. This chapter introduces the
concepts of data networks, scalability, quality of service (QoS), security issues, net-
work collaboration tools, and Packet Tracer.

■ Chapter 2, “Communicating over the Network,” introduces the devices, media, and
protocols that enable network communication. This chapter introduces the OSI and
TCP/IP models, the importance of addressing and naming schemes, and the process of
data encapsulation. You also learn about the tools designed to analyze and simulate net-
work functionality, such as Wireshark.

■ Chapter 3, “Application Layer Functionality and Protocols,” introduces you to the
top network model layer, the application layer. In this context, you will explore the
interaction of protocols, services, and applications, with a focus on HTTP, DNS,
DHCP, SMTP/POP, Telnet, and FTP.

■ Chapter 4, “OSI Transport Layer,” focuses on the role of the transport layer as it
provides the end-to-end transfer of data between applications. You learn how TCP and
UDP apply to common applications.

■ Chapter 5, “OSI Network Layer,” introduces the concepts of routing packets from a
device on one network to a device on a different network. You learn important concepts
related to addressing, path determination, data packets, and IP.
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■ Chapter 6, “Addressing the Network: IPv4,” focuses on network addressing in detail
and describes how to use the address mask, or prefix length, to determine the number
of subnetworks and hosts in a network. This chapter also introduces Internet Control
Message Protocol (ICMP) tools, such as ping and trace.

■ Chapter 7, “OSI Data Link Layer,” discusses how the OSI data link layer prepares
network layer packets for transmission and controls access to the physical media. This
chapter includes a description of the encapsulation processes that occur as data travels
across the LAN and the WAN.

■ Chapter 8, “OSI Physical Layer,” explores the functions, standards, and protocols
associated with the physical layer (Layer 1). You discover how data sends signals and is
encoded for travel across the network. You learn about bandwidth and also about the
types of media and their associated connectors.

■ Chapter 9, “Ethernet,” examines the technologies and operation of Ethernet. Topics
include the evolution of Ethernet technologies, MAC, and Address Resolution Protocol
(ARP).

■ Chapter 10, “Planning and Cabling Networks,” focuses on designing and cabling a
network. You will apply the knowledge and skills developed in the previous chapters to
determine which cables to use, how to connect devices, and how to develop an address-
ing and testing scheme.

■ Chapter 11, “Configuring and Testing Your Network,” describes how to connect
and configure a small network using basic Cisco IOS commands for routers and
switches.

This book also includes the following:

■ Appendix, “Check Your Understanding and Challenge Questions Answer Key,”
provides the answers to the Check Your Understanding questions that you find at the
end of each chapter. It also includes answers for the challenge questions and activities
that conclude most chapters.

■ The Glossary provides a compiled list of all the key terms that appear throughout this
book.
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About the CD-ROM

The CD-ROM included with this book provides many useful tools and information to sup-
port your education:

■ Packet Tracer Activity files: These are files to work through the Packet Tracer activi-
ties referenced throughout the book, as indicated by the Packet Tracer Activity icon.

■ Other files: A couple files referenced in this book are on the accompanying CD-ROM:

VLSM_Subnetting_Chart.pdf

Exploration_Supplement_Structured_Cabling.pdf

■ Taking Notes: This section includes a .txt file of the chapter objectives to serve as a
general outline of the key topics of which you need to take note. The practice of taking
clear, consistent notes is an important skill not only for learning and studying the mate-
rial but for on-the-job success as well. Also included in this section is “A Guide to
Using a Networker’s Journal” PDF booklet providing important insight into the value
of the practice of using and organizing a professional journal and some best practices
on what, and what not, to take note of in your journal.

■ IT Career Information: This section includes a Student Guide to applying the toolkit
approach to your career development. Learn more about entering the world of
Information Technology as a career by reading two informational chapters excerpted
from The IT Career Builder’s Toolkit: “Information Technology: A Great Career” and
“Breaking into IT.”

■ Lifelong Learning in Networking: As you embark on a technology career, you will
notice that it is ever changing and evolving. This career path provides exciting opportu-
nities to learn new technologies and their applications. Cisco Press is one of the key
resources to plug into on your quest for knowledge. This section of the CD-ROM 
provides an orientation to the information available to you and tips on how to tap into
these resources for lifelong learning.
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CHAPTER 3

Application Layer Functionality and Protocols

Objectives

Upon completion of this chapter, you will be able to answer the following questions:

■ How do the functions of the three upper OSI
model layers provide network services to 
end-user applications?

■ How do the TCP/IP application layer protocols
provide the services specified by the upper 
layers of the OSI model?

■ How do people use the application layer to 
communicate across the information network?

■ What are the functions of well-known TCP/IP
applications, such as the World Wide Web and 
e-mail, and their related services (HTTP, DNS,
DHCP, STMP/POP, and Telnet)?

■ What are the file-sharing processes that use
peer-to-peer applications and the Gnutella 
protocol?

■ How do protocols ensure that services running
on one kind of device can send to and receive
from many different network devices?

■ How can you use network analysis tools to
examine and explain how common user 
applications work?

Key Terms

This chapter uses the following key terms. You can find the definitions in the Glossary.

data page 67

source device page 67

Domain Name System (DNS) page 68

Request for Comments (RFC) page 68

syntax page 70

session page 71

client page 72

server page 72

daemon page 73

peer page 75

scheme page 76

IP address page 77

domain name page 77

network address page 78

resource record page 78

DNS resolver page 78

nslookup page 78

query page 78

cache page 79

authoritative page 81



plug-in page 82

HTTP page 82

distributed page 82

collaborative page 82

encryption page 82

Post Office Protocol (POP) page 83

Simple Mail Transfer Protocol (SMTP) page 83

Mail User Agent (MUA) page 83

spam page 85

gateway page 85

Dynamic Host Configuration Protocol (DHCP)
page 87

subnet mask page 87

broadcast page 88

Server Message Block (SMB) page 89

UNIX page 89

Interpret as Command (IAC) page 91
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The world experiences the Internet through the use of the World Wide Web, e-mail, and
file-sharing programs. These applications, as well as others, provide the human interface to
the underlying network, allowing you to send and receive information with relative ease.
Most of the applications are intuitive; they can be accessed and used without the need to
know how they work. As you continue to study the world of networking, it becomes more
important to know how an application is able to format, transmit, and interpret messages
that are sent and received across the network.

Visualizing the mechanisms that enable communication across the network is made easier if
you use the layered framework of the Open System Interconnection (OSI) model. Figure 
3-1 depicts that framework. The OSI model is a seven-layer model, designed to help explain
the flow of information from layer to layer.

Figure 3-1 Interfacing Human and Data Networks

This chapter focuses on the role of Layer 7, the application layer, and its components:
applications, services, and protocols. You explore how these three elements make the robust
communication across the information network possible.

Applications: The Interface Between the

Networks

This section introduces two important concepts:

■ Application layer: The application layer of the OSI model provides the first step of
getting data onto the network.
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■ Application software: Applications are the software programs used by people to com-
municate over the network. Examples of application software, including HTTP, FTP,
e-mail, and others, are used to explain the differences between these two concepts.

OSI and TCP/IP Model

The OSI reference model is a layered, abstract representation created as a guideline for net-
work protocol design and instruction. The OSI model divides the networking process into
seven logical layers, each of which has unique functionality and to which are assigned spe-
cific services and protocols.

In the OSI model, information is passed from one layer to the next, starting at the applica-
tion layer on the transmitting host and proceeding down the hierarchy to the physical layer,
then passing over the communications channel to the destination host, where the informa-
tion proceeds back up the hierarchy, ending at the application layer. Figure 3-2 depicts the
steps in this process. The following explains the six steps:

1. People create the communication.

2. The application layer prepares human communication for transmission over the data
network.

3. Software and hardware convert communication to a digital format.

4. Application layer services initiate the data transfer.

5. Each layer plays its role. The OSI layers encapsulate data down the stack. Encapsulated
data travels across the media to the destination. OSI layers at the destination unencap-
sulate the data up the stack.

6. The application layer receives data from the network and prepares it for human use. 

Figure 3-2 OSI Encapsulation Process
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The application layer, Layer 7, is the top layer of both the OSI and TCP/IP models. (Refer
to the section “Protocol and Reference Models” in Chapter 2, “Communicating over the
Network,” for more information about the TCP/IP model.) Layer 7 provides the interface
between the applications you use to communicate and the underlying network over which
your messages are transmitted. Application layer protocols are used to exchange data
between programs running on the source and destination hosts. There are many application
layer protocols, and new protocols are always being developed. (Refer to the section “User
Applications, Services, and Application Layer Protocols,” later in this chapter, for examples.)

Although the TCP/IP protocol suite was developed prior to the definition of the OSI model,
the functionality of the TCP/IP application layer protocols fits roughly into the framework
of the top three layers of the OSI model: application, presentation, and session.

Most applications, such as web browsers or e-mail clients, incorporate functionality of the
OSI Layers 5, 6, and 7. A comparison of the OSI and TCP/IP model is shown in Figure 3-3.

Figure 3-3 OSI and TCP/IP Model

Most TCP/IP application layer protocols were developed before the emergence of personal
computers, GUIs, and multimedia objects. As a result, these protocols implement little of
the functionality that is specified in the OSI model presentation and session layers. The next
sections describe the OSI presentation and session layers in more detail. 

Presentation Layer
The presentation layer has three primary functions:

■ Coding and conversion of application layer data to ensure that data from the source
device can be interpreted by the appropriate application on the destination device
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■ Compression of the data in a manner that can be decompressed by the destination
device

■ Encryption of the data for transmission and decryption of data upon receipt by the des-
tination

Presentation layer implementations are not typically associated with a particular protocol
stack. The standards for video and graphics are examples. Some well-known standards for
video include QuickTime and Motion Picture Experts Group (MPEG). QuickTime is an
Apple Computer specification for video and audio, and MPEG is a standard for video com-
pression and coding.

Among the well-known graphic image formats are Graphics Interchange Format (GIF),
Joint Photographic Experts Group (JPEG), and Tagged Image File Format (TIFF). GIF and
JPEG are compression and coding standards for graphic images, and TIFF is a standard
coding format for graphic images.

Session Layer
Functions at the session layer create and maintain dialogs between source and destination
applications. The session layer handles the exchange of information to initiate dialogs and
keep them active, and to restart sessions that are disrupted or idle for a long period of time.

TCP/IP Application Layer Protocols
The most widely known TCP/IP application layer protocols are those that provide the
exchange of user information. These protocols specify the format and control information
necessary for many of the common Internet communication functions. Among these TCP/IP
protocols are the following:

■ Domain Name System (DNS) is used to resolve Internet names to IP addresses.

■ Hypertext Transfer Protocol (HTTP) is used to transfer files that make up the web
pages of the World Wide Web.

■ Simple Mail Transfer Protocol (SMTP) is used for the transfer of mail messages and
attachments.

■ Telnet, a terminal emulation protocol, is used to provide remote access to servers and
networking devices.

■ File Transfer Protocol (FTP) is used for interactive file transfer between systems.

The protocols in the TCP/IP suite are generally defined by Requests for Comments (RFC).
The Internet Engineering Task Force (IETF) maintains the RFCs as the standards for the
TCP/IP suite.
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Application Layer Software

The functions associated with the application layer protocols in both the OSI and the
TCP/IP models enable the human network to interface with the underlying data network.
When you open a web browser or an instant message window, an application is started, and
the program is put into the device memory, where it is executed. Each executing program
loaded on a device is referred to as a process.

Within the application layer, there are two forms of software programs or processes that
provide access to the network: applications and services. This concept is shown in Figure 3-4.

Figure 3-4 Software Processes

Network-Aware Applications
Some end-user applications are network aware, meaning that they implement the applica-
tion layer protocols and are able to communicate directly with the lower layers of the proto-
col stack. E-mail clients and web browsers are examples of these types of applications.

Application Layer Services
Other programs, such as file transfer or network print spooling, might need the assistance of
application layer services to use network resources. Although transparent to the user, these
services interface with the network and prepare the data for transfer. Different types of
data—whether it is text, graphics, or video—require different network services to ensure
that it is properly prepared for processing by the functions occurring at the lower layers of
OSI model.
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Each application or network service uses protocols that define the standards and data for-
mats to be used. A service provides the function for doing something, and a protocol pro-
vides the rules the service uses. To understand the function of various network services, you
need to become familiar with the underlying protocols that govern their operation.

User Applications, Services, and Application Layer

Protocols

The application layer uses protocols that are implemented within applications and services.
Applications provide people with a way to create messages, application layer services
establish an interface to the network, and protocols provide the rules and formats that gov-
ern how data is treated, as shown in Figure 3-5. A single executable program can use all
three components. For example, when discussing “Telnet,” you could be referring to the
Telnet application, the Telnet service, or the Telnet protocol.

Figure 3-5 Interfacing Human and Data Networks

In the OSI model, applications that interact directly with people are considered to be at the
top of the stack, as are the people themselves. Like all layers within the OSI model, the
application layer relies on the functions of the lower layers to complete the communication
process. Within the application layer, protocols specify what messages are exchanged
between the source and destination hosts, the syntax of the control commands, the type and
format of the data being transmitted, and the appropriate methods for error notification and
recovery.
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Application Layer Protocol Functions

Both the source and destination devices use application layer protocols during a communi-
cation session. For the communications to be successful, the application layer protocols
implemented on the source and destination host must match.

Protocols perform the following tasks:

■ Establish consistent rules for exchanging data between applications and services loaded
on the participating devices.

■ Specify how data inside the messages is structured and the types of messages that are
sent between source and destination. These messages can be requests for services,
acknowledgments, data messages, status messages, or error messages.

■ Define message dialogues, ensuring that a message being sent is met by the expected
response and that the correct services are invoked when data transfer occurs.

Many different types of applications communicate across data networks. Therefore, application
layer services must implement multiple protocols to provide the desired range of communi-
cation experiences. Each protocol has a specific purpose and contains the characteristics
required to meet that purpose. The right protocol details in each layer must be followed so
that the functions at one layer interface properly with the services in the lower layer.

Applications and services can also use multiple protocols in the course of a single conversa-
tion. One protocol might specify how to establish the network connection, and another
might describe the process for the data transfer when the message is passed to the next
lower layer. 

Making Provisions for Applications and

Services

When people attempt to access information on their device, whether it is a PC, laptop,
PDA, cell phone, or some other device connected to a network, the data might not be physi-
cally stored on their device. If that is the case, a request to access that information must be
made to the device where the data resides. The following sections cover three topics that
will help you understand how the request for data can occur and how the request is filled:

■ Client/server model

■ Application layer services and protocols

■ Peer-to-peer networking and applications

Chapter 3: Application Layer Functionality and Protocols 71



Client/Server Model

In the client/server model, the device requesting the information is called a client and the
device responding to the request is called a server. Client and server processes are consid-
ered to be in the application layer. The client begins the exchange by requesting data from
the server, which responds by sending one or more streams of data to the client. Application
layer protocols describe the design of the requests and responses between clients and
servers. In addition to the actual data transfer, this exchange can require control informa-
tion, such as user authentication and the identification of a data file to be transferred.

One example of a client/server network is a corporate environment where employees use a
company e-mail server to send, receive, and store e-mail. The e-mail client on an employee
computer issues a request to the e-mail server for any unread mail. The server responds by
sending the requested e-mail to the client.

Although data is typically described as flowing from the server to the client, some data
always flows from the client to the server. Data flow can be equal in both directions or can
even be greater in the direction going from the client to the server. For example, a client
might transfer a file to the server for storage purposes. Data transfer from a client to a serv-
er is referred to as an upload, and data from a server to a client is a download. Figure 3-6
shows the client/server model concept. 

Figure 3-6 Client/Server Model

Servers

In a general networking context, any device that responds to requests from client applica-
tions is functioning as a server. A server is usually a computer that contains information to
be shared with many client systems. For example, web pages, documents, databases,
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pictures, video, and audio files can all be stored on a server and delivered to requesting
clients. In other cases, such as a network printer, the print server delivers the client print
requests to the specified printer.

Different types of server applications can have different requirements for client access.
Some servers can require authentication of user account information to verify whether the
user has permission to access the requested data or to use a particular operation. Such
servers rely on a central list of user accounts and the authorizations, or permissions (both
for data access and operations), granted to each user. When using an FTP client, for exam-
ple, if you request to upload data to the FTP server, you might have permission to write to
your individual folder but not to read other files on the site.

In a client/server network, the server runs a service, or process, sometimes called a server
daemon. Like most services, daemons typically run in the background and are not under an
end user’s direct control. Daemons are described as “listening” for a request from a client,
because they are programmed to respond whenever the server receives a request for the
service provided by the daemon. When a daemon “hears” a request from a client, it
exchanges appropriate messages with the client, as required by its protocol, and proceeds 
to send the requested data to the client in the proper format.

Figure 3-7 shows the clients requesting services from the server; specifically, one client is
requesting an audio file (.wav) and the other client is requesting a video file (.avi). The
server responds by sending the requested files to the clients.

Figure 3-7 Servers

Application Layer Services and Protocols

A single application can employ many different supporting application layer services. Thus,
what appears to the user as one request for a web page might, in fact, amount to dozens of
individual requests. For each request, multiple processes can be executed. For example, the
FTP requires a client to initiate a control process and a data stream process to a server.
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Additionally, servers typically have multiple clients requesting information at the same
time, as shown in Figure 3-8. For example, a Telnet server can have many clients requesting
connections to it. These individual client requests must be handled simultaneously and sep-
arately for the network to succeed. The application layer processes and services rely on sup-
port from lower-layer functions to successfully manage the multiple conversations.

Figure 3-8 Multiple Clients’ Service Requests

Client Server Interaction (3.2.3.2)

In this activity, you will study a simple example of client/server interaction, which can
serve as a model for more complex interactions later in the course. Use file e1-3232.pka on
the CD-ROM that accompanies this book to perform this activity using Packet Tracer. 

Peer-to-Peer (P2P) Networking and Applications

In addition to the client/server model for networking, there is a peer-to-peer (P2P) model.
P2P networking involves two distinct forms: peer-to-peer network design and peer-to-peer
applications. Both forms have similar features but in practice work very differently.

P2P Networks
In a peer-to-peer network, two or more computers are connected through a network and can
share resources such as printers and files without having a dedicated server. Every connect-
ed end device, known as a peer, can function as either a server or a client. One computer
might assume the role of server for one transaction while simultaneously serve as a client
for another. The roles of client and server are set on a per-request basis, as shown in Figure
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3-9. The figure shows one peer asking the other peer to provide print services, while at the
same time acting as a file server that shares one of its files.

Figure 3-9 Peer-to-Peer Networking

A simple home network with two connected computers sharing a printer is an example of a
peer-to-peer network. Each person can set his or her computer to share files, enable net-
worked games, or share an Internet connection. Another example of peer-to-peer network
functionality is two computers connected to a large network that use software applications
to share resources between one another through the network.

Unlike the client/server model, which uses dedicated servers, peer-to-peer networks decen-
tralize the resources on a network. Instead of locating information to be shared on dedicated
servers, information can be located anywhere on any connected device. Most of the current
operating systems support file and print sharing without requiring additional server software.
Because peer-to-peer networks usually do not use centralized user accounts, permissions, or
monitors, it is difficult to enforce security and access policies in networks containing more
than just a few computers. User accounts and access rights must be set individually on each
peer device. 

P2P Applications
A P2P application, unlike a peer-to-peer network, allows a device to act as both a client and
a server within the same communication session. In this model, every client is a server and
every server a client, as shown in Figure 3-10. Figure 3-10 shows two phones belonging to
the same network sending an instant message. The blue lines at the top of the figure depict
the digital traffic between the two phones. Both can initiate a communication and are con-
sidered equal in the communication process. However, peer-to-peer applications require that
each end device provide a user interface and run a background service. When you launch a
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specific peer-to-peer application, it invokes the required user interface and background serv-
ices. After that, the devices can communicate directly.

Figure 3-10 Peer-to-Peer Applications

A type of peer-to-peer application is the P2P hybrid system, which utilizes a centralized
directory called an index server even though the files being shared are on the individual
host machines. Each peer accesses the index server to get the location of a resource stored
on another peer. The index server can also help connect two peers, but after they are con-
nected, the communication takes place between the two peers without additional communi-
cation to the index server.

Peer-to-peer applications can be used on peer-to-peer networks, in client/server networks,
and across the Internet. 

Application Layer Protocols and Services

Examples

Now that you have a better understanding of how applications provide an interface for the
user and provide access to the network, you will take a look at some specific commonly
used protocols.

As you will see later in this book, the transport layer uses an addressing scheme called a
port number. Port numbers identify applications and application layer services that are the
source and destination of data. Server programs generally use predefined port numbers that
are commonly known by clients. As you examine the different TCP/IP application layer
protocols and services, you will be referring to the TCP and UDP port numbers normally
associated with these services. Some of these services are

■ Domain Name System (DNS): TCP/UDP port 53

■ HTTP: TCP port 80
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■ Simple Mail Transfer Protocol (SMTP): TCP port 25

■ Post Office Protocol (POP): UDP port 110

■ Telnet: TCP port 23

■ DHCP: UDP port 67

■ FTP: TCP ports 20 and 21

The next sections take a closer look at DNS, world wide web services, and HTTP. 

DNS Services and Protocol

In data networks, devices are assigned IP addresses so that they can participate in sending
and receiving messages over the network. However, most people have a hard time remem-
bering this numeric address. Hence, domain names were created to convert the numeric
address into a simple, recognizable name.

On the Internet, these domain names, such as http://www.cisco.com, are much easier for
people to remember than 198.132.219.25, which, at the time of this writing, is the numeric
address for this server. Also, if Cisco decides to change the numeric address, it is transpar-
ent to the user, because the domain name will remain http://www.cisco.com. The new
address will simply be linked to the existing domain name and connectivity is maintained,
as shown in Figure 3-11. When networks were small, it was a simple task to maintain the
mapping between domain names and the addresses they represented. However, as networks
began to grow and the number of devices increased, this manual system became unworkable.

Figure 3-11 Resolving DNS Addresses
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DNS was created for domain name–to–address resolution for these networks. DNS uses a
distributed set of servers to resolve the names associated with these numbered addresses.

How DNS Works
The DNS protocol defines an automated service that matches resource names with the
required numeric network address. It includes the format for queries, responses, and data
formats. DNS protocol communications use a single format called a message. This message
format is used for all types of client queries and server responses, error messages, and the
transfer of resource record information between servers.

DNS is a client/server service; however, it differs from the other client/server services that
you are examining. Whereas other services use a client that is an application (web browser,
e-mail client, and so on), the DNS client runs as a service itself. The DNS client, sometimes
called the DNS resolver, supports name resolution for the other network applications and
other services that need it.

When configuring a network device, you generally provide one or more DNS server
addresses that the DNS client can use for name resolution. Usually the Internet service
provider (ISP) gives you the addresses to use for the DNS servers. When a user’s applica-
tion requests to connect to a remote device by name, the requesting DNS client queries one
of these DNS servers to resolve the name to a numeric address.

Computer operating systems also have a utility called nslookup that allows the user to man-
ually query the name servers to resolve a given host name. You also can use this utility to
troubleshoot name resolution issues and to verify the current status of the name servers.

In Example 3-1, when the nslookup command is issued, the default DNS server configured
for your host is displayed. In this example, the DNS server is dns-sjk.cisco.com, which has
an address of 171.68.226.120.

Example 3-1 nslookup Command
Microsoft Windows XP [Version 5.1.2600]

Copyright 1985-2001 Microsoft Corp.

C:\> nslookup

Default Server: dns-sjk.cisco.com

Address: 171.68.226.120

>www.cisco.com

Server: dns-sj.cisco.com

Address: 171.70.168.183

Name:  www.cisco.com

Address: 198.133.219.25
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You can then type the name of a host or domain for which you want to get the address. In
the first query in Example 3-1, a query is made for www.cisco.com. The responding name
server provides the address of 198.133.219.25.

Although the queries shown in Example 3-1 are only simple tests, the nslookup command
has many options available to do extensive testing and verification of the DNS process. 

Name Resolution and Caching
A DNS server provides the name resolution using the name daemon, which is often called
named (pronounced name-dee). The DNS server acts as the phone book for the Internet: It
translates human-readable computer host names, for example, http://www.cisco.com, into
the IP addresses that networking equipment needs for delivering information.

The DNS server stores different types of resource records used to resolve names. These
records contain the name, address, and type of record.

Some of these record types are

■ A: An end device address

■ NS: An authoritative name server

■ CNAME: The canonical name (or fully qualified domain name [FQDN]) for an alias;
used when multiple services have the single network address but each service has its
own entry in DNS

■ MX: Mail exchange record; maps a domain name to a list of mail exchange servers for
that domain

When a client makes a query, the “named” process first looks at its own records to see
whether it can resolve the name. If it is unable to resolve the name using its stored records,
it contacts other servers to resolve the name.

The request can be passed along to a number of servers, which can take extra time and con-
sume bandwidth. When a match is found and returned to the original requesting server, the
server temporarily stores the numbered address that matches the name in the cache.

If that same name is requested again, the first server can return the address by using the
value stored in its name cache. Caching reduces both the DNS query data network traffic
and the workloads of servers higher up the hierarchy. The DNS client service on Windows
PCs optimizes the performance of DNS name resolution by storing previously resolved
names in memory, as well. The ipconfig/displaydns command displays all the cached DNS
entries on a Windows XP or 2000 computer system.

DNS Hierarchy
DNS uses a hierarchical system to create a name database to provide name resolution. The
hierarchy looks like an inverted tree with the root at the top and branches below.
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At the top of the hierarchy, the root servers maintain records about how to reach the top-
level domain servers, which in turn have records that point to the secondary-level domain
servers and so on.

The different top-level domains represent either the type of organization or the country of
origin. The following are examples of top-level domains are:

■ .au: Australia

■ .co: Colombia

■ .com: A business or industry

■ .jp: Japan

■ .org: A nonprofit organization

After top-level domains are second-level domain names, and below them are other lower-level
domains. A great example of that is the domain name http://www.cisco.netacad.net. The .net
is the top-level domain, .netacad is the second-level domain, and .cisco is at the lower level.

Each domain name is a path down this inverted tree starting from the root. For example, as
shown in Figure 3-12, the root DNS servers might not know exactly where the e-mail server
mail.cisco.com is located, but they maintain a record for the .com domain within the top-level
domain. Likewise, the servers within the .com domain might not have a record for
mail.cisco.com, but they do have a record for the cisco.com secondary-level domain. The
servers within the cisco.com domain have a record (an MX record to be precise) for
mail.cisco.com.

Figure 3-12 DNS Server Hierarchy
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DNS relies on this hierarchy of decentralized servers to store and maintain these resource
records. The resource records list domain names that the server can resolve and alternative
servers that can process requests. If a given server has resource records that correspond to
its level in the domain hierarchy, it is said to be authoritative for those records.

For example, a name server in the cisco.netacad.net domain would not be authoritative for
the mail.cisco.com record because that record is held at a higher-domain-level server,
specifically the name server in the cisco.com domain.

Note

Two links to the DNS protocol RFCs are

■ http://www.ietf.org/rfc/rfc1034.txt

■ http://www.ietf.org/rfc/rfc1035.txt

Request for Comments (RFC) are standards documents encompassing new research, innovations, and
methodologies applicable to Internet technologies. These RFCs are very technical in nature, but they
can provide you with some insight to how detailed these standards really are. 

WWW Service and HTTP

When a web address (or URL) is typed into a web browser, the web browser establishes a
connection to the web service running on the server using HTTP. URLs and URIs (uniform
resource identifiers) are the names most people associate with web addresses.

The URL http://www.cisco.com/index.html refers to a specific resource—a web page
named index.html on a server identified as cisco.com.

Web browsers are the client applications computers use to connect to the World Wide Web
and access resources stored on a web server. As with most server processes, the web server
runs as a background service and makes different types of files available.

To access the content, web clients make connections to the server and request the desired
resources. The server replies with the resources and, upon receipt, the browser interprets the
data and presents it to the user.

Browsers can interpret and present many data types, such as plain text or HTML, the lan-
guage in which web pages are constructed). Other types of data, however, might require
another service or program, typically referred to as a plug-in or add-on. To help the browser
determine what type of file it is receiving, the server specifies what kind of data the file
contains.

To better understand how the web browser and web client interact, you can examine 
how a web page is opened in a browser. For this example, consider the URL
http://www.cisco.com/web-server.htm.
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First, the browser interprets the three parts of the URL:

■ http: The protocol or scheme

■ www.cisco.com: The server name

■ web-server.htm: The specific filename requested

The browser then checks with a name server to convert http://www.cisco.com into a numer-
ic address, which it uses to connect to the server. Using the HTTP requirements, the brows-
er sends a GET request to the server and asks for the file web-server.htm. The server in turn
sends the HTML code for this web page to the browser. Finally, the browser deciphers the
HTML code and formats the page for the browser window.

HTTP, one of the protocols in the TCP/IP suite, was originally developed to publish and
retrieve HTML pages and is now used for distributed, collaborative information systems.
HTTP is used across the world wide web for data transfer and is one of the most used
application protocols. 

HTTP specifies a request/response protocol. When a client, typically a web browser, sends a
request message to a server, the HTTP protocol defines the message types the client uses to
request the web page and the message types the server uses to respond. The three common
message types are:

■ GET

■ POST

■ PUT

GET is a client request for data. A web browser sends the GET message to request pages
from a web server. As shown in Figure 3-13, when the server receives the GET request, it
responds with a status line, such as HTTP/1.1 200 OK, and a message of its own, the body
of which can be the requested file, an error message, or some other information.

POST and PUT are used to send messages that upload data to the web server. For example,
when the user enters data into a form embedded in a web page, POST includes the data in
the message sent to the server. PUT uploads resources or content to the web server.

Although it is remarkably flexible, HTTP is not a secure protocol. The POST messages
upload information to the server in plain text that can be intercepted and read. Similarly, the
server responses, typically HTML pages, are unencrypted.

For secure communication across the Internet, the Secure HTTP (HTTPS) protocol is used
for accessing and posting web server information. HTTPS can use authentication and
encryption to secure data as it travels between the client and server. HTTPS specifies 
additional rules for passing data between the application layer and the transport layer.
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Figure 3-13 HTTP Protocol Using GET

Network Representations (3.3.2.3)

In this activity, you will configure DNS and HTTP services, and then study the packets 
that result when a web page is requested by typing a URL. Use file e1-3323.pka on the 
CD-ROM that accompanies this book to perform this activity using Packet Tracer. 

E-Mail Services and SMTP/POP Protocols

E-mail, the most popular network service, has revolutionized how people communicate
through its simplicity and speed. Yet to run on a computer or other end device, e-mail
requires several applications and services. Two examples of application layer protocols are
Post Office Protocol (POP) and Simple Mail Transfer Protocol (SMTP). As with HTTP,
these protocols define client/server processes.

POP and POP3 (Post Office Protocol, version 3) are inbound mail delivery protocols and
are typical client/server protocols. They deliver e-mail from the e-mail server to the client
(MUA).

SMTP, on the other hand, governs the transfer of outbound e-mail from the sending client to
the e-mail server (MDA), as well as the transport of e-mail between e-mail servers (MTA).
(These acronyms are defined in the next section.) SMTP enables e-mail to be transported
across data networks between different types of server and client software and makes e-mail
exchange over the Internet possible.

When people compose e-mail messages, they typically use an application called a Mail
User Agent (MUA), or e-mail client. The MUA allows messages to be sent and places
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received messages into the client mailbox, both of which are distinct processes, as shown in
Figure 3-14.

Figure 3-14 E-Mail Client (MUA)

To receive e-mail messages from an e-mail server, the e-mail client can use POP. Sending 
e-mail from either a client or a server uses message formats and command strings defined
by the SMTP protocol. Usually an e-mail client provides the functionality of both protocols
within one application.

E-Mail Server Processes: MTA and MDA

The e-mail server operates two separate processes:

■ Mail Transfer Agent (MTA)

■ Mail Delivery Agent (MDA)

The Mail Transfer Agent (MTA) process is used to forward e-mail. As shown in Figure 
3-15, the MTA receives messages from the MUA or from another MTA on another e-mail
server. Based on the message header, it determines how a message has to be forwarded to
reach its destination. If the mail is addressed to a user whose mailbox is on the local server,
the mail is passed to the MDA. If the mail is for a user not on the local server, the MTA
routes the e-mail to the MTA on the appropriate server.

Figure 3-15 E-Mail Server: MTA
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In Figure 3-16, you see that the Mail Delivery Agent (MDA) accepts a piece of e-mail from
a Mail Transfer Agent (MTA) and performs the delivery. The MDA receives all the inbound
mail from the MTA and places it into the appropriate users’ mailboxes. The MDA can also
resolve final delivery issues, such as virus scanning, spam filtering, and return-receipt 
handling.

Figure 3-16 E-Mail Server: MDA

Most e-mail communications use the MUA, MTA, and MDA applications. However, there
are other alternatives for e-mail delivery. A client can be connected to a corporate e-mail
system, such as IBM Lotus Notes, Novell Groupwise, or Microsoft Exchange. These sys-
tems often have their own internal e-mail format, and their clients typically communicate
with the e-mail server using a proprietary protocol.

The server sends or receives e-mail through the Internet through the product’s Internet mail
gateway, which performs any necessary reformatting. If, for example, two people who work
for the same company exchange e-mail with each other using a proprietary protocol, their
messages can stay completely within the corporate e-mail system of the company.

As another alternative, computers that do not have an MUA can still connect to a mail serv-
ice on a web browser to retrieve and send messages in this manner. Some computers can
run their own MTA and manage interdomain e-mail themselves.

The SMTP protocol message format uses a rigid set of commands and replies. These com-
mands support the procedures used in SMTP, such as session initiation, mail transaction,
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forwarding mail, verifying mailbox names, expanding mailing lists, and the opening and
closing exchanges. 

Some of the commands specified in the SMTP protocol are:

■ HELO: Identifies the SMTP client process to the SMTP server process

■ EHLO: Is a newer version of HELO, which includes services extensions

■ MAIL FROM: Identifies the sender

■ RCPT TO: Identifies the recipient

■ DATA: Identifies the body of the message

FTP

FTP is another commonly used application layer protocol. FTP was developed to allow file
transfers between a client and a server. An FTP client is an application that runs on a com-
puter that is used to push and pull files from a server running the FTP daemon (FTPd).

To successfully transfer files, FTP requires two connections between the client and the serv-
er: one for commands and replies, and the other for the actual file transfer.

The client establishes the first connection to the server on TCP port 21. This connection is
used for control traffic, consisting of client commands and server replies.

The client establishes the second connection to the server over TCP port 20. This connec-
tion is for the actual file transfer and is created every time a file is transferred.

The file transfer can happen in either direction, as shown in Figure 3-17. The client can
download (pull) a file from the server or upload (push) a file to the server.

Figure 3-17 FTP Process
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DHCP

The DHCP enables clients on a network to obtain IP addresses and other information from
a DHCP server. The protocol automates the assignment of IP addresses, subnet masks, gate-
way, and other IP networking parameters.

DHCP allows a host to obtain an IP address dynamically when it connects to the network.
The DHCP server is contacted by sending a request, and an IP address is requested. The
DHCP server chooses an address from a configured range of addresses called a pool and
assigns it to the host client for a set period.

On larger networks, local networks, or where the user population changes frequently,
DHCP is preferred. New users might arrive with laptops and need a connection. Others
have new workstations that need to be connected. Rather than have the network administra-
tor assign IP addresses for each workstation, it is more efficient to have IP addresses
assigned automatically using DHCP.

When a DHCP-configured device boots up or connects to the network, the client broadcasts
a DHCP DISCOVER packet to identify any available DHCP servers on the network. A
DHCP server replies with a DHCP OFFER, which is a lease offer message with an assigned
IP address, subnet mask, DNS server, and default gateway information as well as the dura-
tion of the lease.

DHCP-distributed addresses are not permanently assigned to hosts but are only leased for a
period of time. If the host is powered down or taken off the network, the address is returned
to the pool for reuse. This is especially helpful with mobile users who come and go on a
network. Users can freely move from location to location and re-establish network connec-
tions. The host can obtain an IP address after the hardware connection is made, either
through a wired or wireless LAN.

DHCP makes it possible for you to access the Internet using wireless hotspots at airports or
coffee shops. As you enter the area, your laptop DHCP client contacts the local DHCP serv-
er through a wireless connection. The DHCP server assigns an IP address to your laptop. 

Various types of devices can be DHCP servers when running DHCP service software. The
DHCP server in most medium to large networks is usually a local dedicated PC-based server.

With home networks, the DHCP server is usually located at the ISP, and a host on the home
network receives its IP configuration directly from the ISP.

Many home networks and small businesses use an Integrated Services Router (ISR) device
to connect to the ISP. In this case, the ISR is both a DHCP client and a server. The ISR acts
as a client to receive its IP configuration from the ISP and then acts a DHCP server for
internal hosts on the local network.

Figure 3-18 shows the different ways of having DHCP servers arranged.
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Figure 3-18 DHCP Servers

DHCP can pose a security risk because any device connected to the network can receive an
address. This risk makes physical security an important factor when determining whether to
use dynamic or static (manual) addressing. 

Dynamic and static addressing have their places in network designs. Many networks use
both DHCP and static addressing. DHCP is used for general-purpose hosts such as end-user
devices, and static, or fixed, addresses are used for network devices such as gateways,
switches, servers, and printers.

The client can receive multiple DHCP OFFER packets if the local network has more than
one DHCP server. The client must choose between them and broadcast a DHCP REQUEST
packet that identifies the explicit server and lease offer that it is accepting. A client can
choose to request an address that it had previously been allocated by the server.

Assuming that the IP address requested by the client, or offered by the server, is still valid,
the chosen server would return a DHCP ACK (acknowledgment) message. The ACK mes-
sage lets the client know that the lease is finalized. If the offer is no longer valid for some
reason, perhaps because of a timeout or another client allocating the lease, the chosen serv-
er must respond to the client with a DHCP NAK (negative acknowledgment) message. When
the client has the lease, it must be renewed prior to the lease expiration through another
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DHCP REQUEST message. The DHCP server ensures that all IP addresses are unique. (An
IP address cannot be assigned to two different network devices simultaneously.) 

File-Sharing Services and SMB Protocol

Server Message Block (SMB) is a client/server file-sharing protocol. IBM developed SMB
in the late 1980s to describe the structure of shared network resources, such as directories,
files, printers, and serial ports. It is a request/response protocol. Unlike the file sharing sup-
ported by FTP, clients establish a long-term connection to servers. After the connection is
established, the user of the client can access the resources on the server as if the resource is
local to the client host.

SMB file-sharing and print services have become the mainstay of Microsoft networking.
With the introduction of the Windows 2000 series of software, Microsoft changed the
underlying structure for using SMB. In previous versions of Microsoft products, the SMB
services used a non-TCP/IP protocol to implement name resolution. Beginning with
Windows 2000, all subsequent Microsoft products use DNS naming. This allows TCP/IP
protocols to directly support SMB resource sharing, as shown in Figure 3-19.

Figure 3-19 File Sharing Using the SMB Protocol

The Linux and UNIX operating systems also provide a method of sharing resources with
Microsoft networks using a version of SMB called SAMBA. The Apple Macintosh operat-
ing systems also support resource sharing using the SMB protocol.

The SMB protocol describes file system access and indicates how clients can make requests
for files. It also describes the SMB protocol interprocess communication. All SMB mes-
sages share a common format. This format uses a fixed-sized header followed by a variable-
sized parameter and data component.
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SMB messages can perform the following tasks:

■ Start, authenticate, and terminate sessions

■ Control file and printer access

■ Allow an application to send or receive messages to or from another device

P2P Services and Gnutella Protocol

You learned about FTP and SMB as ways of obtaining files. This section describes another
application protocol, Gnutella. Sharing files over the Internet has become extremely popu-
lar. With P2P applications based on the Gnutella protocol, people can make files on their
hard disks available to others for downloading. Gnutella-compatible client software allows
users to connect to Gnutella services over the Internet and to locate and access resources
shared by other Gnutella peers.

Many client applications are available for accessing the Gnutella network, including
BearShare, Gnucleus, LimeWire, Morpheus, WinMX, and XoloX. Although the Gnutella
Developer Forum maintains the basic protocol, application vendors often develop exten-
sions to make the protocol work better on their applications.

Many P2P applications do not use a central database to record all the files available on the
peers. Instead, the devices on the network each tell the other what files are available when
queried and use the Gnutella protocol and services to support locating resources, as shown
in Figure 3-20. When a user is connected to a Gnutella service, the client applications will
search for other Gnutella nodes to connect to. These nodes handle queries for resource loca-
tions and replies to those requests. They also govern control messages, which help the serv-
ice discover other nodes. The actual file transfers usually rely on HTTP services.

Figure 3-20 Gnutella Protocol
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The Gnutella protocol defines five different packet types:

■ ping: For device discovery

■ pong: As a reply to a ping

■ query: For file location

■ query hit: As a reply to a query

■ push: As a download request

Telnet Services and Protocol

Long before desktop computers with sophisticated graphical interfaces existed, people used
text-based systems that were often just display terminals physically attached to a central
computer. After networks were available, people needed a way to remotely access the com-
puter systems in the same manner that they did with the directly attached terminals.

Telnet was developed to meet that need. It dates back to the early 1970s and is among the
oldest of the application layer protocols and services in the TCP/IP suite. Telnet is a
client/server protocol that provides a standard method of emulating text-based terminal
devices over the data network. Both the protocol itself and the client software that imple-
ments the protocol are commonly referred to as Telnet. The Telnet service is depicted in
Figure 3-21.

Figure 3-21 Telnet Service

Appropriately enough, a connection using Telnet is called a VTY (Virtual Terminal) session,
or connection. Telnet specifies how a VTY session is established and terminated. It also
provides the syntax and order of the commands used to initiate the Telnet session, and it
provides control commands that can be issued during a session. Each Telnet command con-
sists of at least 2 bytes. The first byte is a special character called the Interpret as
Command (IAC) character. As its name implies, the IAC character defines the next byte as
a command rather than text. Rather than using a physical device to connect to the server,
Telnet uses software to create a virtual device that provides the same features of a terminal
session with access to the server command-line interface (CLI).
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To support Telnet client connections, the server runs a service called the Telnet daemon. A
virtual terminal connection is established from an end device using a Telnet client applica-
tion. Most operating systems include an application layer Telnet client. On a Microsoft
Windows PC, Telnet can be run from the command prompt. Other common terminal appli-
cations that run as Telnet clients are HyperTerminal, Minicom, and TeraTerm.

When a Telnet connection is established, users can perform any authorized function on the
server, just as if they were using a command-line session on the server itself. If authorized,
they can start and stop processes, configure the device, and even shut down the system.

The following are some sample Telnet protocol commands:

■ Are You There (AYT): Enables the user to request that a response, usually a prompt
icon, appear on the terminal screen to indicate that the VTY session is active.

■ Erase Line (EL): Deletes all text from the current line.

■ Interrupt Process (IP): Suspends, interrupts, aborts, or terminates the process to
which the virtual terminal is connected. For example, if a user started a program on 
the Telnet server through the VTY, he or she could send an IP command to stop the
program.

Although the Telnet protocol supports user authentication, it does not support the transport
of encrypted data. All data exchanged during a Telnet session is transported as plain text
across the network. This means that the data can be intercepted and easily understood. 

The Secure Shell (SSH) protocol offers an alternate and secure method for server access.
SSH provides the structure for secure remote login and other secure network services. It
also provides stronger authentication than Telnet and supports the transport of session data
using encryption. As a best practice, network professionals should use SSH in place of
Telnet, whenever possible. 

92 Network Fundamentals, CCNA Exploration Companion Guide



Chapter 3: Application Layer Functionality and Protocols 93

Summary

The application layer is responsible for directly accessing the underlying processes that
manage and deliver communication to the human network. This layer serves as the source
and destination of communications across data networks. The application layer applications,
protocols, and services enable users to interact with the data network in a way that is mean-
ingful and effective.

Applications are computer programs with which the user interacts and that initiate the data
transfer process at the user’s request.

Services are background programs that provide the connection between the application
layer and the lower layers of the networking model.

Protocols provide a structure of agreed-upon rules, much like grammar and punctuation
provide “rules” in a language. These protocol rules ensure that services running on one par-
ticular device can send and receive data from a range of different network devices.

Delivery of data over the network can be requested from a server by a client. In a peer-to-
peer arrangement, either device can function as a client or server, and data is delivered
depending on the client/server relationship established. Messages are exchanged between
the application layer services at each end device in accordance with the protocol specifica-
tions to establish and use these relationships.

Protocols like HTTP, for example, support the delivery of web pages to end devices.
SMTP/POP protocols support sending and receiving e-mail. SMB enables users to share
files. DNS resolves the human-legible names used to refer to network resources into numer-
ic addresses usable by the network. Telnet provides remote, text-based access to devices.
DHCP provides dynamic allocation of IP addresses and other network-enabling parameters.
P2P allows two or more computers to share resources over the network.

Activities and Labs

The activities and labs available in the companion Network Fundamentals, CCNA
Exploration Labs and Study Guide (ISBN 1-58713-203-6) provide hands-on practice with
the following topics introduced in this chapter:

Activity 3-1: Data Stream Capture (3.4.1.1)

In this activity, you will use a computer that has a microphone and Microsoft Sound
Recorder or Internet access so that an audio file can be downloaded.
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Lab 3-1: Managing a Web Server (3.4.2.1)

In this lab, you will download, install, and configure the popular Apache web server. You
will use a web browser to connect to the server and Wireshark to capture the communica-
tion. Analyzing the capture will help you understand how HTTP operates.

Lab 3-2: E-mail Services and Protocols (3.4.3.1)

In this lab, you will configure and use an e-mail client application to connect to eagle-
server network services. You will then monitor the communication with Wireshark and 
analyze the captured packets.

Many of the hands-on labs include Packet Tracer companion activities where you can 
use Packet Tracer to complete a simulation of the lab. Look for this icon in the Network
Fundamentals, CCNA Exploration Labs and Study Guide (ISBN 1-58713-203-6) for 
hands-on labs that have Packet Tracer companion activities.

Check Your Understanding

Complete all the review questions listed here to test your understanding of the topics and
concepts in this chapter. The appendix, “Check Your Understanding and Challenge
Questions Answer Key,” lists the answers.

1. The application layer is ___________ of the OSI model.

A. Layer 1

B. Layer 3

C. Layer 4

D. Layer 7

2. The TCP/IP application layer consists roughly of which three OSI layers?

A. Application, session, transport

B. Application, presentation, session

C. Application, transport, network

D. Application, network, data link

3. HTTP is used to do which of the following?

A. Resolve Internet names to IP addresses

B. Provide remote access to servers and networking devices

C. Transfer files that make up the web pages of the World Wide Web

D. Transfer the mail messages and attachments

Packet Tracer 
    Companion
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4. Post Office Protocol (POP) uses which port?

A. TCP/UDP port 53

B. TCP port 80

C. TCP port 25

D. UDP port 110

5. What is GET?

A. A client request for data

B. A protocol that uploads resources or content to the web server

C. A protocol that uploads information to the server in plain text that can be intercepted
and read

D. A response from a server

6. Which is the most popular network service?

A. HTTP

B. FTP

C. Telnet

D. E-mail

7. FTP requires ___________ connection(s) between client and server to successfully
transfer files.

A. 1

B. 2

C. 3

D. 4

8. DHCP enables clients on a network to do which of the following?

A. Have unlimited telephone conversations

B. Play back video streams

C. Obtain IP addresses

D. Track intermittent denial of service attacks

9. The Linux and UNIX operating systems use SAMBA, which is a version of which 
protocol?

A. SMB 

B. HTTP 

C. FTP 

D. SMTP 
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10. Which of the following is a connection using Telnet?

A. File Transfer Protocol (FTP) session

B. Trivial File Transfer Protocol (TFTP) session

C. Virtual Terminal (VTY) session

D. Auxiliary (AUX) session

11. Is eBay a peer-to-peer or client/server application?

12. In the client/server model, the device requesting the service is referred to as the
___________.

13. HTTP is referred to as a request/response protocol. What are three typical message 
formats?

14. DHCP allows the automation of what?

15. What does FTP stand for, and what is it used for?

Challenge Questions and Activities

These questions require a deeper application of the concepts covered in this chapter. You
can find the answers in the appendix.

1. List the six-step process for converting human communications to data.

2. Describe the two forms of application software and the purpose of each.

3. Elaborate on the meaning of the terms server and client in the context of data networks.

4. Compare and contrast client/server with peer-to-peer data transfer over networks.

5. List five general functions that application layer protocols specify.

6. Give the specific purposes of the DNS, HTTP, SMB, and SMTP/POP application layer
protocols.

7. Compare and contrast the messages that application layer protocols such as DNS,
HTTP, SMB, and SMTP/POP exchange between devices to enable data transfers to
occur.
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To Learn More 

The following questions encourage you to reflect on the topics discussed in this chapter.
Your instructor might ask you to research the questions and discuss your findings in class.

1. Why is it important to distinguish between a particular application layer application,
the associated service, and the protocol? Discuss this in the context of network refer-
ence models.

2. What if it was possible to include all application layer services with a single all-
encompassing protocol? Discuss the advantages and disadvantages of having one 
such protocol.

3. How would you develop a new protocol for a new application layer service? What
would have to be included? Who would have to be involved in the process, and how
would the information be disseminated?
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address mappings, removing from table, 360
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authoritative DNS servers, 81

AUX interfaces, 400

CLI, accessing, 413
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positional notation, 174
bit time, 285-286, 339-340
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Bluetooth, 302
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broadcast domains, 149

broadcast MAC addressing, 332

bytes, 329
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attenuation, 377
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bandwidth, 378
copper, 293

coax, 297
HFC, 298
safety, 299
STP, 299
UTP, 294-296

cost of, 377
crossover cables, 382
ease of installation, 379
fiber, 299, 302
horizontal cabling, 375
interference, 380
length of, 377
raceway, 379
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telecommunications room, 375
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work areas, 374
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subnets per network, 389
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career opportunities in networking, 27
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Cisco IOS Software, 410, 414

command prompts, 416
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CLI help system, 420-422
conventions, 418-420
editing shortcuts, 423-426

hierachical model structure, 415, 418
EXEC modes, switching between, 417
global configuration mode, 428-429
privileged EXEC mode, 417
user EXEC mode, 416

classful addressing, 196-197

limitations of, 198
classifying traffic, 22

classless addressing, 198

CLI (command-line interface), accessing, 411

via AUX port, 413
via console, 411-412
via SSH, 412
via Telnet, 412

client/server model, 72

clients, 37

UDP processes, 126-127
coax cabling, 297

code groups, 288

collaboration tools, 5

collision detection, CSMA/CD, 335

collision domains, 337

collisions, 253

commands
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arguments, 418
arp, 461-462
CLI help system, 420

command syntax check, 421-422
context-sensitive help, 420
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copy running-config tftp, 437
copy startup-config tftp, 437
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enable secret, 433-434
erase startup-config, 438
hierachical model structure, 415, 418
ipconfig, 156, 330-331
keywords, 418
netstat, 112
nslookup, 78
prompts, 416
reload, 436
service password-encryption, 434
show commands, 426-427
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show mac-address-table, 463
show version command, 427-428
syntax check, 421-422
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channels, 35
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internal factors, 10
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messages

multiplexing, 36
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networks, 10
convergence, 15-18
devices, 14
elements of, 10-11
layered models, 47-48
media, 12, 39-40
messages, 11-12
rules, 14-15

popular tools
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IM, 4
podcasting, 5
wikis, 5

protocol suites, 46
protocols, 8-9, 44-47

confidentiality, 24
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backing up, 437-439
managing, 436

restoring, 440
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startup-config, 414

configuring

banners, 434-435
MOTD, 435

interfaces, 441
passwords, 431-432

enable secret, 433-434
on console port, 433
on VTY lines, 434

router interfaces
Ethernet, 441
serial, 441-442

switch interfaces, 443-444
congestion control, TCP, 123-124

connection establishment/termination (TCP), 118-120

three-way handshakes, 116-118
connection-oriented networks, 19, 114

connectionless networks, 19-20, 140

connectivity

loopback testing, 445-446
of gateway, testing, 451-453
of local network, testing, 449-450
of routers, testing, 447
of switches, testing, 447-449
ping/trace results, interpreting, 444-445, 453-458
router remote connectivity, testing, 453

connectors, 304-306

for WANs, 384-386
console interfaces, 399

CLI, accessing, 411-412
passwords, configuring, 433

contention-based access for shared media, 253

context-sensitive help, 420

control data, 106

controlled access, 253

convergence, 15-18

future trends, 25
devices, 26
increased service availability, 26-27
mobile users, 26
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conversations, 104
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coax, 297
HFC, 298
safety, 299
STP, 299
UTP, 294-296

copy running-config tftp command, 437

copy startup-config tftp command, 437

CRC (cyclical redundancy check) value, 261

crossover cables, 297, 382

crosstalk, 295

CSMA/CD (carrier sense multiple access with collision
detection), 253-254, 334

collision detection, 335
hubs, 337
jam signals, 336

Ctrl-C command, 425

Ctrl-R command, 424

Ctrl-Shift-6 x command, 425

D
data encapsulation, Layer 2, 318

data integrity, 24

data link layer, 244

addressing, 260, 331
data encapsulation, 318
frames, 248, 258-259

802.11, 265-266
Ethernet, 263-264
fields, 248-249
PPP, 265
sample frames, 262
trailers, 260-261

LLC sublayer, 250, 317
MAC sublayer, 317-319
media access control, 247-248, 252

contention-based, 253
controlled access, 253
for nonshared media, 255
for shared media, 252

network topologies, 255
logical, 256-258

NICs, 250
services performed by, 245-246
standards, 251

data networks, 3, 42

data-carrying capacity of physical layer media, 290-292

datagrams, 107

reassembly, 125
DCE/DTE (data communication equipment/data termi-

nation equipment), 386

decapsulation, 51, 139, 269-273

decimal-to-binary conversion, 1780-183

default gateway, 153-156

default routes, 161, 194

describing interfaces, 442-443

destination IP addresses, 137

Destination Unreachable messages (ICMP), 233

devices, 14

addresses, selecting
firewalls, 203-204
intermediary devices, 38, 202
routers, 203-204
servers, 202

banners, configuring, 434-435
end devices, 37
future trends, 26
naming, 429-431
network device symbols, 12
passwords

configuring, 431-434
enable secret, 433-434

terminal emulation, 401
DHCP (Dynamic Host Configuration Protocol), 87-89

directed broadcasts, 185

directly connected networks, 138

DNS (domain name service), 77-78

caching, 79
name resolution, 79
structure, 79-81

DNS resolver, 78

domain names, 77

dotted decimal format, 173

downloads, 72

DTE (data termination equipment), 386

dynamic address assignment, 201

dynamic routing, 164

E
editing shortcuts, 423-424, 426

e-mail, MDA/MTA processes, 84-86
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EMI (electromagnetic interference), 380

enable secret passwords, configuring, 433-434

encapsulation, 51, 66, 137, 142

Layer 2, 318
source host encapsulation, 268-273

encoding

messages, 39
physical layer, 284, 287-290

end devices, 37

erase startup-config command, 438

erasing configuration files, 438

error correction, 261

error detection, 261

error recovery, 104

establishing network baselines, 458-459

Ethernet

10GbE, 346-347
addressing, 331
asynchronous communication, 339
backoff timing, 342
bit times, 339-340
framing, 263-264, 324-325
hexidecimal addressing, 328-330

MAC address, viewing, 330-331
history of, 320-321

Fast Ethernet, 322-323
Gigabit Ethernet, 323-324
legacy Ethernet, 321-322

interfaces, 399
configuring, 441

interframe spacing, 341
jam signal length, 341
latency, 338
Layer 2

LLC sublayer, 317
MAC sublayer, 317-319

Legacy Ethernet, hubs, 347, 349
MAC addressing, 326-327

broadcast, 332
multicast, 333-334
unicast, 332

media, 292
media access control, 334

CSMA/CD, 334-337
physical implementations, 319-320
physical layer, 342-343

10 mbps, 344
100 mbps, 344-345
1000 mbps, 345-346

slot time, 340-341
switching, 349-351

aging process, 354
directly connected nodes, 349-351
filtering, 354
flooding, 354
learning process, 353
MAC tables, 352-353
selective forwarding, 351-354

synchronous communication, 339
examples

of application layer services and protocols, 76-77
DHCP, 87-89
DNS, 77, 79, 81
Gnutella, 90
HTTP, 81-83
POP, 83
SMB, 89
SMTP, 83
Telnet, 91-92

of network layer protocol, 140
EXEC modes, switching between, 417

expectational acknowledgment, 120

experimental IPv4 addresses, 192

extended star topology, 337

external communication factors, 9

extranets, 7

F
Fast Ethernet, 322-323, 344

fault tolerance, 17

FCS (Frame Check Sequence) field, 261

fiber media, 299, 302

fields

of data link layer frames, 248-249
of Ethernet frames, 325
of frame trailers, 260-261
of IPv4 header, 143-144

file-sharing services, 89

filtering, 354

firewalls, 25

addresses, selecting, 203-204
flash memory, 410

flooding, 354

flow control, 104, 122-123

fragmentation, 142
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frames, 55, 248

802.11, 265-266
encapsulation, 269-273
Ethernet, 263-264, 324-325
fields, 248-249
media access control, 252

contention-based, 253
controlled access, 253
for nonshared media, 255
for shared media, 252

PPP, 265
framing, 258-259, 318

sample frames, 262
trailers, 260-261

full-duplex communication, 255

G
gateway connectivity, testing, 451-453

GET requests, 82

Gigabit Ethernet, 323-324

global configuration mode, 428-429

Gnutella, 90

goodput, 291

graphic image formats, 68

grouping network hosts, 145-147

reasons for, 148-152
GSM (Global System for Mobile Communication), 302

H
half-duplex communication, 255

slot time, 340-341
headers, 248, 259

IPv4, 143-144
hexidecimal addressing, 328-330

MAC addresses, viewing, 330-331
HFC (hybrid fiber coax) cabling, 298

hierarchical addressing, 150-152

hierarchical modal structure of Cisco IOS Software,
415

privileged EXEC mode, 417
EXEC modes, switching between, 417
global configuration mode, 428-429
user EXEC mode, 416

high-order bits, 174

history of Ethernet, 320-321

Fast Ethernet, 322-323
Gigabit Ethernet, 323-324
legacy Ethernet, 321-322

hops, 138

horizontal cabling, 375

host addresses, 174, 189

address range, calculating, 211
hosts per subnet, calculating, 389

host names, assigning, 429-431

host routing table, 158-159

host-to-switch mappings, discovering, 463

hosts, 37

hot keys, 423-426

HTTP (HyperText Transfer Protocol), 46, 81-83

GET requests, 82
HTTPS (HyperText Transfer Protocol-Secure), 82

hubs, 337

in Legacy Ethernet, 347, 349
HyperTerminal, restoring/backing up configuration

files, 438-440

I
IAC (Interpret as Command) character, 91

IANA (Internet Assigned Numbers Authority), 110, 204

ICMP (Internet Control Message Protocol), 232-234

IDLE symbols, 346

IEEE (Institute of Electrical and Electronic Engineers),
46

IETF (Internet Engineering Task Force), 46

IM (instant messaging), 4

interfaces, 43

AUX, 400
configuring, 441
console, 399
describing, 442-443
Ethernet, 399

configuring, 441
serial, 399

configuring, 441-442
switch interfaces, configuring, 443-444

interference, 380

interframe spacing, 341

intermediary devices, 38

addresses, selecting, 202
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internal communication factors, 10

Internet, 3, 42

architecture, 17-18
network security, 23-25
QoS, 21-23
scalability, 20-21

as change agent for communication, 3
benefits to businesses, 6-7
collaboration tools, 5
online learning, 5-6

internetworks, 17

devices, 368
interpreting

ping/trace results, 453-458
tracert output, 459-461

intranets, 7, 42

intranetwork devices, 369

IP (Internet Protocol), 47

IP addressing. See IPv4 addressing

ipconfig command, 156, 330-331

iPods, podcasting, 5

IPv4 addressing, 56-57, 173
decimal-to-binary conversion, 178-183
address assignments, 198-200

calculating, 209-211
dynamic assignment, 201
static assignment, 200

ANDing, 207-209
binary-to-decimal conversion, 175-177

positional notation, 174
broadcast addresses, 189
broadcast communication, 184-185
characteristics, 140-142
classful addressing, limitations of, 198
default routes, 194
directed broadcast communication, 185
dotted decimal format, 173
encapsulation, 142
experimental addresses, 192
host addresses, 189
host portion, 174
ICMP, 232-234
ISPs, 205-206
legacy addressing, 196

classless addressing, 198
network classes, 196-197

limited broadcast communication, 185-186
link-local addresses, 194-195
loopback addresses, 194
multicast communication, 186, 188

network addresses, 189
network prefixes, 190
subnet masks, 190-192

network layer, testing, 228-232
network portion, 174
packet header, 143-144
private addresses, 192-193
public addresses, 192-193
resolving IP addresses to MAC addresses, 355-356
selecting addresses for devices, 202-204
subnetting, 211-220

VLSM, 220-227
test-net addresses, 195-196
unicast communication, 183

IPv6, 235-236

IRC (Internet Relay Chat), 4

ISPs (Internet service providers), 42

services, 205
tier 1, 206
tier 2, 206
tier 3, 206

IT (information technology) career opportunities, 27

J-K-L
jam signals, 336, 341

keywords, 418

LAA (locally administered address), 327

LAN switching. See also LANs

aging process, 354
filtering, 354
flooding, 354
learning process, 353
selective forwarding, 354

LANs, 41

backbone cabling, 375
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bandwidth, 378
cost of, 377
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routers, selecting, 373
switches, selecting, 370-372
telecommuniations room, 375
work areas, 374

latency, 338

Layer 1. See physical layer

Layer 2. See data link layer

Layer 3. See network layer

Layer 4. See transport layer protocols

Layer 7. See application layer

layered network communication models, 47-48

OSI model, 53-54
PDUs, 51
TCP/IP model, 48-52

learning process of LAN switches, 353

leased lines, 41

least significant bits, 211

legacy Ethernet, 321-322

hubs, 347, 349
legacy IPv4 addressing

classless addressing, 198
network classes, 196-197

limited broadcasts, 185-186

link-local addresses, 194-195

LLC sublayer, 317

local network connectivity, testing, 449-450

logical networks, 245

logical topologies, 255

multiaccess, 257
point-to-point, 256
ring, 258

loopback addresses, 194

testing with ping, 445-446
low-order bits, 176

M
MAC addressing, 263, 326-327

address, viewing, 330-331
broadcast, 332
multicast, 333-334
unicast, 332

MAC sublayer, 250, 317-319

MAC tables, 352-353

managing configuration files, 436

Manchester encoding, 286

MANs (metropolitan area networks), 319

MDA process, 84, 86

MDI (media-dependent interface), 381

MDIX (media-dependent interface, crossover), 381

media, 39-40

media access control, 247-248, 252, 334

addressing, 260
contention-based, 253
controlled access, 253
CSMA/CD, 334

collision detection, 335
hubs, 337
jam signals, 336

for nonshared media, 255
for shared media, 252
framing, 258-259

802.11, 265-266
Ethernet, 263-264
PPP, 265
sample frames, 262
trailers, 260-261

media connectors, 304, 306

media-independent protocols, 141

memory, NVRAM, 414

messages, 11-12

encoding, 39
ICMP, 232-234
multiplexing, 36
segmentation, 35-36

mobile users, 26

most significant bits, 178

MOTD banners, configuring, 435

MTA (mail transfer agent) process, 84-86

MTU (maximum transmission unit), 141

MUA (mail user agent), 83

multiaccess topologies, 257

multicast MAC addressing, 333-334

multicasts, 186-188

multimode fiber-optic cable, 302

multiplexing, 36

N
name resolution, 79

naming devices, 429-431

NAT (Network Address Translation), 193
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netstat command, 112

network access layer (TCP/IP model), 251

network access protocols, 47

network addressing, 55, 189

addresses, calculating, 209
IP addressing, 56-57
physical address, 55
prefix, 190
subnet masks, 190-192

network architecture, 17-18

circuit-switched, connection-oriented, 19
packet-switched, connectionless, 19-20
QoS, 21-23
scalability, 20-21

network device symbols, 12

network layer, 136, 144, 331

addressing, 137, 331
connectivity, testing, 228-232
decapsulation, 139
default gateway, 155-156
encapsulation, 137
example protocol, 140
IPv4

characteristics of, 140, 142
encapsulation, 142
packet header, 143-144

network hosts, grouping, 145-147
reasons for, 148-152

packet forwarding, 162-163
packets, 154-155
routing, 138, 159

dynamic routing, 164
static routing, 163

routing protocols, 164-165
routing table, 156-159

default route, 161
entries, 160
next hop, 161

subnets, 145
network portion of IPv4 addresses, 174

networks, 3

benefits to businesses, 7-8
career opportunities, 27
communication, 10
components of, 37
convergence, future trends, 25-27
elements of, 10-11

devices, 14
medium, 12

messages, 11-12
rules, 14-15

entertainment uses of, 8
extranets, 7
intranets, 7
logical topologies

multiaccess, 257
point-to-point, 256
ring, 258

media, 40
P2P, 74-75

applications, 75-76
security, 18, 23-24

availability, 25
confidentiality, 24
data integrity, 24

segments, 245
subnetting, 152
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next hop, 161

testing, 452
NICs (network interface cards) , 43, 250

nodes, 245

noise, 294

nonshared media, media access control, 255

NRZ (nonreturn to zero), 286

nslookup command, 78

NVRAM (nonvolatile RAM), 414
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online learning, 5-6
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OSI model, 49, 53

application layer, 65-67
protocol functions, 71
services, 70
software, 69
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802.11, 265-266
addressing, 260
Ethernet, 263-264
framing, 248-249, 258-261
media access control, 252-255
media access control method, 247-248
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PPP, 265
sample frames, 262
services performed by, 245-246
standards, 251
sublayers, 250

encapsulation process, 66, 268-273
network layer, 136, 144

addressing, 137
decapsulation, 139
default gateway, 155-156
dynamic routing, 164
encapsulation, 137
IPv4, 140-144
network hosts, grouping, 145-152
next hop, 161
packet forwarding, 162-163
packets, 154-155
protocol example, 140
routing, 138, 159
routing protocols, 164-165
routing table, 156-161
static routing, 163
subnets, 145, 152

physical layer
data carrying capacity of media, 290-292
encoding, 284, 287-290
media connectors, 304-306
physical  media, 283, 292-299, 302
purpose of, 280-281
signaling, 281, 284-286
standards, 282-283
wireless  media, 302-304
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transport layer

purpose of, 101-105
SAR, 112-114
TCP, 107, 114-124
UDP, 107, 124-127

OTDR (Optical Time Domain Reflectometer), 306

OUI (Organizational Unique Identifier), 326

P
P2P networks, 74-75

applications, 75-76
services, 90

packet-switched networks, 19-20

packet forwarding, 162-163

Packet Tracer, 6

packets, 19, 154-155

PAM5, 345

passwords

configuring, 431-432
on console port, 433
on VTY lines, 434

enable secret, configuring, 433-434
PDUs, 51

frames, 55
segmentation and reassembly, 112, 114

performance, establishing  network baselines, 458-459

photodiodes, 300

physical addresses, 55

physical Ethernet implementations, 319-320

physical layer, 280

data-carrying capacity of media, 290-292
encoding, 284, 287-290
Ethernet, 342-343

10 Mbps, 344
100 Mbps, 344-345
1000 Mbps, 345-346

physical components, 283
physical media, 292

copper, 293-299
fiber-optic, 299, 302
media connectors, 304, 306
safety, 299
wireless, 302-304

purpose of, 280-281
signaling 281, 284-286

Manchester encoding, 286
NRZ, 286

standards, 282-283
physical networks, 245

physical ports, 43

physical topologies, 255

ping

connectivity, testing, 444-445
loopback, testing, 445-446
network layer, testing, 228-230
results, interpreting, 453-458

ping sweeps, performing, 462

pinout, 296

podcasting, 5

point-to-point topologies, 256

POP (Post Office Protocol), 83
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port addressing, 108-109

port numbers, 76, 104

PPP (Point-to-Point Protocol) frame format, 265

Preamble, 339

presentation layer, 67

priority queuing, 22-23

private addresses, 192-193

privileged EXEC mode, 417

processes, 69

TCP, 115
prompts, 416

protocol suites, 45-46

protocols, 8-9, 14-15, 44-46

application layer. See application layer
technology-independent, 47
transport layer. See transport layer

proxy ARP, 358

public addresses, 192-193

Q-R
QoS (quality of service), 21-23

queuing, priority queuing, 22-23

raceway, 379

Redirect messages (ICMP), 234

redundancy, 17

reference models, 48

registered ports, 111

reliability, 114-115, 261

reload command, 436

remote connectivity, testing, 453

removing address mappings from ARP table, 360

resolving MAC addresses, ARP, 357-359

resource records, 78

restoring configuration files, 440

RFCs (Requests For Comments), 49, 68, 81

RFI (radio frequency interference), 380

ring topologies, 258

RIRs (Regional Internet Registries), 204

RJ-45 connectors, 304, 380

rollover cables, 297, 401

routers

addresses, selecting, 203-204
connectivity, testing, 447, 453
interfaces

describing, 442-443
Ethernet, configuring, 441
serial, configuring, 441-442
verifying, 446-447

selecting, 373
routing, 136-138, 159

dynamic routing, 164
hops, 138
static routing, 163

routing protocols, 164-165

routing table, 156-159

default route, 161
entries, 160
next hop, 161

RTT (round-trip time), 231

rules, 14-15

running-config, 414

backing up, 437-439
erasing, 438
managing, 436
restoring, 440

runt frames, 342

S
SAMBA, 89

SAR (segmentation and reassembly), 112-114

SC (Subscriber Connector) connectors, 306

scalability, 17, 20-21

security, 18, 23-24

availability, 25
confidentiality, 24
data integrity, 24

segmentation, 35-36

selecting

routers, 373
switches, 370-372

selective acknowledgments, 122

selective forwarding, 351-354

serial interfaces, 399

configuring, 441-442
server daemon, 73

server daemon 525



servers, 72

addresses, selecting, 202
authoritative, 81
UDP processes, 126

service password-encryption command, 434

services, application layer, 69-70, 73-74

DHCP, 87-89
DNS, 77-81
examples of, 76-77
file-sharing, 89
HTTP, 81-83
P2P, 90
POP, 83
SMB, 89
SMTP, 83
Telnet, 91-92

services performed by data link layer, 245-246

session layer, 68

session termination, TCP, 118-120

sessions, 264

shared media

contention-based access, 253
media access control, 252

shortcuts for command editing, 423-426

show commands, 426-427

show interfaces command, 427

show ip route command, 157

show mac-address-table command, 463

show version command, 427-428

signaling, 284. See also encoding

physical layer, 285
Manchester encoding, 286
NRZ, 286

single points of failure, 25

single-mode fiber-optic cable, 302

slot time, 340-341

SMB (Server Message Block), 89

SMTP (Simple Mail Transfer Protocol), 83

sockets, 109

source host encapsulation, 268-273

source IP address, 137

Source Quench messages (ICMP), 234

SSH (Secure Shell), 92

CLI, accessing, 412
ST (Straight Tip) connectors, 306

standards, 11

for wireless communication, 302
for WLANs, 304
physical layer, 282-283

startup-config, 414

backing up, 437-439
erasing, 438
managing, 436
restoring, 440

static address assignment, 200

static routing, 163

store-and-forward switching, 352

STP (shielded twisted-pair) cabling, 299

straight-through cables, 297, 375, 381

sublayers of data link control layer, 250

subnet masks, 190-192, 390

subnetting, 145, 152, 211-220, 391-398

subnets per network, calculating, 389
VLSM, 220-227, 394-396

switched Ethernet, 349, 351

aging process, 354
directly connected nodes, 349-351
filtering, 354
flooding, 354
learning process, 353
MAC tables, 352-353
selective forwarding, 351-354

switches

connectivity, testing, 447-449
host-to-switch mappings, discovering, 463
interfaces, configuring, 443-444
selecting, 370-372

switching between EXEC modes, 417

symbols for network devices, 12

synchronous communication, 339

syntax check help, 421-422

T
tabs, 424

TCP (Transmission Control Protocol), 107, 114

expectational acknowledgment, 120-121
congestion control, 123-124
expectational acknowledgment, 120
flow control, 122-123
port addressing, 108-109
registered ports, 111
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reliability, 114-115
retransmission, 121-122
server processes, 115
session termination, 118-120
three-way handshakes, 116-118
well-known ports, 110

TCP/IP model, 48-49

application layer, 67-71
communication process, 50-52
comparing with OSI model, 54
network access layer, 251

technology-independent protocols, 47

telecommunications room, 375

Telnet, 91-92

CLI, accessing, 412
TeraTerm, backing up configuration files, 438-439

terminal emulation, 401

terminal emulator, 400

test-net addresses, 195-196

testing

gateway connectivity, 451-453
local network connectivity, 449-450

ping, 444-445
loopback with ping, 445-446
network layer, 228-232
next hop, 452
router connectivity, 447
switch connectivity, 447-449

Thicknet, 320

Thinnet, 320

three-way handshakes, 116-118

throughput, 291

tier 1 ISPs, 206

tier 2 ISPs, 206

tier 3 ISPs, 206

Time Exceeded messages (ICMP), 234

token passing, 258

topologies, 255

logical
multiaccess, 257
point-to-point, 256
ring, 258 

tracert command, 453-458

output, interpreting, 459-461
network layer, testing, 231-232
results, interpreting, 453-458

traffic classification, 22

trailers, 248

fields, 260-261
transparent bridging, 352

transport layer protocols, 101-107

port addressing, 108-109
registered ports, 111
SAR, 112-114
TCP, 107, 114

expectational acknowledgment, 120-121
retransmission, 121-122

congestion control, 123-124
flow control, 122-123
reliability, 114-115
server processes, 115
session termination, 118-120
three-way handshakes, 116-118

UDP, 107, 124
client processes, 126-127
datagram reassembly, 125
server processes, 126

well-known ports, 110
transport protocols, 46

TSP (telecommunications service provider), 41

TTL (Time To Live), 231

U-V
UAAs (universally administered addresses), 327

UDP (User Datagram Protocol), 107, 124

client processes, 126-127
datagram reassembly, 125
port addressing, 108-109
registered ports, 111
server processes, 126
well-known ports, 110

unicast addresses, 183

unicast MAC addressing, 332

UNIX OS, 89

up- and down-arrow keys, 425

uploads, 72

URLs, 81

user EXEC mode, 416

UTP (unshielded twisted-pair) cabling, 294-296

crossover cables, 382
straight-through cables, 381

UTP (unshielded twisted-pair) cabling 527



V.35-compliant cables, 387

verifying router interfaces, 446-447

viewing MAC address with ipconfig command, 330-331

virtual circuits, 257

VLSM (Variable-Length Subnet Masking), 220-224,
226-227, 394, 396

VoIP (Voice over IP)

QoS, 22
vty (virtual teletype) sessions, 91, 412

passwords, configuring, 434

W-X-Y-Z
WANs, 41

cabling, V-35 compliant, 387
connectors, 384-386
DCE/DTE, 386

well-known ports, 110

Wi-Fi, 302

wikis, 5

WiMAX (Worldwide Interoperability for Microwave
Access), 302

Winchester connector, 385

window size, 121

wireless media, 302

WLANs (Wireless LANs), 303-304

work areas, 374

WPAN (Wireless Personal Area Network), 302
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