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Preface

The hottest topic in the IT industry today is computer security. The news is replete with stories

of hacking, viruses, and identity theft. The cornerstone of security is defending the organizational
network. Network Defense and Countermeasures: Principles and Practices offers a comprehensive
overview of network defense. It introduces students to network security threats and methods for
defending the network. Three entire chapters are devoted to firewalls and intrusion-detection systems.
There is also a chapter providing a basic introduction to encryption. Combining information on the
threats to networks, the devices and technologies used to ensure security, as well as concepts such as
encryption provides students with a solid, broad-based approach to network defense.

This book provides a blend of theoretical foundations and practical applications. Each chapter ends
with multiple choice questions, exercises, projects, and a case study. Students who successfully
complete this textbook, including the end of chapter material, should have a solid understanding

of network security. Throughout the book the student is directed to additional resources that can
augment the material presented in the chapter.

Audience

This book is designed primarily as a textbook for students who have a basic understanding of how
networks operate, including basic terminology, protocols, and devices. Students do not need to have
an extensive math background or more than introductory computer courses.

Overview of the Book

This book will walk you through the intricacies of defending your network against attacks. It begins
with a brief introduction to the field of network security in Chapter 1, “Introduction to Network
Security.” Chapter 2, “Types of Attacks” explains the threats to a network—including denial of
service attacks, buffer overflow attacks, and viruses.

Chapter 3, “Fundamentals of Firewalls,” Chapter 4, “Firewall Practical Applications,” Chapter 5,
“Intrusion-Detection Systems,” and Chapter 7, “Virtual Private Networks,” give details on various
security technologies including firewalls, intrusion-detection systems, and VPNs. These items are the
core of any network’s security, so a significant portion of this book is devoted to ensuring the reader
fully understands both the concepts behind them and the practical applications. In every case, prac-
tical direction for selecting appropriate technology for a given network is included.

Chapter 6, “Encryption Fundamentals,” provides a solid introduction to encryption. This topic is
critical because ultimately computer systems are simply devices for storing, transmitting, and manip-
ulating data. No matter how secure the network is, if the data it transmits is not secure then there is a
significant danger.



xiii

Chapter 8, “Operating System Hardening,” teaches operating system hardening. Chapter 9,
“Defending Against Virus Attacks,” and Chapter 10, “Defending Against Trojan Horses, Spyware,
and Adware,” give the reader specific defense strategies and techniques to guard against the most
common network dangers. Chapter 11, “Security Policies,” gives readers an introduction to security
policies.

Chapter 12, “Assessing System Security,” teaches the reader how to do an assessment of a network’s
security. This includes guidelines for examining policies as well as an overview of network
assessment tools. Chapter 13, “Security Standards,” gives an overview of common security standards
such as the Orange Book and the Common Criteria. This chapter also discusses various security
models such as Bell-Lapadula. Chapter 14, “Physical Security and Disaster Recovery,” examines

the often-overlooked topic of physical security as well as disaster recovery, which is a key part of
network security.

Chapter 15, “Techniques Used by Attackers,” provides the tools necessary to “know your enemy,”
by examining basic hacking techniques and tools as well as strategies for mitigating hacker attacks.
Chapter 16, “Introduction to Forensics,” helps you understand basic forensics principles in order to
properly prepare for investigation if you or your company become the victim of a computer crime.
Chapter 17, “Cyber Terrorism,” discusses computer-based espionage and terrorism, two topics of
growing concern for the computer security community but often overlooked in textbooks.
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Assessing System Security

Chapter Objectives

After reading this chapter and completing the exercises, you will be able
to do the following:

= Evaluate a system’s security.

m Scan a system for vulnerabilities.

= Evaluate the overall security of a network.

= Use the “Six Ps” of security.

= Apply a patch to your system.

= Document your security.

Introduction

As you learn more about computer security, you will learn new techniques for securing a particular
system. However, the ability to assess a system’s security is critical. Before you can begin adminis-
tering system security, you must have a realistic assessment of the system’s current state of security.
This chapter discusses the essential steps that you should follow in assessing a system’s security level.
It is very important to assess a system’s security level prior to implementing any security measures.
You must be cognizant of the current state of affairs in order to appropriately address vulnerabilities.
You should also conduct periodic security audits to ensure that the appropriate level of security is
being maintained.

It is also commonplace for security professionals and firms to be contracted to audit a system’s security.
Whatever your purpose for assessing a system’s security, you will need to have some framework
within which to conduct your review. This chapter gives you an understanding of how to approach
such a review, and what to look for.
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Evaluating the Security Risk

In Chapter 1 we provided a method for assigning a numeric value to your system’s security risk based
on several factors. In this section we will expand upon that system. Recall that we evaluated three
aspects of your system:

m  Attractiveness to attackers
m  Nature of information

m Level of security

The system being evaluated was given a numeric designation between 1 and 10 for each of these
factors. The first two are added together, and then the third number (level of security) is subtracted. The
lower the number, the more secure your system; the higher the number the greater your risk. The best
rating is for a system that:

= Receives a 1 in attractiveness to hackers (i.e., a system that is virtually unknown, has no politi-
cal or ideological significance, etc.)

= Receives a 1 in informational content (i.e., a system that has no confidential or sensitive data on it)

m Receives a 10 in security (i.e., a system with an extensive layered, proactive security system
complete with firewalls, ports blocked, antivirus software, IDS, anti-spyware, appropriate poli-
cies, all workstations and servers hardened, etc.)

This hypothetical system would get a score of 1 + 1 — 10, or -8. That is the lowest threat score possible.
Conversely, the worst rating is for a system that:

= Receives a 10 in attractiveness (i.e., a well-known system that has a very controversial ideologi-
cal or political significance)

= Receives a 10 in informational content (i.e., a system that contains highly sensitive financial
records or classified military data)

m Receives a | in security (no firewall, no antivirus, no system hardening, etc.)

This system would geta 10 + 10— 1, or a 19. Such a hypothetical system is, in effect, a disaster waiting
to happen. As a systems administrator, you are unlikely to encounter either extreme. Evaluating system
attractiveness to hackers is certainly quite subjective. However, evaluating the value of informational
content or the level of security can be done with simple metrics.
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To evaluate the value of the informational content on your systems, you have to consider the impact of
such data being made public. What would be the worst-case scenario of that data being made public?
Table 12.1 divides data into categories, based on worst-case impact, and gives examples of types of
data that fit that specification.

You can use similar metrics to evaluate the security level of any network. Table 12.2 shows an example.

A few observations about Table 12.2 should be made here. The first is that Level 3 is actually the bare
minimum any person should be using. Because both Windows 7 and Linux have built-in firewalls,
there is no reason that even a home user would not achieve Level 3. Most organizational networks
should be able to get a minimum standard of Level 5 or 6. It should also be noted that you probably
will not find networks that fit exactly into one of these levels. However, this chart should give you some
guidelines for how to evaluate the security level of these systems.

TABLE 12.1 Value of data.

Value assigned

Description

1

Negligible, at most some
personal embarrassment

Non-sensitive data: video rental records,
book sales records

2-3 Slight loss of competitive Low-level business data: basic process
advantage and procedure documents, customer
contact lists, employee lists
4-5 Significant loss of competitive More sensitive business data: business
advantage (business or strategies, business research data,
military) basic military logistical data
6-7 Significant financial loss, Financial/personal data: Social Security
significant loss of reputation, numbers, credit card numbers, bank
possible negative impact on account numbers, detailed military
operations logistical data, military personnel records,
confidential health records
8-9 Significant business profit Sensitive research data/patent product
loss, significant negative data, classified military information
military/operational impact
10 Serious loss of life, danger to Top secret data, weapons specifications,

national security

troop locations, lists of agent identities

TABLE 12.2 Security measures taken

Value assigned

Security Measure taken

1
2
3

No security at all

Basic antivirus software

Antivirus, some security browser settings,

basic filtering firewall

Many home users
Many home users

Small office/home office users
(SOHO)
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Value assigned Security Measure taken

4 Level 3 plus routine patches and perhaps Small business/schools
some additional security measures such
as stronger browser security and anti-spyware

5 Level 4 plus router hardening, strong password Networks with a
requirements, perhaps an IDS, basic policies full-time network
about downloading, acceptable usage administrator
policies, sensitive servers hardened

6-7 Level 5 with both IDS and anti-spyware, all Networks with a larger IT
unnecessary ports closed, subnets filtered, staff, possibly a full-time

strong password policies, good physical security, security professional
encryption used for sensitive data, all servers

hardened, back-up media destroyed appropriately,

stateful packet inspection firewall on perimeter,

Web servers located in a DMZ, packet filtering on

all subnet routers, very extensive policies on all

aspects of computer security

8-9 Level 6-7 with regular internal and external Networks with a full-time
security audits, hard drive encryption (such security professional
as Windows EFS), possible use of biometrics
in physical security (finger print scan), extensive
logging, background checks on all IT personnel,
all workstations/servers completely hardened, all
personnel wear security ID badges, all data
transmissions encrypted

10 Level 8-9 plus security clearance for all IT Military/research installations
personnel, monthly updates/patching/auditing,
routine penetration testing, Internet usage
extremely restricted or blocked altogether, no
portable media (CD, floppy, etc.) on workstations,
strong physical security including armed guards

*This does not mean that this level should be found at these types of organizations; this is just where it is likely to
be found.

This system is somewhat simplistic, and parts of it are clearly subjective. It is hoped that this will form
a basis for you as you begin working on security for your network. Having numerical values to evaluate
your threat level can be a great assistance when assessing your security level. The real issue is that you
have some quantifiable method for evaluating the security of a given system. This system is presented
to you simply because there are very few similar systems in existence today. Most security evalua-
tions are somewhat subjective. This numerical grading system (which is the invention of this author) is
offered as a starting point. You should feel encouraged to expand upon it.
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Making the Initial Assessment

Disaster recovery, access rights, and appropriate policies are topics that are often overlooked by those
new to security. To keep it simple and easy to remember, the stages of assessing a system’s security
can be separated into the “Six Ps”:

= Patch
m  Ports
® Protect
m Policies
= Probe

m Physical

The first three are discussed in this section. The fifth — probe — is discussed in the next section, and
policies are covered in Chapter 11. You should note that these Six Ps are the invention of this book’s
author (just as the numerical grading system was), and are not yet standards in the security industry.
They are provided here as a framework for approaching system security.

Patches

Patching a system is perhaps the most fundamental part of security. Therefore, when assessing any
system’s security, you should check to see whether a procedure is in place to govern the routine
updating of all patches. And you should also, of course, check to see that the machines actually have
current patches and updates. A written policy is essential, but when performing a security audit, you
need to ensure that those policies are actually being followed.

As you are aware, operating system and application vendors occasionally discover security flaws in
their products and release patches to correct these flaws. Unfortunately, it is not uncommon to find
organizations in which patches have not been applied as late as 30 days or more after their release.

Applying Patches

Applying patches means that the operating system, database management systems, development tools,
Internet browsers, and so on are all checked for patches. In a Microsoft environment this should be
easy because the Microsoft Web site has a utility that scans your system for any required patches to
the browser, operating system, or office products. It is a very basic tenet of security to ensure that all
patches are up-to-date. This should be one of your first tasks when assessing a system. Regardless of
the operating system or application vendor, you should be able to go to its Web site and find infor-
mation regarding how to download and install the latest patches.

Once you have ensured that all patches are up-to-date, the next step is to set up a system to ensure that
they are kept up-to-date. One simple method is to initiate a periodic patch review where, at a scheduled
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time, all machines are checked for patches. There are also automated solutions that will patch all
systems in your organization. It is imperative that all machines be patched, not just the servers.

Automated Patch Systems

Manually patching machines can be quite cumbersome, and in larger networks, simply impractical.
However, there are automated solutions that will patch all systems on your network. These solutions
scan your systems at preset times and update any required patches. A few are listed here:

= Windows Update: For systems running Microsoft Windows, you can set up Windows to auto-
matically patch your system. Recent versions of Windows have this turned on automatically.
If your system is older, simply go to www.microsoft.com and click on the link on the left-
hand side that says “Update Windows.” This will give that individual machine routing updates
for the Windows operating system. This approach does have a few shortcomings, the first
being that it will only update Windows and not any other applications on your machine. The
second drawback is that it does not provide any way to check patches on a test machine before
deploying them to the entire network. Its main advantages are that it is free, and integrated with
the Windows operating system.

= HFNetChkPro: This product is available from http://www.petri.co.il/hfnetchk_pro.htm. It auto-
matically administers and manages patches, including rebooting the patched machines. It is

sold on a per seat license, with five seats going for about $200 and 100 seats selling for about
$2,100.

m Zen Works Patch Management: This product is available from Novell at http://www.novell.
com/products/zenworks/patchmanagement/. If you are currently using a Novell network, then it
might make sense for you to also use their patch management software. There is a licensing fee
of about $18 per each device to be patched.

= Lumenison (formerly known as PatchLink): Available from http://www.lumension.com/ this
product also manages and automates the patching process. PatchLink uses an agent-based
system. This means an intelligent agent is installed on each workstation to manage patching.

= McAfee ePolicy Orchestrator: This product (http://www.mcafee.com/us/products/epolicy-
orchestrator.aspx) is both interesting and popular. It handles the automated patching of your
system, and it includes a number of other features. One interesting feature is that it monitors
the network for any devices that are connected to the network that are not set up via ePolicy
Orchestrator. This prevents “rogue” machines. In larger organizations people setting up their
own machines and servers can be a significant security risk. ePolicy Orchestrator also monitors
other aspects of your network defense, including antivirus and firewall software.

Other patch management software solutions are available. These four are provided to give you an
example of the solutions available and the price range you can expect to pay for them. A simple Internet
search using any major search engine should give you several more options you may want to consider.


http://www.microsoft.com
http://www.petri.co.il/hfnetchk_pro.htm
http://www.novell.com/products/zenworks/patchmanagement/
http://www.novell.com/products/zenworks/patchmanagement/
http://www.lumension.com/
http://www.mcafee.com/us/products/epolicyorchestrator.aspx
http://www.mcafee.com/us/products/epolicyorchestrator.aspx
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The choice of patch management system is often affected by other considerations, such as what other
software the company uses. For example if you already use McAfee Firewall and antivirus software,
then using their patch management system is definitely an option you should seriously consider.

If no automated patch management system is used, then the next best option is scheduled, periodic
manual patching. This means that the IT department in that organization has a schedule wherein they
routinely scan each machine and update its patches. How frequently this is done is dependent upon the
security needs of the organization. Patching quarterly should be considered the absolute minimum for
any organization. Monthly is probably appropriate for most businesses. If a higher level of security is
desired, then manual patching is probably not the appropriate choice.

Ports

As we have discussed in previous chapters, all communication takes place via some port. This is also
true for many virus attacks. Frequently virus attacks will utilize some uncommon port to gain access
to your system. Recall that ports 1 through 1024 are assigned and used for well-known protocols. We
have examined viruses, Trojan horses, and other dangers that operate on specific port numbers. If those
ports are closed, then your vulnerability to these specific attacks is significantly reduced.

Unfortunately some system administrators do not make a policy of closing unused ports. This is
probably due to the fact that many administrators think that if the firewall is blocking certain traffic,
then there is no need to block that port on individual machines. However, this approach provides you
with only perimeter security, not layered security. By closing ports on individual machines, you provide
a backup in case the firewall is breached. As a rule, any port you do not explicitly need for operations
should be closed, and communication should be disallowed on this port. A port is usually associated
with a service. For example an FTP service is often associated with ports 21 and 20. In order to close a
port on an individual machine, you would need to shut down the service that uses that port. This means
those unused services on servers and individual workstations should be shut down.

Both Windows 7 and Linux have built-in port-filtering capability. Windows 2000 Professional also
has port-filtering capability whereas Windows XP has a complete firewall solution built into the oper-
ating system. This means in addition to shutting down the particular unneeded services on all client
machines, you should also shut down the ports. The end of this chapter has exercises that specifically
walk you through closing down services on a Windows 7 Machine. This process would be almost iden-
tical for Windows 8, Windows Server 2008, or Windows Server 2012.

You should also shut down any unused router ports in your network. If your network is part of a larger
wide area network (WAN), then it is likely you have a router connecting you to that WAN. Every open
port is a possible avenue of entry for a virus or intruder. Therefore, every port you can close is one less
opportunity for such attacks to affect your system. The specifics of how to close a port on a router are
particular to the individual router. The documentation that came with your router or the vendor should
be able to provide you with specific instructions for how to accomplish this. If you have a vendor
servicing your router, then you should make a list of all required ports and request that the vendor close
all other ports on the router.
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Protect

The next phase is to ensure that all reasonable protective software and devices are employed. This
means at a minimum having a firewall between your network and the outside world. Firewalls were
discussed in Chapters 3 and 4. Clearly more advanced firewalls such as stateful packet inspection fire-
walls are preferred. When auditing a system, you must note not only whether the system has a firewall,
but what type of firewall it has.

You should also consider using an intrusion detection system (IDS) on that firewall and any Web
servers. An IDS is considered nonessential by some security experts; you can certainly have a secure
network without one.

In Practice

Closing Ports

Many companies tend to concentrate on port filtering at the firewall. However, there is always a
chance that an intruder or a virus could get inside your network. It is therefore prudent to block
ports and services on each machine. When doing so, you must make sure you do not block ports
that you need. The following process is recommended for blocking ports on workstations:

1. Using a port scanner, make a list of all open ports for that machine.

2. Try to find out what each port is used for, then note on your list which ports are actually
needed.

3. On a single test machine, block the ports you believe are not needed. In fact block all ports
except the ones you listed as being necessary.

4. Try to use all of your standard applications and see if they still work.

Assuming step 4 works, then apply the same blocking to 1 or 2 beta testers’ machines and let
them use it for several days.

Now you are ready to begin blocking ports on all workstations. It is critical that you make sure your
blocking won’t disable or impede legitimate applications and network processes.

However, they are the only way to know of impending attacks, and there are free, open source IDS
available. For that reason, most experts highly recommend them. The firewall and IDS will provide
basic security to your network’s perimeter, but you also need virus scanning. Each and every machine,
including servers, must have a virus scanner that is updated regularly. The point has already been
made that a virus infection is the greatest threat to most networks. As also previously discussed, it is
probably prudent to consider anti-spyware software on all of your systems. This will prevent users of
your network from inadvertently running spyware on the network.

Finally, a proxy server, also discussed in Chapter 2, is a very good idea. It not only masks your internal
IP addresses, but most proxy servers allow you to discover what Web sites users visit and put on filters
for certain sites. Many security experts consider a proxy server to be as essential as a firewall.
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In addition to protecting your network, you must also protect data that is transmitted, particularly
outside your network. All external connections should be made via a VPN. Having data encrypted
prevents hackers from intercepting the data via a packet sniffer. For more secure locations you might
even look for all internal transmissions to be encrypted as well.

In short, when assessing the protection of the network, check to see whether the following items are
present, properly configured, and functioning:

= Firewall

= Antivirus protection

= Anti-spyware protection
= IDS

m Proxy Server or NAT

= Data transmissions encryption

Be aware that the first two items are met in most networks. Any network that does not have a firewall
or antivirus software is so substandard that the audit should probably stop at that point. In fact, it
is unlikely that such an organization would even bother to have a security audit. The IDS and data
encryption options are probably less common; however, they should be considered for all systems.

Physical

In addition to securing your network from unwanted digital access, you must also ensure that it has
adequate physical security. The most robustly secure computer that is left sitting unattended in an
unlocked room is not at all secure. You must have some policy or procedure governing the locking of
rooms with computers as well as the handling of laptops, PDAs, and other mobile computer devices.
Servers must be in a locked and secure room with as few people as is reasonably possible having
access to them. Backup tapes should be stored in a fireproof safe. Documents and old backup tapes
should be destroyed before disposal (e.g., by melting tapes, de-magnetizing hard disks, breaking CDs).

Physical access to routers and hubs should also be tightly controlled. Having the most hi-tech, profes-
sional information security on the planet but leaving your server in an unlocked room to which everyone
has access is a recipe for disaster. One of the most common mistakes in the arena of physical security
is co-locating a router or switch in a janitorial closet. This means that, in addition to your own security
personnel and network administrators, the entire cleaning staff has access to your router or switch, and
any one of them could leave the door unlocked for an extended period of time.
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There are some basic rules you should follow regarding physical security:

= Server Rooms: The room where servers are kept should be the most fire-resistant room in your
building. It should have a strong door with a strong lock, such as a deadbolt. Only those person-
nel who actually have a need to go in the room should have a key. You might also consider a
server room log wherein each person logs in when they enter or exit the room. There are actu-
ally electronic locks that record who enters a room, when they enter, and when they leave. Con-
sult local security vendors in your area for more details on price and availability.

= Workstations: All workstations should have an engraved identifying mark. You should also
routinely inventory them. It is usually physically impossible to secure them as well as you
secure servers, but you can take a few steps to improve their security.

= Miscellaneous Equipment: Projectors, CD burners, laptops, and so forth should be kept under
lock and key. Any employee that wishes to use one should be required to sign it out, and it
should be checked to see that it is in proper working condition and that all parts are present
when it is returned.

In Practice

Physical Security

How much physical security is enough? Well, that depends entirely on your situation. The very
first step, one that many companies use, is to simply not let nonemployees roam around the
building. All employees are given ID badges that they wear. Anyone without such a badge should
be stopped and asked to return to the reception area (unless accompanied by an employee). That
alone is a step forward for security.

Another step is to make sure all sensitive equipment is locked. Many companies do this, but then
allow a large number of people to have copies of the keys. That degrades the level of security
provided by locks. The fewest number of people possible should have keys. If someone does not
have a clear need for access, then they should not have a key.

Biometrics are becoming more common as they become cheaper. Such systems control access
to equipment by a fingerprint. This has the advantage of not being easily copied or lost, as a
key might be. This also allows you to easily verify who accesses what equipment and when it is
accessed.
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These measures should be considered by all organizations. Some organizations go much further in
ensuring physical security, and we will list some of the more extreme measures here. Most are probably
more extreme than businesses require. However if you deal with highly sensitive or classified data,
then you might want to consider some or all of these measures.

= Biometric locks to all server rooms, or equipment storage rooms. Such locks are triggered by
a fingerprint scan, and the identity of the person as well as the time they entered the room are
recorded.

®  All visitors to the building are logged in (both their entry and exit time) and are escorted by an
employee at all times.

m  All bags are inspected when personnel leave, or at least some bags are inspected at random.

= No portable devices that might record data are allowed on the premises. This includes USB
drives, camera phones, or any device that might copy data or record screen images.

m  All printing is logged. Who printed, the time the printing occurred, the document name, and the
document size.

= All copying is logged, similarly to printing.

If you are in a situation that demands a greater than normal security level, these measures may be
considered.

Probing the Network

Perhaps the most critical step in assessing any network is to probe the network for vulnerabilities. This
means using various utilities to scan your network for vulnerabilities. Some network administrators
skip this step. They audit policies, check the firewall logs, check patches, and so on. However, the
probing tools discussed in this section are the same ones that most hackers use. If you want to know
how vulnerable your network is, it is prudent to try the same tools that an intruder would use. In
this section we review the more common scanning/probing tools. There are essentially three types of
probes that are usually done. These are the same types of probes that skilled hackers use to evaluate
your network:

® Port scanning: This is a process of scanning the well-known ports (there are 1024) or even all
the ports (there are 65,535) and seeing which ports are open. Knowing what ports are open tells
a lot about a system. If you see that 160 and 161 are open that tells you that the system is using
SNMP. From the perspective of a network administrator, there should be no ports open that are
not necessary.

= Enumerating: This is a process whereby the attacker tries to find out what is on the target
network. Items such as user accounts, shared folders, printers, and so on are sought after. Any
of these might provide a point of attack.
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= Vulnerability assessment: This is the use of some tool to seek out known vulnerabilities, or the
attacker might try to manually assess vulnerabilities. Some outstanding tools are available for
vulnerability assessment.

A number of tools are freely available on the Internet for active scanning. They range from the simple
to the complex. Anyone involved in preventing or investigating computer crimes should be familiar
with a few of these.

NetCop

The first scanner we will examine is NetCop. This particular scanner is not necessarily the most widely
used in the security or hacking communities, but it is easy to use and therefore makes a very good
place for us to start. This utility can be obtained from many sites, including http://download.cnet.com/
windows/netcop-software/3260-20_4-112009.html. When you download NetCop, you get a simple
self-extracting executable that will install the program on your machine and will even place a shortcut
in your program menu. Launching NetCop brings up the screen shown in Figure 12.1. As you can see
from this image, this scanner is relatively simple and intuitive to use.

| Netcop scanner el

Fil=  Options  Help

Starting Host: I'IZ? ilik]

Ending Host: |12?.D.D.1 Sean MNow |
—Progres
Current Host:
Current Port:
Next Port:
Part Set: Using Port Range
Host | Part | Diescription

FIGURE 12.1 NetCop port scanner.

The first selection you make is how to scan the IP address. You can either choose to scan a single IP
address or a range of IP addresses. The latter option makes this tool particularly useful for network
administrators who want to check for open ports on their entire network. For our purposes we will
begin by scanning a single IP address, our own machine. To follow along on your own computer, you
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will need to type in your machine’s IP address. You can either type your machine’s actual IP address or
simply the loop back address (127.0.0.1). When you type in a single IP address and click on Scan Now,
you can watch the display showing that it is checking each and every port, as shown in Figure 12.2.
This is very methodical but also a bit slow.

You can stop the scan if you wish to do so; however, if you let the scan run through all of the
ports, you will then see something similar to what is shown in Figure 12.3. Of course, different machines
you examine will have different ports open. That is the entire point of scanning, to find out which ports
are open.

Finding out which ports are open on a given machine is only half the battle. It is important that you
know what each port is used for, and which ones you can shut down without negatively impacting the
machine’s purpose.

=I5l

File Options Help

Starting Host: |1 01301021
Ending Host: |1 01301021 Stap |

—Progres:
Current Host: 101301021
Current Part: 11
Next Part: 12
Part Set:: Using Port Rangs
Host | Port | Description
101301021 2 Host 15 Alive

FIGURE 12.2 Screen an IP address with NetCop.

Over time you will probably memorize several commonly used ports. For a complete list of all ports,
you can check any of these Web sites:

= www.networksorcery.com/enp/protocol/ip/ports00000.htm

= www.iana.org/assignments/port-numbers

Consider what sort of information these ports tell you. Machines running port 80 are probably Web
servers. But other ports can give a hacker even more useful information. For example, ports 137, 138,
and 139 are used by NetBios, which is most often associated with older versions of Windows. If an
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intruder realizes that the target machine is using an older version of Windows, she knows she can
exploit flaws that have been corrected in newer versions. Other ports can indicate if the target machine
is running a database server, e-mail server, or other vital services. This information not only helps
hackers to compromise systems, but also helps them identify information-rich targets.

If you are working within an organizational structure, the best course of action is to make a list of all
open ports and identify which ones you believe are required for operations and which ones are not. You
should then forward that list to relevant parties such as other network administrators, the I'T manager,
and the security manager. Give them a chance to identify any additional ports that may be needed.
Then you can proceed to close all the ports not needed.

vetcop scomner S SEE]

File Options  Help

Starting Host: ([lONREIN{es|
Ending HUSL.I1D.1 301021 Scan Now |
—Progres:

Current Host:

Current Port:

Next Port:

Port Set: Using Port Range
Host | Part | Diescription
101301021 5 Host |5 Alive
101301021 80 wi-hitp
101301021 135 locary

FIGURE 12.3 |P Scan results.

NetBrute

Some port scanners do more than simply scan for open ports. Some also give you additional infor-
mation. One such product is NetBrute from RawLogic, located at www.rawlogic.com/netbrute/. This
one is quite popular with both the security and hacker community. No computer security professionals
should be without this item in their tool chests. This utility will give you open ports, as well as other
vital information. Once you install and launch NetBrute, you will see a screen such as the one depicted
in Figure 12.4.

As you can see in Figure 12.4, there are three tabs. We will concentrate on the NetBrute tab first. You
can elect to scan a range of IP addresses (perfect for network administrators assessing the vulnerability
of their own systems), or you can choose to target an individual IP. When you are done, it will show
you all the shared drives on that computer, as you see in Figure 12.5.


http://www.rawlogic.com/netbrute/
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m NetBrute Scanner by Raw Logic Software ] =
Options  Help

MetBrute | PotScan | WwebBrte |

Results ; Poit Settings————————————————

Time Out: TCP Port :

Im |1 39 retbios-ssn

~Range
IP Range : I_
1
| 3 | A | i Iﬁ
Scan | Canice! |
—Result Option
& ANY [¥ MetBIOS Mames
" DISK ™ Show IPCs
" PRINT
[ Single

Computer/Hast Mame il
|

Clear | ™ Report View 2 | © Geilb |

| [wEASTTOM [pFwEASTTOM-M

FIGURE 12.4 NetBrute main screen.

Shared folders and drives are important to security because they provide one possible way for a hacker
to get into a system. If the hacker can gain access to that shared folder, she can use that area to upload
a Trojan horse, virus, key logger, or other device. The rule on shared drives is simple: If you don’t
absolutely need them, then don’t have them. Any drive or folder can be shared or not shared. Unless
you have a compelling reason to share a drive, you should not. And if you do decide to share it, then the
details of that shared drive—including content and reason for sharing it—should be in your security
documentation.

With the PortScan tab, you can find ports. It works exactly like the first tab except that instead of giving
you a list of shared folders/drives, it gives you a list of open ports. Thus, with NetBrute, you get a port
scanner and a shared folder scanner. In essence the second tab contains the most pertinent information
you might obtain from other products such as NetCop.
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m NetBrute Scanner by Raw Logic Software =] |

Options  Help
NetBrute | F‘ortScanI WebBruleI

—Port Setting:
ChuckOifce Time Out: TCR Part:
-~ print§ 300 |'|39 nethins-szn
£1 ADMING
3] \gwwroot$ —Range
g B IP Range : l—
7
Scan | Cance| |
—Result Option
= ANY [ MetBIOS Mames
i DISk [~ ShowIPCs
" PRIMT
—Single
Computer/Host Hame ﬂ
10.10.10.100
5
Clear | [ Report View il | @ GetlP |

[Done. [wEASTTOM [DFWEASTTOM-M

FIGURE 12.5 Shared drives.

When scanning your own network, these first two tabs will be the most important. However if you
wish to check the security of your Web server you would want to use the WebBrute tab. The WebBrute
tab allows you to scan a target Web site and obtain information similar to what you would get from
Netcraft. This scan gives you information such as the target system’s operating system and Web server
software.

NetBrute is easy to use and provides most of the basic information you might need. The ability to track
shared folders and drives in addition to open ports is of particular use. This tool is widely used by
hackers as well as security professionals.

Cerberus

One of the most widely used scanning utilities, and a personal favorite of this author, is the Cerberus
Internet Scanner, available as a free download from http://www.cerberusftp.com/download/ (alter-
native download locations are listed in the Appendices at the back of this book, or you can simply do
a web search for Cerberus with your favorite search engine). This tool is remarkably simple to use and
very informative. When you launch this tool, you will see a screen like the one shown in Figure 12.6.
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i

File Tools Help

& s|=(M| 5 2|

FIGURE 12.6 The Cerberus Internet Scanner.

From this screen you can click on the button on the far left that has an icon of a house. Or you can go to
File and select Host. You then simply key in either the URL or the IP address of the machine that you
wish to scan. Click either the button with the “S” on it or go to File and select Start Scan. Cerberus will
then scan that machine and give you a wealth of information. You can see in Figure 12.7 all the various
categories of information that you get from this scan.

Click on the third button to review the report. The report will launch a Hypertext Markup Language
(HTML) document (thus the document is easy to save for future reference) with links to each
category. Click on the category you wish to view. As a rule you should save all such security reports for
future audits. In the event of litigation it may be necessary for you to verify that you were practicing
due diligence in implementing and auditing security. It is also important to document these activities
as a part of the record of security precautions you take. This documentation could be crucial in the
case of any external audit or even in helping a new IT security professional get up to speed on what
actions have already been taken. This information should be stored in a secure location, as it is of great
value to someone wishing to compromise your system security. An example of the report is shown
in Figure 12.8.
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Hostto Scan: 127.0.0.1

Starting scan...

Starting web service checks... completed.
Starting S0L service checks... completed.
Starting ftp service checks... completed.
Starting NetBIOS checks... completed.
Starting NT Registry Checks... completed.
Starting NT Service Checks... completed.
Starting smtp service checks...completed.
Starting POP3 service checks..completed.

Starting RPC checks... completed.
Starting finger checks... completed.
Starting DNS checks... completed.
Starting Browser checks... completed.

FIGURE 12.7 Cerberus scan results.
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FIGURE 12.8

The Cerberus Report.
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One of the most interesting sections to review, particularly for a security administrator, is the NT
Registry report. This report will examine the Windows Registry and inform you of any security flaws
found there and how to correct them. This report is shown in Figure 12.9.

Lesherus Internet Scanner Results - Microsoft Internet Liplorer
Fle  Ede  Wiew Favortes Todks  Help

Peesk « = - D D) A | Qoewch ifovorces Fweds 3| S - & |
s [8] Csecurnyloslieportsl27.0.0.1 beml =] @o
Service Registry checks on 1127.0.0.1 1
Reports
Eystem Details
Weh Serviee
Verszon Windows 2000 Service Pack 4
MS SQL Service Regstered Crumer Chuck Easttom
Regstered Organuzabon GAIC-LFL Division
FTP Service Product [D 51873-007-3184532-00934 |
Systemroot COWINNT
NetBIOS
NT Registry
ey HRLM\SOFTWARE Microsoft\ Windows NT\CurrentVersion\AeDebug
NT Services Value Debugger
The defndt debugger is not as it should be. Current vabue is "CAPregram FrlesMicro)t Viasal Studin\Common\ MEDev9 8
SMTP Service \Binlmedev.oxe™ -p %ld -0 %l
POPS Service Eey HKLMSOFTWA i dows NT\CurrentV
Vadue LegalNoticeCaption
Partmapper Mo Legal Motice has been defmed. This should be set to meet C2 comphance
Pinger Key HKLMSOFTWA i dows NT\CwrrentV
Value: LegalNoticeText
DNS The test of the Legal Motice has not been defined. This should be set to meet OF comphance
WWW Erowser Fey HELMESOFTWARE Micrasoft Windows NT\CwrentVersion Winlog
Value: ShutdownWithoutLogon
Semeene can shut thiz machine dewn without leggng on. Set this value to 0
ey HKLMSOFTWARE Microsolt\ Windows NTWCwrentVersion Winlogon
Vadue Userinit =
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FIGURE 12.9 The NT Registry Report.

This list shows specific Windows Registry settings, why those settings are not particularly secure, and
what you can do to secure them. For obvious reasons, this tool is very popular with hackers. Cerberus
can provide a great map of all of a system’s potential vulnerabilities including, but not limited to,
shared drives, insecure registry settings, services running, and known flaws in the operating system.

You may have noted that more detail was given on Cerberus than some of the other scanners. This is
for two reasons. The first is that this particular scanner gives more information than most port scanners.
The second reason is that this scanner is a particular favorite of the author. My recommendation to you
is that if you have to go with just one scanner, this is the one. NOTE: Cerberus is also available for
Android https://www.cerberusapp.com/download.php.

Port Scanner for Unix: SATAN

One tool that has been quite popular for years with Unix administrators (as well as hackers) is SATAN.
This tool is not some diabolical supernatural entity, but rather an acronym for Security Administrator
Tool for Analyzing Networks. It can be downloaded for free from any number of Web sites. Many
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of these sites are listed at http://linux.softpedia.com/progDownload/SATAN-Download-23306.html.
This tool is strictly for Unix and does not work in Windows.

SATAN was created by Dan Farmer, author of COPS (Computer Oracle and Password System) and
Wietse Venema and from the Eindhoven University of Technology in the Netherlands. It was originally
released on April 5, 1995. It should be noted that SATAN, as well as many other probing tools, was
originally used by hackers to find out about a target system. Over time, the more creative network
administrators began to use these tools for their own purposes. Clearly if you wish to protect your
system against intruders, it can be quite helpful to try the same tools that intruders use.

The user can enter either a single machine or an entire domain of machines to attack. There are three
classes of attacks:

= Light: A light attack simply reports what hosts are available and what Remote Procedure Call
services those hosts are running.

= Normal: A normal attack probes the targets by establishing various connections including
telnet, FTP, WWW, gopher, and SMTP. These are used to discover what operating system the
host is running and what vulnerabilities may be available.

= Heavy: A heavy attack includes everything that a normal attack does with the addition of a
search for several other known vulnerabilities, such as writable anonymous FTP directories or
trusted hosts.

The history of this particular product is quite illuminating. It began with the work of two computer
scientists, Dan Farmer of Sun Microsystems and Wietse Venema of Eindhoven University of Tech-
nology. Together they published a paper entitled “Improving the Security of Your Site by Breaking Into
It” (http://www.csm.ornl.gov/~dunigan/cracking.html). In it, they discussed using hacking techniques
to attempt to break into your own system and thereby discover its security flaws. In the process of
writing this paper, they developed the SATAN tool in order to aid network administrators in carrying
out the recommendations of their paper. This means SATAN is the product of computer scientists
working to improve computer security. It is not a commercial product and can be freely downloaded
from numerous Web sites.

SAINT®

SAINT (Security Administrator’s Integrated Network Tool) is a network vulnerability assessment
scanner (http://www.saintcorporation.com/ ) that scans a system and finds security weaknesses. It
prioritizes critical vulnerabilities in the network and recommends safeguards for your data. SAINT can
benefit you in several ways:

= Prioritized vulnerabilities let you focus your resources on the most critical security issues. This
is probably the most distinctive feature of SAINT.

= Fast assessment results help you identify problems quickly.
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= Highly configurable scans increase the efficiency of your network security program.

m [t allows network administrators to design and generate vulnerability assessment reports
quickly and easily. Such reports are particularly useful when conducting audits.

® The product is automatically updated whenever a scan is run.

This product is newer than Cerberus and SATAN, and is gaining widespread acceptance in both the
hacking and security communities.

Nessus

Nessus, or the “Nessus Project,” is another extremely powerful network scanner. It is open source and
can be downloaded from www.nessus.org. Nessus is fast and reliable, with a modular architecture that
allows you to configure it to your needs. Nessus works on Unix-like systems (MacOS X, FreeBSD,
Linux, Solaris, and more) and also has a Windows version (called NeWT).

Nessus includes a variety of plug-ins that can be enabled, depending on the type of security checks
you want to perform. These plug-ins work cooperatively with each test specifying what is needed to
proceed with the test. For example, if a certain test requires a remote FTP server and a previous test
showed that none exists, that test will not be performed. Not performing futile tests speeds up the
scanning process. These plug-ins are updated daily and are available from the Nessus Web site.

The output from a Nessus scan of a system is incredibly detailed, and there are multiple formats
available for the reports. These reports give information about security holes, warnings, and notes.
Nessus does not attempt to fix any security holes that it finds. It simply reports them and gives sugges-
tions for how to make the vulnerable system more secure.

Some security professionals complain that Nessus can give false positives. This means it can report a
problem where there is none. This product is also not as widely used as Cerberus, SATAN, or some of
the other scanners we have examined.

NetStat Live

One of the most popular protocol monitors is NetStat, which ships free with Microsoft Windows. A
version of this, NetStat Live (NSL), is freely available on the Internet from a variety of sites, such
as www.analogx.com/contents/download/network/nsl.htm. This product is an easy-to-use TCP/IP
protocol monitor that can be used to see the exact throughput on both incoming and outgoing data
whether you are using a modem, cable modem, DSL, or a local network. It allows you to see the speed
at which your data goes from your computer to another computer on the Internet. It even tells you
how many other computers your data must go through to get to its destination. NSL also graphs the
CPU usage of a system. This can be especially useful if, for example, you are experiencing slowed
connection speeds. It can identify whether your computer or your Internet connection is the reason for
the slowdown.
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The NetStat Live screen is shown in Figure 12.10. This display shows the last 60 seconds of data
throughput. It displays the average datarate, the total amount of data sent since last reboot, and the
maximum datarate. It tracks these for all incoming and outgoing messages.

To enable or disable a pane, simply right-click on the window, choose Statistics, and then place a check
next to any statistics that you would like to see. Your choices are:

Local Machine. The current machine name, IP address, and network interface being monitored
Remote Machine. The remote machine, including average ping time and number of hops
Incoming Data. Data on the incoming (download) channel

Incoming Totals. Totals for the incoming data

Outgoing Data. Data on the outgoing (upload) channel

Outgoing Totals. Totals for the outgoing data

System Threads. Total number of threads currently running in the system

CPU Usage. Graphs the CPU load

Curment

0B

Last Marth
i}

Max

0B

FIGURE 12.10 NetStat Live.
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Notice that the Remote section has a machine listed and some information pertaining to it. You can
easily change the server for which you are gathering information. Simply open your Web browser, go
to a Web page, and copy the URL (including “http://”) into the clipboard (by using Ctrl+C). When you
return to viewing NSL, you will see that the server has been replaced with information on the site to
which you browsed. One of the most important reasons to use NetStat or NetStat Live is to find out
what the normal traffic flow is to a given server (or your entire network). It is difficult to determine
whether abnormal activity is taking place if you do not know the characteristics of normal activity.

In Practice

When Doing an Audit

As we previously discussed, a very early step in assessing a network is checking its
documentation. This step can give you invaluable information about the organiza-
tion’s security approach. Whether you are doing an internal audit or are an outside party
auditing another organization, there are some telltale signs in documentation that can tell you how
thorough the organization’s approach to security is.

For example, an organization that has documented the normal traffic flow (I/OPs)to its servers is
probably paying close attention to the details of its security architecture. There are some other
items that will indicate good security practices:

A documented patch maintenance program

® A documented change control process

m A diagram of the entire network, complete with details of what is on each machine. This
documentation must be secured and not generally available to unauthorized people.

® Documentation of the security training/certifications of the network staff
®  Ongoing in-house security training
® Routine review of security literature, journals, and Web sites

All of these items can indicate to you that this organization takes security seriously. On the other
hand, there may also be items in the documentation that would indicate the opposite. Some of
these include:

® Very limited or outdated documentation

® Unsecured network documentation that is easy for unauthorized personnel to get to
m Qverly vague security policies

m Security policies that do not mention any negative outcome for violations

® |ack of logs (Most changes—database, server, security, etc.—should be logged.)

These are just a few items to look for when you are reviewing documentation for any organization.
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Active Ports

Active Ports is another easy-to-use scanning tool for Windows. You can download it for free from
http://www.majorgeeks.com/files/details/active_ports.html. This program enables you to monitor all
open TCP and UDP ports on the local computer. Figure 12.11 shows the main screen of Active Ports.
Active Ports maps ports to the owning application so you can watch which process has opened which
port. It also displays a local and remote IP address for each connection and allows you to terminate the
process that is using that port.

Active Ports lacks some of the features you would find in more advanced tools such as Cerberus or
SATAN. It is a good place to start, though, especially if you have no experience port scanning at all.

Other Port Scanners

There are many more port scanners and security tools available on the Internet, a few of which are
listed here:

= Like Active Ports, Fport reports all open TCP/IP and UDP ports and maps them to the owning
application. Additionally, it maps those ports to running processes. Fport can be used to quickly
identify unknown open ports and their associated applications. This product is available at
http://www.mcafee.com/us/downloads/free-tools/fport.aspx.

#¢ pctive Ports

File Options 7

Process P~ Local IP Local Port Femote IP | Remote Port | 4]

VOF gyvchiost exe 460 192168.0.105 1300

e gychost exe 1572 noon 135

UDF imetinfo. exe 1872 noon 2456

T imetinfo.exe 1872 noon 1028

o inetinfo.exe 1872 noon 443

O imetinfo.exe 1872 noon a0

TOF Inetinfo. exe 1872 ooono 25

UOF wychiost exe 15928 182.168.0105 123 =

UOF syvchiost exe 2032 noon 1614

VoF syvchost exe 2032 noon 1027

TSR alg ene 2644 1030

P e INWORD 0 37

T0F cohpp.exe 2708 0. 10% >
i | 1l } l‘
[ Terminate Process ] [Quely Names]

FIGURE 12.11 Active Ports user interface.

= TCPView is a Windows program that will show you detailed listings of all TCP and UDP
endpoints on your system, including the remote address and the state of TCP connections.
TCPView provides a conveniently presented subset of the NetStat program.


http://www.majorgeeks.com/files/details/active_ports.html
http://www.mcafee.com/us/downloads/free-tools/fport.aspx
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= SuperScan is a port scanner originally from Foundstone Inc, now distributed by McAffee. It
is available as a free download at http://www.mcafee.com/us/downloads/free-tools/superscan.
aspx/. This particular scanner gives its report in HTML format. What is most interesting about
SuperScan is the wide variety of tools also available at that same Web site, including tools
that scan for any number of very specific vulnerabilities. Exploring this Web site is well worth
your time.

The specific port scanner you use is often more a matter of personal preference than anything else. The
best approach is to use three or four separate scanners to ensure that you are checking all the possible
vulnerabilities. Using more than three or four scanners provides limited incremental benefits and can
be very time consuming. I would definitely recommend that Cerberus be one of the scanners you use.
You may also wish to fully test your password with some of the password crackers we mentioned in
Chapter 6 to ensure that your passwords cannot be easily cracked.

More security savvy network administrators will use these tools on their servers, just to check security.
Full-time security professionals should try to stay abreast of trends in the hacking community, and may
even use the same tools as hackers. This is a proactive and important step for a network administrator
to take.

Microsoft Security Baseline Analyzer

The Microsoft Security Baseline Analyzer is certainly not the most robust vulnerability assessment
tool, but it has a remarkably easy-to-use interface and it is free (see Figure 12.12). This tool is available
from http://technet.microsoft.com/en-us/security/cc184923.aspx.

Security Analyzer

Check computers for commen security misconfigurations,

Tha Microecft Baseling Security Analyaer can chock comp Server 2008 2, Windows 7, Windaws Server 2003, Windaws Server 2008,

WWirrdows: Vista, Windews X0 o Winderes 2000, Scarning comprters for security updates utiiees Windows Server Update Services. You must have adminitrator privieges
or sach computer you wank o scan.

WM 5 3 compuer
Check 3 computer using it name or I Acdress.

# Sean multipls compuiers
Check mutipls COmpUtRrs LSINg 3 damaln name or 3 range of TP addrasses,

VW BXHING SRCLTRY SCAN FEpOrS
u Viaw, pririt and copy tha results fom the pravious scans.

FIGURE 12.12 Microsoft Security Baseline Analyzer.


http://www.mcafee.com/us/downloads/free-tools/superscan.aspx/
http://technet.microsoft.com/en-us/security/cc184923.aspx
http://www.mcafee.com/us/downloads/free-tools/superscan.aspx/
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You can choose to scan one machine or many, and you can select which vulnerabilities you want to
scan for, as shown in Figure 12.13.

Which computer do you want to scan?

Enter the name of the computer or ks [P address.

Sonpudie ramec WoRRRP P ] (e corto)
st o
Security peport name: (919 « W (%) ]
e, Sl o T % Wl = P ek
e

] Check for Windows adminisirative viinersbities
] chech for wesh paemards
] check for 115 adrstrative vt
5] chack For S0 adminestrativs vnarsbiltiss
E2] check for sarurky updetes
Do
0 v Update Services gptions:

Lbarr, o shout Seaneing Opticns

FIGURE 12.13 Microsoft Security Baseline Analyzer—Scan Selection.

When the scan completes, a complete report appears to the user, shown in Figure 12.14.

¥ Mizresnft Baseline Security Analyrer 2.1

e Security Analyzer

Report Details for WORKGROUP - COMPANY-8B84706 (2010-03-02 20:50:13)
::‘l‘::::m“‘m.unlnnmlrﬂhd chcks Ll }

g = Lot
1P address: 19Z.160.0. 107
Sean date: A0 050 FH
Scanned with MESA version: 2121120
Catalog synchroniastion date:

St Do Sesra (st Frst) ]

Security Update Scan Hesults
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W wrdows 2 sarvios packs o updabe robuse are misseg.

Sonty What waas scanemd  Reul dele Mo
v

@ SSewr  Messvehyveddss o g
Smarty what sas scanead Rl debale

Winclres Scan Results

Admisistrative Vulnesabilties
LR T T Reult ]
i v this regert (D) oy o chptard B Frevousse ek

FIGURE 12.14 Microsoft Security Baseline Analyzer—Results.



328 CHAPTER 12 Assessing System Security

As you can see this easy-to-use tool gives you a clear overview of not only a given system’s vulnerabil-
ities, but also specific details. This should make it easy for an attacker to exploit those vulnerabilities,
but would also make it easy for you to correct them. This is the sort of tool someone might use to find
possible attack vectors into your system but is also an excellent tool for system administrators to use to
check their system for vulnerabilities.

NSAudit

The NSAudit tool offers basic system enumeration. If you look under Tools, you see the Enumerate
Computers button, shown in Figure 12.15.

Erumerate Computers

FIGURE 12.15 NSAudit Enumerate Computers.

Click it to see a number of choices as to what you want to enumerate, as shown in Figure 12.16

Ct_:‘mpu'lers Enumerate Dialog '_ -- . - .- = g
r Enumerate P
¥ Al Computers [~ Movel servers ™ Server wnning diakin service
™ Microsoft SAL Servers [~ Xenix servers [T Timesource service
[ Primary domain controllers [ PDC ) [~ Apple File Protocol servers I Servers sharing print queus
[~ Backup domain contrallers [ BDC | [~ Servers rnning Windows for Workgroups I Microsoft File and Print for Netware
[~ Piimary domains [~ L&N Manager workstation ™ Server clusters available in the domain
™ LAN Manager server [~ ‘Windows servers not a domain controller ™ Browser service
-
-
I
Erum I Cancel

FIGURE 12.16 NSAudit enumeration choices.
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You have a number of choices: You can enumerate all computers, or just the domain controller, or
servers, or MS SQL database servers. When you run the enumerator the output is in XML format as
shown in Figure 12.17.

Computers Enumerate Dialog @
— Enumerate P, b
¥ Al Computers I~ Novell servers I~ Server running diakin service
™ Microsoft SAL Servers [~ Herix servers I Timesource service
I Primary domain controllers [ PDC ) I &pple File Protocol servers I Servers sharing print queue
™ Backup domain contrallers [ BOC ) [~ Servers unning Windows for Workgroups I~ Microsaft File and Print for Nebware
™ Primary domains I LAN Manager workstation I~ Server cluslers avaiable in the domain
I LAN Manager server I Windows servers not a domain contraller I Browser service
A
- <MetServersEnum:

- <MetMachine MName="AJ-PC" Platform="NT Platform" OS="Microsoft Windows .Net"
Comment="">
<Service=LAN Manager workstation</Service>
<Service>LAN Manager server</Service>
<Service>Windows NT/Windows 2000 workstation or server</Services
<Service>Browser service</Services
<Service>Browser service as backup</Service>
</NetMachine=
- <MetMachine Name="MISTY-PGC" Flatform="NT Platform" 05="6.1" Comment="">
<Service=LAN Manager workstation</Service>
<Service>LAN Manager server</Service>
<Servicex8erver sharing print queue</Service>
<Service>Windows NT/Windows 2000 workstation or server</Service>
<Service=Browser service</Service=
<Service=Browser service as backup</Service>

cCrruirmawMactne henmcne cnmiimn - S aroinns

Enum | Cancel |

K3

FIGURE 12.17 NSAudit enumeration results.

You can see that a great deal of information is provided about every computer on that network. You get
a list of all the computers on the network, and then you can see what services they are running. Any
running service is a potential attack vector.

Security Documentation

Throughout this chapter, and this book, we have frequently mentioned security documentation. By this
point you are undoubtedly aware that you need to document your security. However you may not be
clear as to exactly what documents you should have. Unfortunately this is an area of network securities
for which there are not firm industry standards. There is no manual on documentation.

In this section we will explore some essential documents you should have, and what they should
contain. To make this simpler, many of these documents relate directly to the aforementioned Six Ps
of security.
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Physical Security Documentation

You should have a document that lists physical security that is in place. Where are the machines
located? This means documenting the location of every single server, workstation, router, hub, or other
device. The documentation should contain serial numbers as well as what personnel have access to
them. If a device is in a locked room, then the documentation should also have a list of who has keys
to that room.

If you log entry to secured rooms, then copies of those logs should be filed with your other physical
documentation. In even a medium-sized network this would quickly become a rather hefty file rather
than a single document. You may consider implementing some method whereby after a certain period
of time (1 year, for example) the access logs are archived, then after a longer period of time (such as 3
years) they are destroyed.

Policy and Personnel Documentation

All policies must be on file. Any revisions should be filed along with the originals. Assuming you have
employees sign an agreement stating they are aware of the policies (and you absolutely should), then
copies of that should also be on file.

Along with policy documentation, you should keep a list of personnel along with what items they have
access to. This includes physical access as well as any machines (servers, workstations, or routers) that
they have login rights to. You should also note what level of access they have (standard user, power
user, administrator, and so on).

Probe Documents

Any time you conduct any security audit, a report of that audit should be filed. Even audits done by
outside consultants should be kept on file. The audit report should include any flaws found, and have a
follow-up report of what steps were taken to correct them.

Should you have a security incident (such as a virus infection or intruder), there should be at least a
brief memo summarizing what occurred. That document should state what the security incident was,
when it occurred, what machines were affected, and how it was corrected.

Network Protection Documents

The most obvious item to document is exactly what network protections you have in place. This docu-
mentation should detail the following:

= What firewall are you using and how is it configured?
® What IDS are you using and how is it configured?

= What antivirus and/or anti-spyware are you using?
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= Have you configured any honey pots?
= What individual machine security measures (such as workstation firewalls) have you taken?
One note of caution: These documents should be kept under lock and key, with only limited

access. If an intruder were to get access to these documents, they would have a detailed analysis
of your network’s weaknesses.
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Summary

Periodic security audits must be a part of any proper security plan. The audit must include the following

steps, at a minimum:

Check for appropriate security policies.

Check to see that all systems have updated patches for the operating system and applications.
Also check to see whether a patch management plan is in place and documented.

Check physical security.
Probe the system using port scanners and other software to detect and correct any flaws.

Document the specific steps taken in the security audit, any flaws found, and any corrective
actions that were taken or are recommended.

Test Your Skills

MULTIPLE CHOICE QUESTIONS

1

. Which of the following scanners provides information regarding the target system’s registry?

A. Cerberus
B. NetCop
C. NetBrute
D

Active Ports

2. What is the minimum level of security (using the chapter’s 1-10 scale) that any organizational

network should have?

1
3
5
7

Oowp»

3. Which of the following is the most fundamental aspect of security?

A. Shutting down unused services
B. Implementing an IDS

C. Patching the operating system
D

Conducting periodic security audits
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. What is the best device, method, or technique to help you be aware of attacks in progress?

A.

B
C.
D

Server logs
Firewall logs
IDS

NAT

. VPNs should be used for what type of communications?

A.

B
C.
D

All external connections to your network
All external connections that might transmit sensitive data
All internal communications

All internal communications that might transmit sensitive data

. What is not a primary reason for documenting your security activities and audits?

A.

B
C.
D

To prove due diligence in case of litigation
To provide information in case of any external or internal audit
To get new personnel up to speed on the current state of security

To demonstrate how much work the network administrators actually do

. Which of the following is the least necessary security device/software?

A.
B.
C.
D.

Firewall at the perimeter
Anti-spyware on all machines
Antivirus on all machines

Encryption for all internal transmissions

. How should used media be disposed of?

A.

B
C.
D

It should not be. It should be archived.
It should be disposed of normally after 5 years.
It should be destroyed thoroughly prior to disposal.

It should be archived and never destroyed if it contains sensitive data.

. Which of the following utilities can reveal shared drives on a system?

A.

B
C.
D

NetCop
NetBrute
NetGuard
NetMaster
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10.

11.

12.

13.

14.

15.
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Which of the following scanners provides information about the Windows Registry?

A. NetCop
B. SATAN
C. Cerberus
D. SAINT

Which of the following scanners is a Unix-only tool popular with hackers?

A. NetCop
B. SATAN
C. Cerberus
D. SAINT

What is the most distinctive feature of SAINT?

A. Its registry report

B. Its prioritization of vulnerabilities
C. Its scans for shared drives
D

Its capability to map network traffic

What is the most important reason to use NetStat or NetStat Live?

A. To detect DoS attempts

B. To find registry vulnerabilities
C. To check passwords
D.

To determine normal network traffic

What is the best approach when using scanners?

A. Pick any single scanner and use it.

B. Use three or four different scanners.

C. Find the most thorough scanner and use it.
D

Use every scanner type you can find.

What tools, besides port and security scanners, might you wish to use to assess security?

A. AnlIDS

B. A firewall

C. A virus

D. A password cracker
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EXERCISES

EXERCISE 12.1: Using NetBrute

1. Download NetBrute and install it according to the instructions found in the product.
2. Scan either a laboratory computer or your own PC for open ports.

3. Document what you find. Also note anything that NetBrute provides that NetCop did not.

EXERCISE 12.2: Using Cerberus

1. Download Cerberus and install it according to the instructions found in the product.
2. Scan either a laboratory computer or your own PC for open ports.

3. Note what you found that neither NetCop nor NetBrute detected.

EXERCISE 12.3: Using SATAN

Note: This exercise requires a Unix-based operating system
1. Download SATAN and install it according to the instructions found in the product.
2. Scan either a laboratory computer or your own PC for open ports.

3. Document what you find. Particularly note any differences between the results from SATAN
and the Windows-based software.

EXERCISE 12.4: Using Other Port Scanners

1. Download any other port scanner and install according to the instructions found.
2. Scan either a laboratory computer or your own PC for open ports.

3. Document differences between the results from that port scanner and NetCop, NetBrute, and
Cerberus.

EXERCISE 12.5: Patching a System

1. Take a lab machine, preferably one that has not been checked for patches in some time.

2. Go to www.microsoft.com and run the Windows Update you will find on the left-hand side of
the screen.

3. Note how many critical and recommended patches the machine has.


http://www.microsoft.com
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EXERCISE 12.6: Physical Security

Note: This is ideal for a group exercise.

1. Consider your educational institution. Examine (as much as possible) the physical security for
servers and technology.

2. Devise your own plan for improving security.
3. Your plan might include additions such as

= Biometrics

® Alarms

m Restricting access to keys

= Putting routers under lock and key

PROJECTS

PROJECT 12.1: Using the Security Rating Scale

Using the Security Rating Scale outlined at the beginning of this chapter, rate the security of your
campus computer systems and network. Provide clear reasons for each of your ratings on the scale and
recommendations for ways to improve the system’s security.

PROJECT 12.2: Assessing Security Policies

Find an organization that will allow you to review their security policies. You can try inquiring at any
place you work, asking friends and relatives if you might check with their company’s IT department,
or checking with your college/university IT department. Make sure the organization has no objection
to your review before you proceed.

The organization you review should have written security policies. Summarize the organization’s
policies and make recommendations for changes you feel are needed to improve security there. You
can also use resources that define appropriate security policies to compare against the policies of your
chosen organization. Some sources for this information include:

= Information Security Policy World, 2004:
www.information-security-policies-and-standards.com/

= Sans Institute, 2003: www.sans.org/resources/policies/

® Writing Information Security Policies by Scott Barn, 2001


http://www.information-security-policies-and-standards.com/
http://www.sans.org/resources/policies/

Test Your Skills 337

PROJECT 12.3: Performing a Full Audit

Note: This exercise requires a fully equipped lab (at least 10 machines) and is probably best done in
groups.

You and your team should conduct a complete audit of the chosen lab and write a detailed account

of what you find. The audit must include a review of lab policies, probing the machines, checking for
patches, and all other items mentioned in this chapter.
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Firefox, 221

forensic evidence, gathering, 400

Internet Explorer, 219

Netscape Navigator, 220-221
buffer overflow attacks

executing, 56

overview, 55

susceptibility, 56-57

website, 442
building access, securing, 367-368
bulletin board worm, 233
Burgundy Book (Rainbow series), 349
business continuity plans (BCPs), 370
business impact analysis (BIA), 370
bypassing passwords, 388

C

Caesar Cipher, 144

Canadian Trusted Computer Product
Evaluation Criteria (CTCPEC), 351

CAs (Certificate Authorities), 156

CCIE (Cisco Certified Internetworking
Engineer), 112

cell phone evidence retrieval, 407-408
Cerberus Internet Scanner, 317-320

Android download website, 320
main screen, 317

NT Registry report, 320
reports, viewing, 318

URLY/IP address selection, 318
website, 317

CERT (Computer Emergency Response
Team), 29, 440

Certificate Authorities (CAs), 156
certificate revocation lists (CRLs), 156
certificates (digital), 155-156

Certified Information Systems Security
Professional (CISSP), 353

chain of custody, 398

change request system administration
policies, 289-290

channels
communication, 351
steganography, 160

CHAP (Challenge Handshake Authentication
Protocol), 175-176

CheckPoint, 417

Check Point Firewall-1 firewalls, 110-111
China Eagle Union cyber terrorist attack, 427
Chinese Wall model, 355

CIA (confidentiality, integrity, and availabil-
ity), 25, 293, 443

ciphers
Atbash cipher, 145
binary operations, 146-147
block, 150-151
Caesar, 144
multi-alphabet substitution, 145-146
ROT 13, 145
stream, 150
circuit level gateways, 78-79
Cisco
intrusion-detection, 128-129

Certified Internetworking Engineer (CCIE),
112



PIX 515E firewalls, 111-112
VPN solutions, 180
website, 76

CISSP (Certified Information Systems
Security Professional), 353

Clark-Wilson model, 355
classifying threats, 15
intrusions, 18-19
malware, 16-18
CNN.com credit card hack website, 440
commands
Fc, 405
ipconfig, 7
iptables, 101
net sessions, 404
netstat, 406
Openfiles, 405
telnet, 386
traceroute, 105
Common Criteria, 351-352
communication
channels, 351
decryption, 158
encryption
algorithms website, 442
amateurs, 143
Atbash cipher, 145
binary operations, 146-147
Caesar Cipher, 144
digital certificates, 155-156
fraudulent claims, 154-155
future, 161-162
hashing, 156-157
history, 142-143
IPSec, 179
multi-alphabet substitution, 145-146
public key, 152-154
quantum, 162
ROT 13, 145
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software to avoid website, 442

steganography, 159-161

strength, 148

symmetric, 149-151

VPNs, 174-178

websites, 148

OSI model

layers, 11

websites, 174
CommView, 417-418
compulsory tunneling, 174
computer-based espionage. See espionage
computer crimes by state website, 28

Computer Emergency Response Team
(CERT), 29, 440

Computer Security Act of 1987, 28, 440

Computer Security Institute Cyber Crime
Bleeds U.S. Corporations article website,
440

Confidentiality, Integrity, and Availability
(CIA), 25, 293

configuration files, changing, 40
configuring
browsers, 221
Firefox, 221
Internet Explorer, 219
Netscape Navigator, 220-221
fake password files, 132
firewalls
dual-homed hosts, 82
network-host based, 80-81
router-based, 83
screened hosts, 83-84
iptables firewall, 101-102
packet filter firewalls, 75
Snort, 127
Specter, 131
VPNs, 181
finishing, 183

routing and remote access, 181
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user logins, 184-185
VPN access, 182

Windows
account lockout policies, 200
guidelines, 201
organizational policies, 201
services, 207-210

conflicts of interest security model (Chinese

Wall), 355
connect scans, 379

Consumer Search Anti spyware reviews

website, 274
cookies
RST, 45
SYN, 44
C protection category
1 - discretionary, 340-341
2 — controlled access, 341-342
discretionary, 339
crackers, 23
cracking, 18
cracking passwords, 158-159
credit card hack website, 440
CRLs (certificate revocation lists), 156
cross-site scripting, 391
cryptography, 148

CTCPEC (Canadian Trusted Computer
Product Evaluation Criteria), 351

--ctstate flag (iptables command), 102
Curtin, Matt, 155
cyber terrorism, 414
attacks
actual, 432
economic, 422-424
general, 425-427

preventing, 428-429
reported incidents, 425-426
websites, 443

D

Daemen, Joan, 150
data

backing up, 371

decryption, 158

encryption
algorithms website, 442
amateurs, 143
Atbash cipher, 145
binary operations, 146-147
Caesar Cipher, 144
digital certificates, 155-156
fraudulent claims, 154-155
future, 161-162
hashing, 156-157
history, 142-143
IPSec, 179
multi-alphabet substitution, 145-146
public key, 152-154
quantum, 162
ROT 13, 145
software to avoid website, 442
steganography, 159-161
strength, 148
symmetric, 149-151
VPNs, 174-178
websites, 148

protection, assessing, 310

salt, 157

storage, 350

national defense, 424-425 database security requirements, 350
China Eagle Union, 427 Data Encryption Standard (DES), 149-150,
defined, 421 442

national harm, 422 data link layer (OSI model), 11



DDoS (Distributed Denial of Service)
attacks, 43

Distributed Reflection Denial of Service, 48
MyDoom, 52-53
popularity, 43
Decoy Server, 133
decryption, 158
DefConll Wardriving Statistics website, 440
deleted files, retrieving, 402-404
demilitarized zones (DMZs), 73, 81
Denial of Service. See DoS attacks

Department of Defense. See DoD Rainbow
series

dependencies (Windows services), 209

DES (Data Encryption Standard), 149-150,
442

DESS3 (Triple DES), 149

“Description and Analysis of a Potent,
Increasingly Prevalent, and Worrisome
Internet Attack” website, 441

desktop configurations, 286
detecting intrusions. See IDS
development policies, 293-294
DFL-300 firewalls, 109-110
-d flag (iptables command), 102
differential backups, 371
Diffie-Hellman encryption algorithm, 154
digital certificates, 155-156
Digital Signature Algorithm (DSA), 154
disaster recovery, 369
business continuity plans/impact analysis, 370
fault tolerance, 371-372
plans, 369
disinformation, 431
Disk Digger, 402-404
Disk Investigator, 409

Distributed Denial of Service. See DDoS
attacks

Distributed Reflection Denial of Service
attacks, 48

DoD (Department of Defense) Rainbow series

distributed systems Lavender Book
model, 349

D-Link

DFL-300 Office firewalls, 109-110

product data website, 442
D - minimal protection category, 339
DMZs (demilitarized zones), 73, 81
DNS (Domain Name Service), 6
documentation

auditing, 324

Burgundy Book model, 349

forensics, 398

network protections, 330

physical security, 330

policies, 330

vulnerability assessments, 330

DoD (Department of Defense) Rainbow
series, 348

Aqua Book, 349

Blue Book, 350-351
Bright Blue Book, 349
Brown Book, 350
Burgundy Book, 349
Forest Green Book, 350
Grey/Silver Book, 350
Hot Peach Book, 350
Lavender Book, 349
Lavender/Purple Book, 350
Light Blue Book, 350
Light Pink Book, 351
Orange Book. See Orange Book
Pink Book, 349

Purple Book, 350

Red Book, 349

Tan Book, 349
Turquoise Book, 350
Venice Blue Book, 349
Violet Book, 351
websites, 348, 351
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Yellow Book, 350
Yellow-Green Book, 350
Domain Name Service (DNS), 6
DoS (Denial of Service) attacks, 19
Distributed Reflection, 48
distributed. See DDoS attacks
ICMP floods, 48
Ping of Death (PoD), 47
policies/procedures against, 291
preventing, 54-55
real-world examples
FakeAV virus, 52
Flame, 52
MyDoom, 52-53
Slammer worm, 53-54
simulating
flooding target machine, 42
methods, 42
pinging target machine, 41-42
Web servers, 41
Smurf, 45-47
overview, 45
preventing, 46
website, 441
SYN floods, 43
micro blocks defense, 44
overview, 43
popularity, 44
RST cookies defense, 45
SPI firewalls defense, 44
stack tweaking defense, 45
SYN cookies defense, 44
tools, 49
Tribal Flood Network, 49
Trin00, 50-51
UDP floods, 47
website, 442
Zafi worm, 231

downloads, scanning for viruses, 237
--dport flag (iptables command), 102
DRPs (disaster recovery plans), 369
DSA (Digital Signature Algorithm), 154
dual-homed host firewalls, 82

EALs (Evaluation Assurance Levels), 352

EAP (Extensible Authentication Protocol), 175
ease of use versus security, 230

economic attacks (cyber terrorism), 422-424
EliteWrapper, 265-266

Elliptic Curve algorithm, 154

e-mail
attachment policies, 284-285
importance, 284
viruses
Mabutu, 232
scanning, 237

Encapsulated Security Protocol (ESP)
protocol, 179

encryption

algorithms website, 442

amateurs, 143

binary, 146-147

digital certificates, 155-156

fraudulent claims, 154-155

future, 161-162

hashing, 156-157

history, 142-143
Atbash cipher, 145
binary operations, 146-147
Caesar Cipher, 144
multi-alphabet substitution, 145-146
ROT 13, 145

IPSec, 179

public key, 152-154

quantum, 162

software to avoid website, 442



steganography, 159
advantages, 160
analyzing, 161
history, 160
least significant bits, 160
terminology, 160
tools, 161

strength, 148

symmetric
AES, 150
Blowfish, 150
defined, 149
DES, 149-150
IDEA, 151
selecting, 151

VPNs
L2TP, 176-178
PPTP, 174-175, 178

websites, 148

English alphabet letter frequency distribu-
tions website, 442

enterprise network firewalls, 112-114
enumerating, 312, 379
FreeNetEnumerator, 385
NSAudit, 383-384
ShareEnum, 384
ePolicy Orchestrator, 307
equipment security, 367

ESP (Encapsulated Security Payload) proto-
col, 179

espionage, 415. See also cyber terrorism
actual attacks, 432
motivations, 415
packet sniffers, 417
CommView, 417-418
EtherDetect, 419
Ethereal, 420
selecting, 420-421
preventing, 416-417, 428-429

Farmer, Dan 463

EtherDetect, 419
Ethereal, 420
ethical hackers, 23
evaluating
hardware/software, 349
operating systems, 350
technologies, 349
threats, 12-15, 21-22
laissez faire approaches, 12
likelihood, 19-20
overestimating, 12-13
realistic views, 14
Evaluation Assurance Levels (EALs), 352
evidence (forensic)
gathering
browsers, 400
cell phones, 407-408
deleted file retrieval, 402-404
operating system utilities, 404-406
system logs, 400-401
Windows registry, 407
securing, 398
tools
AccessDatal, 408
Disk Investigator, 409
Fc, 405
Net Sessions, 404
Netstat, 406
Openfiles, 405
Sleuth Kit, 408
executable profiling, 126
Extensible Authentication Protocol (EAP), 175

F

facility management, 350
FakeAV virus, 52
fake password files, configuring, 132

Farmer, Dan, 321



464 fault tolerance

fault tolerance, 371-372
FBI
Computer Forensics website, 396
forensics guidelines, 398-399
Fc command, 405
federal jurisdiction websites, 396
files
configuration, changing, 40
deleted, retrieving, 402-404
index.dat, retrieving, 400
scanning for viruses, 237
File Transfer Protocol (FTP), 6
filtering routers, 58
finding. See retrieving
FIN scans, 380
fire protection, 368-369
Firestarter packet filter firewall, 74
Firewall-1 data sheet website, 442
Firewall-1 firewalls, 110-111
firewalls
application gateways, 78
circuit level, compared, 79
defined, 77
disadvantages, 78
flooding attacks, 78
circuit level gateway, 78-79
configuring
dual-homed hosts, 82
network-host based, 80-81
router-based, 83
screened hosts, 83-84
defined, 25, 73
DMZs, 81
enterprise networks, 112-114
hybrid, 77, 80
logs, 86
medium-sized networks, 110
Check Point Firewall-1, 110-111
Cisco PIX 515E, 111-112

minimum function, 73
multiple, 85
NAT, 88
packet filter, 74-76
proxy servers, 87-88
router-based, 73
single machine, 97
extra features, 106
iptables, 100-102
McAfee Personal, 104-105
Norton, 102-103
Windows 7, 98-99
Wolverine, 106-107
SOHOs, 73, 107
DFL-300, 109-110
SonicWALL, 107-108
solutions, 73
SPI, 44, 76
Firewalls.com, 78
Flame virus, 52
flooding attacks, 78
forensics
documentation, 398
evidence, gathering
browsers, 400
cell phones, 407-408
deleted file retrieval, 402-404

operating system utilities, 404-406

system logs, 400-401

Windows registry, 407
evidence, securing, 398
FBI guidelines, 398-399
federal jurisdictions, 396
tools

AccessDatal, 408

Disk Investigator, 409

Fc, 405

Net Sessions, 404

Netstat, 406



Openfiles, 405
Sleuth Kit, 408
touching suspect drives, 397-398
Forensic Tool Kits (FTKs), 408-409
Forest Green Book (Rainbow series), 350
Fortigate 3600 firewalls, 113-114
ForwardedEvents logs, 401
Fport, 325
FreeNetEnumerator, 385
Free S/WAN VPN solutions, 181
F-Secure
corporation website, 29
virus descriptions website, 440
FTKs (Forensic Tool Kits), 408-409
FTP (File Transfer Protocol), 6
full backups, 371
future
encryption, 161-162
viruses, 233

G

gateways, 78-79

general cyber terrorism attacks, 425-427
Gimp website, 127

gray hat hackers, 23

Grey/Silver Book (Rainbow series), 350
group work profiles, 126

hackers

access attacks
cross-site scripting, 391
physical, 387-389
remote, 390-391

attack methods, 389

black hat, 23

crackers, 23

defined, 22

history

dictionary website, 440
gray hat, 23
intrusions, 292
phreaking, 24
preparations, 377
active scanning, 379-382
enumerating, 383-386
manual scanning, 386-387
passive scanning, 377-379
script kiddies, 23
skilled versus unskilled, 13
sneakers, 23
techniques, 283
terminology, 22-24, 440
white hat, 23
hacktivism, 427
hardening operating systems, 80
hardware
Cisco Catalyst 6500 IDS, 129
evaluating, 349
key loggers, 18
hashing, 156
hash function, 175
MD5, 157
passwords, 283
properties, 156
salt data, 157
SHA, 157
storage, 157
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Health Information Technology for Economic

and Clinical Health Act (HITECH), 356

heuristic scanning, 238
HFNetChkPro, 307
hiding IP addresses, 87

HIPAA (Health Insurance Portability &

Accountability Act of 1996), 356
history
encryption, 142-143
Atbash cipher, 145



466 history

binary operations, 146-147
Caesar Cipher, 144
multi-alphabet substitution, 145-146
ROT 13, 145
websites, 148
MyDoom virus, 53
steganography, 160

HITECH (Health Information Technology for
Economic and Clinical Health Act), 356

hoaxes, 233
jdbgmgr.exe, 234
listings website, 443
tax return, 234-235
w32.torch, 235

holiday greeting virus (Zafi worm), 231-232,
441-443

Home PC Firewall Guide website, 73
honey pots
Decoy Server, 133
defined, 130
intrusion deflection, 134
Specter, 130-133
configuring, 131
costs, 133
fake password files, 132
modes, 132
services, simulating, 131
website, 130
hosts
bastion, 84
dual-homed, 82
network-based, 80-81
screened, 83-84
Hot Peach Book (Rainbow series), 350
HTTP (Hypertext Transfer Protocol), 6

HTTPS (Hyper Text Transfer Protocol
Secure), 7

hybrid firewalls, 77, 80

ICMP (Internet Control Message Protocol),
7,48

IDEA (International Data Encryption
Algorithm), 151

IDS (Intrusion-Detection Systems), 122
anomaly detection, 125
Cisco, 128-129
defined, 122
executable profiling, 126
honey pots
Decoy Server, 133
defined, 130
intrusion deflection, 134
Specter, 130-133
infiltration, 124-125
intrusion deflection, 134
intrusion deterrence, 134
preemptive blocking, 123-133
resource profiling, 125
Snort, 126-127
threshold monitoring, 125
user/group work profiling, 126

IEEE anti spyware comparison products
website, 274

-i flag (iptables command), 102
IKE (Internet Key Exchange) protocol, 179
illicit groups, infiltrating, 124

“Improving the Security of Your Site by
Breaking Into It” website, 321

incoming traffic, blocking, 54
incremental backups, 371
index.dat files, retrieving, 400
infiltration, 124-125
information

control, 430-431

Technology Security Evaluation Criteria
(ITSEC), 351

warfare, 429



disinformation, 431
information control, 430-431
propaganda, 429
stealth marketing, 431
installing
Norton AntiVirus, 242
software, 286
instant message scanning, 238
instant messaging user policies, 286
integrity verification, 355

International Data Encryption Algorithm
(IDEA), 151

International PGP website, 442
Internet
Control Message Protocol (ICMP), 7, 48
Key Exchange protocol (IKE), 179
Protocol Security (IPSec), 178-179
Relay Chat (IRC), 6
usage policies, 283-284
Internet Explorer
security settings, 219
Trojan horse, 261, 443
intrusions
defined, 18-19
deflection, 134
detection systems. See IDS
deterrence, 134
IP addresses
hiding, 87
scanning, 313
spoofing website, 441

IPComp (IP payload compression) protocol,
179

IPConfig utility, 7-9
IPSec (Internet Protocol Security), 178-179
IP spoofing, 57

executing, 57

preventing, 57-58

lax security 467

susceptibility, 58
theoretical level, 57
iptables command, 101
iptables firewalls
configuring, 101-102
overview, 100-101
IRC (Internet Relay Chat), 6

ITSEC (Information Technology Security
Evaluation Criteria), 351

J

jdbgmgr.exe virus, 234, 441-443
John the Ripper password cracker, 158-159

K

Kapersky Antivirus, 246
key loggers, 18
keystreams, 150
Koblitz, Neil, 154

L

L2TP (Layer 2 tunneling protocol), 176
authentication, 176-177
overview, 176
PPTP, compared, 178
websites, 178
labs

DoS attack simulation, 41
flooding target machine, 42
methods, 42
pinging target machine, 41-42
Web server verification, 41
safety, 41
simulating attacks, 49
Lavender Book (Rainbow series), 349
Lavender/Purple Book (Rainbow series), 350
lax security, 13



468 Layer 2 tunneling protocol

Layer 2 tunneling protocol. See L2TP
layered approaches, 27

least privileges, 25

least significant bits (LSB), 160

leaving employee system administration
policies, 288-289

legislation, 27-29
letter frequency, 144
-L flag (iptables command), 101
licensing, open source, 127
Light Blue Book (Rainbow series), 350
Light Pink Book (Rainbow series), 351
likely attacks, 19-20
--limit flag (iptables command), 102
Linksys website, 73
Linux

firewalls

iptables, 100-102
Wolverine, 106-107

logs, retrieving, 401

Trojan horses, 263

website, 127
--log-level flag (iptables command), 102
logons, 78
--log-prefix flag (iptables command), 102
logs

firewalls, 86

forensic evidence gathering, 400-401

retrieving, 400-401
LSB (least significant bits), 160
Lumenison, 307

Mabutu virus, 232, 443
Macintosh viruses, 53
main-in-the-middle attacks, 58
maintenance, 349

man traps, 367

manual scanning, 386-387

manuals, writing, 350
McAfee
antivirus software, 239-242
main screen, 239
options, 240
world map, 240-242
ePolicy Orchestrator, 307
Personal Firewall, 75, 104-105
SuperScan, 326
virus hoax listings website, 443

McCune, Tom, pretty good privacy website,

442
MD5 hash, 157
medium sized network firewalls, 110
Check Point Firewall-1, 110-111
Cisco PIX 515E, 111-112
Microsoft
anti-spyware, 274
NetStat Live, 322-324
Outlook script virus, 56
Security Advisor, 29
Security Baseline Analyzer, 326-328
interface, 327
results, 328
scan selection, 327
specific CHAP (MS-CHAP), 176
Miller, Victor, 154
Mitnick, Kevin, 18

“Mitnick Teaches Social Engineering”
website, 440

models (security), 352
Bell-LaPadula model, 353-354
Biba Integrity model, 354
Chinese Wall model, 355
CISSP, 353
Clark-Wilson model, 355
Orange Book. See Orange Book
Rainbow series, 351
State Machine model, 356



monitoring, 125, 368

MS-CHAP (Microsoft-specific CHAP), 176
multi-alphabet substitution, 145-146
MyDoom.BB virus, 17

“MyDoom Targets Linux Antagonist”
website, 441

MyDoom virus, 53, 97
alert website, 442
description website, 441
history, 53
monetary damages, 53

overview, 52

NAT (network address translation), 88

national defense attacks (cyber terrorism),
424-425

Nessus, 322

NetBIOS, 6

NetBrute, 315-317

NetBus Trojan horse, 262
NetCop, 313-315
Netcraft.com website, 378

Netscape Navigator security settings,
220-221

Net Sessions utility, 404
NetStat Live, 322-324
Netstat utility, 406
network layer (OSI model), 11
networks
address translation (NAT), 88
host based firewalls, 80-81
News Transfer Protocol (NNTP), 6
protections
assessing, 309-310
documenting, 330
VPNs
Cisco, 180
configuring, 181-183

operating systems 469

Free S/'WAN, 181

IPSec, 178-179

service solutions, 181

SSL, 180

TLS, 180

user logins, configuring, 184-185

new employee system administration
policies, 288

NNTP (Network News Transfer Protocol), 6
non-repudiation, 25
Norton
AntiVirus, 242-245
installing, 242
main screen, 242
reports, 243
scanning for viruses, 243
scan results, 243
Firewall, 75, 102-103
NSAudit, 328-329, 380-382
aggressiveness levels, 381
enumeration capabilities, 383-384
network scanner, 381
Remote Explorer, 382
scan types, selecting, 381
website, 380
numerical security grading system, 305

(o)

-o flag (iptables command), 102
OMB Circular A-130, 28

Online Certificate Status Protocol (OSCP),
156

online forum worm, 233
Openfiles utility, 405
Open Office, 127
open source, 127
operating systems
Al-certified, 347
B1 — labeled security protection, 344
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evaluating, 350
hardening, 80
browsers, 219-221
Windows, 200-201, 207-210
OphCrack, 159, 388-389
Orange Book (Rainbow series), 338, 349
A — verified protection, 347
Al — verified protection, 347
B — mandatory protection, 342
B1 — labeled security protection, 343-344
B2 — structured protection, 344-345
B3 — security domains, 346-347
C - discretionary protection, 339
C1 — discretionary security protection, 340-341
C2 — controlled access protection, 341-342
D - minimal protection, 339
servers, 348
websites, 339
organizational policies, 201
OR operations, 146

OSCP (Online Certificate Status Protocol),
156

OSI model

layers, 11

websites, 174
Outlook script virus, 56
Outpost Firewall, 75

P

packet filter firewalls, 74-76
packets, tracing, 105
packet sniffers, 417
CommView, 417-418
EtherDetect, 419
Ethereal, 420
selecting, 420-421
Panda antivirus software, 247
PAP (Password Authentication Protocol), 177
passive scanning, 377-379

passwords
bypassing, 388
complexity requirements, 282
cracking, 158-159
fake password files, configuring, 132
hashing, 283
policies, 281-283
patches
applying, 306
assessing, 306
automating, 307-308
PatchLink, 307
payloads, 160

PCI DSS (Payment Card Industry Data
Security Standard), 357-358

PC Magazine anti-spyware website, 274
perimeter approaches, 26
-p flag (iptables command), 101
PFSense, 79
phpBB software worm, 233
phreaking, 24
physical access attacks, 387-389
bypassing passwords, 388
OphCrack, 388-389
tech support, tricking, 389
physical layer (OSI model), 11
physical security
access attacks, 387-389
bypassing passwords, 388
OphCrack, 388-389
tech support, tricking, 389
assessing, 310-312
building access, 367-368
documentation, 330
equipment, 367
fault tolerance, 371-372
fire protection, 368-369
video monitoring, 368



ping scans, 379
Ping utility, 9
Pink Book (Rainbow series), 349
PIX 515E firewalls, 111-112
PKIs (public key infrastructures), 156
PoD (Ping of Death) attacks, 47
policies/procedures
access control, 292-293
anti-spyware, 274-275
antivirus, 248
documentation, 330
programming, 293-294
security breaches, 291-292
system administration
change requests, 289-290
leaving employees, 288-289
new employees, 288
Trojan horse prevention, 268
users
consequences, 287-288
desktop configuration, 286
effective, 281
e-mail attachments, 284-285
instant messaging, 286
Internet usage, 283-284
passwords, 281-283
potential misuses, 281
software installation/removal, 286
Windows security, 200-201
POP3 (Post Office Protocol Version 3), 6
Portal of Doom Trojan horse, 263-264
ports
assessing, 308
blocking, 309
scanning, 312, 379
Active Ports, 325
Fport, 325
NetBrute, 315-317

profiling

NetCop, 313-315
SuperScan, 326
TCPView, 325
Unix, 320-321
Post Office Protocol Version 3 (POP3), 6
PPTP (point-to-point protocol), 174
authentication, 174-175
L2TP, compared, 178
tunneling types, 174
preemptive blocking, 123-133
presentation layer (OSI model), 11
pretty good privacy website, 442
prevention
buffer overflow attacks, 56-57
cyber terrorism, 428-429
DoS attacks, 54-55
espionage attacks, 416-417, 428-429
IP spoofing, 57-58
PoD attacks, 47
scanning
active, 379-380, 383-386
manual, 386-387
passive, 377-379
Smurf attacks, 46
spyware, 274-275
SYN floods, 44-45
Trin0O0 attacks, 51
Trojan horses, 266-268
viruses. See antivirus measures
privacy settings
Firefox, 221
Netscape Navigator, 220-221

probing networks. See scanning,
vulnerabilities

profiling
executable, 126
resources, 125

user/group work, 126
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programming policies, 293-294 Ethereal, 420
programs selecting, 420-421
anti-spyware, 274-275 Ping, 9
antivirus, 239 scanners, 312-313
Avast!, 245-246 Active Ports, 325
AVG, 246 Cerberus, 317-320
Kapersky, 246 Fport, 325
McAfee, 239-242 Nessus, 322
Norton AntiVirus, 242-245 NetBrute, 316-317
Panda, 247 NetCop, 313-315
Bitlocker, 417 NetStat Live, 322-324
CheckPoint, 417 NSAudit, 380-382
Disk Digger, 402-404 SAINT, 321-322
DoS attacks, 49 SATAN, 320-321
Tribal Flood Network, 49 SuperScan, 326
Trin00, 50-51 TCPView, 325
EliteWrapper, 265-266 spyware, 17-18
enumerating steganography, 161
FreeNetEnumerator, 385 Trojan horses
NSAudit, 383-384 Anti-Spyware 2011, 261
ShareEnum, 384 Back Oirifice, 261
evaluating, 349 creating with EliteWrapper, 265-266
forensic evidence, gathering, 404 Internet Explorer, 261
AccessDatal, 408 Linux, 263
Disk Investigator, 409 NetBus, 262
Fc, 405 Portal of Doom, 263-264
Net Sessions, 404 preventing, 266-268
Netstat, 406 Shamoon, 262
Openfiles, 405 symptoms, 264
Sleuth Kit, 408 TrueCrypt, 416
IDS TSR (Terminate and Stay Resident), 236
Decoy Server, 133 propaganda, 429
Snort, 126-127 protection, assessing
Specter, 130-133 data, 310
IPConfig, 7-9 networks, 309-310
packet sniffers, 417 protocols
CommView, 417-418 CHAP, 175-176

EtherDetect, 419 DNS, 6



EAP, 175

FTP, 6

HTTP, 6

HTTPS, 7

ICMP, 7

1PSec, 178-179

IRC, 6

L2TP, 176-178

monitor (NetStat Live), 322-324

MS-CHAP, 176

NetBIOS, 6

NNTP, 6
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