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Introduction
This book provides a look at computer networking from the point of view of the net-
work administrator. It guides readers from an entry-level knowledge in computer net-
works to advanced concepts in Ethernet networks, router configuration, TCP/IP
networks, routing protocols, local, campus, and wide area network configuration, net-
work security, wireless networking, optical networks, Voice over IP, the network
server, Linux networking, and industrial networks. After covering the entire text,
readers will have gained a solid knowledge base in computer networks.

In my years of teaching, I have observed that technology students prefer to learn “how
to swim” after they have gotten wet and taken in a little water. Then they are ready
for more challenges. Show the students the technology, how it is used, and why, and
they will take the applications of the technology to the next level. Allowing them to
experiment with the technology helps them to develop a greater understanding. This
book does just that.

ORGANIZATION OF THE TEXT

Thoroughly updated to reflect the latest version of CompTIA’s Network+ exam, Net-
working Essentials, 3rd Edition, is a practical, up-to-date, and hands-on guide to the
basics of networking. Written from the viewpoint of a working network administra-
tor, it requires absolutely no experience with either network concepts or day-to-day
network management. This new edition splits the previous edition into two volumes.
This first volume has been revised and reorganized around the needs of introductory
networking students, and assumes no previous knowledge. Throughout the text, the
students will gain an appreciation of how basic computer networks and related hard-
ware are interconnected to form a network. This involves understanding the concepts
of twisted pair cable, fiber optics, interconnecting LANs, configuring TCP/IP, subnet
masking, basic router configuration, switch configuration and management, wireless
networking, and network security.

Key Pedagogical Features
• Chapter Outline, Network+ Objectives, Key Terms, and Introduction at the

beginning of each chapter clearly outline specific goals for the reader. An ex-
ample of these features is shown in Figure P-1.

xxii Introduction



INTRODUCTION xxiii

FIGURE P-1

• Net-Challenge Software provides a simulated, hands-on experience in config-
uring routers and switches. Exercises provided in the text (see Figure P-2) and
on the CD challenge readers to undertake certain router/network configuration
tasks. The challenges check the students’ ability to enter basic networking com-
mands and to set up router function, such as configuring the interface (Ethernet
and Serial) and routing protocols (that is, RIP, and static). The software has the
look and feel of actually being connected to the router’s console port.

Chapter Outline

Chapter Objectives

Key Terms for
this chapter

Introduction:
Chapter openers clearly outline specific goals



FIGURE P-2

xxiv Introduction

• The textbook features and introduces how to use the Wireshark Network Protocol
Analyzer. Examples of using the software to analyze data traffic are included through-
out the text. Numerous worked-out examples are included in every chapter to reinforce
key concepts and aid in subject mastery, as shown in Figure P-3.

FIGURE P-3

Net-Challenges are
found throughout

the text

Exercises challenge readers to undertake certain tasks

Numerous
worked out
examples
aid in 
subject
mastery

Examples using the
Wireshark Network

Protocol Analyzer
are included

throughout the text 
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• Key Terms and their definitions are highlighted in the margins to foster inquisitiveness and
ensure retention. Illustrations and photos are used throughout to aid in understanding the
concepts discussed.This is illustrated in Figure P-4.

FIGURE P-4

Illustrations and photos enhance the text Key Terms are defined in the margin



FIGURE P-5

• An extensive Glossary is found at the end of the book and offers quick, acces-
sible definitions to key terms and acronyms, as well as an exhaustive Index
(Figure P-6).

xxvi Introduction

• Extensive Summaries, Questions and Problems, Critical Thinking, as well as
Network+-specific Certification Questions are found at the end of each chap-
ter, as shown in Figure P-5

Summary, Questions
and Problems organized

by section 

Open-ended critical thinking questions, Questions
specific to CompTIA Network+ exam objectives
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FIGURE P-6

Accompanying CD-ROM
The CD-ROM packaged with the text includes the captured data packets used in the
text. It also includes the Net-Challenge Software, which was developed specifically
for this text.
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Fiber Optics































There is a point where dispersion is actually at zero, this being determined by
the refractive index profile. This happens near 1310 nm and is called the zero dis-
persion wavelength. By altering the refractive index profile, this zero dispersion
wavelength can be shifted to the 1550-nm region. Such fibers are called dispersion-
shifted. This is significant because the 1550-nm region exhibits a lower attenuation
than at 1310 nm. This becomes an operational advantage, particularly to long-haul
carriers because with minimum attenuation and minimum dispersion in the same
wavelength region, repeater and regenerator spacing can be maximized.

Polarization mode is the type of dispersion found in single-mode systems and
becomes of particular concern in long-haul and WAN high-data-rate digital and high-
bandwidth analog video systems. In a single-mode fiber, the single propagating mode
has two polarizations, horizontal and vertical, or X axis and Y axis. The index of re-
fraction can be different for the two components; this affects their relative velocity as
shown in Figure 3-11.

Section 3-3 • FIBER ATTENUATION AND DISPERSION 129

Zero-dispersion
Wavelength
Point where the dispersion is
actually zero

Input
pulse

Cross
section

Refractive
index
profile

Output
pulse

Amount of
chromatic

pulse
dispersion

FIGURE 3-11 Polarization mode dispersion in single-mode fiber. (From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 794. Copyright ©2008 Pearson
Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper Saddle River,
NJ.)

Dispersion Compensation
A considerable amount of fiber in use today was installed in the 1980s and early
1990s. This cable was called the class IVa variety. These cables were optimized to op-
erate in the 1310-nm region, which means their zero-dispersion point was in the
1310-nm wavelength. Due to continuous network expansion needs in recent years, it
is often desired to add transmission capacity to the older fiber cables by using the
1550-nm region, particularly because the attenuation at 1550 nm is less than at 1310
nm. One major problem arises at this point. The dispersion value is higher at 1550
nm, which severely limits its distance capability.

To overcome this problem, a fiber called dispersion compensating fiber was
developed. This fiber acts like an equalizer, negative dispersion canceling positive
dispersion. The fiber consists of a small coil normally placed in the equipment rack
just prior to the optical receiver input. This does introduce some insertion loss (3–10
dB) and may require the addition of an optical-line amplifier.

A new device is a fiber Bragg grating. This technology involves etching ir-
regularities onto a short strand of fiber, which changes the index of refraction and, in
turn, reflects slower wavelengths to the output before the faster ones. This results in
a compressed, or narrower, light pulse, minimizing intersymbol interference (ISI).

Dispersion Compensating
Fiber
Acts like an equalizer,
canceling dispersion effects
and yielding close to zero
dispersion in the 1550-nm
region

Fiber Bragg Grating
A short strand of modified
fiber that changes the index
of refraction and minimizes
intersymbol interference











Mechanical splices can be permanent and an economical choice for certain
fiber-splicing applications. Mechanical splices also join two fibers together, but they
differ from fusion splices in that an air gap exists between the two fibers. This results
in a glass-air-glass interface, causing a severe double change in the index of refrac-
tion. This change results in an increase in insertion loss and reflected power. The con-
dition can be minimized by applying an index-matching gel to the joint. The gel is
a jellylike substance that has an index of refraction much closer to the glass than air.
Therefore, the index change is much less severe. Mechanical splices have been uni-
versally popular for repair and for temporary or laboratory work. They are quick,
cheap, easy, and appropriate for small jobs. The best method for splicing depends on
the application, including the expected future bandwidth (that is, gigabit), traffic, the
job size, and economics. The loss in a mechanical splice can be minimized by using
an OTDR to properly align the fiber when you are making the splice.

Fiber Connectorization
For fiber connectorization, there are several choices on the market such as SC, ST,
FC, LC, MT-RJ, and others. The choice of the connector is typically dictated by the
hardware being used and the fiber application. Figure 3-14(a–e) provides some ex-
amples of SC, ST, FC, LC, and MTRJ connectors
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Mechanical Splices
Two fibers joined together
with an air gap, thereby
requiring an index-matching
gel to provide a good splice

Index-matching Gel
A jellylike substance that has
an index of refraction much
closer to glass than to air

SC, ST, FC, LC, MT-RJ
Typical fiber connectors on
the market

(a) SC connector (b) ST connector

(c) MT-RJ connector

(d) LC Connector (e) FC Connector

FIGURE 3-14 Typical fiber connections. [(a), (b), and (c) From Modern Electronic
Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 808. Copyright ©2008 Pearson
Education, Inc. Reprinted by permission of Pearson Education, Inc., Upper Saddle River, NJ.
(d) and (e) from Black Box Corporation.] 





3-5 OPTICAL NETWORKING
The need for increased bandwidth is pushing the fiber-optic community into optical
networking solutions that are almost beyond the imagination of even the most ad-
vanced networking person. Optical solutions for long-haul, wide area, metropolitan,
campus, and local area networks are available. Cable companies are already using the
high-bandwidth capability of fiber to distribute cable programming as well as data
throughout their service areas.

The capital cost differences between a fiber system and a copper-based system
are diminishing, and the choice of networking technology for new networks is no
longer just budgetary. Fiber has the capacity to carry more bandwidth, and because
the fiber infrastructure cost decreases, fiber will be chosen to carry the data. Of
course, the copper infrastructure is already in place, and new developments are pro-
viding increases in data speed over copper (for example, CAT6 and CAT7). However,
optical fiber is smaller and easier to install in already crowded ducts and conduits.
Additionally, security is enhanced because it is difficult to tap optical fiber without
detection. Will fiber replace copper in computer networks? For many years, a hybrid
solution of fiber and copper is expected.

Defining Optical Networking
Optical networks are becoming a major part of data delivery in homes, in businesses,
and for long-haul carriers. The telecommunications industry has been using fiber to
carry long-haul traffic for many years. Some major carriers are merging with cable
companies so that they are poised to provide high-bandwidth capabilities to the home.
Developments in optical technologies are reshaping the way we will use fiber in fu-
ture optical networks. 

But there is a new slant with optical networks. Dense wave division multiplex-
ing and tunable lasers have changed the way optical networks can be implemented. It
is now possible to transport many wavelengths over a single fiber. Lab tests at AT&T
have successfully demonstrated the transmission of 1,022 wavelengths over a single
fiber. Such transport of multiple wavelengths opens up the possibilities to routing or
switching many different data protocols over the same fiber but on different wave-
lengths. The development of cross-connects that allow data to arrive on one wave-
length and leave on another opens other possibilities.

Synchronous optical network (SONET) and SDH were the North American
and international standards for the long-haul optical transport of telecommunication
for many years. SONET/SDH defined a standard for the following:

• Increase in network reliability
• Network management
• Defining methods for the synchronous multiplexing of digital signals such as

DS-1 (1.544Mbps) and DS-3 (44.736Mbps)
• Defining a set of generic operating/equipment standards
• Flexible architecture
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SONET/SDH
Synchronous optical network;
protocol standard for optical
transmission in long-haul
communication/synchronous
digital hierarchy



SONET/SDH specifies the various optical carrier (OC) levels and the equiva-
lent electrical synchronous transport signals (STS) used for transporting data in a
fiber-optic transmission system. Optical network data rates are typically specified in
terms of the SONET hierarchy. Table 3-2 lists the more common data rates.

TABLE 3-2 SONET Hierarchy Data Rates

Signal Bit Rate Capacity

OC-1 (STS-1) 51,840Mbps 28DS-Is or 1 DS-3
OC-3 (STS-3) 155.52Mbps 84DS-Is or 3 DS-3s
OC-12 (STS-12) 622.080Mbps 336 DS-1s or 12 DS-3s
OC-48 (STS-48) 2.48832Gbps 1344 DS-1s or 48 DS-3s
OC-192 (STS-192) 9.95328Gbps 5376 DS-Is or 192 DS-3s

OC: Optical carrier—DS-1: 1.544Mbps

STS: Synchronous transport signal—DS-3: 44.736Mbps

The architectures of fiber networks for the home include providing fiber to the
curb (FTTC) and fiber to the home (FTTH). FTTC is being deployed today. It pro-
vides high bandwidth to a location with proximity to the home and provides a high-
speed data link, via copper (twisted-pair), using VDSL (very high-data digital
subscriber line). This is a cost-effective way to provide large-bandwidth capabilities
to a home. FTTH will provide unlimited bandwidth to the home; however, the key to
its success is the development of a low-cost optical-to-electronic converter in the
home and laser transmitters that are tunable to any desired channel.

Another architecture in place is fiber to the business (FTTB). A fiber connec-
tion to a business provides for the delivery of all current communication technologies
including data, voice, video, conferencing, and so on. An additional type is fiber to
the desktop (FTTD). This setup requires that the computer has a fiber network inter-
face card (NIC). FTTD is useful in applications such as computer animation work that
has high-bandwidth requirements. 

Conventional high-speed Ethernet networks are operating over fiber. This is
called optical Ethernet and uses the numerics listed in Table 3-3 for describing the
type of network configuration. Fiber helps to eliminate the 100-m distance limit as-
sociated with unshielded twisted-pair (UTP) copper cable. This is possible because
fiber has a lower attenuation loss. In a star network, the computer and the switch are
directly connected. If the fiber is used in a star network, an internal or external media
converter is required. The media converter converts the electronic signal to an optical
signal, and vice versa. A media converter is required at both ends, as shown in Fig-
ure 3-15. The media converter is typically built in to the network interface card.
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TABLE 3-3 Optical Ethernet Numerics

Numeric Description

10BASE-F 10Mbps Ethernet over fiber—generic specification for fiber
10BASE-FB 10Mbps Ethernet over fiber—part of the IEEE 10BaseF specification;

segments can be up to 2 km in length
10BASE-FL 10Mbps Ethernet over fiber—segments can be up to 2 km in length; it

replaces the FOIRL specification.
10BASE-FP A passive fiber star network; segments can be up to 500 m in length
100BASE-FX A 100Mbps fast Ethernet standard that uses two fiber strands
1000BASE-LX Gigabit Ethernet standard that uses fiber strands using long-

wavelength transmitters
1000BASE-SX Gigabit Ethernet standard using short-wavelength transmitters
10GBASE-R 10 gigabit (10.325Gbps) Ethernet for LANs
10GBASE-W 10 gigabit (9.95328Gbps) Ethernet for WANs using OC-192 and SONET

Framing

Multimode fiber—2 km length single mode—10 km length
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FIGURE 3-15 An example of connecting a PC to an Ethernet hub or switch via fiber. (From
Modern Electronic Communication 9/e, by J.S. Beasley & G. M. Miller, 2008, p. 820.
Copyright ©2008 Pearson Education, Inc. Reprinted by permission of Pearson Education,
Inc., Upper Saddle River, NJ.)  

Two important issues to be considered when designing a fiber network are the
guidelines for the following:

Building distribution

Campus distribution

The following subsections discuss techniques for planning the fiber plant, the
distribution of the fiber, and the equipment and connections used to interconnect the
fiber. The first example is for a building distribution, the second for a campus distri-
bution.

Building Distribution
Figure 3-16 shows an example of a simple fiber network for a building. Fiber lines
consist of a minimum of two fibers, one for transmitting and one for receiving. Fiber
networks work in the full-duplex mode, meaning that the links must be able to 
simultaneously transmit and receive; hence, the need for two fibers on each link.

Fiber
PC

Media
converter

Media
converter

Ethernet
hub/switch



FIGURE 3-16 A simple fiber distribution in a building.

Item A is the main fiber feed for the building. This is called a building distrib-
ution (BD) fiber. The two fibers for the BD link terminate into a main fiber cross-
connect (item B). A fiber cross-connect is the optical patch panel used to connect the
fiber cables to the next link. The fiber cross-connect typically uses mechanical splices
to make the fiber connections.

Items C and E represent the active equipment in the main distribution closet 
in the building. The active equipment could be a router, switch, or telephone PBX
(private branch exchange). Item D shows the jumpers connecting the main fiber
cross-connect (item B) to the active equipment (item C).

The active equipment will need some type of optical interface for the optical-
electrical signal conversion, such as a GBIC (pronounced “gee-bick”). GBIC, or 
the Gigabit Interface Converter, is a hot-swappable transceiver that is used for 
transmitting and receiving higher-speed signals over fiber-optic lines. This is shown
in Figure 3-17(a).  
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FIGURE 3-17 The Cisco (a) GBIC, (b) SFP, (c) XENPAK, (d) X2, and (e) XFP optical-to-fiber
transceivers (courtesy of Cisco).

To increase port density on the active network equipment, the industry has been
moving toward using a mini-GBIC or SFP (Small Form factor Pluggable).This is
shown in Figure 3-17(b) The SFP is more than half the size of the GBIC shown in
Figure 3-17(a). These modules are used to connect to other fiber-optic systems such
as 1000Base-SX, which operates with multimode fiber in a short wavelength, and
1000Base-LX, which operates with the single-mode fiber in a longer wavelength.
GBIC and SFP modules are designed to plug into interfaces such as routers and
switches.  

In the ten gigabits (10G) Ethernet world, several versions of optical-to-fiber
transceivers have been developed. It all started with the XENPAK, shown in Figure
3-17(c), transceivers which were followed by the XPAK and the X2, shown in Fig-
ure 3-17(d). These later transceiver modules are smaller than the XENPAK. Then, an
even smaller size module called XFP was developed. The XFP, shown in Figure 
3-17(e), has lower power consumption than the XENPAK, XPAK, and X2, but it still
can deliver up to 80Km in distance, which is the same as the older modules. With its
small size, its lower power consumption, and its reachability, the XFP was thought to
be the future of the 10G transceiver. Recently, a new type of 10G transceiver has
emerged, and it is a SFP+. Its look and size are identical to a 1000Base SFP trans-
ceiver. To be able to deliver 10G speed in its small form factor, the working distance
that the SFP+ can deliver is reduced to 40Km. So, if the distance is not of the con-
cern, then SFP+ might be the 10G transceiver of choice. These modules support 850,
1310, and 1550 fiber wavelengths. Figure 3-17 collectively shows examples of
1000Base and 10GBase transceivers.
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Referring to Figure 3-16, items F and G show the two fiber pairs patched into
the main fiber cross-connect connecting to the IDC. These fibers (F and G) are called
the interconnect (IC) fibers. The fibers terminate into the IDC fiber cross-connects
(items H and I).

Items J and K in Figure 3-16 are fiber jumpers that connect the fiber cross-
connect to the IDC active equipment. Once again, the active equipment must have a
GBIC or some other interface for the optical-electrical signal conversion.

A general rule for fiber is that the distribution in a building should be limited
to “2 deep.” This means that a building should have only the main distribution and the
intermediate distribution that feeds the horizontal distribution to the work area.

Figure 3-18(a) and (b) illustrate an example of the “2-deep” rule. Figure 3-18(a)
shows an example of a building distribution that meets the “2-deep” rule. The IDC is
at the first layer, and the horizontal distribution (HD) is at the second layer. Figure 3-
18(b) illustrates an example of a fiber distribution that does not meet the “2-deep”
rule. In this example, the HD and work area are 3-deep, or 3 layers from the building’s
main distribution.
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FIGURE 3-18 Examples of the “2-deep” rule: (a) the distribution meeting the
requirement; (b) the distribution not meeting the requirement. 

Campus Distribution
Figure 3-19 shows a map of the fiber distribution for a campus network. This map
shows how the fiber is interconnected and data is distributed throughout the campus
and is called a logical fiber map. Another style of map often used to show the fiber
distribution is a physical fiber map, as shown in Figure 3-20. This map shows the
routing of the fiber but also shows detail about the terrain, underground conduit, and
entries into buildings. Both map styles are important and necessary for documenta-
tion and planning of the fiber network. This material focuses on the documentation
provided in the logical fiber map.

Logical Fiber Map
Shows how the fiber is
interconnected and data is
distributed throughout a
campus

Physical Fiber Map
Shows the routing of the
fiber but also shows detail
about the terrain,
underground conduit, and
entries into buildings



FIGURE 3-19 A logical fiber map.  

Referring to the logical fiber map in Figure 3-19, this campus network has two
connections to the Telco: the primary Telco demarcation (item A) in building 1 and
the secondary Telco demarcation (item B) in building 2. These two Telco connections
provide for redundant Internet and wide area network data services. If something hap-
pens in building 1 that shuts down the external data services, Internet and WAN data
traffic can be switched to building 2. Also data traffic can be distributed over both
connections to prevent bottlenecking. Buildings 1 and 2 are interconnected with 36
multimode (mm) and 48 single-mode (sm) fibers. This is documented on the line in-
terconnecting buildings 1 and 2 (item C) and written as 36/48 (item D). The dotted
line between buildings 1 and 2 indicates the backbone or main fiber distribution for
the campus network. The bulk of the campus network data traffic travels over these
fibers. The campus backbone (green dotted line) also extends from building 2 to
building 4 and from building 3 to building 5.

This setup enables the data to be distributed over the campus. For example, data
traffic from the primary Telco demarcation (item A) reaches building 12 by traveling
via fiber through buildings 1-3-5-11-12. If the building 3 connection is down, then
data traffic from the primary Telco demarcation can be routed through buildings 1-2-
4-7-6-5-11-12. What happens to the data traffic for building 12 if building 5 is out of
operation? In this case, data traffic to/from buildings 11 and 12 is lost.

Item E shows a fiber connection to/from buildings 4 and 10. This fiber bundle
provides an alternative data path from the primary Telco demarcation to the other side
of the campus network.
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FIGURE 3-20 An example of a physical fiber map (courtesy of Palo Alto Utilities). 

The cabling between buildings is a mix of multimode and single-mode fiber.
The older fiber runs a 12/12 cable (12 multimode/12 single-mode). Fiber cables are
bundled in groups of 12 fibers. For example, a 12/12 fiber will have two bundles: one
bundle of multimode and one bundle of single-mode fiber. A 36/48 cable will have 3
bundles of multimode and 4 bundles of single-mode fiber. Each bundle of fibers is
color-coded as listed in Table 3-4. For example, in a 36/48 fiber cable, the 3 bundles
of multimode are in loose tubes that are color-coded blue/orange/green. The four bun-
dles of single mode are in loose tubes that are color-coded brown/slate/white/red. 

TABLE 3-4 The Fiber Color-code for the Twelve Fibers in a Bundle

Pair Color

1/2 Blue/Orange

3/4 Green/Brown
5/6 Slate/White
7/8 Red/Black
9/10 Yellow/Violet
11/12 Rose/Aqua Marine
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In this example, the newer fiber cabling installations were run with a 36/48 
and 24/48 mix. Why the difference? The main reason is economics. The cost per foot
(meter) of the new fiber is cheaper, so more fiber can be placed in a cable for the same
cost per foot.

The fiber connecting the buildings is typically run either in PVC conduit, which
makes it easy to add or remove fiber cables, or in trenches or tunnels. Running fiber
in trenches is very expensive and significantly increases the installation cost. (Note:
Network administrators need to be aware of any trenches being dug on campus.) Even
if the budget doesn’t allow for buying fiber at the time, at least have a conduit and pull
line installed.

Fiber provides substantially increased bandwidth for building and campus net-
works and can easily handle the combined traffic of PCs, switches, routers, video, and
voice services. Fiber has greater capacity, which enables faster transfer of data, min-
imizes congestion problems, and provides tremendous growth potential for each of
the fiber runs.

Another important application of optical Ethernet is extending the reach of the
Ethernet network from the local and campus network out to the metropolitan and
wide area networks. Essentially, optical networking is introducing Ethernet as a vi-
able WAN technology. Extending Ethernet into a WAN is a seamless integration of
the technologies. The Ethernet extension into the WAN simply requires optical
adapters such as a GBIC (gigabit interface converter) and two fiber strands, one 
for transmitting and one for receiving. Conventional high-speed Ethernet LANs 
operating over fiber use the numerics listed in Table 3-4 for describing the network
configuration.
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Section 3-5 Review
This section has covered the following Network+ Exam objectives.  

3.7 Compare and contrast different LAN technologies

The issues with configuring an optical network have been introduced in this
chapter. The concept of optical networking is defined as well as FTTH (Fiber to
the Home) and FTTB(Fiber to the Business).

3.8 Identify components of wiring distribution

A block diagram for fiber distribution in a building is provided in Figure 
3-18. A logical fiber map that shows how the fiber is interconnected in a network
is provided in Figure 3-19.  An example of a physical fiber map showing detail
such as terrain and entries into a building is provided in Figure 3-20.

4.5 Describe the purpose of configuration management documentation

Documenting a fiber-optic network becomes extremely important when try-
ing to keep track of how the data is routed and which fibers are being used. Equally
important are which fibers are available for future expansion.



3-6 SAFETY
Any discussion of fiber-optics or optical networking is not complete unless it ad-
dresses safety issues, even if only briefly. As the light propagates through a fiber, two
factors will further attenuate the light if there is an open circuit:

1. A light beam will disperse or fan out from an open connector.
2. If a damaged fiber is exposed on a broken cable, the end will likely be shattered,

which will considerably disperse the light. In addition, there would be a small
amount of attenuation from the strand within the cable, plus any connections or
splices along the way.

However, there are two factors that can increase the optical power at an exposed fiber
end.

1. There could be a lens in a pigtail that could focus more optical rays down the
cable.

2. In the newer DWDM systems, there will be several optical signals in the same
fiber; although separate, they will be relatively close together in wavelength.
The optical power incident on the eye will then be multiplied.

There are two factors to be aware of:

1. The eye can’t see fiber-optic communication wavelength, so there is no pain or
awareness of exposure. However, the retina can still be exposed and damaged.
(Refer to Figure 3-3, the electromagnetic spectrum.)
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Test Your Knowledge

1. What does the logical fiber map show? (select all that apply) 
a. How data is distributed throughout a campus 
b. The routing of the fiber 
c. Terrain and underground conduits 
d. How the fiber is interconnected 

2. What does the physical fiber map show? (select all that apply) 
a. The routing of the fiber 
b. The LAN connections 
c. Terrain issues 
d. Router placement 

3. What is the name of the optical-to-fiber interface used at 10 gigabits? 
a. GBIC 
b. 10GBIC 
c. XENPAK
d. ZENPAK 



2. Eye damage is a function of the optical power, wavelengths, source or spot di-
ameter, and duration of exposure.

So for those working on fiber-optic equipment:

1. DO NOT EVER look into the output connector of energized test equipment.
Such equipment can have higher powers than the communication equipment it-
self, particularly OTDRs.

2. If you need to view the end of a fiber, ALWAYS turn off the transmitter, partic-
ularly if you don’t know whether the transmitter is a laser or LED, given that
lasers are higher-power sources. If you are using a microscope to inspect a fiber,
the optical power will be multiplied.

From a mechanical point of view:

1. Good work practices are detailed in safety, training, and installation manuals.
READ AND HEED.

2. Be careful with machinery, cutters, chemical solvents, and epoxies.
3. Fiber ends are brittle and will break off easily, including the ends cut off from

splicing and connectorization. These ends are extremely difficult to see and can
become “lost” and/or easily embedded in your finger. You won’t know until
your finger becomes infected. Always account for all scraps.

4. Use safety glasses specifically designed to protect the eye when working with
fiber-optic systems.

5. Obtain and USE an optical safety kit.
6. Keep a CLEAN and orderly work area.

In all cases, be sure the craft personnel have the proper training for the job!
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Section 3-6 Review
This section has covered the following Network+ Exam objectives.  

3.1 Categorize standard media types and associated properties

Anytime you are working with fiber, you need to be careful. This section pre-
sents an overview of safety.

Test Your Knowledge
1. The eye cannot see fiber-optic communication wavelengths, so never look

into the end of a fiber. True or False?

2. It is important to be very careful working with fiber ends. These ends are ex-
tremely difficult to see and can become “lost” and/or easily embedded in
your finger. True or False?



SUMMARY

Chapter 3 introduced the field of fiber-optics and optical networking. The chapter has
provided examples using fiber to interconnect LANs in both a building and a campus
network. The major topics that the student should understand include the following:

• The advantages offered by optical networking
• The properties of light waves
• The physical and optical characteristics of optical fibers
• Attenuation and dispersion effects in fiber
• The description of the common techniques used to connect fiber
• The usage of fiber-optics in LANs, campus networks, and WANs
• System design of optical networks
• Safety considerations when working with fiber
• Analysis of OTDR waveforms

QUESTIONS AND PROBLEMS

Section 3-1

1. List the basic elements of a fiber-optic communication system.

2. List five advantages of an optical communications link.

Section 3-2
3. Define refractive index.

4. What are the commonly used wavelengths in fiber-optic systems?
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5. Which part of an optical fiber carries the light?

6. What is a measure of a fiber’s light acceptance?

7. Define pulse dispersion.

8. What are the typical core/cladding sizes (in microns) for multimode fiber?

9. What is the typical core size for single-mode fiber?

10. Define mode field diameter.

Section 3-3
11. What are the two key distance-limiting parameters in fiber-optic transmissions?

12. What are the four factors that contribute to attenuation?

13. Define dispersion.

14. What are three types of dispersion?

15. What is meant by the zero-dispersion wavelength?

16. What is a dispersion compensating fiber?

Section 3-4
17. What are the two kinds of light sources used in fiber-optic communication 

systems?

18. Why is a narrower spectra advantageous in optical systems?

19. Why is a tunable laser of importance in optical networking?
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20. What is the purpose of an optical attenuator?

21. List two purposes of optical detectors.

22. What is the advantage of fusion splicing over mechanical splicing?

Section 3-5
23. Define: (a) FTTC; (b) FTTH; (c) FTTB; (d) FTTD.

24. What is the purpose of a GBIC?

25. What is the “2-deep” rule?

26. What is the purpose of a logical fiber map?

27. What are the typical maximum lengths for (a) multimode and (b) single-mode
fiber?

28. What is FDDI?

Section 3-6
29. Why is safety an important issue in optical networking?

30. A campus network is planning to install fiber-optic cables to replace outdated
coaxial cables. They have the choice of installing single-mode, multimode, or
a combination of single–multimode fibers in the ground. Which fiber type
should they select? Why?
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31. The networking cables for a new building are being installed. You are asked to
prepare a study about which cable type(s) should be used. Discuss the issues
related to the cable selection.

Certification Questions
32. Which of the following are advantages of optical communication links? (select

three) 
a. Extremely wide bandwidth 
b. Elimination of crosstalk 
c. Elimination of attenuation 
d. Security 

33. The stretching of a received pulse is due to what? (select two) 
a. Multiple paths taken by the light waves 
b. Misaligned connectors 
c. Pulse-dispersion 
d. OTDR testing 

34. The broadening of a pulse due to the different path lengths taken through the
fiber by different modes is called what? 

a. Chromatic dispersion 
b. Polarization mode dispersion 
c. Modal dispersion 
d. Diffusion 

35. The broadening of a pulse due to different propagation of the spectral compo-
nents of the light pulse is called what? 

a. Chromatic dispersion 
b. Modal dispersion 
c. Polarization mode dispersion 
d. Diffusion 

36. The broadening of a light pulse due to the different propagation velocities of
the X and Y polarization components of the light pulse is called what? 

a. Modal dispersion 
b. Chromatic dispersion 
c. Diffusion 
d. Polarization mode dispersion 

37. What is the data rate for OC-192? 
a. 1.522Mbps 
b. 155.52Mbps 
c. 9.95Gbps 
d. 2.488Gbps 
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38. What is the name of the optical-to-fiber interface used at 1 gigabit? 
a. XENPAK 
b. GBIC 
c. 10GBIC 
d. ZENPAK 

39. What is the “two deep” rule relative to optical networking? 
a. This means the horizontal distribution to the work floor can only have

two 8P8C connections. 
b. This means the horizontal distribution to the work floor can only have

two ST connections to the fiber patch panel. 
c. This is no longer an issue with high-speed, single-mode fiber and wave

division multiplexing equipment. 
d. This means that a building should have only the main distribution and the

intermediate distribution that feeds the horizontal distribution to the work
area. 

40. Which type of fiber is preferred for use in modern computer networks?
a. Multimode
b. Polarized mode
c. Single-mode
d. All of these answers are correct

41. What is the material surrounding the core of an optical waveguide called? 
a. Aperture 
b. Mode field 
c. Step-index 
d. Cladding
e. Graded-index 
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Index

Symbols
3DES (Triple Data Encryption Standard), 489

6to4 prefix, 272

10 gigabit Ethernet over copper, 90-91

AXT (Alien Crosstalk), 91-92

signal transmission, 93

10GBASE-T, 71, 91

802.11, 163-166

site survey, 166-171

SSID (service set identifier), 164

802.11a (Wireless-A), 23, 161

802.11b (Wireless-B), 23, 161

802.11g (Wireless-G), 23, 162

802.11i, 162

802.11n (Wireless-N), 23, 162

802.11r, 162

A
absorption, attenuation, 126

ABR (area border routers), 377

access lists (ACLs), 484

access points, 156

home networking, 28

ACK (acknowledgement packet), 242-243

ACLs (access lists), 484

ACR, PSELFEXT, 89

Active, RFID tags, 177

ad hoc, 156

adapter address, 17

adaptive cut-through, 214

Address Resolution Protocol (ARP), 200, 245, 442

administering local DNS server, 422

administratively down, 453

ADSL (asymmetric DSL), 409

Advanced Encryption Standard (AES), 489

advertising networks, 379

AES (Advanced Encryption Standard), 489

AfriNIC, 258

aging time, 211

AH (Authentication Header), 489

Alien Crosstalk (AXT), 91-92

analog modem technologies, 407-408

cable modems, 408

RAS (remote access server), 410-411

xDSL modems, 408-410

analyzing

campus networks, data traffic, 448-450

computer networks, 441

capturing data packets with Wireshark, 444-445

inspecting data packets with Wireshark, 442-443

internet data traffic, 427

frame size distribution, 430

network layer host table, 430

network layer matrix, 429

Utilization/Errors Strip chart, 428

networks, FTP data packets, 446-447



































wireless technologies

Bluetooth, 172-174

inquiry procedure, 173

RFID (radio frequency identification), 175-178

WiMAX (Worldwide Interoperability for Microwave
Access), 174-175

Wireless-N adapter, 27

Wireshark, 441-442

capturing data packets, 444-445

inspecting data packets, 442-443

wiring color schemes for T568A and T568B, 73

WLAN (wireless local area network), 154

configuring point-to-multipoint wireless LAN, case
study, 183-187

ESS (Extended Service Set), 157

IEEE 802.11, 155-162

security, 179-182

beacons, 180

WPA (Wi-Fi Protected Access), 181

WO (work area outlet), 64

work areas, structured cabling, 63

workstations, 64

worms, 473-474

WPA (Wi-Fi Protected Access), 181

write memory (wr m), 368

X-Z
xDSL modems, 408-410

XENPAK, 140

XFP, 140

XPAK, 140

Z-Term Serial Communications software, configuring,
300, 302

zero dispersion wavelength, 129

zero dispersion wavelength 535
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