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    Introduction  

    Thanks for buying the  Windows Server 2008 Portable Command Guide: MCTS 70-640, 
70-642, 70-643, and MCITP 70-646, 70-647 . I’d love to say that this book was my idea, 
but the real credit goes to Scott Empson who originally developed the vision of this 
book with Cisco certifications. I’ve worked with Scott and Pearson Education to help 
bring the same type of books he created for Cisco products to professionals working on 
Microsoft products. Scott’s vision started with the idea that many IT professionals who 
have already learned the theory still sometimes need help remembering how to imple-
ment it.  

 The book doesn’t go into depth teaching these concepts. The idea is that you already 
understand them. Instead, the goal is to provide enough information to help you remem-
ber what you can do and how to do it. The book is purposely written to be a small, por-
table, and useful journal, not an encyclopedic-sized volume. However, even if a concept 
is new to you, there’s enough information for you to start typing at the command prompt 
to gain a better understanding.  

 As an example, you probably know that you can force the registration of SRV records 
in DNS by stopping and restarting a specific service. However, you might not remem-
ber the specific commands are  net stop netlogon  and  net start netlogon . You might 
remember that you have to join a Server Core computer to a domain using the  netdom  
command, but you might not remember the full syntax off the top of your head. In other 
words, you know the theory behind why you’d stop and restart the netlogon service and 
why you have to join a Server Core computer to a domain  from the command prompt, 
but you might not always remember the syntax. This book is a ready reference of useful 
commands and procedures with clear-cut examples. It shows the exact syntax of many of 
the commands needed for administrative tasks performed regularly by Windows Server 
2008 (and Windows Server 2008 R2) administrators.  

 I started the outline of this book by ensuring that command prompt commands covered 
by the Microsoft Certified Information Technology Professional (MCITP) certifications 
on Windows Server 2008 were included. This includes the 70-640, 70-642, 70-643, 
70-646, and 70-647 exams for the MCITP Server Administrator and MCITP: Enterprise 
Administrator certifications. I then added the commands I’ve found valuable in my day-
to-day work on networks and from classroom teaching.  

 Many IT professionals use an engineering journal to help them remember key informa-
tion needed on the job. It might include specific commands that they sometimes forget, 
IP addressing schemes used on their networks, steps for important maintenance tasks 
that are performed infrequently, or anything else they want to easily recall by looking at 
the journal. If you already have an engineering journal of your own, you can add this as 
a Windows Server 2008 addendum. If you don’t have one, you can start with this book. 
It includes the same “Create Your Own Journal Here” appendix that Scott uses in  the 
Cisco series. There are blank pages you can use to add your own notes and make this 
your journal, not mine.   
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     Command Syntax Conventions  

 The conventions used to present command syntax in this book are as follows:  

        Boldface  indicates syntax that is entered literally as shown.   

       Italic  indicates syntax for which you supply actual values.   

      Vertical bars | separate alternative, mutually exclusive choices.   

      Square brackets [ ] indicate an optional element.   

      Braces { } indicate a required choice.           



    This chapter provides information and commands concerning the following topics:  

    ■   Resetting the directory services restore mode password   

   ■   Changing the garbage collection logging level   

   ■   Moving Active Directory to a different drive   

   ■   Defragmenting Active Directory   

   ■   Performing an authoritative restore   

   ■   Removing a domain controller from Active Directory   

   ■   Seizing an operations master role    

  NOTE     Commands in this chapter are run on a domain controller (DC) named DC1 in 
the pearson.pub domain.   

  TIP     You should be familiar with  ntdsutil  commands and capabilities when preparing 
for the 70-640, 70-646, and 70-647 exams.    

     Resetting the Directory Services Restore Mode 
Password  

 The following steps show how to reset the Directory Services Restore Mode (DSRM) 
password.  

 Step   Command  

 1.   Start a command prompt with administrative permissions on a domain con-
troller.  

 2.   Type  ntdsutil  and press  Enter .  

 3.   Type  set dsrm password  and press  Enter . This accesses the Reset DSRM 
Administrator Password prompt.  

 4.   Type  reset password on server   servername  and press  Enter . Substitute 
 servername  with the name of the domain controller.  

 5.   Type a new password and press  Enter . Type the same password and press 
 Enter  again.  

 6.   Type  quit  and press  Enter . Type  quit  and press  Enter  again.  

  CHAPTER 12 

 Using  ntdsutil   
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  Changing the Garbage Collection Logging Level  

 Garbage collection runs regularly in a DC and removes deleted (or tombstoned) objects 
from the database.  

  NOTE     This is also known as online defragmentation.   

 When objects are deleted, it frees up space in the database but the database file size does 
not change. In other words, if the database is 100 MB, and then you delete 100 objects, 
the database size will still be 100 MB but it will have more free space. However, if you 
do an offline defragmentation, you can reclaim the free space. Before you do this, figure 
out how much free space you’ll gain by doing the offline defragmentation.  

 If you change the garbage collection logging level, the garbage collection process will log 
Event ID 1646 (as shown in  Figure   12-1   ) in the Directory Service log. This log entry shows 
how much free space an offline defragmentation will reclaim (only 2 MB in  Figure   12-1   ).   

  TIP     Before modifying the registry, you should create a backup.   

 The following steps show how to reset the garbage collection logging level.    

 Step   Command  

 1.   Click  Start , type  regedit , and press  Enter  to launch the  Registry Editor .  

 2.   Browse to the  HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\NTDS\Diagnostics  entry.  

 3.   Locate the  Garbage Collection  value and double-click it. Enter  1  as the 
value. Your display should look similar to  Figure   12-2   .  

 4.   Click  OK . Close the  Registry Editor .  

 Figure 12-1   Event ID 1646 after changing the garbage collection logging level        
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  Moving Active Directory to a Different Drive  

 You can sometimes improve the performance of Active Directory (AD) by moving the 
database file (ntds.dit) to a different physical drive. This can also be useful if you are 
running out of hard drive space. You can use the following steps to move the ntds.dit 
database file to a different location.  

 Step   Command  

 1.   Launch a command prompt. Back up system state data with the following 
command. This command uses the D: drive as the backup target, but you can 
choose a different target based on your system.    wbadmin start systemstate-
backup -backuptarget:d: -quiet   

   NOTE     The Windows Server Backup feature must be installed for this step 
to work.    

   TIP     Although this step is not required, it ensures that you can recover your 
DC if something goes wrong. It takes some time to complete.    

 2.   At the command, type  net stop ntds  and press  Enter . When prompted to stop 
additional services, press  Y  to confirm. This stops AD and related services.  

 3.   Type  ntdsutil  and press  Enter .  

 4.   Type  activate instance ntds  and press  Enter .  

 5.   Type  files  and press  Enter .  

 6.   Type  move db to e:\ntds  and press  Enter .  

   NOTE     You need to substitute the drive letter e: with a valid writable drive on 
your system. The folder doesn’t need to exist because the  move  command 
creates it.    

 7.   Type  quit , and then press  Enter  twice to return to the command prompt.  

 8.   Type  net start ntds  and press  Enter  to restart AD. After it starts, you can 
launch ADUC to verify that everything still works.  

 Figure 12-2   Changing the garbage collection logging level        
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  Defragmenting Active Directory  

 AD performs an online defragmentation every 12 hours by default. This is normally all 
that’s required. However, the online defragmentation does not reduce the size of the 
ntds.dit database file. If you have significantly fewer objects in AD than you had previ-
ously, you can shrink the size of the ntds.dit file by performing an offline defragmenta-
tion.  

  TIP     An offline defragmentation compacts the file, and you can compact the file only 
when AD is not running. You can stop the service with the  net stop ntds  command. 
It’s not necessary to reboot into Directory Services Restore Mode.   

 You can use the following steps to compact the database.    

 Step   Command  

 1.   Launch a command prompt. Back up system state data with the following 
command. This command uses the D: drive as the backup target, but you can 
choose a different target based on your system.    wbadmin start systemstate-
backup -backuptarget:d: -quiet   

   NOTE     The Windows Server Backup feature must be installed for this step 
to work.    

   TIP     Although this step is not required, it ensures that you can recover your 
DC if something goes wrong. It takes some time to complete.    

 2.   At the command, type  net stop ntds  and press  Enter . When prompted to stop 
additional services, press  Y  to confirm. This stops AD and related services.  

 3.   Type  ntdsutil  and press  Enter .  

 4.   Type  activate instance ntds  and press  Enter .  

 5.   Type  files  and press  Enter .  

 6.   Type  compact to C:\compact  and press  Enter . You can use any target folder 
desired (other than C:\compact). Your display should be similar to  Figure 
  12-3   .  

 7.   Type  quit  and press  Enter . Type  quit  and press  Enter  again. This returns you 
to the command prompt.  

 Although the following steps aren’t required, they help ensure that you can 
return to the original configuration if something goes wrong.  

 a. Create a backup folder named ntdsbu in the root of C by typing  md C:\
ntdsbu  and pressing  Enter .  

 b. Type  copy C:\windows\ntds\ntds.dit C:\ntdsbu\ntds.dit  and press  Enter .  

   NOTE     If you moved the ntds.dit file, you need to substitute the C:\windows\
ntds folder for the actual location.    

 c. Type  copy C:\windows\ntds\*.log C:\ntdsbu  and press  Enter .  

   NOTE     These steps create backup files of the ntds.dit AD database and the 
AD logs. If the ntds service is unable to restart, you can simply copy these 
files back to their original location.    
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 Step   Command  

 8.   Type  copy C:\compact\ntds.dit C:\windows\ntds\ntds.dit  and press  Enter . 
When prompted to confirm the overwriting, type  Y  for yes.  

 9.   Type  del C:\windows\ntds\*.log  and press  Enter .  

 10.   Type  net start ntds , and press  Enter . This restarts the ntds service. After it 
starts, you can launch ADUC to verify that everything still works.  

  Performing an Authoritative Restore  

 When you do a normal nonauthoritative restore in a domain with more than one DC, the 
restored DC will replicate with other DCs in the domain to update itself. The restored 
DC will quickly have all the changes that occurred since the last backup. However, 
there are times when you want to restore objects authoritatively. In other words, when 
the restored DC comes back up, you want objects restored on the DC to be replicated to 
other DCs. You want this DC to communicate to all the other DCs that its change is the 
authoritative change.  

 For example, if an administrator accidentally deletes a user object and you perform a 
nonauthoritative restore, the user object will be deleted again as soon as the DC repli-
cates with other DCs. However, you can restore the user object authoritatively, and you 
can even restore entire OUs authoritatively.  

 You can use the commands in the following table to authoritatively restore AD objects 
from the authoritative restore prompt in  ntdsutil .  

 Figure 12-3   Performing an offline defragmentation        
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 Restore Command   Comments  

 Restore OU.  

restore subtree dn

 authoritative restore:  

restore subtree 

"ou=sales,dc=pearson,dc=pub"

 You can use this to restore an OU (including 
child OUs).  

 The example command restores the Sales OU.  

 Restore Object.  

restore object dn

 authoritative restore:  

restore object "cn=Sally,

ou=sales,dc=pearson,dc=pub"

 This enables you to restore an individual 
object.  

 The example command restores the Sally user 
object in the sales OU.  

 The following table shows the overall steps to perform an authoritative restore.  

 Step   Command  

 1.   Reboot the DC and press  F8  to access  Advanced Boot Options .  

 2.   Select  Directory Services Restore Mode . When prompted, log on with the 
user name of  .\administrator  and the DSRM password.  

 3.   Restore AD nonauthoritatively from a backup. You can use the command-line 
backup tool,  wbadmin , or any other method your organization has available. 
Do not reboot after the restore is complete.  

   NOTE      Chapter   27   , “Using  wbadmin ,” covers the use of  wbadmin  to per-
form backup and restores of system state data.    

 4.   Launch a command prompt, type  ntdsutil , and then press  Enter .  

 5.   Type  activate instance ntds  and press  Enter .  

 6.   Type  authoritative restore  and press  Enter .  

 7.   At this point, determine whether you’re restoring an OU or an object. The pre-
vious table showed the syntax to restore either an OU or an object. Type the 
restore command and press  Enter .  

 For example, to restore a user object, use the following format:  

  restore object   dn   

  restore object “cn=Sally,ou=sales,dc=pearson,dc=pub”   

 Or, to restore an OU, use the following format:  

  restore subtree   dn   

  restore subtree “ou=sales,dc=pearson,dc=pub”   

   NOTE     This increments the update sequence number (USN) so that all other 
DCs consider it the most recent change.    

 8.   Type  quit  and press  Enter  twice to exit  ntdsutil .  

 9.   Restart the DC normally.  
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  Removing a Domain Controller from Active Directory  

 If you run  dcpromo  on a DC to remove AD, the AD database will be updated to show 
that this server is no longer a DC. However, if a DC fails, you won’t be able to run 
 dcpromo .  

 If the DC has failed, AD still thinks it’s an active DC. This causes a wide variety of errors 
that can be resolved if you remove the DC from AD, as shown in the following steps.  

 Step   Command  

 1.   Start a command prompt with administrative permissions.  

 2.   Type  ntdsutil  and press  Enter .  

 3.   Type  metadata cleanup  and press  Enter . This accesses the  metadata cleanup  
prompt.  

 4.   Type  connections  and press  Enter . This accesses the connections prompt.  

 5.   Connect to an active DC in the domain with the following command. 
Substitute the FQDN of an active DC in your domain.  

  connect to server   dc-fqdn   

  connect to server dc1.pearson.pub   

 6.   Type  quit  and press  Enter . This brings you back to the  metadata cleanup  
prompt.  

 7.   Type  select operation target  and press  Enter . This accesses the  select opera-
tion target  prompt.  

 8.   Select the site where the damaged DC is located with the following commands. 
Substitute the number of the site in the second command based on the output 
of the  list sites  command.  

 Type  list sites  and press  Enter .  

 Type  select site   number  and press  Enter .  

 9.   Select the damaged DC with the following commands. Substitute the number 
of the server in the second command based on the output of the  list servers in 
site  command.  

 Type  list servers in site  and press  Enter .  

 Type  select server   number  and press  Enter .  

 10.   Type  quit  and press  Enter . This brings you back to the  metadata cleanup  
prompt.  

 11.   Type  remove selected server  and press  Enter . This removes the instance of 
the server from AD.  

 12.   Type  quit  and press  Enter .  
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  Seizing an Operations Master Role  

 If a DC hosting a critical operations master role (previously called flexible single master 
operations role, [FSMO]) fails, you might need to have another DC take over the role. 
The best choice is to transfer the role while both servers are operational. However, if the 
role holder fails, you can seize the role using a DC that is operational.  

  TIP     Seizing a role is a drastic operation. You should seize roles only when absolutely 
necessary. If you are seizing the Schema Master, the Domain Naming Master, or the 
RID Master roles, it’s recommended that you don’t bring the original DC back online in 
the domain.   

 The following steps show how to seize a role.    

 Step   Command  

 1.   Start a command prompt with administrative permissions on a domain control-
ler.  

 2.   Type  ntdsutil  and press  Enter .  

 3.   Type  roles  and press  Enter . This accesses the  fsmo maintenance  prompt.  

 4.   Type  connection  and press  Enter . This accesses the  server connections  
prompt.  

 5.   Identify the fully qualified domain name (FQDN) of the operational DC. 
Substitute your DC’s name in the following command:  

  connect to server dc1.pearson.pub   

 6.   Type  quit  and press  Enter . This brings you back to the  fsmo maintenance  
prompt.  

 7.   Identify the role you want to seize. These are identified in  ntdsutil  as 
Infrastructure Master, Naming Master, PDC, RID Master, and Schema Master. 
Use one of the following commands to seize the role:  

  seize infrastructure master   

  seize naming master   

  seize pdc   

  seize rid master   

  seize schema master   

 8.   A confirmation dialog box appears similar to  Figure   12-4   . Review it and click 
 Yes  if you want to seize the role.  

   NOTE      ntdsutil  first tries to do a logical transfer. If the other DC is up and 
operational, it is transferred normally. If it fails, it seizes the role.    

 9.   Type  quit  and press  Enter  twice to exit  ntdsutil .  
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 Figure 12-4   Seizing an operations role        
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