Numerics

2.4GHz RF band, 25
5.0GHz RF band, 27
10Base-T Ethernet, 23, 58
802.11a Wi-Fi protocol, 26
802.11b Wi-Fi protocol, 26
802.11g Wi-Fi protocol, 26

802.11g wireless routers,
selecting, 51

802.11n Wi-Fi protocol, 27

A

accessing network comput-
ers, 102-103

accounts, 139
defined, 140
logon procedure, 140
reasons for, 140
types of, 141
Users folder, 149
Windows Vista
creating, 142-144
managing, 144-145
settings required, 142
switching between,
145-146
UAC (User Account
Control), 141-142
Windows XP
creating, 146-148
managing, 148
switching between, 149

Ad-Aware SE Personal, 133

adapter cards, wireless, 55-56

planning networks, 43

adapters
Ethernet-to-USB adapters, 57
external Ethernet
adapters, 70
wireless adapters, 24

initial configuration, 76-78

installing, 76
in notebook PCs,
troubleshooting, 78
planning networks, 43
selecting, 53-56
wireless game adapters,
209-210

adding storage with NAS
drives, 245-246

additional PCs
configuring
for Internet Connection
Sharing (ICS), 116
for wireless networks,
87-90
connecting to wireless
networks, 75-78

addresses, IP, 21-22
changing, 100-101
configuring for Internet

Connection Sharing (ICS),
115-116

Administrator user
account, 141
UAC (User Account Control)
and, 141-142

Index

AES (advanced encryption
system), 207

airports, Wi-Fi access in, 217

antenna, extending
network range with
external antenna, 243-244

antispyware software,
132-133

antivirus software, 130-131

assembling network
equipment, 66-67

assigning IP addresses,
100-101

attacks
protecting against, 121-122
signs of, 121
types of, 120-121

audio, streaming, 170. See
also media

AVG Anti-Virus Free
Edition, 131

backing up data across
networks, 165-166

Backup and Restore Center,
165-166

base stations (wireless
routers), 23
configuring, 82-83
changing settings, 93-94
for public wireless Internet
connections, 117
in Windows Vista, 83-87
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connecting
to broadband modem:s,
70-71
to main PCs, 72-75
installing, 72-75
planning networks, 43
power requirements, 66
selecting, 50-53
sharing Internet connections,
111-113

bridging wired and wireless
devices and networks with
Ethernet bridges, 246-247

broadband Internet
connections, dial-up
connections versus, 108. See
also Internet connections

broadband modems,
connecting to wireless
routers, 70-71

broadcasting SSIDs,
disabling, 127

Bruegger’s Bagels, Wi-Fi access
in, 217

C

cable Internet connections.
See broadband Internet
connections

cables
Ethernet cables
planning networks, 43
selecting, 58-59
requirements for, 67

cameras, sharing webcams,
199-200

Caribou Coffee, Wi-Fi access
in, 216

changing workgroup names in
Windows Vista, 159-160

checklists
network devices, 40
network equipment
checklist, 48

choosing
network equipment, 50-60
Ethernet cable, 58-59
network extenders, 58-59
NICs (network interface
cards), 55-58
wireless adapters, 53-56
wireless print servers,
59-60
wireless routers, 50-53
print servers, 196-198
Wi-Fi protocols, 27

citywide Wi-Fi access, 217

coffeehouses, Wi-Fi access in,
216-217

combination gateway devices,
45-46, 113-114

communities, Wi-Fi access
in, 217

computer networks
backing up data, 165
Backup and Restore Center,
165-166
NAS, 166
corporate networks. See
corporate networks
defined, 8
Ethernet networks, extending
with network switches, 248
planning, 40
hardware requirements,
43-48
network device
checklist, 40
network equipment
checklist, 48
network maps, 40, 42-43
selecting network
equipment, 50-60

types of

game-playing networks,
15-16

Internet-sharing networks,
13-14

laptop-based networks,
14-15

media-sharing networks,
10-11

multiple-computer
networks, 9-10

printer-sharing networks,
11-13

wired versus wireless,
16-17

computer viruses
antivirus software, 130-131
avoiding, 129-130
defined, 129

configuring. See also installing
additional PCs for Internet
Connection Sharing
(ICS), 116
file sharing, 152
Internet Connection Sharing
(ICS), 115
IP addresses for Internet
Connection Sharing
(ICS), 115-116
main PCs
for Internet Connection
Sharing (ICS), 115
sharing Internet
connections, 111-113
media sharing in Windows
Media Player, 177-178
Microsoft Xbox 360 for
networking, 207-209
modems, sharing Internet
connections, 111
network locations, 79
Nintendo DS for
networking, 211



Nintendo Wii for networking,
204-206
shared printers on host PC
in Windows Vista, 191
in Windows XP 191-192
Sony PlayStation 3 for
networking, 206-207
Sony PSP for networking,
211-212
Windows Firewall, 128
Windows Vista computers for
wireless networks, 87-89
Windows XP computers for
wireless networks, 89-90
wireless access points for
public wireless Internet
connections, 117-118
wireless adapters, initial
configuration, 76-78
wireless routers, 82-83
changing settings, 93-94
for public wireless Internet
connections, 117
sharing Internet
connections, 111
in Windows Vista, 83-87
wireless security
in Windows Vista, 124-125
in Windows XP 125

connecting. See also
connections
additional PCs to wireless
networks, 75-78
to corporate networks
with Ethernet, 228
from home or the road,
229-231
with Remote Desktop
Connection, 231-232
wireless connections,
228-229
digital media hubs, 187
network equipment to wire-
less networks, 79-80

DIGITAL MEDIA HUBS, MEDIA SHARING 273

notebook PCs to wireless
networks, 78
PCs to home entertainment
systems, 172-174
to Wi-Fi hot spots, 218-221
manual connections,
222-223
Windows Vista computers to
existing networks, 91
to wireless networks,
troubleshooting, 254-257
wireless routers
and broadband modems,
70-71
and main PCs, 72-75

connections. See also
connecting; Internet
connections
intermittent wireless connec-
tions, troubleshooting, 259
Microsoft Xbox 360,
configuring, 207-209
Nintendo DS, configuring, 211
Nintendo Wii, configuring,
204-206
print servers, 195
advantages, 196
connecting to
network, 198
disadvantages, 196
selecting, 196-198
printer connections, installing
in Windows Vista, 192-194
in Windows XP 194-195
Sony PlayStation 3,
configuring, 206-207
Sony PSP, configuring,
211-212
converting wireless devices

to Ethernet connections,
247-248

copying network settings
between computers, 87-90

corporate networks
connecting
from home or the road,
229-231
with Ethernet, 228
with Remote Desktop
Connection, 231-232
with wireless connections,
228-229
sharing files
in Public folders, 232
with specific users,
232-234
Windows Vista and, 236-237

criminal activity, sharing
Internet connections, 109

D

data
backing up across
networks, 165
Backup and Restore Center,
165-166
NAS, 166
syncing between two
computers, 234
sync partnerships, 234-235
syncing folder contents,
235-236

data destruction, 120

data theft, 120

default printer, setting, 193
denial of service attacks, 120

dial-up Internet connections
broadband connections
versus, 108
Internet Connection Sharing
(ICS), 114-116

digital media. See media

digital media hubs, media
sharing, 183-187
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digital subscriber line (DSL).
See broadband Internet
connections
directory structure for user
accounts, 149
disabling SSID broadcasting,
127
disconnecting
from Wi-Fi hot spots, 223
network connections, 102
drives, sharing complete
drives (Windows Vista),
158-159
DSL (digital subscriber line).
See broadband Internet
connections

Dunn Bros, Wi-Fi access in, 217

editing user accounts
Windows Vista, 144-145
Windows XP, 148

electrostatic discharge
(ESD), 68

email from Wi-Fi hot
spots, 220

enabling
file sharing
password protection,
134-135, 153-154
Windows Vista, 153
media sharing (Windows
Media Player), 176
printer sharing
in Windows Vista, 191
in Windows XP 191-192
wireless security
network keys, 123
types of, 123-124

DIGITAL SUBSCRIBER LINE

in Windows Vista, 124-125
in Windows XP 125

encryption, 225

ESD (electrostatic
discharge), 68

Ethernet
connecting to corporate
networks, 228
NICs (network interface cards),
selecting, 55-58

Ethernet bridges, bridging
wired and wireless devices
and networks, 246-247

Ethernet cables
planning networks, 43
selecting, 58-59

Ethernet connections
converting to wireless devices,
247-248
to wireless routers, 51

Ethernet networks, 23
extending with network
switches, 248
wireless networks versus,
16-17

Ethernet PC Cards, 57
Ethernet-to-USB adapters, 57

existing networks, connecting
Windows Vista computers
to, 91

extending
Ethernet networks with net-
work switches, 248
network range
with external antenna,
243-244
with wireless
extenders, 245

external antenna, extending
network range, 243-244

external Ethernet adapters, 70

external hard drives,
sharing, 200

external wireless adapters, 54

Extreme G wireless routers, 26
selecting, 52

F

Fast Ethernet, 23, 58

Fast User Switching,
145-146, 149

file sharing, 9-10
complete drives
Windows Vista, 158-159
Windows XP 162
configuring, 94, 152
on corporate networks
in Public folders, 232
with specific users,
232-234
enabling
password protection,
134-135, 153-154
Windows Vista, 153
new features (Windows Vista),
35-36
overview, 152
Public folder (Windows Vista),
154-155
specific folders
Windows Vista, 155-158
Windows XP 161-162
workgroup names, changing
(Windows Vista), 159-160

firewalls, 127
third-party software, 128
Windows Firewall, 128

folder contents, syncing,
235-236



folders
file sharing (Windows Vista),
35-36, 155-158

shared folders
shortcuts to, creating,
104-105
troubleshooting inability to
see, 260-262
viewing, 162-165
Windows Vista new
features, 35-36
in Users folder, 149

G

game consoles, connecting to
wireless networks, 80

game systems
configuring for networking
Microsoft Xbox 360,
207-209
Nintendo DS, 211
Nintendo Wii, 204-206
Sony PlayStation 3,
206-207
Sony PSR 211-212
wireless game adapters for,
209-210

game-playing networks, 15-16
gateways, 45-46, 113-114
Gigabit Ethernet, 23, 58

Guest user accounts, 141

handheld game systems, con-
figuring for networking
Nintendo DS, 211
Sony PSP, 211-212

hard drives, sharing external
hard drives, 200
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hardware requirements,
planning networks, 43-44
alternatives to, 44-48

hidden Wi-Fi hot spots,
connecting to, 222-223

hijacking, 120

home entertainment systems,
connecting PCs to, 172-174

Home network location, 79

host PCs
configuring
for Internet Connection
Sharing (ICS), 115
sharing Internet
connections, 111-113
configuring shared printers
in Windows Vista, 191
in Windows XP 191-192
connecting to wireless routers,
72-75

hot spots
changing order of preferred
networks, 223-225
connecting to, 218-221
creating, 116-118
defined, 215
disconnecting from, 223
locations, 216
airports, 217
coffeehouses and
restaurants, 216-217
communities, 217
hotels, 217
public places, 217
Web sites for
information, 218
logging on, 220-221
manual connections, 222-223
security, 108-109, 225-226

hotels, Wi-Fi access in, 217

hubs (wireless routers), 23
configuring, 82-83
changing settings, 93-94
for public wireless Internet
connections, 117
in Windows Vista, 83-87
connecting
to broadband modem:s,
70-71
to main PCs, 72-75
installing, 72-75
planning networks, 43
power requirements, 66
selecting, 50-53
sharing Internet connections,
111-113

ICS (Internet Connection
Sharing), 114-116

identity theft, 120

installing. See also configuring
NIC (network interface card),
67-70
printer connections
in Windows Vista, 192-194
in Windows XR 194-195
wireless adapters, 76
wireless routers, 72-75

interference, eliminating,
256, 258

internal wireless adapters,
54-55

Internet cameras, sharing,
199-200

Internet Connection Sharing
(ICS), 114-116

Internet connections
game-playing networks, 15-16
laptop-based networks, 14-15
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sharing, 13-14
broadband versus
dial-up, 108
Internet Connection
Sharing (ICS), 114-116
methods of, 110-111
as public Wi-Fi hot spots,
116-118
router/modem gateway
connections, 113-114
security issues, 108-109
with single computers, 110
wireless router
connections, 111-113
troubleshooting, 259-260

Internet-sharing networks,
13-14

intrusions
protecting against, 121-122
signs of, 121
types of, 120-121

IP addresses, 21-22
changing, 100-101
configuring for Internet

Connection Sharing (ICS),
115-116

J-K

JiWire Hotspot Helper, 225

Krystal Burgers, Wi-Fi access
in, 217

L

LANSs (local area networks),
defined, 8

laptop-based networks, 14-15

legal issues, sharing Internet
connections, 109

Limited user accounts, 141

INTERNET CONNECTIONS

Link-Layer Topology Discovery
(LLTD), 95, 262

lists
network devices, 40
network equipment
checklist, 48

LLTD (Link-Layer Topology
Discovery), 95, 262

local area networks (LANSs),
defined, 8

locating Wi-Fi hot spots, 216

airports, 217

coffeehouses and restaurants,

216-217

communities, 217

hotels, 217

public places, 217

Web sites for information, 218
logging on

to user accounts, 140

to Wi-Fi hot spots, 220-221

Lulu’s Electric Café, Wi-Fi
access in, 216

main PCs
configuring
for Internet Connection
Sharing (ICS), 115
sharing Internet
connections, 111-113
configuring shared printers
in Windows Vista, 191
in Windows XR 191-192
connecting to wireless routers,
72-75

managing networks (Network
and Sharing Center)
disconnecting from
network, 102
IP addresses, changing,
100-101

network connections,
managing, 98-100
network location type,
changing, 96-97
network map, viewing, 94-95
network name, changing, 97
network settings, changing,
93-94
opening, 91-93
workgroups, changing, 95-97
manual connections to Wi-Fi
hot spots, 222-223
mapping
folders/drives, 104-105
networks, 40-43

McDonald’s, Wi-Fi access
in, 217

media

connecting PCs to home
entertainment systems,
172-174

digital media hubs, media
sharing, 183-187

playing shared media
(Windows Media Player),
178-179

storing media files (Windows
Media Player), 172

streaming playback without
home entertainment
systems, 175

media sharing, 10-11
configuring, 94
in Windows Media Player,
177-178
digital media hubs, 183-187
across networks (Windows
Media Player), 170-171
Windows Media Center,
179, 182
Windows Media Center
Extender, 182-183
Windows Media Player, 176



media-sharing networks,
10-11

Microsoft Xbox 360
configuring for networking,
207-209
wireless game adapters for,
209-210

modems

broadband modems, connect-
ing to wireless routers, 70-71

combining with routers, 45-46

configuring for shared Internet
connections, 111

router/modem gateways,
45-46, 113-114

movies. See media

multiple users. See user
accounts

multiple-computer networks,
9-10

music. See media

My Network Places
window, 103

NAS (network attached
storage), 166, 245
adding storage, 245-246
backing up data across
networks, 166

network addresses, 21-22
changing, 100-101
configuring for Internet

Connection Sharing (ICS),
115-116

Network and Sharing Center,
31-33
disconnecting from
network, 102
IP addresses, changing,
100-101

NETWORK MANAGEMENT 277

network connections,
managing, 98-100
network location type,
changing, 96-97
network map, viewing, 94-95
network name, changing, 97
network settings, changing,
93-94
opening, 91-93
workgroups, changing, 95-97
network attached storage
(NAS), 166, 245
adding storage, 245-246
backing up data across
networks, 166

network computers
accessing, 102-103
troubleshooting inability to
see, 260-262

network connections
disconnecting, 102
managing, 98-100
renaming, 99

Network Connections folder
IP addresses, changing,
100-101
network connections
disconnecting, 102
managing, 98-100
network device checklist, 40

network discovery, 261
configuring, 94

network equipment
assembling, 66-67
connecting to wireless
networks, 79-80
placement of, 66-67
requirements, 43-44
alternatives to, 44-48
selecting, 50-57, 59-60
Ethernet cable, 58-59
network extenders, 58-59

NICs (network interface
cards), 55-58

wireless adapters, 53-56

wireless print servers, 59-60

wireless routers, 50-53

network equipment
checklist, 48

Network Explorer folder, 33-34
network computers, accessing,
102-103
shared folders, creating
shortcuts to, 104-105

network extenders, 46-48
connecting to wireless
networks, 80
extending network range, 245
selecting, 58-59

network interface cards (NICs)
installing, 67-70
planning networks, 43
selecting, 55-58

network keys, 123

network location type,
changing, 96-97

network locations,
configuring, 79

network management
(Network and Sharing Center)
disconnecting from
network, 102
IP addresses, changing,
100-101
network connections,
managing, 98-100
network location type,
changing, 96-97
network map, viewing, 94-95
network name, changing, 97
network settings, changing,
93-94
opening, 91-93
workgroups, changing, 95-97
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network maps, 40-43
troubleshooting, 95
viewing, 94-95

network name, changing, 97

network printers. See also
sharing printers
connecting to wireless
networks, 80
defined, 12

network range, extending
with external antenna,
243-244
with wireless extenders, 245

network settings
changing in Network and
Sharing Center, 93-94
copying between computers,
87-90

network switches, extending
Ethernet networks, 248

Networking Troubleshooter
(Windows XP), 254

networks
backing up data, 165
Backup and Restore Center,
165-166
NAS, 166
corporate networks. See
corporate networks
defined, 8
Ethernet networks, extending
with network switches, 248
planning, 40
hardware requirements,
43-48
network device
checklist, 40
network equipment
checklist, 48
network maps, 40, 42-43
selecting network
equipment, 50-60

types of

game-playing networks,
15-16

Internet-sharing networks,
13-14

laptop-based networks,
14-15

media-sharing networks,
10-11

multiple-computer net-
works, 9-10

printer-sharing networks,
11-13

wired versus wireless,
16-17

new features in
Windows Vista
networking, 30
file/folder sharing, 35-36
Network and Sharing
Center, 31-33
Network Explorer, 33-34
Next Generation TCP/IP
stack, 34-35
Windows Connect Now
(WCN) technology, 31
wireless network setup,
30-31
security, 122-123
Next Generation TCP/IP stack,
34-35
NICs (network interface cards)
installing, 67-70
planning networks, 43
selecting, 55-58
Nintendo DS, configuring for
networking, 211

Nintendo GameCube, wireless
game adapters for, 209-210
Nintendo Wii, configuring for

networking, 204-206

notebook PCs

connecting to wireless
networks, 78

sharing Internet
connections, 110

upgrading, 249-250

Wi-Fi hot spots. See Wi-Fi
hot spots

o-P

opening Network and Sharing
Center, 91-93

order of preferred Wi-Fi hot
spots, changing, 223-225

packets, defined, 20

Panera Bread, Wi-Fi access
in, 217
logging on, 221
passphrases, troubleshooting,
264

password-protected file
sharing, 36, 134-135
configuring, 94
enabling in Windows Vista,
153-154

passwords for routers
changing, 127
troubleshooting, 263

PCs
additional PCs
configuring for Internet
Connection Sharing
(ICS), 116
configuring for wireless
networks, 87-90
connecting to wireless
networks, 75-78
connecting to home
entertainment systems,
172-174



main PCs
configuring for Internet
Connection Sharing
(ICS), 115
configuring for sharing
Internet connections,
111-113
configuring shared printers,
191-192
connecting to wireless
routers, 72-75
notebook PCs
connecting to wireless
networks, 78
sharing Internet
connections, 110
upgrading, 249-250
Wi-Fi hot spots. See Wi-Fi
hot spots

permissions for shared
folders, 158

pictures. See media

placement of network
equipment, 66-67

planning networks, 40
hardware requirements, 43-44
alternatives to, 44-48
network device checklist, 40
network equipment
checklist, 48
network maps, 40, 42-43
selecting network equipment,
50-60

playback, streaming without
home entertainment
systems, 175

playing shared media
(Windows Media Player),
178-179

PlayStation 2, wireless game
adapters for, 209-210

PUBLIC WIRELESS INTERNET CONNECTIONS 279

PlayStation 3, configuring for
networking, 206-207

power requirements for
wireless routers, 66

pre-N wireless routers,
selecting, 53

pre-shared key (PSK), 207

preferred Wi-Fi hot spots,
changing order of, 223-225

primary computers
configuring
for Internet Connection
Sharing (ICS), 115
sharing Internet
connections, 111-113
configuring shared printers
in Windows Vista, 191
in Windows XP 191-192
connecting to wireless routers,
72-75

print servers, 195
advantages, 196
connecting to network, 198
defined, 13
disadvantages, 196
selecting, 196-198
wireless print servers, 45, 47

connecting to wireless
networks, 80
selecting, 59-60

printer sharing, 11-13, 190
configuring on host PC, 94
in Windows Vista, 191
in Windows XB 191-192
installing printer connections
in Windows Vista, 192-194
in Windows XB 194-195
via print servers, 195-198
printing to shared printers,
198-199
setting as default printer, 193

printer-sharing networks,
11-13

printers, connecting
network printers to wireless
networks, 80

printing to shared printers,
198-199

protocols

TCP/IP, 20-21
IP addresses, 21-22
Next Generation TCP/IP

stack, 34-35

Wi-Fi protocols, 25-26
802.11a, 26
802.11b, 26
802.11g, 26
802.11n, 27
comparison of, 27

PSK (pre-shared key), 207

Public folder, 36
configuring sharing, 94
file sharing
on corporate
networks, 232
Windows Vista, 154-155

Public Place network
location, 79

public wireless Internet
connections
changing order of preferred
networks, 223-225
connecting to, 218-221
creating, 116-118
defined, 215
disconnecting from, 223
locations, 216
airports, 217
coffeehouses and
restaurants, 216-217
communities, 217
hotels, 217
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public places, 217
Web sites for
information, 218
logging on, 220-221

manual connections, 222-223

security, 108-109, 225-226

Q-R

radio frequency (RF)
signals, 23
2.4GHz RF band, 25
5.0GHz RF band, 27

range expanders. See network

extenders

Remote Desktop Connection,
connecting to corporate
networks, 231-232

renaming
network connections, 99
networks, 97

requirements, planning
networks, 43-48

residential gateway devices.
See wireless routers

restaurants, Wi-Fi access in,
216-217

RF (radio frequency)
signals, 23

2.4GHz RF band, 25

5.0GHz RF band, 27

router configuration utility,
troubleshooting, 264

router/modem gateways,
45-46, 113-114

routers
combining with modems,
45-46
Nintendo Wii
compatibility, 205

passwords
changing, 127
troubleshooting, 263
SSID (Service Set Identifier)
changing, 126

disabling broadcasting, 127

upgrading, 242-243
wireless routers, 23
changing network
configuration settings,
93-94
configuring, 82-87
configuring for public
wireless Internet
connections, 117
connecting to broadband
modems, 70-71
connecting to main PCs,
72-75
installing, 72-75
planning networks, 43
power requirements, 66
selecting, 50-53
sharing Internet
connections, 111-113

S

satellite Internet connections.

See broadband Internet
connections

scanners, sharing, 199

security, 120
firewalls, 127
third-party software, 128
Windows Firewall, 128
intrusions
protecting against,
121-122
signs of, 121
types of, 120-121

password-protected file
sharing, 36, 134-135
router passwords,
changing, 127
sharing Internet connections,
108-109
spyware
antispyware software,
132-133
avoiding, 129-130
defined, 129
SSID (Service Set Identifier), 126
changing, 126
disabling broadcasting, 127
user accounts, 140
UAC (User Account
Control), 141-142
viruses
antivirus software, 130-131
avoiding, 129-130
defined, 129
Wi-Fi hot spots, 225-226
in Windows Vista, new
features, 122-123
wireless security
network keys, 123
types of, 123-124
Windows Vista
configuration, 124-125
Windows XP
configuration, 125

selecting

network equipment, 50-60
Ethernet cable, 58-59
network extenders, 58-59
NICs (network interface

cards), 55-58
wireless adapters, 53-56
wireless print servers, 59-60
wireless routers, 50-53
print servers, 196-198
Wi-Fi protocols, 27



SYSTEM PROPERTIES DIALOG BOX, CHANGING WORKGROUPS 281

Service Set Identifier
(SSID), 126
changing, 126
defined, 24
disabling broadcasting, 127

Set Up a Wireless Router or
Access Point Wizard, 30,
83-87

shared folders
shortcuts to, creating,
104-105
troubleshooting inability to
see, 260-262
viewing
in Windows Vista, 162-164
in Windows XP 164-165
Windows Vista new features,
35-36

sharing
external hard drives, 200
files. See file sharing
Internet connections, 13-14
broadband versus
dial-up, 108
Internet Connection
Sharing (ICS), 114-116
methods of, 110-111
as public Wi-Fi hot spots,
116-118
router/modem gateway
connections, 113-114
security issues, 108-109
with single computers, 110
wireless router
connections, 111-113
media, 10-11
across networks with
Windows Media Player,
170-171
printers, 11-13, 190
configuring on host PC in
Windows Vista, 191

configuring on host PC in
Windows XR 191-192
installing printer
connections in
Windows Vista, 192-194
installing printer
connections in
Windows XR 194-195
printing to shared printers,
198-199
setting as default
printer, 193
via print servers, 195-198
scanners, 199
webcams, 199-200

shortcuts to shared folders,
creating, 104-105

signal leeching, 120

signals, troubleshooting low
wireless signals, 257-258

single computers,
broadcasting Internet
connections to, 110

sneaker net, defined, 9

sniffer programs, Wi-Fi
security, 225

Sony PlayStation 2, wireless
game adapters for, 209-210

Sony PlayStation 3,
configuring for networking,
206-207

Sony PSP, configuring for
networking, 211-212

Spybot Search & Destroy, 133

spyware
antispyware software,
132-133
avoiding, 129-130
defined, 129

SSID (Service Set
Identifier), 126
changing, 126
defined, 24
disabling broadcasting, 127

Standard user accounts, 141
Starbucks, Wi-Fi access in, 216
logging on, 220
Staybridge Suites, Wi-Fi access
in, 220-221

storage, adding with NAS
drives, 245-246

storing media files (Windows
Media Player), 172

streaming audio/video, 170
without home entertainment
systems, 175

subnet masks, defined, 22

switching between user
accounts
Windows Vista, 145-146
Windows XP, 149

Sync Center, 235

sync partnerships, creating,
234-235
syncing
data between two
computers, 234
sync partnerships, 234-235
syncing folder contents,
235-236
folder contents, 235-236

System Properties dialog box,
changing workgroups, 95-97
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T

U

TCP/IP (Transmission Control
Protocol/Internet Protocol),
20-21

IP addresses, 21-22
Next Generation TCP/IP stack,
34-35

temporal key integrity
protocol (TKIP), 207

third-party firewall
software, 128

TKIP (temporal key integrity
protocol), 207

transmission range, Wi-Fi
protocols, 25

troubleshooting

inability to see Windows XP
computers on Windows
Vista network map, 262

intermittent wireless
connections, 259

internet connections, 259-260

low wireless signals, 257-258

network computers and
folders, 260-262

network map, 95

processes, 252-253

router passwords, 263

router's configuration
utility, 264

VPN, 262-263

WEP or WPA passphrases, 264

Windows Network Diagnostics
utility, 254

wireless adapters in notebook
PCs, 78

wireless network connections,
254-257

UAC (User Account Control),
141-142
upgrading
notebook PCs, 249-250
routers, 242-243
wireless adapters, 243

URLs, defined, 21

User Account Control (UAC),
141-142

user accounts, 139
defined, 140
logon procedure, 140
reasons for, 140
types of, 141
Users folder, 149
Windows Vista
creating, 142-144
managing, 144-145
settings required, 142
switching between,
145-146
UAC (User Account
Control), 141-142
Windows XP
creating, 146-148
managing, 148
switching between, 149

Users folder, 149

\'

video, streaming, 170. See also
media

video game devices, connect-
ing to wireless networks, 80

video games, game-playing
networks, 15-16

viewing
network map, 94-95
shared folders
Windows Vista, 162-164
Windows XP 164-165

virtual private network.
See VPN

viruses
antivirus software, 130-131
avoiding, 129-130
defined, 129

Vista. See Windows Vista

VPN (virtual private
network), 229
connecting to corporate
networks from home or the
road, 229-231
troubleshooting, 262-263
Wi-Fi security, 225

w

WANSs (wide area networks),
defined, 8

WCN (Windows Connect Now)
technology, 31

Web sites, Wi-Fi access
information, 218

webcams, sharing, 199-200
WEP (Wired Equivalent
Privacy) 64-bit standard, 124

WEP (Wired Equivalent
Privacy) 128-bit standard, 124

WEP passphrases,
troubleshooting, 264

Wi-Fi adapter cards, planning
networks, 43

Wi-Fi adapters, planning
networks, 43



Wi-Fi Alliance website, 25

Wi-Fi extenders, 46-48
connecting to wireless
networks, 80
extending network range, 245
selecting, 58-59

Wi-Fi hot spots
changing order of preferred
networks, 223-225
connecting to, 218-221
creating, 116-118
defined, 215
disconnecting from, 223
locations, 216
airports, 217
coffeehouses and
restaurants, 216-217
communities, 217
hotels, 217
public places, 217
Web sites for
information, 218
logging on, 220-221
manual connections, 222-223
security, 108-109, 225-226

Wi-Fi Protected Access (WPA)
standard, 124

Wi-Fi Protected Access
version 2 (WPA2)
standard, 123

Wi-Fi protocols, 25-26
802.11a, 26
802.11b, 26
802.11g, 26
802.11n, 27
comparison of, 27

wide area networks (WANSs),
defined, 8

Wii, configuring for
networking, 204-206

Windows Connect Now (WCN)
technology, 31

Windows Defender, 132-133
Windows Firewall, 128
Windows Live OneCare, 131

Windows Media Center,
179, 181
media sharing, 179, 182

Windows Media Center
Extender, media sharing,
182-183

Windows Media Connect
(WMCQ), 170

Windows Media Player
media, storing files, 172
media sharing

configuring, 177-178

enabling, 176

across networks, 170-171

playing shared media,
178-179

Windows Network Diagnostics
utility, 254

Windows Vista
configuring
shared printers on host
PCs, 191
for wireless routers, 83-87
wireless security, 124-125
corporate networks and,
236-237
file sharing
complete drives, 158-159
enabling, 153
password protection,
153-154
Public folder, 154-155
specific folders, 155-158
installing printer connections,
192-194

WINDOWS XP 283

new networking features, 30
file/folder sharing, 35-36
Network and Sharing

Center, 31-33
Network Explorer, 33-34
Next Generation TCP/IP

stack, 34-35
Windows Connect Now

(WCN) technology, 31
wireless network setup,

30-31

new security features,

122-123

user accounts
creating, 142-144
managing, 144-145
settings required, 142
switching between,

145-146
types of, 141
UAC (User Account

Control), 141-142

viewing shared folders,
162-164

workgroup names, changing,
159-160

Windows Vista network
map, troubleshooting
inability to see Windows XP
computers, 262

Windows Vista-enabled
computers
configuring for wireless
networks, 87-89
connecting to existing
networks, 91

Windows XP
configuring
shared printers on host PCs,
191-192
wireless security, 125
installing printer connections,
194-195
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Networking Troubleshooter,
254
sharing
complete drives, 162
folders, 161-162
user accounts
creating, 146-148
managing, 148
switching between, 149
types of, 141
viewing shared folders,
164-165

Windows XP-enabled
computers, configuring for
wireless networks, 89-90

Wired Equivalent Privacy
(WEP) 64-bit standard, 124

Wired Equivalent Privacy
(WEP) 128-bit standard, 124

wired networks, wireless
networks versus, 16-17. See
also Ethernet networks

wired print servers, wireless
print servers versus, 196-198

wireless access points,
configuring for public
wireless Internet
connections, 117-118

wireless adapter cards, 55-56

wireless adapters, 24
checking, 254
initial configuration, 76-78
installing, 76
in notebook PCs,

troubleshooting, 78

selecting, 53-56
upgrading, 243

wireless connections,
connecting to corporate
networks, 228-229

wireless devices, converting
to Ethernet connections,
247-248

wireless game adapters,
209-210

wireless network extenders,
46-48
connecting to wireless
networks, 80
extending network range, 245
selecting, 58-59

wireless networks
connecting
additional PCs, 75-78
network equipment, 79-80
notebook PCs, 78
Windows Vista computers
to, 91
hardware for, 23-25
troubleshooting connections,
254-257
Wi-Fi protocols, 25-26
802.11a, 26
802.11b, 26
802.11g, 26
802.11n, 27
comparison of, 27
Windows Vista setup, 30-31
wired networks versus, 16-17

wireless print servers, 45, 47
connecting to wireless
networks, 80
selecting, 59-60
wired print servers versus,
196-198

wireless routers, 23
configuring, 82-83
changing settings, 93-94
for public wireless Internet
connections, 117
in Windows Vista, 83-87
connecting
to broadband modem:s,
70-71
to main PCs, 72-75
installing, 72-75

planning networks, 43

power requirements, 66

selecting, 50-53

sharing Internet connections,
111-113

wireless security
configuring
in Windows Vista, 124-125
in Windows XP 125
network keys, 123
types of, 123-124
WMC (Windows Media
Connect), 170
WMP (Windows Media Player)
media, storing files, 172
media sharing
configuring, 177-178
enabling, 176
across networks, 170-171
playing shared media,
178-179
Work network location, 79

workgroup names, changing
in Windows Vista, 159-160

workgroups, changing, 95-97

WPA (Wi-Fi Protected Access)
standard, 124

WPA passphrases,
troubleshooting, 264

WPA2 (Wi-Fi Protected Access
version 2) standard, 123

X-Z

Xbox 360
configuring for networking,
207-209
wireless game adapters for,
209-210

Xbox Live, 209





