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THESE

days, the biggest danger you face when you go onto the Internet might be spyware—a type of
malicious software that can invade your privacy and wreak havoc on your PC. Spyware is a relatively new
phenomenon; it does not have a long history as do viruses, Trojans, and worms.
Spyware is an umbrella name for many types of malicious programs, but these kinds of programs have several things in common. First, all of them, one way or another, spy on your behavior. They may watch which
web pages you visit and report that information to a server or person, or they might track your web searches.
They may even allow people to record every keystroke you make or open a back door into your computer so
hackers can later take control of your PC when they want.
The second thing they have in common is that they install either without your knowledge or by tricking
you. One common way they get on your PC is when you install a piece of software, such as file-sharing software. When you install that software, spyware often comes along for a ride and installs itself without your
knowledge or misleads you about what the program actually does.
Although some spyware is created for purely malicious reasons, other kinds are created as part of moneymaking schemes. One kind of spyware swarms your PC with dozens of pop-up ads, some of which you’ll most
likely click to close. But every time you click, the spyware purveyor makes money because he has a business
arrangement with a merchant or website to drive traffic to it.
There is a fine line between spyware and what is called adware. They work similarly, but with adware,
you download a piece of software that you can use for free, such as a weather program. In return, the adware
watches your surfing habits and sends that information to a server, which then delivers ads to you based on
your behavior. The ads are displayed only inside the weather program and don’t appear when you don’t use
it. Spyware, by way of contrast, watches you all the time and displays ads whenever you surf the Web or are
connected to the Internet.
Spyware can do more than just spy on you. It can do damage to your computer as well. Some spyware
inundates your computer with blizzards of pop-up ads—in some instances so many that it takes away all your
system resources and your PC grinds to a halt. This makes your computer unusable.
Because there is money to be made from surfing, spyware isn’t going away any time soon. But as you’ll see
in this chapter, anti-spyware can combat it, so there are ways to keep yourself safe and protect your privacy.
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How Spyware Invades Your PC
1

2

Spyware sits in the background of your computer,
watches which websites you visit, and then reports on
your activities. Based on those activities, targeted ads
are delivered to you. But first, the spyware has to get
onto your computer. Often, you get spyware by downloading a free program or clicking a pop-up ad.
Spyware comes along for the ride without you knowing
it. When you install the program you’ve chosen, spyware is installed as well, without your knowledge.

Spyware often runs whenever you turn on your computer, even when the
program upon which it rides
is not running. It watches
your web activities and tracks
every website you visit.

3

At regular intervals, the spyware phones home, reporting
to the spyware website which
sites you’ve visited.
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Based on the sites you’ve
visited, the spyware website
creates a profile about your
surfing activities.

5

Based on that profile, the website delivers targeted ads to you. The ads appear
whenever you run the program on which the spyware piggybacked onto your
system. When you delete the program on which the spyware piggybacked onto
your system, the spyware typically does not get deleted. It keeps watching
your surfing activities and reporting on them, although it can’t deliver ads
based on that information because the program on which it was piggybacked
has been deleted. To delete the spyware, you need a special spyware detector
and killer, such as Ad-Aware from www.lavasoft.com.
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How Spyware Morphs
Itself to Escape Detection
1

2
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One of the most insidious kinds of spyware
is polymorphic spyware, which uses a variety of tactics to evade detection and
removal, including the ability to constantly
change its filename and location.

Cool Web Search and
About: Blank are two home
page–hijacking pieces of
shareware that morph and
use other techniques to
evade detection and deletion. Programs like these
can install themselves to
multiple locations on a hard
disk.

When a piece of anti-spyware detects
and kills the files in one of the locations, the spyware spawns a new copy
of itself at another location and runs
from there.
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In some instances, the spyware can inject
itself into a process running on a PC. When
the main spyware program is deleted, the
copy that has injected itself into a process
spawns another copy of itself.

5

Some of the spyware runs
silently in the background,
doing no damage. However, it
spawns a program that does
the actual damage. Antispyware detects the program
doing the damage but not the
silent spyware. The silent spyware then spawns a new
destructive program, with a different filename and different
size so it is not recognizable.

6

Some spyware hides itself
by burrowing into your computer’s Registry, which contains basic instructions for
how your computer should
work. It is able to hide those
entries—not only from antispyware programs, but also
from Registry editors that
can normally see everything
in the Registry. In this way, it
cannot be seen or detected.
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How Spyware Invades
Your Privacy
1

2

There are many different types of spyware that invade your privacy in many
different ways. One type monitors all
your surfing habits and reports on those
habits to a server on the Internet. That
server may deliver ads to you based on
your surfing habits, or it could sell the
information to other companies.

A particularly privacy-invading
type of spyware is called a keylogger. (For more information
about keyloggers, see “How
Keyloggers Work,” later in this
chapter.) Keyloggers record
every keystroke you make and
send that information to a
hacker, who can then steal all
your passwords, logins, and
other information.

3

Some spyware installs other malicious
software on your system. For example,
some spyware installs a Trojan on your
PC, which allows a hacker to take complete control of your PCs and files as if
she were sitting at the keyboard. (For
more details about Trojans, see Chapter 7,
“How Zombies and Trojan Horses Attack
You—and How to Protect Against Them.”)

CHAPTER 3

4

5

H O W S P Y WA R E A N D A N T I - S P Y WA R E W O R K

Some spyware monitors your Internet searching activity and reports that activity to
servers, which can then keep track of your interests and deliver ads to you based on
them or create profiles of you and sell that information to other companies.

Spyware is not only a danger to individuals—
it can be extremely dangerous for corporations as well. Spyware can crawl into an
individual’s computer and then infect all the
other computers and servers on a corporate
network, gathering not only personal information, but also corporate information.
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How Home Page and
Search Page Hijackers Work
1

2

Home page hijackers and search page
hijackers infect your computer in the
same way that any spyware does, such
as by downloading a file, with the
hijacker coming along for the ride.

A home page hijacker changes your
browser’s start page so that whenever
you launch your browser, you go to
the new start page rather than to the
one you want.

3

Typically, the new home page you
go to includes many pop-up ads and
may inundate your PC with so many
ads that your system becomes
unstable and unusable. The hijacker
makes money because he is paid to
deliver pop-up ads, so the more ads
he can deliver, the more he is paid.
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A search page hijacker changes your normal search engine to a new
one. When you do a search from your browser, that search is sent to the
new search engine, not to your normal one. The search engine often
delivers pop-ups in the same way as a home page hijacker does.
Some home page hijackers intercept every search you perform. For
example, if you visit Google and do a search there, the hijacker sends
the search to the new search engine, not Google, and then inundates
you with pop-ups.

5

Some home page hijackers and search
page hijackers are very difficult to
eradicate. When you change your
browser settings to go back to your
normal search and home page, they
might change them back again. They
can do this by putting themselves in
your startup folder and starting up
every time you turn on your PC.

6

Some home page hijackers and
search page hijackers disguise themselves as browser add-ins (called
browser helper objects [BHOs]) or
toolbars. So you think that the toolbar is performing a useful function,
but in fact, it is hijacking your home
page and search page.
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How Dialers Work
2

1

The dialer looks into the system
and checks for the presence of a
modem connected to the phone
network.

A spyware dialer is
installed in the same way
as other pieces of spyware
are—for example, when
you download a free piece
of software or click a popup ad.

3

When it finds a modem connected to a phone
network, it surreptitiously dials a 900 phone
number, which charges $4 or more per
minute. It keeps the call connected for at least
10 minutes—running up a $40 bill for a single
phone call. In some instances, the dialer alerts
you that it is dialing but does not say that it is
dialing a 900 number and only says it is dialing to provide you with a unique service.
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Even if you see that the dialer
is calling a phone number
and click the Cancel button,
the call goes through anyway.

5

You then receive a telecommunications bill for the cost of the dialing
and have to fight against the bill to
try to prove that you didn’t make
the payment.

6

Because people are increasingly
connecting to the Internet via DSL
or cable modem lines via Ethernet
cables, dialers are not as common
as they used to be. A dialer cannot
make calls via Ethernet cables over
a DSL or cable modem connection.
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How Keyloggers
Work
1

A keylogger is installed in the same way
as other pieces of spyware are—for
example, when you download a free
piece of software or click a pop-up ad.

2

3

The .dll file sits silently in the
background, recording all the
keystrokes you make.

A keylogger is often installed in two parts: a
.exe file and a .dll file. When the computer
starts, the .exe file automatically launches.
The .exe file then launches the .dll file,
which does most of the work.
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In some instances, the
keystrokes are sent
directly to an attacker.

5

6

In other instances, the keystrokes are saved in a file that
is sent at regular intervals to
the attacker.

The attacker examines the keystrokes,
looking for passwords, logins, and
other information she can use—for
example, to log in to your bank to
steal money or to steal your identity.
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How Rootkits
Work
1

A rootkit allows an intruder to gain access
to someone’s PC whenever he wants, without being detected. It is made up of a
series of files and tools. It can be installed
on a system in a number of ways, sometimes in the same way that shareware
is installed. In the most notorious
instance of a rootkit, Sony surreptitiously installed rootkits on tens of thousands or more computers by shipping it as
part of software that installed on people’s
PCs when they put a Sony music CD into
their PC’s drive.

2

A rootkit can replace important
components of an operating
system with new software. The
new software disguises itself as
the original files, including the
same file size, creation date,
and so on, making it extremely
difficult to detect.

3

A rootkit installs a backdoor daemon, or automatic program. This
backdoor opens a hole in the system, allowing the rootkit creator
to crawl in and take control of the
PC whenever he wants.
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A rootkit can modify a computer’s system log that tracks all the activity on a
PC. The system log normally includes
all activity, including malicious activity,
so the rootkit modifies the log to hide
all traces of itself.
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Many rootkits also install keyloggers or sniffers that record all the keystrokes you make
and send that to a hacker. (For more information about keyloggers, see the illustration
“How Keyloggers Work.”)
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Following the Spyware
Money Trail
1

Many types of spyware make money for spyware creators or users in many different ways. This illustration
shows how a lot of spyware has a money trail that
includes reputable, well-known websites and merchants.

2

Much spyware is intended to make money
from affiliate programs, in which any user can
sign up to make money by delivering ads for
the site or merchant. First, someone who
wants to make money from spyware signs up
for an affiliate program with a website or merchant. The person gets a code that identifies
him, so he can be paid for every link or click to
the merchant.

3

4

Some merchants monitor those who sign up
for their affiliate programs, but many do not.
Those wanting to make money from spyware
look for merchants who do not do a good job
of policing their affiliate programs.

Those wanting to make money from spyware
are often not spyware authors. Instead, they
make a deal with a spyware author in which
spyware will include links to the person’s affiliate program ID. The spyware author shares the
money from the program with the person looking to make money from spyware.
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The person puts the spyware
on his website or distributes
it in some other way.
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Someone downloads spyware.
The spyware includes links and
pop-up ads that link to the merchant—and those links and ads
include the person’s affiliate ID.

The merchant counts the links
or clicks associated with the
affiliate ID and pays the person
the amount he is due.

The person splits the revenue
with the spyware author.
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How Anti-Spyware Works
1

2

3

Anti-spyware scans a system in search of
bits of code called signatures that are
telltale signs of a spyware infection.

When the anti-spyware finds what it
believes is a signature, it compares it to
its database of signatures, called a
signature base. If it finds a match, it
knows there is a spyware infection.

New spyware is being released all the
time, and existing spyware is often
updated. To ensure that it can catch all the
latest infections, anti-spyware regularly
downloads the latest, updated signatures.
In some instances, particular pieces of
spyware don’t leave telltale signatures. In
other instances, spyware constantly
morphs, making detection difficult. So
some anti-spyware doesn’t search only for
signatures, but looks for telltale suspicious
behavior as well.
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When it identifies a piece of spyware,
it deletes it. Deleting spyware can be
a complex task, requiring the deletion
of many files in many directories, making changes to the Registry, and so on.
Because of that, not all anti-spyware
can delete all the spyware it finds. In
some instances, you need to download
a specific program to kill a specific
piece of spyware.

5

Anti-spyware also includes realtime protection. It sits in memory
and watches for signs that spyware is being installed to the PC
or that a home page or search
page is being hijacked. It won’t
allow the spyware to be installed
or the hijacking to take place.
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