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Introduction

From the beginning of the project, this book was written to be a
concise and easy-to-reference guide that you can use when you
have questions about SharePoint Server 2013 administration. A
thorough index has been provided to help you quickly find the
information you need. This is a guide you will want close by
when working with the new versions of SharePoint products
and technologies.

This book provides administrative procedures, quick answers,
tips, and tested design examples. In addition, it covers some of
the most difficult tasks, such as scaling out to a server farm and
implementing disaster recovery. It also covers many of the new
Windows PowerShell commands now needed for building and
maintaining SharePoint Server. The text contains illustrative
examples of many advanced tasks required to implement a
SharePoint Products solution for almost any size organization.

Who Is This Book For?

SharePoint Server 2013 Administrator’s Guide covers
SharePoint Server 2013 Standard and SharePoint Server 2013
Enterprise editions. This book is designed for the following:

B Administrators migrating from SharePoint Server 2007
and SharePoint Server 2010

B Administrators who are experienced with Windows
Server 2008 and Internet Information Services

B Current SharePoint Foundation 2013 and SharePoint
Server 2013 administrators

B Administrators who are new to Microsoft SharePoint
Technologies

® Technology specialists, such as site collection administra-
tors, search administrators, and web designers

Because this book is limited in size and I wanted to give you
the maximum value, I assumed a basic knowledge of Windows
Server 2012, Active Directory, Internet Information Services
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(I1S), SQL Server, and web browsers. These technologies are not presented
directly, but this book contains material on all these topics that relate to the
administrative tasks of SharePoint Products.

How Is This Book Organized?

This book was written to be a daily reference for administrative tasks. The
capability to quickly find and use information is the hallmark of this book.
For this reason, the book is organized into job-related tasks. It has an
expanded table of contents and an extensive index for locating relevant
answers. In addition, there is an appendix for many of the new SharePoint
Server Windows PowerShell cmdlets. If you are looking for a comprehen-
sive guide to implementing SharePoint Products, you should consider
purchasing the SharePoint 2013 Unleashed book, by Sams Publishing,
because this pocket guide has been stripped to the bare essentials required
to complete a task. Michael and Colin do a fantastic job with that book,
and you’ll be glad you own it as well.

I really hope you find the SharePoint Server 2013 Administrator’s Guide
to be useful and accurate. I have an open door policy for email at
bcurry@ summit7systems.com. Because my inbox stays quite full, please
be patient; replies sometimes take a week or longer.
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CHAPTER 2

Configuring Farm
Operations

Introducing Central Administration
System Settings

Database Management

Configuring Send To Connections

Core Operations refers to farm-level settings and applications
such as Central Administration, server services, settings, and
email configuration. Items such as service applications, search,
and web applications are such large and important topics that
they have dedicated chapters. This chapter will cover the core
farm operations not covered elsewhere in the book. Much of
this chapter will show you how to set up farm operations that
are configured only once, such as Short Messaging Service
(SMS) mobile services. Although the interaction with other
Microsoft SharePoint Server functional areas will be discussed,
you should reference the chapter for each of those functional
areas for detailed information.

Introducing Central Administration

At the heart of every server farm is the configuration database.
This database stores the majority of your core server farm
configuration. The association of Service Applications, configu-
ration of Web Applications and content databases, email
settings, server services architecture, farm solutions, and farm
features are stored in this database. To manage all this configu-
ration data, you need a tool. Central Administration is the
primary administrative tool available to you. How you access
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the Central Administration website will depend on what operating system
is running on your SharePoint server.

Accessing Central Administration

To access the Central Administration website on a SharePoint server
running Windows 2008 R2 SP 2, click through the following path: Start,
All Programs, Microsoft SharePoint 2013 Products, SharePoint 2013
Central Administration.

To access the Central Administration website on a SharePoint server
running Windows Server 2012, take the following steps:

1. Access the Start page either by using the icon on the right side of the
desktop or using the pop-up menu in the lower-left corner.

2. On the Start page find the SharePoint 2013 Central Administration

tile and click it. If you do not see the tile, start typing Share and it
will search for the application.

Figure 2.1 shows Central Administration as installed out of the box.

Resources

here are currently r

H\ Configuration Wizards
-

FIGURE 2.1
Central Administration is the primary administrative interface for SharePoint
Server 2013.

In addition to Central Administration, much of the SharePoint farm config-
uration can be managed through the use of Windows PowerShell and
STSADM.exe. In fact, as you read through this book, in several situations
the use of Windows PowerShell is required. This is because there are
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certain configuration tasks that cannot be performed through the Central
Administration user interface (UI).

To access the Windows PowerShell console on a SharePoint server running
Windows Server 2008 R2 SP2, navigate through the following path: Start,
All Programs, Microsoft SharePoint 2013 Products, SharePoint 2013
Administration Shell.

To access the Central Administration website on a SharePoint server
running Windows Server 2012, take the following steps:

1. Access the Start page either by using the icon on the right side of the
desktop or using the pop-up menu in the lower-left corner.

2. On the Start page find the SharePoint 2013 Management Shell and
right-click it.

3. In the taskbar find the icon to Run as Administrator and click it.
This runs the management shell with elevated permissions.

Additionally, the stsadm.exe command still exists in SharePoint Server
2013 and can be used where appropriate. We do not recommend using
stsadm.exe except in those situations where you may have no other choice
or are unable to get Windows PowerShell to perform as desired.

Tip

You can find stsadm.exe in C:\Program Files\Common Files\Microsoft
Shared\Web Server Extensions\15\bin. You can either include this direc-
tory in your system path or create a shell script to navigate to the direc-
tory to make it easier to execute. It can also be executed from the
SharePoint Server Management Shell.

Central Administration Architecture

It’s important to understand that Central Administration is a site collection
contained in a dedicated web application. As such, it has an associated
content database for the web application. If you use the SharePoint 2013
Products Configuration Wizard, by default the content database will be
named SharePoint_ AdminContent_<GUID>, as shown in Figure 2.2.
Although it’s not difficult, you need to detach the content DB, rename, and
reattach if you want to rename it later. Therefore, if you want a different
name for your Central Administration content database, it’s simpler to
create your server farm using Windows PowerShell.
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FIGURE 2.2

You can view your Central Administration content database using Microsoft SQL
Server Management Studio.

Because Central Administration requires write access to your server farm
configuration database, you should never use this web application or asso-
ciated application pool for collaborative web applications. Doing so could
provide a hacker with potential write access through another web applica-
tion. Central Administration was created automatically when you ran the
SharePoint 2013 Products Configuration Wizard and should not be modi-
fied. Although Central Administration is technically just another site
collection and can be modified as such, a best practice is to leave it in the
default state. Only administrators access the site collection, so branding
and customization shouldn’t be an issue.

As shown in Figure 2.1, Central Administration has nine primary areas:

B Application Management—Hosts administrative links to web
applications, site collections, service applications, and databases.
Chapter 3, “Creating Web Applications and Content Databases,”
explains this section and associated tasks in depth.
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® System Settings—Contains your server and server service
management, email and text messaging, and other farm management
settings. Most of the functionality discussed in this chapter can be
found in System Settings.

B Monitoring—This area has been greatly expanded in SharePoint
Server 2013 and includes Reporting, Analytics, Timer Jobs, Health
Analyzer, and Usage information. Chapter 16, “Configuring Sites
and Site Collections,” covers Reporting and the Health Analyzer in
detail. Only the server farm timer jobs are discussed in this chapter.

® Backup and Restore—The location where both farm and granular
backups and restores are performed. Chapter 14, “Backing Up and
Restoring SharePoint 2013,” provides more information.

B Security—Includes links to manage the farm administrators group,
configure farm accounts, manage passwords for those accounts,
define blocked file types, configure antivirus settings, manage Web
Part security, and control Information Management Policies global
settings.

®m Upgrade and Migration—Upgrade-specific information can be
found in Chapter 17, “Upgrading from SharePoint Server 2010.”

B General Application Settings—Includes external service
connections, document conversions, InfoPath forms services, site
directory, SharePoint Designer, farm-scoped search settings, and
content deployment.

B Apps—Includes links to specific configuration and functionality
options for the Apps store.

® Configuration Wizards—Contains configuration wizards for your
installation. Depending on additionally installed products, this screen
can present multiple options for the automated configuration of your
farm.

As you manage a SharePoint Server 2013 farm, you will perform adminis-
trative tasks on a regular basis. Remember that Central Administration is a
web-based interface, so you can create favorites in your web browser to
save time. Additionally, you will see multiple locations to manage the
same item, such as web application general settings, within Central
Administration.
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Working with the Central Administration Web Application

Although Central Administration is a SharePoint Server web application, it
differs from others because you don’t create and deploy the web applica-
tion. Because the deployment of other web applications is done from
Central Administration, the provisioning of Central Administration itself is
performed at either the command line or via the SharePoint 2013 Products
Configuration Wizard. To deploy Central Administration to a server other
than the one on which you first installed SharePoint Server, you must
install the SharePoint Server binaries and run the SharePoint 2013
Products Configuration Wizard. You can run this wizard using one of the
two following methods, depending on the operating system running on
your SharePoint server.

To access the SharePoint 2013 Products Configuration Wizard on a
SharePoint server running Windows Server 2008 R2 SP2, navigate through
the following path: Start, All Programs, Microsoft SharePoint 2013
Products, SharePoint 2013 Products Configuration Wizard.

To access the Central Administration website on a SharePoint server
running Windows Server 2012, take the following steps:

1. Access the Start page either by using the icon on the right side of the
desktop or using the pop-up menu in the lower-left corner.

2. On the Start page find the SharePoint 2013 Management Shell and
right-click it.

3. In the taskbar, find the icon to Run as Administrator and click it.
This runs the management shell with elevated permissions.

Be very careful not to disconnect from the server farm, which can be spec-
ified with the option shown in Figure 2.3.

After you click Next once, select the Advanced Settings to provision the
Central Administration website. Select Use This Machine to Host the Web
Site, as shown in Figure 2.4.

You can also use the SharePoint 2013 Products Configuration Wizard to
repair a broken Central Administration, assuming it is an Internet
Information Services (IIS) configuration error causing the fault. To depro-
vision Central Administration, choose Yes, I Want to Remove the Web Site
from This Machine. You should wait a few minutes to allow the farm
configuration to update and also to allow time for the local IIS configura-
tion to update. When the web application is no longer visible from IIS, you
can rerun the SharePoint 2013 Products Configuration Wizard to reprovi-
sion the Central Administration on that server.
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FIGURE 2.3
If provisioning Central Administration, be sure not to disconnect from the
server farm.

FIGURE 2.4
Select Use This Machine to Host the Web Site, and click OK.
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Note

A web application problem with Central Administration might require

you to make a technical support call. The actual content of Central
Administration is contained in the associated content database, and farm
configuration is contained in the configuration database.

System Settings

The System Settings area of Central Administration contains crucial
settings that you need to plan and carefully control modification of. Most
of the system settings affect all web applications and associated users in
your server farm. System Settings is divided into three sections:

B Servers
® Email and Text Messages (SMS)

® Farm Management

Servers

The Servers section of System Settings gives you, at a glance, visibility
into your server farm topology, including your application services topol-
ogy. It also provides the SharePoint configuration database version and
SQL Server name(s).

Servers in Farm

From the Manage Servers in This Farm link, you can see all the servers in
your farm, as contained in the configuration database. You’ll see five head-
ings beneath the configuration database information:

B Server—Lists all servers in your server farm. You can click the
Server text itself to sort the list alphabetically.

® SharePoint Products Installed—Displays the relevant SKU infor-
mation about that server.

® Services Running—A valuable tool when discovering and trou-
bleshooting a SharePoint Server farm. You are able to quickly see
where specific application services are provisioned. If you were
troubleshooting the User Profile Service, for example, you could
find what server or servers were processing that data. You can then
go to the relevant server and begin troubleshooting.
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Configuration database version: 15044201017
Configuration database server:

Configuration database name:

Services Burnning Status Remcr

SharePaint

FIGURE 2.5
All farm members and started services can be seen on the Services on Server
management page.

Note

Figure 2.5 shows the services provisioned on a server and not necessar-
ily the current status. It's possible that a service is nonfunctional and still
shows as running on this screen. It's also possible that a server is
completely offline because that status is not displayed.

® Status—Displays whether a server action is required or is being
performed. Examples of this are service packs, language packs, and
platform additions such as Project Server.

B Remove Server—Use this option if you want to remove a server’s
entry in the configuration database. Use this option with caution
because it is irreversible. You should need to remove a server using
Central Administration only if that server is no longer operational.
The best way to remove a server from a farm is using the SharePoint
2013 Products Configuration Wizard on the server you want to
remove and then selecting to disconnect it from server farm.

Manage Services on Server
The Manage Services on Server page is used to stop and start farm server
services. These services are not Windows Server services. Although
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turning one of these services on or off in the configuration database might
result in a Windows Service being turned on or off, the consequences of
mistakenly stopping a SharePoint service are much worse than stopping a
Windows Server service. For example, turning off the SharePoint Server
Search service will update the configuration database and remove all
entries related to that search server. Therefore, all relevant search content,
such as the index, will be deleted, and the associated Windows Server
service will be stopped. Basically, everything you start or stop in this
screen is making configuration database changes. The timer job will subse-
quently pick up those changes from the database and modify application
services accordingly.

The Manage Services on Server page also controls where processing of
information is performed in your server farm. For example, you could have
multiple servers in your farm performing the task of Managed Metadata
Services. This allows for scalability of processing because it allows each
server in the farm to process different server farm services. To stop or start
services, you can select the Start or Stop hyperlink. If configuration is
required to start, you will be automatically taken to the configuration
screen. Don’t confuse these services with service applications. Although
service applications might use a service on a server, service applications
apply across a server farm and exist at a level above services on the server.
Always verify you are modifying the correct server, as shown in

Figure 2.6.

Services on Server o

Server  App01 » | View: Configurable »
Service Change Server Action
Access Database Service 2010 Stopped Start
Access Services Stopped Start
FIGURE 2.6

Verify you are configuring the correct farm before starting or stopping services.

Email and Text Messages

SharePoint Server 2013 provides many ways to communicate via email
and mobile text messaging. Pay close attention to the configuration of both
incoming email messages and text messages (SMS). There are possible
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cost and security issues associated with external, automated farm
communications.

Outgoing Email Settings

Outgoing email is primarily used for system alerts. Alerts allow users to be
updated when an object changes, such as a list or a document. Depending
on the users’ choice, they can be alerted immediately, daily, or weekly.
Additionally, the system generates messages for workflows and other
system content that leverages outgoing email. To configure outgoing email,
you need to specify an outbound Simple Mail Transfer Protocol (SMTP)
server, as shown in Figure 2.7.

Outgoing E-Mail Settings o

Mail Settings

Soecify the SMTP mail server to use for Outbound SMTP server:
ePoint Foundation e-mail- exchange.contoso.com

ifications for al
administrator ifications. 3l
From address and Reply-to address.

From address:

spadmin@contoso.com

Reply-to address:

adm\nis:ratnrf@conmsn‘com x |

Character set:
65001 (Unicode UTF-8) v

FIGURE 2.7
The From address and Reply-To address values can be different.

Although the From and Reply-To addresses can be different, they usually
are not. Allowing a different From address might help you with current
Unsolicited Commercial Email (UCE) whitelists, for example. You can
also change the character set if needed for a different language. Be sure
both the SharePoint Foundation 2013 and SharePoint Server 2013
language packs are loaded for the selected language.

Note

SharePoint Server 2013 cannot send credentials for outbound SMTR
Therefore, you must allow relaying on your SMTP server from SharePoint
Server 2013 servers that will send mail. Always confirm that the required
TCP ports and DNS entries are correct before troubleshooting a problem
with SharePoint Server 2013 outgoing email.
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Incoming Email Settings

Configuring incoming email is more complex than configuring outgoing
email and requires changes to both your Windows servers and Active
Directory configuration. First, you must have an SMTP server loaded on
the servers that will accept incoming email. SharePoint Server 2013 does
not include an SMTP service, but the default Windows Server SMTP
server should work quite well. In Windows Server 2008 and Windows
Server 2012, you add the SMTP server from Server Manager, Features.

Note

You must install and configure the SMTP service prior to configuring
incoming email. See the steps at the following link: http://technet.
microsoft.com/en-us/library/cc262947 .aspx#section2

After you have installed the SMTP service, or identified an external SMTP
server to use for incoming email and have created and delegated permis-
sions in Active Directory, you can proceed with configuring your farm’s
Incoming Email settings. If you have enabled the Directory Management
Service, distribution lists can be created automatically when enabled for
SharePoint Server sites. Creating distribution lists automatically creates a
distribution list in Active Directory and keeps it synchronized from
SharePoint Server to Active Directory. Doing so allows users to easily send
email to SharePoint Server groups when needed.

Note

The Directory Management Service is a one-way service. In other words,
users are added to the Active Directory distribution list when they are
added to a SharePoint group, but users are not added to the SharePoint
group when they are added directly to the Active Directory distribution list.

An additional function of the Directory Management Service is that it
automatically creates an Active Directory contact when email-enabling a
list or library. Although it is not required or always desired, you can have
the email address available in the Global Address List (GAL) after email-
enabling a list. If you have not enabled the Directory Management Service,
you must manually, or through a custom process, create an entry for each
mail-enabled document library and list you want to receive email.


http://technet.microsoft.com/en-us/library/cc262947.aspx#section2
http://technet.microsoft.com/en-us/library/cc262947.aspx#section2
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Note

Advanced mode is necessary only when you are not using the SMTP
service to get incoming email.

To configure incoming email, navigate to the Incoming Email Settings
page at Central Administration, System Settings, Configure Incoming
Email Settings:

1.
2.

Select Yes to enable sites on this server to receive email.

Select Automatic unless you are using an SMTP server other than
the native Windows Server SMTP Service. If you are using a third-
party SMTP server, be sure to define the email drop folder at the
bottom of the page. Be aware that many third-party SMTP servers
will not integrate with SharePoint Server 2013.

. Select Yes to create a distribution group or contact, or select Use

Remote if you already have an existing Directory Management
Service. If you select Yes and you use Exchange Server, you must
take additional configuration steps outside of SharePoint 2013:

B You must delegate permissions to an Active Directory OU to
be used for the storage and management of SharePoint Server
2013 contacts and distribution lists.

B You must ensure that an A record for your SharePoint 2013
server exists in your organization’s DNS configuration.

B You must add an SMTP connector on the Exchange Server.
For more information on adding an SMTP connector, see the
following link: http://technet.microsoft.com/en-us/library/
cc262947 .aspx#AddSMTPconnector

Specify the Active Directory OU where new distribution lists and
contacts will be stored. In this example we have created an OU
named SharePointDMS in our Active Directory. Use the distin-
guished name of the container in the text box: OU=SharePointDMS,
DC=contoso, DC=com. Figure 2.8 shows an example of the OU and
SMTP server settings.

. Enter the name of the SMTP server where you will accept incoming

email. This server must be a member of the server farm. The
Microsoft SharePoint Foundation Timer on this SMTP server moni-
tors the default email drop folder. When it discovers an email with a
corresponding incoming email address in SharePoint Server 2013, it
routes the email constrained by the list or library settings.



http://technet.microsoft.com/en-us/library/cc262947.aspx#AddSMTPconnector
http://technet.microsoft.com/en-us/library/cc262947.aspx#AddSMTPconnector
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Directory Management Service

Use the SharePoint Directory Management Service to create distribution groups
and contacts?

JNo
) Yes

(O Use remote

Active Directory container where new distribution groups and contacts will be
created:

0OU=SharePointDMS, DC=contoso, DC=com
book. For example, OU=ContainerName, DC=domain, DC=com

SMTP mail server for incoming mail:

e SharePoint Central app02.contoso.com
ion pool account with For example, server.sharepoint.example.com

FIGURE 2.8
Carefully enter the path to the container specified for the Directory Management
Service.

6. You must decide whether to accept messages from authenticated
users or all users. If you decide to accept messages from authenti-
cated users, a Send-To email address must match that of a user with
write access on the destination list or library.

7. Select whether to allow the creation of distribution lists. You can
configure SharePoint Server 2013 to create contacts in Active

Directory without creating distribution lists for synchronization with
SharePoint Groups. If you decide to create distribution lists, you also
need to decide what level of scrutiny the list names will have. You
have four options when managing the creation and modification of

distribution groups:
B Create New Distribution Group
® Change Distribution Group Email Address
B Change Distribution Group Title and Description
B Delete Distribution Group

Note that there is no approval option when creating contacts.
Approval settings exist only for distribution groups.

Note

Give careful consideration to selecting any of the options to make
changes to distribution groups. Changes made to existing distribution
groups will cause emails sent to those distribution lists to be returned
when replied to.
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8.

You can also define the incoming email server display address.
Figure 2.9 shows an example of setting the value. Be aware that only
defining the display address will not route email correctly. In this
example, the server name is app02.contoso.com, but the display
address is contoso.com. Care must be taken to correctly route the
email from the SMTP server servicing the contoso.com domain.

Incoming E-Mail Server Display Address

incoming e-mail ad
group.

E-mail server display address:

- er address H e
eb pa eate an mylist @ | contoso.com| X
For example, mylist@example.com

provide a more
ess for users to

FIGURE 2.9
Verify that you have the routing rule on the SMTP server configured correctly to
reflect the incoming email display address.

9.

10.

Verify that that DNS has the correct records for routing email.
SMTP and SharePoint Server 2013 both need to have the correct
DNS configuration before incoming email will function correctly.

If you are using Automatic mode, you should configure the Safe
Email Servers settings. This setting can force incoming email to
route through your safe mail servers that perform antivirus and anti-
spam scanning. It can also reduce the surface area for Internet-based
attacks. To specify a safe server, enter the IP address—for example,
10.1.1.200. Entering the fully qualified domain name (FQDN) of the
mail server will not work.

11. Click OK to complete the configuration.

Incoming email is now configured and can be enabled on your SharePoint
2013 lists and libraries. Figure 2.10 shows an example of the incoming
email configuration settings for a document library on a team site.
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Settings » Incoming E-Mail Settings

Incoming E-Mail

Allow this document library to receive e-mail?
Specify whether to allow items to R N
®@ves (Mo

hrough e-mail, Users can
send e-mail
the document I
the e-mail address

E-mail address:
@contoso.com

Group attachments in folders?
@) save all attachments in root folder
(0 save all attachments in folders grouped by e-mail subject
(0 Save all attachments in folders grouped by e-mail sender

Overwrite files with the same name?

Cves @no

E-Mail Message

Save original e-mail?
Spedify whether to save the N 9 _
original .eml file for an incoming UYes @No
e-mail message.

FIGURE 2.10
The incoming email configuration settings of a list or library.

Configuring Mobile Accounts

The Mobile Alert feature allows users to subscribe to alerts with their
mobile phones. The idea behind the functionality is that many profession-
als prefer to get important alerts via mobile text (SMS) rather than via
email. Not all users have smart phones or smart phones that are compatible
with their corporate email system. Configuring mobile alerts allows notifi-
cation to almost any cellular telephone. The feature does come with some
drawbacks, however. First, you must have a subscription with a third-party
SMS provider. The SMS provider acts as a “man in the middle” to relay
mobile messages to cellular providers. This comes at a cost. Although the
future of this space is widely unknown, current prices range from $.02
USD to $.06 USD per message. You can find a list of SharePoint Server
2013—compatible providers at
http://messaging.office.microsoft.com/HostingProviders.aspx ?src=014&lc
=1033. There is a constantly changing list, and your costs will vary based
on your geographic location and volume of prepaid SMS alerts.

To configure SharePoint 2013 to support mobile accounts using Windows
PowerShell, take the following steps:

1. Confirm that the farm account has permissions to access the Internet
to send alerts.


http://messaging.office.microsoft.com/HostingProviders.aspx?src=O14&lc=1033
http://messaging.office.microsoft.com/HostingProviders.aspx?src=O14&lc=1033
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. Obtain the root certificate for the service provider’s HTTPS web
address.

. Import the service providers root certificate and create a trusted root
authority using Windows PowerShell:

B Import a trusted root certificate:
B (Click Start, Run, and enter MMC; then click Enter.

B In the Microsoft Management Console, click the File tab
and select Add/Remove Snap-in.

B Select Available Snap-ins, Certificates, Add.

In the Certificates Snap-in Wizard, select Computer
account and click Next.

Click Local Computer.

Click Finish.

In the Add or Remove Snap-ins Wizard, click OK.

In the console tree, expand the Certificates node.
Right-click the Trusted Root Certificate Authorities store.
Click All Tasks, Import.

In the Certificate Import Wizard, click Next.

Browse to the location of your trusted root authority
certificate, and click Next.

m Select the option button for Place All Certificates in the
Following Store, and browse to the Trusted Root
Authority; click Next.

B (Click Finish to complete the wizard.

B (Create the trusted root authority by clicking Start, All
Programs, Microsoft SharePoint Server 2013 Products,
SharePoint 2013 Management Shell:

® Right-click Run as Administrator.
® To get the root certificate, enter the following command:

$cert = Get-PfxCertificate <ObtainedCertificatePath>

B Create the trusted root authority using the following command
at the Windows PowerShell command prompt:
New-SPTrustedRootAuthority -Name <Name> -Certificate
<$cert>
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B <Name> = name of the trusted root authority you want to
create.

B <ObtainedCertificatePath> = location of the root certifi-
cate file.

® Set the mobile account using Windows PowerShell:

Set-SPMobileMessagingAccount -Identity sms -
WebApplication http://portal.contoso.com -ServiceURL
https://yoursmsprovider.com/omsservice.asmx -UserlId
user@contoso.com -Password passwordi

To configure a mobile account from Central Administration, take the
following steps:

1.

Import the trusted root certificate of your service provider using
Windows PowerShell as described earlier in step 3a.

2. Create the trusted root authority as described in step 3b.

3. Navigate to the Mobile Account Settings page in Central

Administration at Central Administration, System Settings,
Configure Mobile Account.

Click the Microsoft Office Online link for a list of messaging
providers, and select your wireless provider’s country and region.

. Select a service provider from the list. After you have selected the

provider you want to use, you will be directed to the provider’s
website.

. In the username and password box, type the username and password

that you received from the SMS service provider.

. Click Test Service to verify that the text service is running as

expected.

Click OK to complete the configuration.

Farm Timer Jobs

The Microsoft SharePoint Foundation Timer service runs on each server
in the farm and is the master process for all timer jobs. It is not
configurable—that is, it cannot be started and stopped from within Central
Administration. It can, however, be restarted if you suspect a problem

by going to Windows Server services from Start, All Programs,
Administrative Tools, Services. It is listed as SharePoint 2013 Timer. You
should not directly modify the logon account or other settings directly
from Windows Server. You should restart only if necessary.


http://portal.contoso.com
https://yoursmsprovider.com/omsservice.asmx
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Timer jobs are created and deleted by SharePoint Server 2013 features or
by developers via custom code. If your developers will deploy timer jobs
to support custom code, be sure to test on an environment other than your
production servers, and test for 24 hours or longer. Many timer jobs do not
immediately display errors. Only time will show if the custom timer job
has a problem. Third-party products that create timer jobs should be tested
to the same level as custom code. Be sure to test any custom timer jobs
before a major service pack or SharePoint Server 2013 version change.

To see the currently defined timer jobs, browse to Central Administration,
Monitoring, Review Job Definitions and look at the job definitions. When
viewing the Service Job Definitions page, you’ll notice approximately 180
timer job definitions in your fully configured SharePoint Server 2013
server farm. This number will vary depending on the number of web appli-
cations, configured service applications, and the configuration of core
operations. Figure 2.11 shows a portion of the timer jobs in the Server Job
Definitions page.

Job Definitions
view: All -

Title Schedule Type
Analytics Event Store Retention Weekly
Analytics Timer Job for Search Service Application Search Service Application Minutes
App Installation Service Minutes
App State Update Hourly
Application Addresses Refresh Job Minutes
Application Server Administration Service Timer Job Minutes
Application Server Timer Job Minutes
Audit Log Timming SharePoint - MySites Monthly
Audit Log Trimming SharePoint - Monthly

portal.contoso.com80
Autohosted app instance counter Weelkdy
Bullk workflow task processing SharePoint - MySites Daily
Bulk workflow task processing SharePoint - Daily

portal.contoso.com80
CEIP Data Collection Daily
Cell Storage Data Cleanup Timer Job SharePoint - MySites Daily
Cell Storage Data Cleanup Timer Job SharePoint - Daily

portal.contoso.com80

FIGURE 2.11
Every web application you create will instantiate several timer jobs.

Some of these timer job definitions will be minutes, whereas others are
hourly, daily, weekly, or monthly. The capability to easily change the timer
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job’s schedule from the user interface is still available, although caution
should be used when modifying the default schedule because it can affect
server farm and application functionality. For the most part, you should
leave the timer jobs in the default state. For some timer job definitions,
such as the Content Type Hub and Content Type Subscriber, you will be
very tempted to increase the frequency of the timer job. Although this
action will make enterprise content types available sooner and give the
subscribing site collections more frequent updates, it comes with a
compromise in performance. Timer jobs take both processor power and
memory, so you need to weigh the benefits with the performance penalty.
Figure 2.12 shows an example of changing the Content Type Subscriber
frequency. Also notice that you can click Run Now. This option often
negates the need for increasing the frequency of a timer job because you
can force an update manually.

Job Description
Retrieves content types packages from the hub and applies them to the local content

type gallery.
Job Properties
_ Web application: SharePoint - MySites
This section lists the properties
for this job. -
. Last run time: 1/14/2013 3:17 AM

Recurring Schedule -
. This timer job is scheduled to run:
Use this section to modify the

schedule O Minutes Starting every hour between
timer job w ® Hourly 0 minutes past the hour
and manthly s -
include a window of execution. O Daily and no later than
The timer s | pick a - -

@] minutes past the hour
random tim in tterval D Weekly 9 P
ta begin exscuting the job on O Monthly
each applicable server. This -
festure is appropriate for high-
load jobs which run on multiple
servers on the farm. Running this

y might place an
unreasonable load on the farm.
To spedify an exact starting time,
Run Now Disable oK Cancel

FIGURE 2.12
Click Run Now to manually start a timer job.
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Note

Be careful when creating multiple web applications. Although it is often
necessary to create multiple web applications for requirements such as
My Sites and the Content Type Hub, keeping your web applications to a
minimum will increase system performance. Every web application you
create automatically generates many timer jobs that consume system
resources. So, in addition to the memory space used by the application
pool and associated management overhead, you now also have more
timer jobs and potential issues with the SharePoint Foundation Timer
service.

Although timer jobs run on every server in the farm by default, you can
select a preferred server to execute timer jobs on per-content-database
basis. Workflows are one of the driving factors to include this functionality.
Using this example of workflows will help you understand why server
timer job affinity is important.

SharePoint Server 2013 executes workflow actions on the web server that
the client was connected to when started. If this workflow must wait to
continue because of a scheduled time delay or inaction by the user, the
SharePoint 2013 Timer service will handle the workflow execution. In a
multiple web server configuration, you can set the preferred server for
executing the workflow via the content database that hosts the site
collection in question. To set the preferred server for timer jobs, do the
following:

1. Browse to the Manage Content Database page, Central
Administration, Application Management, Databases, Manage
Content Databases.

2. Select the database you want to modify.

3. Select the physical server you want to associate as the preferred
server. See Figure 2.13 for an example of setting affinity.

Preferred Server for Timer Jobs No selection
P|APPO2
App(1
WEB01
WEB02

oK Cancel

FIGURE 2.13

You can select any server farm member to be the preferred server for a content
database.
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Note

If the preferred server is unavailable, another will be selected automati-
cally until the preferred server is back online.

In addition to managing the timer job, you can also check the job status
from Central Administration, Monitoring, Timer Jobs, Check Job Status
(see Figure 2.14).

Timer Job Status

View: All »
Scheduled All

Job Title Server Web Application Next St Service
Application Server WEB02
Administration Service Timer

Job

Web Application

Server
My Site Instantiation WEBO1 SharePoint - portal.contoso.coma0

Interactive Request Queue Job Definition

Upgrade site collections job WEBO1 SharePoint - MySites 1/14/2013 6:06 AM

Upgrade site collections job WEBO2 SharePoint - MySites 1/14/2013 6:06 AM
FIGURE 2.14

The Timer Job Status page.

The Timer Job Status page allows you to view the status of scheduled jobs,
see running jobs, and view timer job history. You’ll find this page useful
when troubleshooting problems within your farm. Hung processes, such as
workflows or backup and restore, can be deleted to allow for future
instances. It is recommended that you not delete timer jobs when you are
not sure of the consequences of that action. There is no option for you to
delete platform-level jobs; this action would have dire consequences.
Instead, they have replaced the delete option with a disable option. Always
document your action for future reference if you delete or disable a

timer job.

Farm Management

The Farm Management area, located under System Settings, is essentially
a bucket for items that are associated with the configuration database or
didn’t fit neatly elsewhere. The Farm Management functional areas are as
follows:
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= Alternate Access Mappings—Details about this configuration
option can be found in Chapter 4, “Creating and Configuring Service
Applications.”

B Manage Farm Features, Manage Farm Solutions, and Manage
User Solutions—Details on these options are presented in Chapter
15, “Managing Apps and Solutions.”

® Configure Privacy Options—This configuration option allows you
to decide whether your server farm will automatically connect to
Microsoft for the Customer Experience Improvement Program
(CEIP), error reporting, and external web-based help. Be careful
when turning these on if you are in a secure environment. Many
times, servers in a secure environment will not have outbound HTTP
enabled. If that is the case, web-based help will not function.

Database Management

The bulk of SharePoint Server 2013 content is almost entirely contained in
SQL Server. As such, a properly designed and managed SQL Server infra-
structure is critical to a well-running SharePoint Server environment.
Because SQL Server has many books dedicated to the product, you’ll be
introduced only to the topics every SharePoint Server administrator should
know in this section. Database management is contained in the Application
Management section of Central Administration. The majority of
Application Management deals with web applications, service applications,
and site collections. Although databases are used with all three of these,
there is a dedicated section for database management, as shown in

Figure 2.15.

Content Databases

There are many farm-level settings and configuration options you should
be aware of with content databases. When the first content database is
created during web application creation, it includes several default options.
The following configuration options should be taken into consideration
when managing content databases:

Size of the content database
Number of site collections per content database
Status of content databases

Read-only content databases

Location on the SQL Server physical disk
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=1 Web Applications
h Manage web applications | Configure alternate access mappings
|_:_-31.J Site Col_lect\ons ) . .
—  Create site collections = Delete a site collection
Confirm site use and deletion | Specify quota templates
Configure quotas and locks  Change site collection administrators
View all site collections = Configure self-service site creation
l*{';n Service Applications
Manage service applications
Configure service application associations
Manage services on server
Databases
Manage content databases | Specify the default database server
Configure the data retrieval service
FIGURE 2.15

Databases are contained in the Application Management grouping.

Controlling Database Sizes

SharePoint Server 2013 does not provide direct functionality to limit the
content database size. Although SQL Server can provide this option, it is
generally recommended that you control the content database sizes with
SharePoint Server 2013 site quotas. First, you need to know that site
quotas are actually site collection quotas. There is no native method to
limit site quotas. Second, you can limit the number of site collections in a
database, but you cannot limit the number of sites. Again, the Central
Administration interface is ambiguous on sites versus site collections.
When we’re discussing items within Central Administration, the word
“sites” always references site collections. To limit the size of a content
database using SharePoint Server options, you need to combine the follow-
ing three SharePoint Server 2013 settings:

B Maximum Number of Sites That Can Be Created in This
Database—This setting is found in Central Administration,
Application Management, Manage Content Databases, after select-
ing a content database.

= Quotas of the Sites (site collections) Contained in the Database—
These settings can be found in Central Administration, Application
Management, Configure Quotas and Locks.
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Database Capacity Settings
Number of sites before a waming event is generated

Specify capacity settings for this database.
2000
Maximum number of sites that can be created in this database

5000

FIGURE 2.16
The Database Capacity Settings in Central Administration enables you to limit the

number of sites in each content database.

Site Collection . .
Site Collection: http://portal.contoso.com -

Select a site collection.

Site Lack Information . .
Web site collection owner:

Use this section to v R
i:0#.wlcontoso\administrator

status, or to change

v the current lock
Lock status for this site:
® Not locked
O adding content prevented
O Read-only {blocks additions, updates, and deletions)
[site collection administrator controlled read-only lock (Archived)
[CIFarm administrator controlled read-only lock

(O Mo access

Site Quota Information
Use this section to modify the quota Current quota template .
template on this Web site collection, or Contoso Portal Site CGIIeCtiDnM
to change one of the individual quota o Limit site

settings.

storage to a MB

maximum of:
! send
warning e-mail
when site
storage
reaches:
Current

storage used: 2 M8

MB

FIGURE 2.17
Site collection quota settings in the Site Collections and Locks section found in
Central Administration, Application Management, Configure Quotas and Locks.

H Percent of Site (site collection) Used for the Second-Stage
Recycle Bin—These settings are located in Central Administration,
Manage Web Applications, General Settings on the Web
Applications tab.
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Recydle Bin
B Recycle Bin Status:

Spe - -
®on O off

Delete items in the Recycle Bin:

e tumed on. .
cl @® after 30 |days

Il empty &l i"e ) Never
ins in the web - .
Second stage Recycle Bin:
® add 50 | percent of live site quota for

second stage deleted items.
O off

cle Bin for easier
restore if needed. Learn
about configuring the
Recyde Bin.

FIGURE 2.18
Configuring the Recycle Bin settings for the web application.

Using the settings just shown, you define the maximum database size by
using the following formula:

(Maximum number of sites) X (site quota) X
(1 + % of live site quota for second stage)

Configuring the Number of Site Collections per Content Database
The default number of sites (site collections) per content database should
almost assuredly be changed. The default settings of thousands of sites as
the maximum is entirely a fail-safe mechanism in the product. Using the
formula previously mentioned, here is the result for a 15,000-site
maximum:

15,000 sites x 10GB site quota x 1(.50 second stage) =
possible database size of 219 terabytes
A more likely scenario is this:
20 sites X 10GB site quota x 1(.20 second stage) =
possible database size of 250GB

The maximum database size recommended is somewhere between 200GB
and 300GB. Your databases can be much larger in theory, but the practical
daily management becomes difficult beyond the recommended limit.

Note

You should be very careful with maximum site collection sizes (the site
quota settings). Large, busy site collections are likely to have SQL
locking/blocking errors. A general rule is to have large site collections
and a few users or small site collections with a large user population.
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If you must have large content databases, try to isolate very busy site
collections in a dedicated content database. This gives you the flexibility of
managing the disk I/O of the site collection at the SQL level.

Configuring Content Database Status

The Content Database Status can be set to either Ready or Offline. The
status of Offline is a bit confusing because the real purpose of taking a
content database offline is to not allow more site collections to be created
therein. In fact, site collections contained in an offline content database can
still be seen and written to. The safest way to limit the number of site
collections in a content database is by following these steps:

1. Turn off warning events by setting the threshold to zero.

2. Set the maximum number of site collections to the current number
listed in the user interface. Be sure to create a new content database
before creating a site collection; otherwise, the creation will fail.

Configuring Read-Only Content Databases

SharePoint Server 2013 also supports read-only SQL Server content data-
bases. When you set a content database to Read-Only, the permissions in
all site collections will automatically be reflected in the users’ web
browsers. For example, Figure 2.19 shows an example of a document
library contained in a read/write content database, and Figure 2.20 is the
same document library after setting the content database to Read-Only.

SharePaoint

Mew Ugicad  New !
Dextument . Document Foloer  Document

FIGURE 2.19
This is an example of a document library contained in a Read/Write database.
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We apologize for any inconvenience, but we've made the site read anly while we're making some improvements.

FIGURE 2.20

When the hosting database is set to Read-Only, no editing commands are avail-
able, and there will be an informational message across the top of the site.

You can see the current state of a content database by browsing to Central
Administration, Application Management, Manage Content Databases, and
selecting the relevant database. SharePoint Server 2013 displays only the
status, however, and cannot be used to set the database state. To set a data-
base to Read-Only, you must do so from SQL Server Management Studio.
To configure a database to be Read-Only, do the following on the SQL
Server console:

1. Open SQL Server Management Studio. (Its location will vary based
on your version and edition of SQL Server.)

2. Locate the SQL Server database you want to modify, right-click, and
select Properties.

3. Select the Options page, and under Other Options scroll down until
you see the State options.

4. Locate Database Read-Only and click False, as shown in
Figure 2.21.

5. Change the status from False to True, and click OK.

6. Restart the SharePoint Servers in the farm.

Setting the Database Location on a SQL Server Physical Disk
Although SharePoint Server 2013 can create databases and perform a
minimal SQL Server database setup, you still want to do basic
configuration of the databases on the SQL Server physical disks.
Maintenance plans and recovery models can be quite extensive and are not
covered in this section. It is recommended that you leave the recovery
model as it is set by the SharePoint Server Configuration Wizard, unless
you have advanced SQL Server experience and can verify that you’ll be in
a supported configuration.
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FIGURE 2.21
Select the down-arrow to the right of False to change the database state to
Read-Only.
Note

For more information on SQL Server maintenance plans and system
configuration, see http://technet.microsoft.com/sqlserver. However,

some aspects for regular SQL maintenance do not apply to SharePoint
Serve 2013. An example is autocreate statistics. SQL DBAs should vali-
date any maintenance plan changes with the SharePoint Administrator

before implementation.

If your SQL Server content must be highly available, service a significant
number of requests, or both, you should separate the transaction log files
and data files. Content is always written to the transaction log first, regard-
less of the recovery model. This allows the database to be brought back
into a consistent state if you need to recover the database using SQL
Server restore tools. Next, a SQL Server checkpoint process runs at regular
intervals and writes the transactions to the data file.
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Note

In the Full Recovery model, transaction logs are retained until you back
up the database, at which time the transaction logs are truncated.

When users are viewing your web applications, they are almost always
consuming the data file on SQL Server. By contrast, write actions are
processed in the transaction log. Therefore, it is safe to assume that in a
read-only server farm, the data file physical disk will be the most utilized.
Because of the nature of SharePoint Server transactions, the transaction log
and data file are usually equally used in a collaborative environment.

By default, SQL Server places both the data files and transaction logs on
the same volume on SQL Server. You can change this default behavior by
modifying the default SQL Server settings. To change the default location
for new databases, do the following on your SQL Server console:

Open SQL Management Studio.
Right-click the server name and select Properties.

Select Database Settings.

N

In the Database Default Locations Settings, choose a previously
created volume.

Note that if multiple volumes share the same physical disks, you will not
see a performance increase. If possible, you should separate the transaction
logs and the data files on separate physical disks and not on the system
volume. Figure 2.22 shows an example of changing the data file location to
the D: volume and the transaction logs to the L: volume.

Note

For current best practice information on separating the disk location of
transaction log files and data files, browse to http://technet.microsoft.
com/en-us/library/bb402876.aspx.

Note

For information on testing the SQL Server I/0 subsystem, browse to
http://technet.microsoft.com/en-us/library/cc966412.aspx.



http://technet.microsoft.com/en-us/library/bb402876.aspx
http://technet.microsoft.com/en-us/library/bb402876.aspx
http://technet.microsoft.com/en-us/library/cc966412.aspx

Database Management

85

g Server Properties - APPO1 -8 -
Selecta page N )
: &5 script = [ Hel
2 General pscipl. ~ [ Helo
2 Memory
B Processors Defaut index fil factor
27 Security
17 Connections o z
o .
r Backup and restore
[#* Pemissions L
= . =
Defauit backup media retention (n days)
o =
mpress backup
[ Compress back
Recovery
Eosserion Recovery interval {rin.tes).
Server. =
APPD1 u {3
Connection: Database default locations
CONTOSO\Admiristretor
Date: A Wi . N .
87 View comecton prpertes [C:\Program Fes\Microsct SGL Server\MSSQLT1.MSSQLSERVERWMSSAL ||
Log: [LL\Progrem Files\Microsaft SGL Server\MSSQL11.MSSQLSERVERWMSSGL |
Progress Backup: [D:\Program Files'\Microsaft QL Server\MSSGL11.MSSQLSERVERWMSSAL |
Ready
(® Corfigured values O Running values

FIGURE 2.22
You can change the database default locations in SQL Server Properties.

Changing the Default Database Server

When you installed SharePoint Server 2013, you selected a database server
for the configuration database. The SQL Server you selected became the
default content database server. You can change this default at any time
from Central Administration, Application Management, Specify the
Default Database Server. Unless you are in a specialized environment, do
not use SQL Server authentication. Windows Authentication is almost
always the correct choice. Do not fill in the Database Username and
Password fields when using Windows Authentication. SharePoint Server
2013 automatically configures the SQL Server permissions when using
Windows Authentication.

Configuring Data Retrieval Service

The Data Retrieval Service was first introduced in Windows SharePoint
Services 2.0 and allowed for a connection to internal or external data
sources via web services. SharePoint Server 2013 continues to build on the
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service, and it can be configured for the entire server farm or on a per—web
application basis. For the most part, you leave this configuration set to
default unless you are requested to change it by a designer or developer.
For example, you might need to change it when requiring access to stored
procedures on a non—SharePoint Server database, external content source
(OLEDB), or XML and SOAP web services from within SharePoint
Server 2013.

Configure the Data Retrieval Service

To configure the Data Retrieval Service, browse to Central Administration,
Application Management, Configure the Data Retrieval Service. There are
seven configuration options:

B Web Application—Be sure you are selecting the correct web appli-
cation before continuing. Note that the user interface refers to Global
Settings—those are also selected in the web application drop-down
menu, as shown in Figure 2.23. By default, the global settings for
the Data Retrieval Service load when you access the page. If you
select a web application from the drop-down list, you are given the
option to inherit the global settings.

Web Application . B
. . ‘Web Application: http://portal.coff Change Web Application
Select a web application.

Change Web Application

Global Settings

Customize Web Application
_ I ; WMlinherit the glo

FIGURE 2.23
Select Change Web Application or Global Settings using the drop-down menu.

® Customize Web Application—If you want to use web-application
scoped settings, clear this option. If you want to override prior web-
application changes, you can also select this box to reapply the
global settings. This is useful if you made a mistake configuring a
specific web application.

= Enable Data Retrieval Services—Be careful when deciding
whether to turn off this option. Both SharePoint Designer 2013 and
Visual Studio 2012 might leverage these services via web parts and
custom code. Check with your development team before disabling
these services.



Configuring Send to Connections 87

® Limit Response Size—Unless directed by your development team,
the default OLEDB response size should be selected. You should
monitor your server’s memory utilization if you increase the
defaults, and you should do so over a period of several days. Large
OLEDB queries can quickly use server memory.

® Update Support—This option is disabled by default, but many
developers will want to enable this option. A common reason for
doing so is that custom code might call a stored procedure in a
non—SharePoint Server 2013 database. This is often more efficient
than bringing the data into .NET for processing.

® Data Source Time-Out—Unless you are calling data sources over a
wide area network (WAN), the default timeouts should be sufficient.

= Enable Data Source Controls—Data Source Controls allow
controls to bind to other controls without the need for custom code.
This option is usually enabled.

Configuring Send to Connections

This section walks you through the configuration options of an external
service connection in Central Administration and shows you how to
connect to a site collection for the purpose of publishing a document.

Before you can use Send to Connections in a site collection, you must first
configure the service in Central Administration. The connection is valid for
an entire web application, but you must configure an entry to each site
collection you want to connect to. In the following example, the destina-
tion site collection is http://portal.contoso.com/sites/ISO.

To begin configuration, browse to Central Administration, General
Application Settings, External Service Connections, Configure Send to
Connections. Always verify you are configuring the correct web applica-
tion before continuing.

Configuring Site Subscription Settings

SharePoint Server 2013 allows for multitenancy and is primarily targeted
at SharePoint Server hosting providers. This allows for isolation of hosted
site collections, as well as the capability to consume service applications at
the site collection level. This segmentation is known as a site subscription.
Although most readers will not have their implementations configured in
such a fashion because of the complexity involved, you can limit the
ability of these tenants to create connections beyond their environment. If
you do not have multitenancy configured, this option can be left as the
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default. If you do have multitenancy enabled, you must decide whether to
allow connections between tenants. This decision is a business, process,
and security decision.

Configuring the Content Organizer in the Destination Site

Before you can configure Central Administration for Send to Connections,
you must first enable the Content Organizer feature in the destination site.
The Content Organizer feature allows settings and rules to route inbound
files to the site. Based on the defined settings and rules, the destination site
will sort and route files to the appropriate library or even to other site
collections.

Enable the Content Organizer in the Destination Site
To enable the Content Organizer in the destination site, do the following:

1. Browse to the site you want files routed to.
Select Settings, Site Settings.
Under the Site Actions Grouping, select Manage Site Features.

Activate the Content Organizer feature.

o 0N

Click Settings, Site Settings, Site Administration, configure Content
Organizer Settings and Rules.

Note

For more details on configuring the Content Organizer, see Chapter 9,
“Configuring Document Management.”

Configuring Multiple Send to Connections

You can configure multiple Send to Connections and even create multiple
connections to the same site using different rules. If this is your first
connection, just continue completing the form. If this is a subsequent
connection, either choose New Connection or select one for editing. Note
that you can select the Add Connection control if you want to configure
multiple Send To Connections. This prevents the configuration screen from
closing and allows you to immediately add another connection. Figure 2.24
shows an example of the Send to Connections configuration page while
adding the http://portal.contoso.com/sites/ISO connection.
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Send To Connections

Send To Connections allow content to be Send To Connections

submitted to sites with a configured Content
Organizer. Send To connections will appear Contoso Records Center

as locations that content can be submitted to

when configuring Information Management

Policy. Optionally you can make Send To

Connections available for users to manually

submit content.

Connection Settings
Each connection requires a display name and D151y name:

a URL to a content organizer. Optionally, this 1SO Published Documents

connection can be made available as a Send

To option on the item's drop-down menu Send To URL:

and on the Ribban. | hitpy//portal.contoso.com/sites/iso| X ‘ (Click here to test)

Example: "http://server/site Url/_vti_bin/officialfile.asmx”

B Allow manual submission from the Send To menu

FIGURE 2.24
Highlight New Connection when creating a new Send to Connection.

Note

Before you can add a new Send to Connection, you must first activate the
Content Organizer feature in the destination site.

Allowing Manual Submissions

A commonly configured option is to Allow Manual Submissions from the
Send To menu, as shown in Figure 2.24. Selecting this option allows users
to manually send to the destination site from the user menu in a library. If
you do not select this option, you’ll have to use another mechanism, such
as custom code or SharePoint Designer 2013, to enable the file transfer. If
you select to allow manual submissions, the user experience is similar to
that shown in Figure 2.25.
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Select the Send To location from the Copies section of the document library

ribbon.
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performing, 640-644
web application creation, 639

Database Capacity Settings property
(content databases), 99

Database Information property (content
databases), 98

database servers, role of, 181

Database Versioning and Upgrade prop-
erty (content databases), 99

DatabaseCredentials option
Mount-SPContentDatabase, 642
Test-SPContentDatabase, 631

databases
Central Administration content, 31
content databases

assigning site collections
to, 221

creating in Central
Administration, 98-99
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creating in new web
application, 97

creating with Windows
PowerShell, 99-101

limits and boundaries, 219-221
overview, 96-97
size of, 96
controlling size of, 78-84
created during installation, 31
database attach upgrades, 639-644

locations, setting on SQL Server
physical disk, 82-84

management, 77

changing default database
servers, 85

content databases, 77

controlling database sizes,
78-84

Data Retrieval Service, 85-87
search databases, 368

service application databases,
635-637

SharePoint configuration
database, 31

unattached content databases,
recovering from, 531-532

Databases view, 402

DatabaseServer option
Mount-SPContentDatabase, 642
New-SPContentDatabase, 100

Datasheet setting (document
libraries), 598

deactivating features, 563-564
declaring records, 349-352
default database servers, changing, 85

Default Quota Template setting (web
applications), 119

Default Time Zone setting (web applica-
tions), 119

Define Your Work Week setting
(sites), 586

defining term synonyms, 298

delegating administration of User
Profile Service, 477

Delete Items permission level, 234

Delete Service Application dialog
box, 476

Delete Versions permission level, 234
deleting
app licenses, 546
Cascade Delete, 327
Device Channels, 451-452
extended zones, 116-117
file types, 393
full-trust solutions, 575
keywords, 300

links to Microsoft Office 2013 client
applications, 505

pre-upgrade checks, 633-635

profile synchronization connections,
487-488

promoted sites, 503

Restrict Delete, 327

search results, 397-398

service applications, 141

social tags and notes, 494-495
Trusted My Site host locations, 501
user profile properties, 482

User Profile Service
application, 476

web applications, 115
web parts, 555
deployment
Access Services, 142-144
Access Services 2010, 146-148
App Management Service, 144-146

BCS (Business Connectivity
Services), 149-151

Excel Services
configuration steps, 151-154
data model settings, 159
overview, 151

trusted data connection
libraries, 158

trusted data providers, 157-158
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trusted file locations, 154-157

user-defined function
assemblies, 158-159

full-trust solutions, 570-573
PowerPivot for SharePoint, 263-267
solutions, 610

Description column (Promoted Links
Lists), 621

design files, uploading, 452-453
Design Manager, 446-447
design files, uploading, 452-453
design packages, 448, 460-461
Device Channels
changing, 450-451
creating, 449-450
deleting, 451-452
explained, 449
reordering, 452
display templates, editing, 457
master pages, 453-454
editing, 454-455
minimal master pages, 456
publishing, 456-457
page layouts, 458
publishing and applying design, 459
Welcome page, 448
design packages, 448, 460-461
Design permission level, 233
designing search topologies, 371
large search farms, 374-375
medium search farms, 373-374
small search farms, 372
destination site, 88
Device Channels
changing, 450-451
creating, 449-450
deleting, 451-452
explained, 449
overview, 425
reordering, 452
diagnostic logs, 46-47, 417-419
dialog boxes. See specific dialogs

Dialogs setting (document
libraries), 598

Directory option
Backup-SPFarm, 520
Restore-SPFarm, 522

Disable Data Refresh Due to
Consecutive Failures setting
(PowerPivot), 271

Disable Data Refresh for Inactive
Workbooks setting (PowerPivot), 271

disabling Minimal Download Strategy
(MDS), 467

discussion boards, 612-614

Disk Cache settings (PowerPivot for
SharePoint), 272

Dismount-SPContentDatabase, 101
display templates, editing, 457
DNS (Domain Name Server), 106
document bar codes, 351
document center, 337-339
Document Center template, 337
document collaboration, 317-318
Document ID Service, 321-322
document IDs, 320-321
document labels, 351-352
document libraries, 318-319

adding, 325-326

advanced settings, 596-598

associating information manage-
ment policies with, 591-592

Blocked File Types list, 599
content types, 601-602

creating, 594-595

general settings, 598
mail-enabling, 335

managing content types, 324-325
Manual Submission, 360
maximum upload size setting, 600

permissions and management,
598-599

solution deployment, 610
user alerts, creating, 611-612
versioning settings, 595-596
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document management, 315-317
document sets, 321-326

Document Template setting (document
libraries), 596

document version control, 330-332
documentation of customizations, 626
Domain Name Server (DNS), 106
downloading

MDS (Minimal Download
Strategy), 467

sandboxed solutions, 580
Draft Item Security, 332

ECM (Enterprise Content Management)
content types, 302-304
explained, 277-278
folksonomies, 292
managed metadata roles, 292-293

Managed Metadata Services,
configuring, 280

administrators, 291

Content Type Syndication Hub,
280-283

Managed Metadata Service
application, 284-290

managed taxonomies, 292
metadata consumption, 305

managed metadata and
document management, 310

metadata navigation
settings, 312

site columns, 305-310
term sets

arranging into hierarchy,
297-298

definition of, 292
importing, 300-302
managed terms sets, 295
moving keywords into, 300
term set groups, 294-295

term stores, 292-294
terms

arranging into hierarchy,
297-298

associating to multiple
languages, 299

custom properties, 299
keywords, 300

managed terms, 296-297
term synonyms, 298

traditional file retention types,
278-279

eDiscovery, 319, 362-363
Edit Items permission level, 234

Edit Personal User Information
permission level, 236

Edit User Profile Service Application
dialog box, 475

email configuration, 39-40
inbound email, 334-337
outgoing email, 125

System Settings (Central
Administration), 64

incoming email settings, 70-72
mobile accounts, 66-69
outgoing email settings, 65

Enable an Alternate Calendar
setting, 586

Enable Customizing Master Pages and
Page Layouts setting, 592

Enable Detaching Pages from the Site
Definition setting, 592

Enable Managing of Web Site URL
Structure setting, 593

Enable SharePoint Designer
setting, 592

Enable User-Defined Workflows
setting, 124

enabling. See configuration
end user Recycle Bin, 587
endpoints (service application), 137

Enterprise Content Management.
See ECM (Enterprise Content
Management)
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Enumerate Permissions permission
level, 235

enumerating sites and site collections,
626-627

Error Breakdown view, 402
Excel Services, 246
components, 246-247
configuration
configuration steps, 151-154
data model settings, 159
overview, 151

trusted data connection
libraries, 158

trusted data providers, 157-158
trusted file locations, 154-157

user-defined function
assemblies, 158-159

SSAS (SQL Server Analysis
Services) configuration, 248-250

exclude options (crawl rules), 396

Expected Response Upper Limit setting
(PowerPivot), 273

expiration of policies, 589

Export-SPInfoPathAdministration
Files, 638

exporting lists/sites, 530-531
Export-SPWeb, 530-531

extending web applications, 111-115
external resources, mapping to, 133

F

failover database servers, 109

Failover Server property (content data-
bases), 99

Farm Administrator metadata role, 293
Farm Administrators group, 39

Farm Configuration Wizard, 28-30,
37-39

Farm Management system settings,
76-77

farm Send To option, 358
farm service applications, 245

FarmCredentials option (Restore-
SPFarm), 523

farms
large search farms, 187, 374-375

medium search farms, 186,
373374

planning, 631-633
large farms, 187
medium farms, 186
Office Web Apps farms, 188
overview, 181-182
single-server farms, 182
three-tier small farms, 184
two-tier farms, 182
two-tier small farms, 183
scaling

Request Management Service,
190-191

Server and Storage Groups,
188-189

Search Administration page,
377-379

search service application, creating,
375-377

service applications, 245

SharePoint Foundation 2013 Server
installation, 18

binaries, 20

running Farm Configuration,
28-30

running Products and
Technologies, 18-19

running Products Configuration,
22-28

SharePoint Server 2013 Server
installation, 31

binaries, 32-33

running Farm Configuration
Wizard, 37-39

running Products and
Technologies, 31-32

running Products Configuration
Wizard, 35-36

small search farms, 372
timer jobs, 72-76
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topologies, 13
large farms, 17
medium farms, 15
single-server farms, 14
three-tier small farms, 15
two-server farms, 14
two-tier small farms, 15
web servers
adding, 192-198

reading for load balancing,
198-199

farm-scoped features, activating/
deactivating, 564

farmwide search settings, scaling
search to multiple servers, 389

FBA (Forms-Based Authentication),
106, 397

features, 533, 560-561
activating, 563-567
architecture, 561-562
collection-scoped features, 561
deactivating, 563-567
installing, 562-563
life cycle, 562
managing, 564
site-scoped features, 561
uninstalling, 567-568
Federation Query Latency report, 400
files
design files, uploading, 452-453
file retention types, 278-279
file shares, 278-279
file types, 391-393
maximum upload size setting, 600
PowerPivotFarmSolution.wsp, 251
PowerPivotFarmSolution.wsp, 251

PowerPivotWebApplication
Solution.wsp, 251

PSCDiagnostics, 198
Spbrtoc.xml, 516
spPowerPivot.msi, 251
spPowerPoint.msi, 252-253

filtering, 344-345

finding Backupld, 521

folksonomies, 278, 292

fonts, custom font schemes, 446

Force option, 563
Backup-SPFarm, 521
Backup-SPSite, 528
Restore-SPFarm, 523

Form settings setting (document
libraries), 598

forms

FBA (Forms-Based Authentication),
106, 397

list forms, 608-609

Forms-Based Authentication (FBA),
106, 397

FQDN (fully qualified domain
name), 104

Full Control permission level, 233
full crawls, starting, 168-169
full-scoped branding, 442-443
full-trust solutions, 568-569
adding to solution store, 570
deleting, 575
deploying, 570-573
retracting, 573-575
upgrading, 576-577

fully qualified domain name
(FQDN), 104

functions, sandboxed solutions, 577

G

GAL (Global Address List), 66

General Application Settings (Central
Administration), 59

General settings
document libraries, 598
web applications, 119-122
Get-Help Backup-SPFarm, 520
Get-Help Backup-SPSite, 528
Get-SPBackupHistory, 521
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Get-SPContentDatabase, 101
Get-SPServiceApplication, 477
Get-SPServiceApplicationSecurity, 477
Get-SPWebApplication, 114
Global Address List (GAL), 66
governance

My Sites, 497

SharePoint Designer, 126-127

GradualDelete option (Restore-
SPSite), 529

Grant-SPObjectSecurity, 477
granular backup and restore, 526

recovery from unattached content
database, 531-532

Site Collection backups, 526-530

site, list, and library exports,
530-531

Group Manager metadata role, 293
grouping

crawled properties into managed
properties, 408

submissions, 335

groups
application connection groups, 140
creating, 229-230

enabling social features for,
491-492

permissions, 231-232

Server and Storage Groups,
188-189

term set groups, 294-295

hard-coded URLs, 131

hardware requirements, 7-10, 368-369
health data collection, 417

health reports, 398-400

Health Rule Settings (PowerPivot), 272
Host Controller service, 368

Host Name view, 402

Host Named Site Collections, 40-43,
222-223

Host Web, 539
hosting options, 539-540

identifying service accounts, 11-13
Identity option
Backup-SPSite, 528
Restore-SPSite, 528
Identity parameter, 568
IIS (Internet Information Services), 200
Image Renditions
editing, 463-464
explained, 461-462

optimizing images within
pages, 465

overview, 425
supported file types, 462
versioning, 465
importing
design packages, 448
managed term sets, 300-302
Import-SPWeb, 531
inbound email, 334

allowing contributions from outside
the organization, 337

document libraries or lists, 335

grouping submissions, 335

incoming email settings, 66-69
include options (crawl rules), 396
Index component, 208, 367, 422, 365
Index Engine report, 400

information management policies, 346,
589-592

Information Rights Management
(IRM), 397

in-place records management, 352
configuring, 353-355
enabling, 353-356
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installation. See also configuration
apps, 540

custom-developed SharePoint
app, 541

from the SharePoint Store to
your organization’s App
Catalog, 540

requesting a SharePoint app to
your App Catalog, 541

with PowerShell, 542
custom code, 199-200
features, 562-563
PowerPivot for SharePoint, 251-254
preparing for, 5-7

hardware and software
requirements, 7-10

identifying service accounts,
11-13

installing prerequisites, 10-11
prerequisites, 10-11, 50-51
scripting of binaries, 51-53

SharePoint Foundation 2013 Server
in the farm, 18

binaries, 20
running, 22-30
running Products and, 18-19

SharePoint Server 2013 Server in
the farm, 31

binaries, 32-33

running Farm Configuration
Wizard, 37-39

running Products and
Technologies, 31-32

running Products Configuration,
35-36

web parts, 199-200
interactive requests, 499
internal URLs, adding, 132
Internet Information Services (11S), 200

IP addresses, assignhing to web
applications, 48-49

IRM (Information Rights
Management), 397

isolating apps, 539

Item option
Backup-SPFarm, 520
Restore-SPFarm, 523

J-K

KDC (Key Distribution Center), 106

Keep Inactive Database in Cache
setting (PowerPivot), 272

Keep Inactive Database in Memory
setting (PowerPivot), 272

Kerberos, 106
Key Distribution Center (KDC), 106
keywords, 300

L

labeling, 589

languages, associating terms to, 299
large farms, 187, 374-375

larger farms, 17

Launch Behavior column (Promoted
Links Lists), 622

layouts. See page layouts
libraries
catalogue-enabled libraries, 425
document libraries, 318-319
advanced settings, 596-598

associating information
management policies with,
591-592

Blocked File Types list, 599
content types, 601-602
creating, 594-595

general settings, 598

maximum upload size
setting, 600

permissions and management,
598-599

solution deployment, 610
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user alerts, 611-612
versioning settings, 595-596
exporting, 530-531
lists, 326
Check In/Check Out, 327-328
content types, 328-330
/Pages/ library, 436
permissions, 319
security settings, 237-238

trusted data connection
libraries, 158

Library Record Declaration Settings
page, 354

licenses, 546
life cycle of features, 562
Link database, 368

Link Location column (Promoted Links
Lists), 621

links
Promoted Links, 619-622

to Microsoft Office 2013 client
applications, 503-505

list forms, 608-609

lists
catalogue-enabled libraries, 425
content types, 605-606
creating, 602-603
exporting, 530-531
library relationships, 326-330
list forms, 608-609
mail-enabling, 335

permissions and management,
598-599

RSS list settings, 615
security settings, 237-238
site columns, 603-605
solution deployment, 610
user alerts, 611-612

viewing with RSS (Really Simple
Syndication), 614-615

load balancing
reading servers for, 198-199
sandboxed solutions, 584

Load to Connection Ratio setting
(PowerPivot), 272

Locale setting (sites), 586

location of databases, setting on SQL
Server physical disk, 82-84

logs (diagnostic), 46-47, 417-419

Long Response Upper Limit setting
(PowerPivot), 273

Machine Translation Service, 160-162

mail-enabling document libraries or
lists, 335

Main Flow report, 400

maintaining IIS (Internet Information
Services), 200

major versioning, 331
Manage Alerts permission level, 235
Manage Features option, 127

Manage Files Which Have No Checked
In Version setting (document
libraries), 599

Manage Lists permission level, 234

Manage Permissions permission
level, 235

Manage Personal Views permission
level, 236

Manage Services, 63-64
Manage Web Site permission level, 235

Managed Megadata Navigation,
466-467

managed metadata and document
management, 310

managed metadata roles, 292-293

Managed Metadata Services (MMS)
configuration, 162-163, 496

administrators, 291

Content Type Syndication Hub,
280-283

Managed Metadata Service
application, 284-290

Managed Naviation, 616-619
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managed paths, 128-129
managed properties, 408
managed taxonomies, 292
managed term sets, 295, 300-302
managed terms, creating, 296-297
managers, adding to apps, 547
manual submissions, 89, 360
mapping

AMAs (alternate access mappings),
129-133

profile properties, 488-489
marking content types as sealed, 304

Master Page Setting for Application
_Layouts Pages setting (web
applications), 121

master pages, 453-454
changing, 429
customizing, 445-446
editing, 454-455

enabling application master pages
to use site master page, 428-429

minimal master pages, 456
overview, 424

publishing, 456-457
uploading, 430-431

Maximum Administrative Connection
Pool Size setting (PowerPivot), 271

Maximum Processing History Length
setting (PowerPivot), 271

Maximum Upload Size setting,
122, 600

Maximum User Connection Pool Size
setting (PowerPivot), 270

MaxSiteCount option
Mount-SPContentDatabase, 642
New-SPContentDatabase, 101

MDS (Minimal Download Strategy),
443, 467

medium farms, 15, 186, 373-374
metadata consumption, 305

managed metadata and document
management, 310

metadata navigation settings, 312
site columns, 305-310

metadata groups. See term sets
metadata navigation

filtering, 344-345

settings, 312, 598

Metadata Publishing setting (document
libraries), 599

metrics
monitoring for performance, 380
Search service, 210-211
microblogging (My Sites), 495
Microsoft Monitoring tools, 416

Microsoft Office 2013
client applications

creating links to, 503-505
deleting links to, 505

Microsoft SharePoint Foundation User
Code service, 578

Microsoft System Center Operation
Manager, 416

mid-level branding, 442

Minimal Download Strategy (MDS),
443, 467

minimal master pages, creating, 456
minor versioning, 331

MMS (managed metadata service)
application, 496

mobile access, configuring, 125-126
Mobile Alert feature, 70
Monitoring
apps, 547-548
Central Administration, 59
crawl logs, 401-403
metrics, 380
sandboxed solutions, 580-583
search service application, 412-415

Mount-SPContentDatabase, 101,
641-643

moving keywords into term sets, 300
Msiexec.exe, 254
multiple send to connections, 88
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multiple servers, scaling search to,
379-380

cloning existing topologies,
381-386

crawler impact rules, 389-390
creating new topologies, 387-389
farmwide search settings, 389

My Site Cleanup settings (My
Sites), 499

My Site E-mail Notifications settings
(My Sites), 499

My Site Host Location setting (My
Sites), 498

My Sites
configuration, 497-499
explained, 495
governance, 497
host, upgrading, 651

links to Microsoft Office 2013 client
applications, 503-505

planning, 496
promoted sites, 501-03
provisioning, 499

Trusted My Site host locations,
499-501

Name option

Mount-SPContentDatabase,
642-643

Test-SPContentDatabase, 631
navigation

Managed Megadata Navigation,
466-467

Managed Naviation, 616-619
metadata navigation settings, 312
navigation menus, 437-438
overview, 425

Promoted Links, 619-622

nesting Active Directory groups in
SharePoint groups, 232

New Content Source link, 393
New Item dialog box, 445

NewDatabaseServer option (Restore-
SPFarm), 523

newsfeed (My Sites), 495
New-SPAuthenticationProvider, 110
New-SPClaimsPrincipal, 477
New-SPContentDatabase, 100-101
New-SPSite, 222
New-SPWebApplication, 110
New-SPWebApplicationExtension, 114
No Result Queries reports, 404
Non-authoritative Sites input boxes, 406
non-interactive requests, 499
NoSiteLock option (Backup-SPSite), 528
note boards, 493-495

Number of Queries report, 404

number of site collections per content
database, configuring, 80

o

Office 2013 client applications
creating links to, 503-505
deleting links to, 505

Office Web Apps farms, planning, 188

Offline Client Availability setting (docu-
ment libraries), 597

Open Items permission level, 234
Open permission level, 236

Opening Documents in the Browser
setting (document libraries), 596

optimizing images, 465

Order column (Promoted Links
Lists), 622

outgoing email configuration, 65, 125
Overall Query Latency report, 399

Override List Behaviors permission
level, 234
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P

pages

master pages, 453-454
editing, 454-455
minimal master pages, 456
overview, 424
publishing, 456-457

page layouts, 431
editing, 458

limiting layouts available to
users, 432

overview, 424
uploading, 432
web parts, 551
/Pages/ library, 436
Path option
Backup-SPSite, 528
features, 563
Restore-SPSite, 529
paths, managed, 128-129
People Search Provider report, 400
Percentage option
Backup-SPFarm, 521
Restore-SPFarm, 523
performance metrics, 210-211, 380
Performance Monitor tool, 416

PerformancePoint Services
configuration, 163-166

Per-location view settings (document
libraries), 598

permissions
available permissions, 234-236

configuring in Record Center,
359-361

group permission, 231
libraries and lists, 598-599
list permissions, 237-238
modifying, 236-237

Read, 233

User Profile Service permissions,
491-492

Permissions for This Document Library
setting (document libraries), 599

Permissions for User Profile Service
Application dialog box, 491-492

Person Name Actions and Presence
Settings (web applications), 120

Personal Site Location settings (My
Sites), 498

personalization
site links, 502-503
web parts, 560
planning
My Sites, 496
server farms
large farms, 187
medium farms, 186
Office Web Apps farms, 188
overview, 181-182
single-server farms, 182
three-tier small farms, 184
two-tier farms, 182
two-tier small farms, 183

upgrade from SharePoint
Server 2010

cleanup, 627-628
documentation, 626
farm planning, 631-633

pre-upgrade checks, removing,
633-635

service application databases,
635-637

service applications, 638
software requirements, 632-633

stakeholder
communication, 625

testing, 628-631
Test-SPContentDatabase, 631
web enumeration, 626-627

policies (information management),
589-592

pools (application), 94-95
portal site connections, 588-589
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post-installation configuration, 39

assigning IP addresses to web
applications, 48-49

configuring diagnostic logging,
46-47

configuring email, 39-40

configuring Farm Administrators
group, 39

configuring Usage and Health Data
collection settings, 44-46

creating web applications to host
site collections, 40-43

PowerPivot Configuration tool, 254
configuration settings, 255-262

PowerPivot for SharePoint
deployment, 263-267

PowerPivot for SharePoint
configuration, 254-262
deployment, 263-267
installation, 251-254

PowerPivot Management
Dashboard, 267-269

PowerPivot Settings page, 270-273

PowerPivot for SharePoint 2013
Configuration Wizard, 263

PowerPivot Management Dashboard,
267-269

PowerPivot Unattended Data Refresh
Account setting (PowerPivot), 271

PowerPivotFarmSolution.wsp file, 251
PowerPivotFarmSolution.wsp file, 251

PowerPivotWebApplicationSolution.wsp
file, 251

PowerShell
apps
creating, 110-111
deleting, 115
extending, 114-115
installing, 542
uninstalling, 545

upgrading within SharePoint
farm, 543

commands. See
individual commands

configuring, 536-537

content databases, creating,
99-101

extended zones, deleting, 117
features, 567-568

granular backup and restore,
527-531

list/library exports, 531
list/library imports, 531

PowerPivot for SharePoint
installation, 254

server farm backup and recovery,
520-523

site collections, creating, 222-223
site exports, 530
site imports, 531
web applications
creating, 110-111
deleting, 115
extending, 114-115

Preferred Search Center settings (My
Sites), 497

Preferred Server for Timer Jobs
property (content databases), 99

preparing for installation, 5-7

hardware and software
requirements, 7-10

identifying service accounts, 11-13
installing prerequisites, 10-11
pre-upgrade checks, removing, 633-635
Privacy Settings (My Sites), 499
private web parts, 560
Process Explorer, 413
Process Monitor, 413-414
Process Monitor XML log file, 414

Products and Technologies Preparation
tool, 18-19, 31-32

Products Configuration Wizard, 22-28,
35-36

profiles. See User Profile Service
Promoted Links, 619-622
promoted sites, 501-503
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properties
profile properties, 478-482
web parts, 558-559
Property filter, 411
provider-hosted apps, 539
provisioning My Sites, 499
PSCDiagnostics files, 198
PSCONFIG.exe, 181
public URLs, editing, 132

Publish Service Application dialog box,
289-290

publishing
cross-site publishing, 425
design, 459

Managed Metadata Service applica-
tion, 288-290

master pages, 456-457
publishing infrastructure, 423-426

Q

query health reports, 399
Query Latency Trend report, 399

Query Processing Component, 209,
365-368

Query Reporting Interval setting
(PowerPivot), 273

Query Rule Usage reports, 404

Quick Response Upper Limit setting
(PowerPivot), 273

quotas (sandboxed solutions), 583

Rating settings (document
libraries), 598

Read permission level, 233, 499

reading servers for load balancing,
198-199

read-only content databases, 81-82
Really Simple Syndication. See RSS
Record Center, configuring, 356-361

Records Center Management page, 357

Records Center Web Service Submitters
page, 359

records management, 345-346
declaring records, 349-352

information management
policies, 346

in-place records management,
352-356

Source of Retention settings,
346-348

recovery
app licenses, 546
granular backup and restore, 526

recovery from unattached
content database, 531-532

Site Collection backups,
526-530

site, list, and library exports,
530-531

service and web application backup
and restore, 524-525

SharePoint farm backup
and recovery

backup preparation, 511-512
overview, 510-511
scheduling backups, 523-524

with Central Administration,
513-519

with Windows PowerShell,
520-523

from unattached content
database, 531-532

Recycle Bin, 586
end user Recycle Bin, 587
settings, 121
site collection Recycle Bin, 587-588

Recycle Bin setting (web
applications), 121

redundancy (Search), 211-212

Refresh Jobs to Run in Parallel setting
(PowerPivot), 271

regional site settings, 586

registering user-defined function
assemblies, 158-159
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Reindex Document Library setting
(document libraries), 597

Remove Content Database property
(content databases), 99

Remove-SPContentDatabase, 101
Remove-SPWebApplication, 115
removing. See deleting

reordering Device Channels, 452
replying to discussion topics, 614
reports, 400-404

Request Management Service, 190-191
requests, 499

requirements, hardware/software, 7-10
resource measures, 583

Resource Monitor, 412

resource throttling, 122-124

Response Threshold setting
(PowerPivot), 273

RestoreMethod option (Restore-
SPFarm), 522

restores

service application databases,
635-636

site collections, 530
Restore-SPFarm, 522-523
Restore-SPSite, 528

RestoreThreads option
(Restore-SPFarm), 523

Restrict Delete, 327
restricting. See limiting
result sources (Search), 409-411
retention, 278-279, 348
retracting full-trust solutions, 573-575
RSS (Really Simple Syndication)

RSS list settings, 615

viewing lists with, 614-615

web application settings, 120
rules (content organizer), 340

S

Safe Control entries, 550
sandboxed solutions, 577-579, 610
activating, 580
blocking, 584
downloading, 580
functions, allowed/disallowed, 577
load balancing, 584
monitoring, 580-583
uploading, 579

Sandboxed Solutions Resource Quota
value, 581

Save Document Library as Template
setting (document libraries), 598

scaling
farms

Request Management Service,
190-191

Server and Storage Groups,
188-189

overview, 179-180
planning
large farms, 187
medium farms, 186
Office Web Apps farms, 188
overview, 181-182
single-server farms, 182
three-tier small farms, 184
two-tier farms, 182
two-tier small farms, 183
Search service, 208

analytics processing
component, 209

content processing
component, 209

crawl component, 209
guidelines, 210

index component, 208

to multiple servers, 379-386
performance metrics, 210-211

query processing
component, 209
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redundancy and availability,
211-212

search administration
component, 380-381

web applications

adding web servers to farm,
192-198

installing web parts and custom
code, 199-200

maintaining 1IS (Internet
Information Services), 200

overview, 191-192

reading servers for load
balancing, 198-199

scheduling SharePoint backups,
523-524

scripting installations of binaries, 51-53

Search Administration, 209, 368,
377-379

Search Application Topology page, 382
search component status, 420-422
search components, 366

Analytics Processing
component, 367

Content Processing
component, 367

Crawl component, 366

diagnostic logs, 419

Index component, 367

Query Processing component, 368
scaling, 380-381

Search Administration
Component, 368

search databases, 368
search diagnostics, 412-415
Search Host Controller service, 366
search relevance settings, 404-406
search results, removing, 397-398
Search schema, 407-409
Search Services, 13, 365, 537
analyzing usage reports, 403-404
Cloud App Model, 537
configuration, 166-169
content sources, 393-394

crawl rules, 394-396

creating, 375-377

databases, 368

diagnostic logging, 417-418
health reports, 398-399
managing, 391-393

monitoring crawl logs, 401-403
removing search results, 397-398

result sources, configuring,
409-411

scaling, 208

analytics processing
component, 209

content processing
component, 209

crawl component, 209
guidelines, 210

index component, 208
performance metrics, 210-211

query processing
component, 209

redundancy and availability,
211-212

search administration
component, 209

scaling to multiple servers,
379-380

cloning existing topology,
381-386

creating new topology, 387-389
farmwide search settings, 389

managing crawler impact rules,
389-390

search component status, 420-422

search diagnostics and monitoring,
412-415

search relevance settings, 404-406
Search Schema, 407-409
server name mapping, 406-407

SharePoint Health Analyzer
alerts, 419

usage and health data
collection, 417
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Search setting (document
libraries), 597

search topologies, 371
large search farms, 374-375
medium search farms, 373-374
small search farms, 372
Secure Socket Layer (SSL), 105
Secure Store Services
applications, 245
configuration, 169-171
security
Central Administration, 59
site collections, 227-228
administrators, 228-229
groups, 229-232
libraries, 237-238
lists, 237-238
permissions, 233-237
users, 236-237

Security Assertion Markup Language
(SAML), 103

Self-Service Site Collection
Management dialog box, 215-216

self-service site creation (SSSC),
226-227

Send to Connections, 87-89
Send To Destination link, 342-343
Send To function
content organizer, 340
creating destination link, 342-343
farm configuration, 358

Send User Name and Password setting
(web applications), 121

Server and Storage Groups, 188-189

server farm account/database access
account, 12

server farm backup and recovery
backup preparation, 511-512

with Central Administration,
513-519

overview, 510-511
with Windows PowerShell, 520-523

Server Search
hardware requirements, 369
software limits, 369-371

Serverlnstance option (Test-
SPContentDatabase), 631

servers. See also farms
application servers, 181
database servers, 181
failover database servers, 109
name mapping, 406-407

scaling search to multiple servers,
379-380

cloning existing topologies,
381-386

crawler impact rules, 389-390

creating new topologies,
387-389

farmwide search settings, 389

SSAS servers, associating,
248-250

System Settings, 62-64
web servers
adding to farms, 192-98

installing web parts and custom
code, 199-200

maintaining IS (Internet
Information Services), 200

reading for load balancing,
198-199

role of, 181

service accounts, identifying, 11-13
service application databases, 635-637
Service Application pool accounts, 13
service applications, 202, 638

Access Services, 142-144

Access Services 2010, 146-148

administrators, managing, 141

App Management Service,
144-146, 638

application connection groups, 140
architecture, 136-139

BCS (Business Connectivity
Services), 149-151
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Cloud App Model, 534
deleting, 141
Excel. See Excel Services

Machine Translation Service,
160-162

Managed Metadata Services. See
Managed Metadata Services

PerformancePoint Services,
163-166

relationship with system services,
202

Search. See Search Services
Secure Store Services, 169-171
State Services, 171-172

User Profile. See User
Profile Service

Visio Graphics Services, 172-174
Word Automation Service, 175-176
Work Management Service, 177
service instances, 136
service machine instances, 136
Service Principal Names (SPNs), 106
services. See also service applications
backup and restore, 524-525
farm service applications, 245

Request Management Service,
190-191

secure store service
applications, 245

SMS (Text Message) service, 126

SSAS (SQL Server Analysis
Services), 245

system services, 201

relationship with service
applications, 202

table of, 203-207
Services on Server page, 203-207
Set Your Calendar setting (sites), 586
Set-SPContentDatabase, 101
Set-SPServiceApplicationSecurity, 477

SharePoint 2013 Products
Configuration Wizard, 192-196

SharePoint configuration database, 31

SharePoint Designer 2013, 432
governance, 126-127
limiting access to
for web applications, 433
within site collections, 434-435
overview, 424
settings, 592-594

SharePoint Foundation 2013 Server
installation, 18-21

binaries, 18
running Farm Configuration, 28-30

running Products and Technologies
Preparation Tool, 18-19

running Products Configuration
Wizard, 22-28

SharePoint Health Analyzer alerts, 419
SharePoint Online, branding, 443

SharePoint Products Configuration
Wizard, 181

SharePoint Search Provider report, 400

SharePoint Server 2010, upgrading to
SharePoint Server 2013

database attach upgrades, 639
customizations, 640
performing, 640-644
web application creation, 639

My Sites host upgrades, 651

overview, 623-624

preparation
cleanup, 627-628
documentation, 626
farm planning, 631-633
pre-upgrade, 633-635
service applications, 635-638
software requirements, 632-633

stakeholder
communication, 625

Test-SPContentDatabase
command, 629-631

testing, 628-629
web enumeration, 626-627
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site and site collection upgrades,
644-650

testing, 628-629
SharePoint Server 2013
granular backup and restore, 526

recovery from unattached
content database, 531-532

Site Collection backups,
526-530

site, list, and library exports,
530-531

installing in the farm, 31
binaries, 32-33

running Farm Configuration
Wizard, 37-39

running Products and
Technologies Preparation tool,
31-32

running Products Configuration
Wizard, 35-36

server farm backup and recovery
backup preparation, 511-512
overview, 510-511
scheduling backups, 523-524

with Central Administration,
513-519

with Windows PowerShell,
520-523

service and web application backup
and restore, 524-525

SharePoint Store, 537
SharePoint-hosted apps, 539

ShowRowCounts option (Test-
SPContentDatabase), 631

ShowTree option (Backup-SPFarm), 520
Sign-In Page URL, 106

Simple Mail Transport Protocol.
See SMTP

single-server farms, 14, 182

Site Assets Library setting (document
libraries), 597

site branding, 442

site collections
activating, 324
administrators, 228-229

assigning to content
databases, 221

backing up, 526-529

creating, 222-227

editing Image Renditions for, 463
enabling, 321-322

features, 565-567

Host Named Site Collections,
222-223

limiting SharePoint Designer 2013
access in, 434-435

limits and boundaries, 219-221
Recycle Bin, 587-588
restoring

site, list, and library exports,
530-531

with Windows PowerShell, 530
security, 227-228

administrators, 228-229

groups, 229-232

libraries, 237-238

lists, 237-238

permissions, 233-237

users, 236-237

SharePoint Designer settings,
593-594

upgrading, 644-650
site collection-scoped features, 565
site columns
creating, 307-310, 603-605
Site Columns gallery, 305-307
Site Columns gallery, 305-307
site groups
creating, 229-230
permissions, 231-232

Site Naming Format settings (My
Sites), 498

Site Settings menu, 228
site subscriptions, 87
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site use confirmation and deletion,
216-218

sites
creation modes, 213
choosing, 214

self-service site creation,
215216

site use confirmation and
deletion, 216-218

discussion boards, 612-614

document libraries. See document
libraries

exporting, 530-531

features, activating/
deactivating, 566

lists. See lists

My Sites
configuration, 497-499
explained, 495
governance, 497
planning, 496
promoted sites, 501-503
provisioning, 499

Trusted My Site host locations,
499-501

navigation. See naviation

RSS (Really Simple Syndication),
614-615

settings, 585

information management
policies, 589-592

portal site connections,
588-589

Recycle Bin, 586-588
regional settings, 586

SharePoint Designer settings,
592-594

site columns, 305-310

solution deployment, 610

upgrading, 644-650

user alerts, 611-612

users, 236-237
site-scoped features, 561

size of content databases, 96
SkyDrive Pro, 319
small search farms, 372

SMS (email and text messages), config-
uring, 64, 126

incoming email settings, 66-69
mobile accounts, 70-72
outgoing email settings, 65

SMTP (Simple Mail Transport Protocol),
39-40

social architecture, 469-470

social experience. See My Sites; User
Profile Services

social tags, 493-495

software limits (Server Search),
369-371

software requirements, 7-10

solutions. See full-trust solutions;
sandboxed solutions

Sort Order setting (sites), 586

Source of Retention settings, 346-348
Spbrtoc.xml, 516

SPNs (Service Principal Names), 106
spPowerPivot.msi file, 251
spPowerPoint.msi file, 252-253

SQL Server Analysis Services. See SSAS
(SQL Server Analysis Services)

SQL Server physical disk, setting
database location, 82-84

SQL Server Reporting Services, 417
SSAS (SQL Server Analysis Services)
Bl (business intelligence), 245

servers, associating to SharePoint
farm, 248-250

SSL (Secure Socket Layer), 105

SSSC (self-service site creation),
215-216, 226-227

Stage Properties dialog box, 590-591
stakeholders, communicating to, 625
State Service, 638, 171-172

status of content databases,
configuring, 81

structured retention, 278
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Stsadm.exe, 278
Subscription Settings Service
Cloud App Model, 535
configuration, 536-537
synchronizing profiles, 483
Active Directory Direct Import, 484

configuring synchronization settings,
489-490

creating synchronization
connections, 484-486

deleting synchronization
connections, 487-488

editing synchronization connections,
486-487

mapping profile properties,
488-489

system services, 201

relationship with service
applications, 202

table of, 203-207

System Settings (Central
Administration), 62-75

email and text messages, 64-72
Farm Management, 76-77
servers, 62-64

timer jobs, 72-76

T

tags (social), 493-495

TAML (Security Assertion Markup
Language), 103

target application IDs, configuring,
169-171

Task Manager, 412

templates
display templates, 457
Document Center, 337

term sets
arranging into hierarchy, 297-298
definition of, 292
importing, 300-302

managed term sets, 295
moving keywords into, 300
term set groups, 294-295

Term Store Administrator metadata
role, 293

Term Store Management Tool, 294

term stores. See Managed Metadata
Services

terms
arranging into hierarchy, 297-298

associating to multiple
languages, 299

custom properties, 299

keywords, 300

managed terms, 296-297

term synonyms, 298
testing

backup and restores, 520

upgrades, 628-629

Test-SPContentDatabase, 101, 629-631,
640-642

text messages

SMS (email and text messages),
configuring, 64, 126

incoming email settings, 66-69
mobile accounts, 70-72
outgoing email settings, 65

System Settings (Central
Administration), 64, 126

configuring mobile accounts,
70-72

incoming email settings, 66-69
outgoing email settings, 65
themes, 446
three-tier small farms, 15, 184
Time Format setting (sites), 586
Time Zone setting (sites), 586
timer jobs, 72-76

Title column (Promoted Links
Lists), 621

Top of Health Reports page, 399
Top Queries reports, 404
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topologies
cloning, 381-386
creating new, 387-389
of service applications, 136-139

Trivial Response Upper Limit setting
(PowerPivot), 273

trusted content locations, 166

trusted data connection libraries, 158
trusted data providers, 157-158

trusted data source locations, 165-166
trusted file locations, 154-157

Trusted Identity Providers, 106

Trusted My Site host locations, 499-501
two-server farms, 14

two-tier small farms, 182

Type the Description column (Promoted
Links Lists), 621-622

UCE (Unsolicited Commercial Email), 65

unattached content databases,
recovering from, 531-532

Uniform Resource Locators. See URLs
uninstalling

apps, 544-545

features, 567-568
Unsolicited Commerical Email (UCE), 65
unstructured retention, 278-279

Update Personal Web Parts permission
level, 236

Update Secure Store Service Master
Key page (PowerPivot Configuration
tool), 261

Upgrade and Migration (Central
Administration), 59

upgrading
apps, 543
full-trust solutions, 576-577

from SharePoint Server 2010

database attach upgrades,
639-644

My Sites host upgrades, 651
overview, 623-624
preparation, 625-637

site and site collection
upgrades, 644-650

testing, 628-629
uploading
design files, 452-453
master pages, 430-431
maximum upload size setting, 600
page layouts, 432
sandboxed solutions, 579
URL view, 402

URLs (Uniform Resource Locators), 106,
131-132

Usage and Health Data collection
settings, 44-46

Usage Cookie setting (web applica-
tions), 122

Usage Data Collection settings
(PowerPivot for SharePoint), 273

Usage Data History setting
(PowerPivot), 273

usage reports, 403-404
use cases, 366

Use Client Integration Features permis-
sion level, 236

Use Remote Interfaces permission
level, 235

Use Secure Socket Layer (SSL) option
(web applications), 105

Use Self-Service Site Creation
permission level, 235

user alerts, 611-612
User Profile Service, 470
configuration, 174

creation and maintenance tasks,
471-476

permissions, 491-492

profile property administration,
478482
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profile synchronization, 483

Active Directory Direct
Import, 484

profile properties, 488-489

synchronization connections,
484-490

service administration, 477
social features, 490-491
social tags and notes, 493-495

user-defined function assemblies,
registering, 158-159

users
adding to sites, 236

enabling social features for,
491-492

permissions, 236-237
profiles. See User Profile Service

UseSqlSnapshot option (Backup-
SPSite), 528

'}

Validation settings (document
libraries), 598

Verbose option
Backup-SPFarm, 521
Restore-SPFarm, 523

version pruning, 332

versioning
content approval, 331
document library settings, 595-596
Draft Item Security, 332
enabling, 330
Image Renditions, 465
major versioning, 331
minor versioning, 331

View Application Pages permission
level, 234

View Items permission level, 234
View Pages permission level, 235
View Versions permission level, 234

View Web Analytics Data permission
level, 235

viewing
app details in site, 548
app errors, 548
app usage, 548
diagnostic logs, 418
permissions
group permissions, 231
list permissions, 238
views (crawl logs), 401-402
Visio Graphics Services, 172-174

W-X-Y-Z

wwp.exe, 94

WarningSiteCount option
Mount-SPContentDatabase, 463
New-SPContentDatabase, 101

web applications

AMAs (alternate access mappings),
129-133

application pools, 94-95
architecture, 92-93
assigning IP addresses to, 48-49
backup and restore, 524-525
Central Administration, 60
configuration, 117-118
general settings, 119-122
Manage Features option, 127
managed paths, 128-129
mobile access, 125-126
outgoing email, 125
resource throttling, 122-124

SharePoint Designer gover-
nance, 126-127

workflow settings, 124-125
creating, 40-43, 101-111
deleting, 115
extended zones, deleting, 116-117
extending, 111-115

limiting SharePoint Designer 2013
access for, 433
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managing, 93
overview, 91-92
scaling

adding web servers to farm,
192-198

installing web parts and custom
code, 199-200

maintaining IIS (Internet
Information Services), 200

overview, 191-192

reading servers for load
balancing, 198-199

web application-scoped features,
564-565

web content management, 423
Composed Looks, 435-436
master pages, 428-431

navigation menus, adding items to,
437-438

page layouts, 431-432
/Pages/ library, 436
publishing infrastructure, 423-426

SharePoint Designer 2013, limiting
access to, 432-435

web enumeration, 626-627
web front end (WFE), 535

Web Page Security Validation setting
(web applications), 120

web part pages, 552-554

web part zones, 553

web parts, 533, 548
adding, 551-554
architecture, 549-551
closing, 555-556
connecting, 557
connections, 556-558
deleting, 555
installation, 199-200
pages, 551
personalizing, 560
private web parts, 560
properties, 558-559
WPCATALOG, 549

Web Parts Page Maintenance, 556
web servers
adding to farms, 192-198
reading for load balancing, 198-199
role of, 181
WebApplication option
Mount-SPContentDatabase, 643
Test-SPContentDatabase, 631
Welcome page (Design Manager), 448
WFE (web front end), 535
Whatlf option
Backup-SPFarm, 521
Backup-SPSite, 528
Mount-SPContentDatabase, 643
Restore-SPFarm, 523
Restore-SPSite, 529
WIF (Windows Identity Framework), 103
Windows Azure-hosted apps, 539
Windows Identity Framework (WIF), 103

Windows Integrated
Authentication, 105

Windows Management Instrumentation
(WMI), 415

Windows PowerShell. See PowerShell
Windows Server 2012, accessing, 57
wizards

Farm Configuration Wizard, 28-30,
37-39

PowerPivot for SharePoint 2013
Configuration Wizard, 263

Products Configuration Wizard,
22-28, 35-36, 181, 192-196

WMI (Windows Management
Instrumentation), 415

Word Automation Service, 175-176
Work Management Service, 177
worker processes, 94

workflow settings, 124-125
WPCATALOG, 549

zones, 107
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