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Foreword

System Center 2012 — Operations Manager: not just a monitoring platform

“In 2000, Microsoft acquired a technology license for the software that became Microsoft
Operations Manager (MOM) 2000 and later MOM 200S. In ten years, things have
changed.” This is how our colleague Justin Incarnato began the foreword to System Center
Operations Manager 2007 R2 Unleashed.

Operations Manager 2007 was certainly a revolutionary release, introducing service model-
ing and breaking from the previous codebase. Building upon that foundation, Operations
Manager 2007 R2 was an evolutionary release, as it expanded its reach cross-platform and
added stability and credibility, introducing concepts such as service level tracking while
essentially maintaining the same architecture.

Things don'’t stop at Microsoft: Our products keep changing. This time around, the 2012
release is both evolutionary and revolutionary at the same time. 2012 has also been a
transformational moment in the marketplace: the moment that all System Center compo-
nents started being shipped as a single product, offering integrated scenarios that allow
you to create, operate, and monitor your private and hybrid clouds.

When looking at the Operations Manager component (the topic of this book), we rede-
signed the topology and architecture to reduce your TCO while increasing scalability and
high availability through resource pools for load distribution and automatic failover, and
bringing to the table phenomenal value with many new features.

Infrastructure monitoring has always been the main focus of Operations Manager, but
with the 2012 release the capabilities go well beyond monitoring servers and their oper-
ating systems (albeit here the list grew by supporting Windows Server 2012 as well as
additional Linux distributions with Service Pack 1!). Operations Manager now supports
monitoring thousands of different network devices, and can show the relationships

and connections between network devices and servers. As infrastructure more and more
evolves from physical hardware into a virtual cloud “fabric,” concepts of “vicinity” on the
network are achieved through tight integration with Virtual Machine Manager (another
System Center 2012 component).

In addition, Operations Manager provides rich insights into the behavior of your applica-
tions: We always envisioned providing 360 degrees of visibility into your environment’s
health, walking up the stack from the network to the OS and up into the applications,
down to code-level visibility. In this release, we think we have reached unprecedented
breadth as well as depth in application insights we can provide, both for .NET applica-
tions as well as for Java, for the first time. These application performance monitoring
(APM) capabilities will be augmented with an attached Software-as-a-Service offering such
as Global Service Monitoring, which allows you to extend your monitoring system to run
synthetic transactions from Microsoft data centers in the cloud.
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As if this wasn’t enough, the 2012 release of Operations Manager brings visibility, commu-
nication, and collaboration features such as a new dashboard infrastructure that allows
you to build a dashboard once and make it available in multiple locations such as the
Operations Manager console, the Web console, as well as through Microsoft SharePoint
2010. We also introduced the Team Foundation Server Synchronization management pack
that allows you to escalate code-level problems identified by APM quickly to the develop-
ers of the application, with rich traces and insights about issues seen in production.

With all of this, it is our hope that System Center will bridge the gap between the
Operations and Developer teams in your organization, allowing them to troubleshoot
issues in production and quickly narrow down where problems have occurred—was it the
network, the operating system, the application’s code that caused downtime, or a bad user
experience? This will help you reduce mean time to resolution.

Written by a team of experts—many of whom are personally known and who are the best
heralds of our vibrant System Center community—this book should be a great help to you
for learning and experiencing System Center 2012 Operations Manager.

System Center 2012 - Operations Manager Program Managers, including
Daniele Muscetta, Daniel Savage, Joseph Chan, and Victor Mushkatin
Microsoft Corporation



Introduction

In January 2012, Microsoft announced its shift in focus with System Center—no longer a suite
of products, but a single product. System Center 2012 is a collection of components designed to
help IT Pros configure and manage applications, services, computers, virtual machines (VMs),
and the cloud; with each component designed to let you manage more of these than before.
System Center provides a degree of interoperability between components through connectors
and System Center Orchestrator; this will increase over time. System Center 2012 also includes a
unified installer to install all eight components, although the installer currently is rather limited
in scope.

Operations Manager (OpsMgr), one of the more popular System Center components and the
topic of this book, has been Microsoft’s monitoring solution for over a decade. OpsMgr moni-
tors the operation and performance of applications, services, systems, and network devices.
Beginning with Operations Manager 2007 R2, monitoring was extended beyond the Windows
platform to encompass UNIX and Linux systems. Operations Manager generates alerts when

a particular condition occurs, and depending on how that alert was generated, can even auto
close the alert when the situation is resolved. Alerts can be viewed in a console, or configured to
notify targeted individuals when there is a problem. Built-in data warehousing capability enables
you to view historical data and statistics.

Operations Manager has come a long way from its early days after Microsoft’s licensing of the
technology from NetIQ in 2000. Operations Manager 2007 R2 was in the Gartner Group’s “magic
quadrant” for IT Event Correlation and Analysis. Each version has seen enhancements in scal-
ability, performance, and capabilities.

Operations Manager is all about monitoring application health. This is defined and measured
by the health of the components that make up that application. In today’s environment, moni-
toring health typically includes network devices and the various pieces of a distributed applica-
tion. Monitoring at the component level means that if a database used by an application has

a problem, Operations Manager knows which application is affected. This is more useful than
simply knowing that a database is down! New features in OpsMgr 2012 include increased reli-
ability through implementation of management server pools, enhanced monitoring of network
devices, improved dashboard capabilities, and deep monitoring of .NET and JEE applications
through Microsoft’s integration of AVIcode (acquired in 2010). These add to existing capabili-
ties such as end-to-end monitoring encompassing Windows, UNIX, and Linux systems, using
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synthetic transactions, managing security and audit data, and defining distributed applica-
tions for monitoring.

Successfully implementing Operations Manager requires planning, design, and a thor-
ough understanding of how to utilize its many capabilities. This complete guide for
using Operations Manager 2012 from the authors of System Center Operations Manager
2007 Unleashed gives system administrators the information they need to know about
Operations Manager and what it can do for their operations. This includes an overview
of why operations management is important; planning, installing, and implementing
Operations Manager 2012; and its integration with System Center. System Center 2012
Operations Manager Unleashed provides a comprehensive guide to this newest version of
Microsoft’s premier management software.

As always, the authors have a disclaimer: Management packs and technical information
are constantly evolving. Sometimes it seemed that even before we finished a chapter, the
information was changing. This has been particularly challenging as Microsoft is close to
releasing its first service pack for System Center 2012 as we complete this book. We have
done our best to present the information as it relates to both the released version and the
service pack, even as that continues to take shape. The information in the book is current
as of the time it was written, and the authors have done their best to keep up with the
constant barrage of changing management packs, utilities, URLs, and knowledge base
articles.

Fast Track: A Quick Look at What’s New

Many of the chapters of this book include a “Fast Track” section. Fast Track is an aid to
OpsMgr 2007 administrators that are familiar with System Center Operations Manager 2007
Unleashed and the System Center Operations Manager 2007 R2 Unleashed supplement. This
section provides a quick overview of what has changed from the previous version. Some
features have major enhancements, others relatively few, and some are completely new.
Chapters covering new features and topics such as installation and upgrade do not include
a Fast Track.

Part I: Operations Management Overview
and Concepts

System Center 2012 Operations Manager Unleashed begins with an introduction to configura-
tion management including initiatives and methodology. This includes Dynamic System
Initiative (DSI), the IT Infrastructure Library (ITIL), and Microsoft Operations Framework
(MOF). Although some consider this to be more of an alphabet soup of frameworks than
constructive information, these strategies and approaches give structure to managing
one’s environment—and have special relevance in that the objective of System Center
2012 is to optimize, automate, and provide process agility and maturity in IT operations.
More importantly, implementing Operations Manager is a project, and as such, it should
include a structured approach with its own deployment. It's more than just running a
setup program!
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» Chapter 1, “Operations Management Basics,” starts with the big picture and brings
it down to the pain points that system administrators deal with on a daily basis,
showing how System Center plans to address these challenges.

» Chapter 2, “What’s New in System Center 2012 Operations Manager,” appropriately
tells you just that. It also covers the history of Operations Manager, compares this
version with the previous releases, and introduces terminology and key concepts.

» In Chapter 3, “Looking Inside OpsMgr,” the book begins to peel back the layers of
the onion to discuss the design concepts behind System Center 2012 Operations
Manager, the major OpsMgr components, health modeling, management group
mechanics, management pack schema, and more.

Part Il: Planning and Installation

Before diving into OpsMgr’s setup program, it is best to take a step back to map out the
requirements for your management environment and plan your server topology.

» Chapter 4, “Planning an Operations Manager Deployment,” discusses the steps
required for successfully planning an Operations Manager deployment.

» Once it is time to implement your design, Chapter 5, “Installing System Center 2012
Operations Manager,” discusses installation prerequisites before going through the
steps to install the various server components in a management group.

» Chapter 6, “Upgrading to System Center 2012 Operations Manager,” discusses how
to move from an Operations Manager 2007 to 2012 environment.

Part lll: Moving Toward Application-Centered

Management

With OpsMgr installed, how does one start using it? The third part of this book focuses
on Operations Manager operations in your environment, which is where you will spend
the bulk of your time, moving beyond setup to post-installation activities and potential
adjustments to your initial configuration.

» Chapter 7, “Configuring and Using System Center 2012 Operations Manager,”
discusses what you need to know to get started with OpsMgr. It provides an over-
view of the Operations console and a drill-down into its functionality.

» Chapter 8, “Installing and Configuring Agents,” goes through the details of
computer discovery, the different techniques for implementing agents, and
managing agents.

» Chapter 9, “Complex Configurations,” discusses high availability, resource pools,
the root management server emulator, using gateway servers, multi-homed agents,
designing for distributed environments, and more.
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» Chapter 10, “Security and Compliance,” discusses role-based security, Run As
profiles and accounts, required accounts, mutual authentication, cross platform
security considerations, firewall considerations, and communications security. It also
discusses Audit Collection Services, an optional but highly recommended part of
your OpsMgr implementation.

» Chapter 11, “Dashboards, Trending, and Forecasting,” covers the built-in dashboard
functionality of Operations Manager 2012. It discusses prebuilt dashboards, creat-
ing your own dashboards, and enhancing dashboards using third-party options. The
chapter also covers reporting, trending, and capacity planning.

Part IV: Administering System Center 2012
Operations Manager

All applications require administration, and Operations Manager is no exception.

» Chapter 12, “Backup and Recovery,” discusses the components required for a
complete backup and recovery plan, and steps for designing a disaster recovery plan.
It also introduces System Center Data Protection Manager as a tool for managing
your backups.

» Chapter 13, “Administering Management Packs,” covers the components of a
management pack, how to troubleshoot, deploy, and manage management packs,
and the details of importing and exporting management packs into your OpsMgr
environment.

» Chapter 14, “Monitoring with System Center 2012 Operations Manager,” discusses
the different monitors and rule types in Operations Manager and their functionality,
creating alerts, overrides, and resolution sates, notification workflow, approaches for
tuning monitors and rules and managing alerts, and maintenance mode.

Part V: Service-Oriented Monitoring

This section of the book gets into what Operations Manager is really about—using it
to ease the pain of monitoring and managing your environment from end-to-end. It
discusses using OpsMgr to manage different aspects of your environment.

» Chapter 15, “Monitoring .NET Applications,” is a deep dive into .NET application
monitoring, including information not yet documented by Microsoft. This new
feature in OpsMgr 2012 lets you monitor web applications to get details about appli-
cation performance and reliability. Using the Application Advisor console, you can
identify problem areas, and then use the Application Diagnostics console to investi-
gate and troubleshoot specific events.

» Chapter 16, “Network Monitoring,” discusses the new network monitoring capabili-
ties that provide the long-awaited pieces required for effective end-to-end monitor-
ing. You can get detailed port, interface, and peripheral monitoring of your network
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devices, as well as virtual local area networks (VLANSs), and hot standby router proto-
col (HSRP) groups. OpsMgr 2012 now includes monitoring of all types of devices,
including firewalls and load balancers.

Chapter 17, “Using Synthetic Transactions,” talks about simulating connections into
applications to verify their performance.

Chapter 18, “Distributed Applications,” discusses OpsMgt’s capability to monitor the
various pieces and components that make up the distributed applications commonly
used in today’s multi-system computing environment.

Chapter 19, “Client Monitoring,” covers the capabilities in OpsMgr for client
monitoring, and managing crash errors using the Agentless Exception Monitoring
functionality.

These chapters talk about the issues faced by administrators in each of these areas, and
show how Operations Manager 2012 helps to monitor operational issues and maintain
application health and stability.

Part VI: Beyond Operations Manager

The book now looks at extending one’s use of Operations Manager through cross platform
monitoring, authoring management packs and reports, and PowerShell. It also discusses
integration with System Center and provides a glimpse of using OpsMgr as a hosted
service and as a tool to deliver other managed services by leveraging multi-tenant cloud
implementations of OpsMgr.

>

Chapter 20, “Interoperability and Cross Platform,” provides an update to the cross
platform extensions first introduced in OpsMgr 2007 R2. This capability enables you
not only to monitor UNIX/Linux platforms but also application workloads on non-
Windows operating systems such as Java enterprise applications.

Chapter 21, “System Center 2012 Integration,” discusses Operations Manager’s inte-
gration with other System Center components. These integration capabilities enable
you to support private and hybrid cloud scenarios in enterprise environments.

Chapter 22, “Authoring Management Packs and Reports,” includes best practices
around authoring and building custom management packs. It provides the means
for you to design your own management pack complete with classes, monitors,
rules, views, and reports, using the tools provided by Microsoft.

Chapter 23, “PowerShell and Operations Manager,” includes an introduction to
PowerShell and then dives into practical examples of using PowerShell to administer
your Operations Manager environment.

Chapter 24, “Operations Manager for the Service Provider,” explores various ways to
deliver hosted and managed services, including an introduction to the new service
provider foundation in Service Pack 1.
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Part VII: Appendixes

By this time, you should have at your disposal all the tools necessary to unleash yourself
as an Operations Manager expert. The last part of the book includes five appendixes:

» Appendix A, “OpsMgr By Example: Configuring and Tuning Management Packs,” is
a compilation of the authors’ experiences with implementing some of the manage-
ment packs available for Operations Manager 2012.

» Appendix B, “Performance Counters,” discusses the performance counters specific to
Operations Manager.

» Appendix C, “Registry Settings,” discusses some of the more significant registry
settings used by Operations Manager 2012.

» Appendix D, “Reference URLSs,” incorporates useful references you can access
for further information about Operations Manager and System Center. The
references are also included as live links available for download under the
Downloads tab at Pearson’s InformIT website at http://www.informit.com/store/
system-center-2012-operations-manager-unleashed-9780672335914.

» Appendix E, “Available Online,” discusses value-added content also available at the
InformlIT page.

Throughout, this book provides in-depth reference and technical information about
System Center 2012 Operations Manager, as well as information about the other products
and technologies on which OpsMgr features depend.

Disclaimers and Fine Print

There are several disclaimers. Microsoft is continually improving and enhancing its prod-
ucts. This means the information provided is probably outdated the moment the book
goes to print.

In addition, the moment Microsoft considers code development on any product complete,
it begins working on a service pack or future release; as the authors continue to work with
the product, it is likely yet another one or two wrinkles will be discovered! The authors
and contributors of System Center 2012 Operations Manager Unleashed have made every
attempt to present information that is accurate and current as known at the time. Updates
and corrections will be provided as errata on the InformIT website.

Thank you for purchasing System Center 2012 Operations Manager Unleashed. The authors
hope it is worth your while (and their effort). Enjoy the ride!


http://www.informit.com/store/system-center-2012-operations-manager-unleashed-9780672335914
http://www.informit.com/store/system-center-2012-operations-manager-unleashed-9780672335914
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What'S NeW ln > Iﬂhaen'a";t:)fy of Operations
SYStem Centel‘ 2012 » Introducing System Center

2012 Operations Manager

OperatiOHS Managel‘ » Terminology and Concepts

The newest version of Operations Manager (OpsMgr),
System Center 2012 Operations Manager, builds on the
capabilities introduced in OpsMgr 2007. In its fourth major
release by Microsoft, the product team takes the best of
OpsMgr 2007 and adds a number of enhancements, includ-
ing resource pools for redundancy and high availability,
significant changes in network and application monitoring,
and new dashboard capabilities. This chapter takes a brief
look at the history of Operations Manager and then high-
lights the changes in this release.

The History of Operations Manager

Let’s spend a moment reviewing the history of Microsoft’s
presence in the server monitoring space. Microsoft first
included server health and monitoring functionality with
applications such as Application Center 2000, Systems
Management Server (SMS) 2.0, and BackOffice Server 2000.
The monitoring capability in these products enabled a
system administrator to have a centralized view of informa-
tion pertaining to functional health, performance, and the
event log data of servers within that specific application
environment; monitoring was limited to the servers used
by the application.

The Early Years: MOM 2000 and MOM 2005

Beginning with its very first version, Operations Manager
went beyond examining the health of servers in a single
application to examine one’s entire environment. The
product was originally based on technology developed
by Mission Critical Software for its OnePoint Operations
Manager product, which Microsoft licensed in 2000 from
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NetIQ shortly after that company acquired Mission Critical. Microsoft’s first release,
Microsoft Operations Manager (MOM) 2000, addressed scalability and performance issues
in the OnePoint product, and added significant improvements to management packs

for monitoring Microsoft applications software. Microsoft positioned MOM 2000 as an
enterprise monitoring solution with comprehensive event management, monitoring and
alerting, reporting, a built-in knowledge base, and trend analysis capabilities. However, the
architecture remained largely unchanged from the Mission Critical product.

Microsoft released one service pack (SP) for MOM 2000. SP 1 included globalization,
failover cluster support for the MOM database, performance improvements to the event
management infrastructure, enhancements to most of its management packs with particu-
lar emphasis on those for Microsoft Exchange Server and Active Directory, and several
new management packs.

In 2003, Microsoft began work on the next version of MOM. Microsoft Operations
Manager 2005 was released in August 2004. It sported an improved user interface, addi-
tional management packs, enhanced reporting, and improved performance and scalability.
SP 1 released in July 2005 with support for Windows 2003 SP 1 and SQL Server 2000 SP 4.
SP 1 was also required to support SQL Server 2005 for the operational and reporting data-
base components after that product’s release later that year.

Operations Manager 2007

Development for the next version, code named “MOM V3,” began in 2005. In 2006,
Microsoft officially announced the product’s rebranding as System Center Operations
Manager 2007. Microsoft completed work on Operations Manager 2007, which was a
total rewrite of the product, in March 2007—a list of what was new would be longer than
listing what was unchanged! OpsMgr 2007 provided best-of-breed end-to-end service
management for the Microsoft Windows platform, helping you to increase efficiency and
achieve greater control over your Information Technology (IT) environment. The focus
moved from monitoring events and generating alerts to monitoring a server’s health and
holistically monitoring server and client environments.

OpsMgr 2007 uses model-based management, where an IT environment is defined as a
model. Using models allows granular discovery of service components and presents the
ability to monitor not only the server but also the entire end-to-end service as a unique
object. These models, represented in eXtensible Markup Language (XML), are stored in
management packs; beginning with OpsMgr 2007, Microsoft moved away from the propri-
etary management pack format used by MOM 2000 and MOM 2005.

OpsMgr 2007 also includes Agentless Exception Monitoring (AEM), which provides infor-
mation on application crashes; it introduces client monitoring, PowerShell support, role-
based security, an Authoring console, the Health Explorer, Active Directory Integration,
Audit Collection Services (ACS), changes in capturing and collecting data for the OpsMgr
data warehouse, and more. A list of features introduced is available at www.microsoft.
com/en-us/download/details.aspx?id=2353. Most importantly, the architecture introduced
with Operations Manager 2007 forms the base of the technology and architecture found
today in System Center 2012 Operations Manager.
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Operations Manager 2007 SP 1 released in February 2008. SP 1 addressed bugs from the
original release including a rollup of all hot-fixes, and added enhancements in perfor-
mance and reliability, setup and recovery, user interface and experience, reporting, the
Web console, and more. (A complete list of what was new in the service pack is available
at http://technet.microsoft.com/en-us/library/bb821996.aspx, and a list of bug fixes is at
http://support.microsoft.com/kb/944443/.)

Operations Manager 2007 R2 and Beyond

Operations Manager 2007 had an “R2” release in May 2009. Release 2’s most publicized
enhancement was cross platform support for UNIX and Linux servers. Here are some of
the more notable improvements in this release:

» Cross platform monitoring

v

Integration with System Center Virtual Machine Manager (VMM) 2008, which
enabled maximizing availability of virtual workloads

Large scale monitoring of URLs
Service level monitoring

Performance enhancements

vV v v Vv

Updated Authoring console, which shipped with the installation bits

A full list of features is available at http://technet.microsoft.com/en-us/library/dd362653.
aspx.

OpsMgr 2007 R2 built upon the base release of the 2007 product, enabling it to be firmly
placed in Gartner Group’s challenger’s quadrant for IT Event Correlation and Analysis in
July 2009 and then the highly sought “magic” or leader’s quadrant in December 2010,

as shown in Figure 2.1. Gartner’s magic quadrant indicates superiority in completeness
of vision and ability to execute. (In 2011, Gartner retired the IT Event Correlation and
Analysis magic quadrant. For information, see http://www.gartner.com/id=1749715.)

Rather than releasing service packs, bug fixes to the product after OpsMgr 2007 R2 were
released in the form of cumulative updates (CUs). The most recent CU, released just before
this book was printed, is CU7 (January 8, 2013). Meanwhile, Microsoft was working on
what was variously code-named MOM V4, OM 10, and most widely known as the “vNext”
release of the product, publicly released in April 2012 as System Center 2012 Operations
Manager. Figure 2.2 illustrates Operations Manager’s life cycle.

NOTE: CUMULATIVE UPDATES BECOME UPDATE ROLLUPS

With the release of System Center 2012, cumulative updates have been renamed to
update rollups (URs), which are released for all System Center components (including
Configuration Manager). Microsoft released UR4 January 9, 2013. Beginning with UR3,
Operations Manager updates are installable with Windows Update.
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FIGURE 2.1 Operations Manager 2007 R2 in the Gartner magic quadrant (source: http://www.
gartner.com/technology/media-products/reprints/microsoft/vol2/article5/article5.html).
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FIGURE 2.2 Operations Manager development timeline.

Introducing System Center 2012 Operations
Manager

System Center Operations Manager 2007 Unleashed (Sams, 2008) discussed how the nomen-
clature change from Microsoft Operations Manager 2005 to System Center Operations
Manager 2007 suggested OpsMgr had a facelift with that release. The same is true with
System Center 2012 Operations Manager. While the core architecture has not undergone
the vast changes introduced with the OpsMgr 2007 product and changes for the most
part are evolutionary, the name change emphasizes System Center is the actual product,
with the latest release being System Center 2012, with the component of interest being
Operations Manager.
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Beginning with System Center 2012, Microsoft is releasing System Center as a single
product, rather than in waves of individual components. Corresponding with this are
significant licensing changes for System Center, discussed in Chapter 4, “Planning an
Operations Manager Deployment.” System Center 2012 also includes a higher level

of integration and cohesion between its components, along with a common installer,
although the first version of the installer is far from the robust installer available in prod-
ucts such as Microsoft Office. This is not to say that System Center 2012 is the ultimate
vision of integration between its components. Rather, it is a first release of a single System
Center product, first announced at the Microsoft Management Summit (MMS) in 2003,
and then consisting of two technically unrelated products: MOM 2000 and SMS 2003.
System Center, you've come a long way, but the journey isn’t over yet!

The System Center 2012 Operations Manager component includes a number of new
features and capabilities; some key improvements being changes in management server
architecture to eliminate single points of failure, new capabilities for network monitoring,
and application performance monitoring, just to name a few. The next sections discuss
the changes in this release, which Microsoft documents at http://technet.microsoft.com/
en-US/library/jj656648.aspx. Additional information is available at http://www.windows-
networking.com/articles_tutorials/Introduction-System-Center-Operations-Manager-2012-
Partl.html, although this was written during the beta timeframe.

THE SYSTEM CENTER 2012 SERVICE PACK 1 RELEASE

This book was written while System Center 2012 SP 1 was in development. While the
contents of the service pack are subject to change with its final release, here is what is
anticipated for Operations Manager with this service pack:

» Full support for Windows Server 2012: Support for the OS on System Center (and
OpsMgr) 2012 servers; management packs for Windows Server 2012.

» Full support for SQL Server 2012: Support for the database engine on System
Center (and OpsMgr) servers, including support for AlwaysOn; management packs
for SQL Server 2012.

» Storage functionality enhancements: SP 1 adds hypervisor support for storage
monitoring alerting based on provisioning thresholds as defined by Windows Server
2012.

» Virtual network support: This will be available for Hyper-V systems only. VMware
support is unchanged from System Center 2012 RTM.

» Enhanced network monitoring: Additional network device support.

» Global Service Monitor (GSM): This is a new cloud-enabled capability that extends
application monitoring, enabling you to add outside-in testing to incorporate your
users’ experience of your website or web application.

» APM enhancements: Support for Windows Foundation Classes (WFC), ASP.NET

model-view controller (MVC), .NET Windows services, Azure SDK (storage and SQL
Azure support), and Internet Information Services (IIS) 8.

» Resolution States: With Service Pack 1 for Operations Manager 2012, Microsoft is
adding several new resolution states.
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» 360 dashboards: The term “360” refers to an out of the box capability. These
dashboards are a .NET application that is immediately functional out of the box. A
new Applications dashboard will be available under Application Monitoring in the
Operations console.

» Team Foundation Server (TFS) synchronization: Two-way communication between
OpsMgr and TFS, such that changes a developer makes are communicated to the
OpsMgr administrator.

Microsoft also documents the changes to OpsMgr 2012 in SP 1 at
http://technet.microsoft.com/en-US/library/jj656650.aspx.

Supported Configurations

System Center 2012 Operations Manager continues to build on the robustness of OpsMgr
2007 R2. Table 2.1 lists supported configurations for agents, applications, consoles, and
network devices. “Supported” means Microsoft has tested these configurations and will
support them; these are not necessarily the outer limits of what will run. In some cases,
the load on individual agents may affect what will perform well. For additional infor-
mation on monitored item capacity, see http://technet.microsoft.com/en-us/library/
hh205990.aspx#BKMK_MonitoredItem.

TABLE 2.1 Supported configurations for agents, applications, consoles, and network devices

Monitored Item Recommended Limit
Open Operations consoles 50
Agent-monitored computers reporting to a 3,000

management server
Agent-monitored computers reporting to a gateway 2,000

server
Agents in a single management group 15,000
Collective client monitored computers per 2,500

management server

Agentless Exception Monitored (AEM) computers 25,000
per dedicated management server

AEM computers per management group 100,000
Management servers per agent for multi-homing 4

Agentless-managed computers per management 10

server

Agentless-managed computers per management 60

group

Agent-managed and UNIX or Linux computers per 6,000 (with 50 open consoles); 15,000
management group (with 25 open consoles)


http://technet.microsoft.com/en-US/library/jj656650.aspx
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Monitored Item Recommended Limit

UNIX or Linux computers per dedicated manage- 500
ment server

UNIX or Linux computers monitored per dedicated 100
gateway server

Network devices managed by a resource pool with 1,000
three or more management servers

Network devices managed by two resource pools 2,000
Application performance monitoring (APM) agents 700

APM applications 400
URLs monitored per dedicated management 3,000
server

URLs monitored per dedicated management group 12,000
URLs monitored per agent 50

Root Management Server and Root Management Server Emulator

Sometimes an area of angst with the management server architecture introduced in
OpsMgr 2007 was the root management server (RMS). The RMS, often referred to as the
product’s “Achilles’ heel,” was a single point of failure, as it ran workflows and services
that did not run on other management servers. When the RMS was unavailable, these
functions would not run. Here’s what the RMS was solely responsible for providing:

» Console access
» Role based access control
» Distribution of configurations to agents
» Connectors to other management systems
> Alert notifications
» Health aggregation
» Group calculations
> Availability
» Dependency monitoring
» Database grooming
>

Enabling model-based management

In addition, there were two Windows services that started only on the RMS and were
disabled on other management servers: the SDK and Config services. A third service, the
Health Service—renamed in OpsMgr 2007 R2 to System Center Management but often
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referred to by its previous name—runs on all management servers (and agent-monitored
systems), but had a unique role on the RMS, running workloads for the entire manage-
ment group.

With all these responsibilities, the RMS often was a performance and scalability bottle-
neck, in addition to being a single point of failure. Making the RMS highly available
required clustering—not necessarily for the faint of heart—or having a secondary manage-
ment server available to be promoted to the RMS role. If the RMS became unavailable,
those functions the RMS was responsible for were also unavailable until another manage-
ment server could take over that role.

System Center 2012 Operations Manager removes the RMS role. The SDK service
(renamed to the System Center Data Access Service or DAS) now starts automatically on
every management server, and the Config service (now the System Center Management
Configuration service), rewritten and renamed from OMCG to CSHOST, is federated
among management servers. Rather than using data stored in memory on the RMS as

was the case in OpsMgr 2007, the configuration service uses a new set of tables in the
Operations Manager database (known as the Configuration Store and identified as CS.*) to
persist the instance space.

NOTE: DEVELOPMENT TRIVIA ON THE CONFIGURATION STORE

During early test releases of System Center 2012 Operations Manager, the Configuration
Store was in a separate database. It was later incorporated into the operational database
once it was determined that this would not affect performance, giving OpsMgr administra-
tors one less database to maintain and back up.

To distribute the RMS-specific workloads to all management servers, Microsoft developed
the concept of resource pools, discussed in depth in the “Resource Pools” section. Three
resource pools distribute the RMS-specific workloads:

»> All Management Servers Resource Pool: This pool has most RMS-specific instances
and workflows. Exceptions are the AD Integration workflows and Alert Subscription
Service.

» Notifications Resource Pool: The Alert Subscription Service instance is targeted to
this pool. Using a separate pool allows you to easily remove management servers
from the pool that should not be participating in notifications.

» AD Assignment Resource Pool: AD Integration workflows are targeted to this pool
so you can more easily control the location where the AD assignment workflows are
running.

The RMS emulator (RMSE) is a special role added to one of the management servers,
by default the first installed management server. The RMS emulator is for backwards
compatibility to legacy management packs; it is not actually required for the manage-
ment group to function correctly. To determine which management server has the role
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of RMS emulator, open the OpsMgr Operations console and navigate to Administration
-> Management Servers. Figure 2.3 shows that Helios is currently acting as the RMS
emulator in the Odyssey OMGRP management group. Should you need to move the RMS
emulator role, Microsoft provides the Get-SCOMRMSEmulator, Set-SCOMRMSEmulator, and
Remove - SCOMRMSEmulator PowerShell cmdlets to identify, move, and delete the RMSE;
these scripts are discussed in Chapter 23, “PowerShell and Operations Manager.”

TIP: INFORMATION ABOUT RMS EMULATOR

For additional information on the RMS emulator, see these posts:
» http://blogs.catapultsystems.com/cfuller/archive/2012/01/11/what-does-the-root-
management-server-emulator-rmse-actually-do-in-opsmgr-scom.aspx
» http://scug.be/blogs/christopher/archive/2012/01/09/scom-2012-move-rms-
emulator-role.aspx

» http://blogs.technet.com/b/momteam/archive/2011/08/22/topology-changes-in-
system-center-2012-operations-manager-overview.aspx.

Management Servers (5}
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FIGURE 2.3 The Management Servers view identifies the current RMS emulator.

NOTE: GATEWAY SERVERS DISPLAY IN THE MANAGEMENT SERVERS LIST IN
OPERATIONS CONSOLE

Figure 2.3 shows three management servers in the ODYSSEY domain and two in odyssey-
lab. The viceroy and regent servers are actually gateway servers.

High Availability with Resource Pools

Resource pools are a collection of management or gateway servers that can take on moni-
toring workflows if one of the management/gateway servers becomes unavailable. Several
resource pools are installed with the OpsMgr 2012, and you can create your own for
specific purposes. As an example, you could create a resource pool of management servers
located in the same geographic area that provide network device monitoring. Using
resource pools helps your management group to be highly available.

The management servers in any given resource pool are treated as having equal capac-
ity; differences in processors and memory are not considered; different workloads are not
taken into account and are distributed among available servers in the pool. The authors
recommend you plan for all management servers to have similar configurations.
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By default, all management servers are members of the resource pools created when
OpsMagr is installed, and management servers added to the management group are auto-
matically added to any resource pool with a membership type of Automatic. Removing
a management server from a pool changes the membership type of that pool to Manual.
Figure 2.4 shows the resource pools created by default. To see the current list of resource
pools, navigate in the Operations console to Administration -> Resource Pools.

Hesource Fools (3)
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FIGURE 2.4 Resource pools created by OpsMgr management group installation.

Here are several caveats to keep in mind:

» Windows agents do not use resource pools for failover; they continue to function as
in OpsMgr 2007. You can implement Active Directory Integration (ADI) as discussed
in Chapter 8, “Installing and Configuring Agents.”

» Resource pools only cover health service functionality. The workflows targeted to the
instances are loaded by the health service in the pool that is managing that instance.
Should one of the health services in the resource pool fail, the other health services
pick up the work the failed member was running. For failover of the SDK service,
consider Network Load Balancing, covered in Chapter 9, “Complex Configurations.”

Viewing Resource Pool Health

You can view the health of resource pool members in the Administration pane of the
Operations console. Navigate to the Resource Pool node, select the pool you want to work
with and then select View Resource Pool Members in the Tasks pane to view the health
of the members of the selected resource pool.

Resource Pool Events

A number of events provide feedback regarding the state of each member of the pool.
These events, listed in Table 2.2, are not collected or stored by Operations Manager; you
must connect to each pool member’s event log to view the events. If there is a problem
with the health of a pool, start your investigation by looking at the event log. All resource
pool events are logged under the Pool Manager category.



Introducing System Center 2012 Operations Manager 69

TABLE 2.2 Resource pool events

Event ID Name Severity Explanation Description
15000 Pool Member Informational  Indicates a member The pool member
Initialized Event of a pool has received has initialized.
configuration and
started the failover
process.
15001 Operations Informational More than half the More than half
Manager Resource pool members must of the members
Pool Member be able to communi- of the pool have
Initial Check Ack cate with each other  acknowledged
Quorum for a pool to perform  the most recent
work. Once the initial initialization check
check ack quorum request. The pool
is achieved, a lease member will send
request can be sent a lease request
out. to acquire owner-
ship of managed
objects assigned
to the pool.
15002 Operations Error This is the only event The pool member
Manager that can occur repeat- cannot send a
Resource Pool edly without interme-  lease request to
Member Quorum diate events, so it acquire owner-
Failure is throttled to once ship of managed
every 10 minutes objects because
per pool if no other half or fewer
changes in the pool members of the
occur. It indicates pool acknowledged
a majority of pool the most recent
members has not initialization check
acknowledged the request. The
initial check request.  pool member will
continue to send
an initialization
check request.
15003 Operations Informational  This event is the Availability of
Manager result of a check ack  one or more

Resource Pool
Member Failover

message that influ-

enced the logic used
to determine if a pool
member is available.

members of the
pool has changed.
Ownership for all
managed objects
assigned to the
pool will be redis-
tributed between
pool members.
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Event ID Name Severity Explanation Description
15004 Operations Error This event is logged The pool member
Manager resource if a majority of pool no longer owns
pool member not members do not any managed
allowed to perform respond to the last objects assigned
work lease request before  to the pool
the previous lease because half or
expired. fewer members did

not acknowledge
the most recent
lease request. The
pool member has
unloaded the work-
flows for managed
objects it previ-
ously owned.

Network Monitoring Enhancements

OpsMgr 2012 provides physical network monitoring of routers and switches, extending
to their interfaces and ports. This and other functionality is made available by Microsoft’s
licensing of EMC’s SMARTS. The SMARTS technology provides root-cause analysis capa-
bility across an enterprise by looking at network connections and interpreting events

by looking at the symptoms those events spawn. Here’s what is included in networking
monitoring:

» Network device discovery, monitoring and reporting
» SNMP v3 support; previous versions supported SNMP v1 and v2c
» [Pv4 and IPv6 support
» Port/interface monitoring; this includes, along other monitors:
» Up/down monitoring
» Traffic volume
» Utilization
» Dropped packet rate
> Broadcast traffic statistics
Virtual Local Area Network (VLAN) health monitoring
Overall connection health

Hot Standby Router Protocol (HSRP) group health

vV v v Vv

New visualization/dashboards
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» Overall network summary: Shows the health of the network.

» Network node: Shows health of a device on the network. Figure 2.5 is an
example of this dashboard.

» Network interface: Displays interface-level statistics.
> Vicinity: Shows a device, its neighbors, and connected Window servers.

See Chapter 16, “Network Monitoring,” for a detailed discussion of network monitoring.

[———
Vicinity View Average Availability

Shun _? Previcus 7 Days Previous 30 Days

]

FIGURE 2.5 The Network Node Dashboard.

Monitoring .NET Applications

Also known as application performance monitoring, APM is Microsoft’s integration of
AVIcode into OpsMgr. APM has the ability to drill into an application performance alert
down to the code level to see exactly what is going on and where the issues are, giving
you a single tool to monitor both applications and your infrastructure. As APM is config-
ured using templates, it does not require authoring management packs or code modifica-
tions. Interfaces include the Application Advisor (shown in Figure 2.6) and Applications
Diagnostics Web consoles, with the Web Application Availability Monitoring Wizard
added to the Monitoring space of the Operations console.

This feature, discussed in Chapter 15, “Monitoring .NET Applications,” is available for
.NET web applications and web services running IIS 7.x in OpsMgr 2012 RTM; SP 1 adds
support for WFC, ASP.NET MVC, .NET Windows Services, Azure SDK, and IIS 8.

APM is the Gartner Group 2012 Challenger’s quadrant for Application Performance
monitoring, as discussed at http://www.gartner.com/technology/reprints.
do?ct=120820&id=1-1BRNFOO&st=sg and http://innetworktech.com/wp-content/
uploads/2012/08/2012-Magic-Quadrant-for-Application-Performance-Monitoring.pdf.
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FIGURE 2.6 APM Application Advisor.

Using PowerShell

System Center 2012 Operations Manager incorporates about 30 new PowerShell cmdlets,
enabling support of anything performed in the console via a cmdlet. Previous OpsMgr
2007 cmdlets are renamed to have a SCOM prefix in the name and now have new param-
eters; the OpsMgr 2007 cmdlets, although depreciated, still work in this version by loading
the OpsMgr 2007 snap-in. PowerShell capabilities are discussed in Chapter 23.

Saving Overrides
A welcome change is that the Default management pack is no longer the default location
for saving overrides or creating new management packs. Figure 2.7 shows where the drop-
down now prompts you to select a management pack.
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FIGURE 2.7 Overrides are no longer saved in the Default management pack by default.

Using the Console

The Operations Manager “full” console remains largely unchanged in OpsMgr 2012.
Unlike consoles in some of the other System Center 2012 components, the Operations
console does not include the ribbon bar (some may consider this an advantage). One
change is the Actions pane is renamed to the Tasks pane. For an in-depth discussion of the
console, see Chapter 7, “Configuring and Using System Center 2012 Operations Manager.”
Figure 2.8 shows the Operations console.

Web Console Updates

The OpsMgr 2012 Web console is completely redesigned and based on Silverlight. All
monitoring capabilities in the full console are now available in the Web console, along
with access to the My Workspace node. Figure 2.9 shows the Monitoring space in the Web
console.
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Maintenance Mode on Management Servers

Operations Manager does not block placing management servers into maintenance mode.
However, the way management servers behave when placed into maintenance mode has
changed:

» When you place a management server in maintenance mode, the System Center
Management Configuration Service changes the agent assignment to force the
agents to fail over to another management server, ensuring data loss does not occur.

» In OpsMgr 2007, a management server was unable to take itself out of maintenance
mode. This was because maintenance mode unloaded all workflows, including the
End Maintenance Mode workflow! This now changes with the assignment of the
End Maintenance Mode workflow to the All Management Servers resource pool. By
being in the resource pool, the workflow fails over to another management server
and reloads to be able to exit maintenance on the management server that is placed
in maintenance mode. (By definition, having a resource pool requires at least two
management servers, so if you only have a single management server it will never
come out of maintenance mode because there is no other management server avail-
able for workflow failover.)

Dashboards

OpsMgr contains significant enhancements in its capability to display data through
use of dashboard technologies. Discussed in Chapter 11, “Dashboards, Trending, and
Forecasting,” here are some of the highlights:

» Dashboards are distributed in management packs.
» Authoring dashboards does not require coding.

» You can access dashboards via the Operations console, the Web console, and a
SharePoint Web Part.

What’s New in Security

In OpsMgr 2012, the local Administrators group is used to populate the Operations
Manager Administrator role. This differs from OpsMgr 2007, where you could configure
the group in that role; if you specified an incorrect group, you ran the risk of being
unable to start the Operations console to be able to change that group without editing
MomAuth.xml.

Operations Manager 2007 R2 simplified the original presentation of Run As accounts
and profiles by adding distribution and targeting features. When you associate a Run As
account with a particular Run As profile, you can target the profile to any class available
in Operations Manager and see the logical relationship between the two. Both Run As
account distribution and Run As account targeting must be correctly configured for the
Run As profile to work properly.
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Connector Functionality Replaced by System Center 2012
Orchestrator

Previous versions of Operations Manager used connectors to connect to other systems. In
System Center 2012 Operations Manager, this functionality is replaced by Orchestrator
integration packs. For information on Orchestrator, see Chapter 21, “System Center
Integration,” and System Center 2012 Orchestrator Unleashed (Sams, 2013).

Changes in Capacity

With the most recent version of Operations Manager, Microsoft has increased capacity in
several areas to extend the product’s monitoring capabilities. Table 2.3 compares manage-
ment features across the different versions.

TABLE 2.3 Comparison of Operations Manager capabilities across versions

Feature MOoM MOoM MOoM MOM OpsMgr OpsMgr OpsMgr OpsMgr

2000 2000 2005 2005 2007 2007 2007 2012
SP1 SP1 SP1 R2

Managed 1,000 2,000 3,500 4,000 5,000 6,000 6,000 15,000

computers

per manage-

ment group

Managed 700 1,000 1,200 2,000 2,000 2,000 2,000 3,000

computers UNIX/ UNIX/

per manage- Linux: Linux:500

ment server 200

Management 4 10 10 10 10 No No No defined

servers per defined defined limit

management limit limit

group

Agentless n/a n/a 60 60 60 60 60 60

managed

computers

per manage-

ment group

Agentless n/a n/a 10 10 10 10 10 10

managed

computers

per manage-

ment server

Agents per n/a n/a n/a n/a 200 800 1,500 2,000

gateway UNIX/

server Linux: 100
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Terminology and Concepts

Microsoft has added some terms in Operations Manager 2012 with which you need to
become familiar. Before beginning how to deploy and operate OpsMgr, familiarize yourself
with the terminology and concepts that define System Center 2012 Operations Manager,
discussed in the following sections. Microsoft provides a glossary of terms for System
Center 2012 Operations Manager at http://technet.microsoft.com/en-us/library/hh710011.
aspx.

AEM: Capturing Application Crash Information

Agentless exception monitoring provides data on application crashes, resulting in infor-
mation your organization can analyze for patterns. A management server can optionally
forward AEM data to Microsoft for analysis rather than having each individual client
forward the data.

Operations Manager Agent

An OpsMgr agent is the feature installed on a computer that performs management. Based
on the management packs associated with the computer, the agent collects data, compares
sampled data to predefined values, creates alerts, and runs responses. Computers can be
agent-managed, or agentless. An agentless-monitored computer does not run the OpsMgr
agent. The agent feature on a management server (or another OpsMgr agent) gathers data
from the agentless managed computer through remote calls to that system.

Audit Collection

ACS is a secure and efficient way to gather Security event logs from systems and consoli-
date them for analysis and reporting. These events are stored in an audit database.
Deploying ACS involves ACS forwarders, the ACS collector, and the ACS audit database.
The ACS agent is included in the OpsMgr agent deployment.

Post OpsMgr 2007 R2, Microsoft extended ACS to include cross platform support. ACS
capabilities are largely unchanged in System Center 2012 Operations Manager. ACS is
discussed further in Chapter 10, “Security and Compliance.”

Classes: Templates for Objects

A class is an item that is targeted for all operations. Think of a class as a template defining
a set of objects of a certain type and the properties of those objects. Classes can exist in a
parent-child relationship where the child class inherits properties from the parent class.

Features Versus Components

Components in OpsMgr 2007 are now called product features, as the previous products in
the System Center suite are now components of System Center 2012. As an example, the
OpsMgr agent is now a feature, rather than a component.
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Gateways
The gateway server plays two roles in Operations Manager:

» Operations Manager requires mutual authentication between the management server
and the agent. A gateway server enables monitoring of computers that lie outside
the Kerberos trust boundaries (Kerberos realm) of the management group. When
an agent belongs to an untrusted domain, is outside the corporate firewall, in a
demilitarized zone (DMZ, also known as a perimeter network), or in a workgroup, it
is not able to use mutual authentication as a secure channel to communicate with
a management server. Gateway servers use certificates to communicate with those
agents that cannot otherwise communicate with a management server. The gateway
acts as a proxy server to take data from these agents and forward it to a management
server inside the firewall.

» An additional use of gateway servers is their implementation in distributed envi-
ronments where remote sites are located at the end of a long-distance wide area
network (WAN) link. The gateway server aggregates communications from agents
and minimizes traffic between the remote site and a management server. The data
transmitted between the agent and a management server (or gateway server) is both
encrypted and compressed. By compressing at the gateway before sending it across
the WAN, you can take advantage of a compression ratio ranging from approxi-
mately 4:1 to 6:1. More information on using gateways is in Chapter 4.

Heartbeats: Checking the Health of the Agent

A heartbeat is a message sent by an agent to its management server that tells the manage-
ment server the agent is functioning. The heartbeat also informs Operations Manager of
the current rules evaluated by the agent and requests updates if necessary.

Management Group

A management group is the basic functional unit of an Operations Manager implementa-
tion that can perform monitoring. It must contain a SQL Server database server, one or
more management servers, one or more Operations consoles, and one or more agents. It
can also contain a SQL Server reporting server, a gateway server, and an ACS server and
database.

Management Pack

The heart of Operations Manager is its management packs, which are collections of objects
including monitors, rules, alerts, performance events, and reports for a specific application
or product feature set. Management packs use XML. Management packs are the brains of
Operations Manager; they provide the logic and reports used for monitoring.



Terminology and Concepts 79

Management Server

Management servers are those components of an Operations Manager management group
that are responsible for communication with agents, databases, and the consoles. Each
management group must have at least one management server, which is installed during
OpsMgr setup.

Models

Models are software representations of hardware, software, services, and other logical
components that are in your environment. The model captures the nature of those
components and the relationships between them.

Resource Pool

A resource pool is a collection of management or gateway servers that automatically
distribute Operations Manager workflows between the management servers in that collec-
tion. If one or more servers in the pool become unavailable, the workflows are automati-
cally redistributed.

RMS Emulator

The RMS emulator is a management server designated to run management pack functions
specifically targeted to the Root Management Server class. These tend to be older (legacy)
management packs, as newer management packs do not target this class. The RMS emula-
tor role was created to not break existing management packs that specifically target the
RMS. Here are two articles with additional information:

> http://blogs.technet.com/b/momteam/archive/2011/08/22/topology-changes-in-
system-center-2012-operations-manager-overview.aspx

> http://www.systemcentercentral.com/BlogDetails/tabid/143/IndexID/91085/Default.
aspx

Run As Account

This is a Windows account that can be associated with a Run As profile, and can
use Windows Authentication, NTLM, Basic, Digest, Simple, or Binary methods of
authentication.

Run As Profile

A Run As profile is a profile that associates a credential with a workflow so it can run
using those credentials.
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When a workflow requires credentials that cannot be provided by the default action
account, it can be written to use a Run As profile. The Run As profile can have multiple
Run As accounts associated with it, each specifying the necessary credentials for specific
computers. Multiple workflows can use the same Run As profile, as shown in Figure 2.10.
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FIGURE 2.10 Using a Run As profile.

User Role

A user role is a combination of a profile that combines actions users can take (such as an
OpsMgr Administrator or OpsMgr Operator) and a scope, which are the objects the users
can take those actions on, such as all SQL Servers. A user role is also a security boundary.
The OpsMgr administrator can utilize user roles to control access to views and tasks to
those OpsMgr users assigned to that role.

Summary

This chapter covered the history of Operations Manager and highlighted the changes in
the System Center 2012 Operations Manager release. It also discussed Service Pack 1, in
prerelease at the time of writing this chapter. The next chapter discusses how OpsMgr
actually works, giving you a look at the internals of this System Center component.
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().count method (PowerShell), 1190-1191
& (ampersand), scripting, 683

$ (dollar sign), PowerShell variables, 1191
2-state Above monitor, 703

2-state Baselining monitor, 703

2-state Below monitor, 703

3-state Baselining monitor, 703

A

abstract classes, 1124
access
ACS
data violation, 522-523
reports, 512
Microsoft WER backend database, 982
mobile solutions, 370-371
role-based, sensitive data, 811-812
saved searches, 369
SNMP, 830
UNIX/Linux systems, 1012
firewalls, 1014
privilege elevation architecture, 1013
accounts
action, 474
Action Account tool, 749
configuring, 476-478
credentials, editing, 478
gateway, 482
low-privileged, 476-478



1382 accounts

notification, 480

older operating systems, 478

unlocking, 489
administration, 365

Execution Account password, editing,
480-481

Operations Manager
configuring, 214
installing, 206-207
privileged versus unprivileged, 397
required, 473-475
action, 474
Agent Installation, 480
Computer Discovery, 480
Data Reader, 480
Data Warehouse Write, 480
Gateway Action, 482
IS Report Server Application Pool, 481
installation/initial setup, 473-475
monitoring host process, 474-476
MSAA, 476
multiple monitoring host instances, 476
Notification Action, 480
Reporting Services Execution, 480-481

System Center Configuration Service,
479

System Center Data Access Service, 479
System Center Management, 482
Windows Service, 482

Run As, 469-473
associating with Run As profile, 472
credentials, checking, 472
defined, 79
JEE, 1055-1058
listing of, 473
management packs, 469

network device discovery rules, configur-
ing, 843-844

network monitoring, 835-836
single use, 469
SNMP v3 devices, 848

UNIX/Linux, configuring, 395, 1016-1017

Windows security, 190-191

ACS (Audit Collection Service), 98

administration
administrator security, 513
AdtAdmin tool, 516-518
collector performance, 519, 521
data preservation, 513
database sizes, 521-522
monitoring views, 519-520
performance, monitoring, 520-521
reports, 512, 514-516
retention periods, 513

security audit report consumers,
identifying, 512

architecture, planning, 503

ACS database SQL servers, clustering,
503

collectors capacity, 505-507

reporting integration, 504

security partitions, creating, 504

SQL Server editions, 507-508
audit policies, 499

domain/domain controller, 500-501

GPMC categories, 501

local, 500

security policies comparison, 499

Windows Server, 502-501
auditing scenarios

access violation, 523-524

administrative group unauthorized
change, 522-523

auditors security group, creating, 509
certificate-based authentication, 239
collectors, 94, 98



assigning multiple to ACS forwarders,
434

capacity planning, 505-507

installing, 187

monitoring, 520-521

ODBC data sources, 508

performance, 519, 521

performance counters, 1323

server designs, 167

two pointing to same database, 434-435
upgrading, 285

database servers

designs, 166
redundancy, 167
requirements
hardware, 167
operating system, 166
sizing calculator, 167

databases

installing, 187

maintenance, 588

moving to new server, 601-602
recovering with DPM, 616
security, 483-484

sizes, 521-522

sizing online content, 1379
SQL servers, clustering, 503
upgrading, 255

ACS Database Connectivity DA 1383

certificates, configuring, 246
enabling, 246-247

groups, creating, 517
logging, 520

monitoring, 520-521

multiple ACS collector assignments, 434

server design, 167
high availability, 433-436
ACS pairs, 433
failing back, 436
failing over, 436

multiple ACS collector assignments to
ACS forwarders, 434

two ACS collectors pointing to same
database, 434-435

IDS, compared, 497-498

installing, 235-236
database file locations, 237
database, creating, 236-237
event retention schedule, 238
reporting to SSRS instance, 239
SQL Server authentication, 237
summary, 238

planning, 499

registry keys, 1339

reports
accessing, 512
Audit/Audit5 templates, 515

backing up, 608-609
data preservation, 513
deploying to SSRS instance, 239-241
ACS auditors security group, creating, interactive mode, 514
509 new, 525
scheduling, 515-516
upgrading, 288
retention periods, editing, 513
ACS Database Connectivity DA
components, 935

dedicated management group, 144
defined, 77
deploying, 508

complete integration scenario, 510
data source connection credentials, 511
reporting integration, 510
security boundaries, 511
forwarders
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adding, 936 resource pools, 365
renaming, 936 assignment, 365
creating, 935 integration, 154
ACSConfig.xml file, 433 Script tool, 749
Action Account Tool, 749 server communication with management
server rules, 403-404

action accounts, 474

Action Account tool, 749 topology, 49
credentials, editing, 478 Topology Root DA, 921-922

gateway, 482 diagram view, 924

low-privilege, 476-478 Health Explorer, 922-923
in-line tasks, 924

verification, 404-405

management packs, configuring, 477
notification, 480

older operating systems, 478 website, 406
unlocking, 489 Active File Downloads performance counter,
’ 1315

ACTIONS_USE_COMPUTER_ACCOUNT

parameter, 399 Active File Uploads performance counter, 1315

ACTIONSDOMAIN parameter, 399 Active Workflows performance counter, 1316
ACTIONSPASSWORD parameter, 399 activities (IPs), 1107-1108
ACTIONSUSER parameter, 399 Add Monitoring Wizard, 879-881

Add-SCOMAlertResolutionState cmdlet, 1208
addresses (IP)

active alerts, viewing, 340-341
Active Alerts global view (Monitoring pane),

personalizing, 340-341 ARP cache, troubleshooting, 866
Active Alerts pane filters, configuring, 773
details, 41 remote network devices, 958
properties, 41 administration
Active Directory, 401 ACS
agent failover, 417 access violation, 522-523
Based Agent Assignment Account profile, administrative group unauthorized
470 change, 522-523
container, creating, 402-403 administrator security, 513
Enroliment Policy, 1255-1257 AdtAdmin tool, 516-518
global security group resource pool collector performance, 519, 521

members, 401 data preservation, 513

databases sizes, 521-522
monitoring views, 519-520

MOMADAdmin, adding to administrator role,
404

removing, 406
performance, monitoring, 520-521

reports, 512, 513

requirements, 401



retention periods, 513

security audit report consumers,
identifying, 512

alerts, 744

management packs
content, viewing, 667
listing, 667

System Center Core Monitoring Agent
Management, 666

System Center Internal Library manage-

ment pack, 666

network monitoring, OpsMgr 2012 versus
OpsMgr 2007, 868-869

operations, 456
Administration pane, 355
connected management groups, 355
device management, 356
agent-managed, 356
agentless, 357
management servers, 357
pending agent requests, 357
UNIX/Linux, 357
management packs, 357-360
network management, 360
notifications, 361-363
channels, 361-362
subscribers, 362
subscriptions, 362-363
product connectors, 363
resource pools, 363-365
Run As Configuration section, 365-366
security, 366
settings, 366-368

administrative groups, unauthorized changes,
522-523

administrative models information, gathering,
140

AEM (Agentless Exception Monitoring)

administrators
ACS security, 513
MOMADAdmin, adding, 404
profile, 460
role, 366
AdtAdmin tool, 516-518
ACS forwarder groups, creating, 517
commands, 517-518
function categories, 516-517
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Parameters registry key values, setting, 518

retention periods, 513

stats command, 518
Advanced Network Adapters Group, 852
Advanced Operator profile, 460
advanced operator role, 366
Advanced Search page, 730, 731
Advanced Settings dialog box, 764
AeDebug registry key, 976

AEM (Agentless Exception Monitoring), 60, 961

agentless monitoring, compared, 420
architecture, 968-970
CEIP
crash/hang report forwarding, 990
data collection examples, 986-987
forwarding benefits, 991
participation level tabs, 988
privacy settings, 987
privacy statements, 992
security, 991-992
console views, 977-978
dedicated management group, 993
defined, 77

enabling on management server, 970-972

error buckets, 979-981

error reporting processing flow, 968-970

file share permissions, 975
folders, 975, 977
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AEM (Agentless Exception Monitoring)

GPMC installation, 973
GPO, deploying, 973-975
history
Dr. Watson, 962-963
error reporting, 963-964
management pack, 750

Microsoft WER backend database access,
982

new features, 1001

planning, 167-168

reports, 982
application error, 983-984
error groups, 985-986
resources online, 986
SLAs, tracking, 982

surveys, 981-982

Validation tool, 750

verification, 974-975

views, 975

Windows 8 client support, 167

Agent Assignment and Failover Wizard, 403
Agent control panel applet, 413

Agent Installation accounts, 190, 480
agent-managed systems, 379-382

agent proxying, configuring, 488
agentless system conversions, 411-412
deployment scenarios, 992-993
managing, 356
monitoring
aggregate, 995-996
business critical, 997-1000
client monitoring management pack, 994
new features, 1001
synthetic transactions, 1001
performance, 380
processor utilization, 380
registry settings, 1332

resource requirements
after deployment, 381
during deployment, 381

same name agentless systems, trouble-
shooting, 383

AgentHandlers.config file, 822
Agentless Exception Monitoring. See AEM
agentless managed systems
AEM, compared, 420
agent proxying, configuring, 488
clustered servers, 382
converting to agent-managed, 411-412
devices, managing, 357
features, 383
firewall support, 496
limitations, 383
minimally monitored systems, 382
proxy agents, 382
resource requirements
after deployment, 381
during deployment, 381

same name agent managed systems, trou-
bleshooting, 383

Service Manager, 383

unsupported Windows operating systems,
382

validated systems, 382
agents

ACS forwarders
certificates, configuring, 246
enabling, 246-247

action account, 190, 475

Active Directory Integration, 401
container, creating, 402-403

global security group resource pool
members, 401

MOMADAdmin, adding to administrator
role, 404



removing, 406
requirements, 401

server communication with management
server rules, 403-404

verification, 404-405
website, 406

adding to web application availability
synthetic transaction, 890

AEM versus agentless, 420
Agent control panel applet, 413
agent-managed systems, 379-382
agent proxying, configuring, 488
agentless system conversions, 411-412

client monitoring. See agent-managed
systems, monitoring

performance, 380
processor utilization, 380

resource requirements after deployment,
381

resource requirements during deploy-
ment, 381

agentless managed systems
AEM, compared, 420
agent proxying, configuring, 488
clustered servers, 382
converting to agent-managed, 411-412
deleting, 412
features, 383
firewall support, 496
limitations, 383
minimally monitored systems, 382
proxy agents, 382

resource requirements after deployment,
381

resource requirements during deploy-
ment, 381

Service Manager, 383

agents 1387

unsupported Windows operating systems,
382

validated systems, 382
configuration library, 449
control panel applet, 419
cross platform. See cross platform agents
defined, 77
deleting, 418-419
deploying, 372
Configuration Manager, 408-410
group policies, 407-408
imaging, 410
multi-homing, 413
PowerShell, 406
requirements, 387-388
trust requirements, 395
UNIX/Linux, 395-398
Windows, 389-395
design, 170
direct-reporting, installing, 1277
discovery
agentless, 378
Discovery Wizard process, 376-378
duplicate computer names, 378
graphical representation, 376
scheduling, 378
DPM, installing
trusted computers, 612
untrusted computers, 609-612
failover, 416-417
Active Directory Integration, 417
PowerShell configuration, 417
settings script, 1223
firewalls, 495-496
gateway server pushing, configuring, 233
installing, 385
command line, 245-246
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domain controllers, 923
PowerShell, 378
trusted domains, 241-243
untrusted domains, 243-246
Linux/UNIX supported, 387
load balance script, 1223-1224
manually installed
approving, 378-379, 416
dual-homing, 301
mutual authentication, 487-488
rejecting, 378-379
remote management, 414-415
UNIX/Linux, 401
upgrading, 265-266, 273, 399
Windows, 399-401
MOM 2005 interaction, 412
multi-homing, 299-301, 412-413
benefits, 447
deploying, 447
manually, 301, 448-449
.NET functions, 449
push-installed, 300-301
network devices, 384
one-liners
health state, 1227
management server check, 1227-1228
patch contents, viewing, 1227
online content, 1378-1379

operating system monitoring management
packs, 388-389

Linux/UNIX, 389

Windows, 388-389
Operations Manager

design, 170

hardware requirements, 170

operating system requirements, 170-171
OpsMgr 2007 versus OpsMgr 2012, 421

overview, 89-90
pending approval, 357
pending installations, rejecting, 272
port requirements, 411
PowerShell cmdlets, 1196-1197
properties, configuring, 416
proxy, 488
agent-managed systems, 488
agentless systems, 382
configuring, 356
push installation, 411
dual-homing, 300-301
upgrading, 270, 277
queues, 417-418
registry settings, 1332
renaming, 419
requirements
hardware, 171
operating system, 170-171
settings, 366
single-homing, 303-304
tasks, 112
troubleshooting, 383
UNIX/Linux, 384
Discovery Wizard, 395-398
health, verifying, 414
manual installation, 401
troubleshooting, 420
unknown systems, 384
updates, checking, 247
upgrading, 259-260, 272
Windows
clients, 386
control panel applet, 90
Discovery Wizard, 389-395
health, verifying, 413-414
manual installation, 399-401



operating systems supported, 385-386
servers, 386
troubleshooting, 420

Aggregate Client Monitoring management pack,
995-996

aggregate monitors, 114-115, 632
agent-managed systems, 995-996
business critical monitoring, compared, 993
defined, 1128

Aggregate Rollup monitor, 706

AIA (Authority Information Access), 1252
customization, 1253
publishing scenarios, 1252

AIX platform, 1005

AJAX (Asynchronous JavaScript and XML), 754

Alert Connector Wizard, 1089-1091

Alert Details pane, 707

alert properties page with product
knowledge, 46-47

viewing, 724
Alert view (Monitoring pane), 324-325
Alert widget, 532, 536, 562
alerts, 707
actionable, DAs, 939
active, viewing, 340-341
administration, 744
aggregate monitoring thresholds, 996
aging, 722-721
Alert Details pane, viewing, 724

APM, 785
events, 783
website, 777

channels

command, 715

E-Mail (SMTP), 712-713
IM, 713

text message (SMS), 715
types, 711

alerts 1389

closing, 676, 1091-1092
company knowledge
adding, 725-727
SharePoint solution, 728
ConfigMgr integration, 1105-1106
connectors
alert subscriptions, adding, 1092-1093
creating, 1089-1091
verification, 1094-1095
cross platform, viewing, 1027-1029
CSM events, 783
custom fields, 1091
DA views, creating, 947
defined, 669
emailing, 709
excluding from subscriptions, 723

forwarding to/from third-party systems,
11101112

generating, 39, 708
heartbeat failure overrides, 1000
life cycle, 710-711
low disk warning, 128
management packs, 652
monitor generated, 744
notifications, 42
architecture, 710
configuring, 708-709
creating, 710-711
software, 1275

Operations Manager Management Group DA,
viewing, 917

origin, finding, 707

PowerShell cmdlets, 1203
adding resolution states, 1208
automatic resolution settings, 1208
deleting resolution states, 1208
editing resolution settings, 1208-1209
properties, configuring, 1206-1207
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retrieving alerts, 1204-1206
retrieving resolution state, 1207
separating alerts, 1206

setting resolution state, 1207

processing (PowerShell one-liners),
1226-1227

product knowledge, 46-47
properties, 41
resolution state, creating, 726-740
rules, 672-677
conditions, 673
configuring, 675
descriptions, 673
event expression, 675
event log selection, 673
names, 673
overrides, creating, 676
providers, 672

rule created versus monitor created, 537

rule of the monitor exception, 744
selection page, 672
Service Manager integration, 727-728
settings, 367

shell command two state monitors,
configuring, 1042

subscribers, creating, 715-717
subscriptions, 719
based on alerts, 724
channels, 721
conditions, 720
multi-tenancy, 1270-1272
subscribers, adding, 719
summary, 721
website, 724
tasks, embedding, 707
tuning
colors, 743
ConfigMgr management pack, 1303

down, 743
fixing, compared, 742

Lync Server 2010 management pack,
1296-1297

SharePoint 2010 management pack,
1291-1293

up, 743
viewing, 39-41, 707

web application availability synthetic
transactions, 894

web application monitoring, limiting,
885-886

Windows Events monitor, creating, 693-694
All Management Server resource pool, 365
All Management Servers Resource Pool, 88-89
All References Add-in, 748
all-in-one design, 179
AlwaysOn technology, 619
ampersand (&), scripting, 683

APM (application performance monitoring),
94, 98

advanced settings, 763-764
alerts, 785
applications supported, 754
architecture, 755
AVicode 5.7, 822
benefits, 754
client-side customizations, 772-776
advanced settings, 773-774
compatibility check, 775
general settings, 773
IP address filters, 773
load balancer settings, 774
client-side monitoring, 756
components, 755
configuration conflicts, 779-780
configuring, 756-761

application components to monitor, add-

ing, 758



discovery, 760
general properties, 757-758
groups, defining, 760
server-side, 760
tagging, 760
CSM Encryption profile, 470
dashboards, 544, 784
data collection, 781
events, 782-784
statistics, 781-782
data, grooming, 582
Data Warehouse database, 583-584
Operational databases, 583
database sizing, 161
defined, 754
events
client-side, 796-797
distributed chains, 798-799
exception, 790-793
light, 815-816
performance, 793-796
properties, 789
throttling, 816-817
exceptions, 767-769
global configuration options, 808
Application Advisor, 810-811
Application Diagnostics, 808-809
IS}
restart/recycle, 776-779

web applications/services, discovering,
820

improvements, 36, 822-823
installing, 756

integration, 756

JEE. See JEE APM

low-level agent configuration, 821-822
methods, adding, 766

Application Advisor console 1391

namespaces
adding, 764-765
configuring, 781
overrides, 819-821
overview, 71
reports
Application Status, 801-802
DevOps gap, minimizing, 804
Problems Distribution Analysis, 799-801
scheduling, 802-803
requirements, 754
resource websites, 777
rules, 803
aliasing, 817-819
allowed states, 803-805
best practices, 807-808
creating, 805
exception filter, 805
performance filter, 805
sensitive data, 811
role-based access, 811-812
sensitive rules, 812-813
server-side customizations, 769-770

System Center Management APM service,
755

thresholds, 780-781

views, 785

WCF applications, discovering, 821
web portals, 129-130

website, 71

App Controller, 55
appcmd.exe, 609
Application Advisor console, 799

options, configuring, 810-811
reports
Application Status, 801-802
DevOps gap, minimizing, 804
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1392 Application Advisor console

Problems Distribution Analysis, 799-801
scheduling, 802-803
Application Diagnostics console, 786
dashboards
Applications, 788
Computers, 786-787
Events, 789
global behaviors, configuring, 808-809
Application Groups Management Wizard, 809
Application Monitoring Operator profile, 460
application performance monitoring. See APM
Application Status report, 801-802
Application View (AEM), 978
applications
distributed. See DAs
error reports, 983-984
exceptions, 793
integration, 902
monitoring operator role, 366

troubleshooting. See Application
Diagnostics console

web. See web applications
Applications dashboard, 544, 788
architecture, 82

ACS, planning, 503

ACS database SQL servers, clustering,
503

collector capacity, 505-507
reporting integration, 504
security partitions, creating, 504
SQL Server editions, 507-508
AEM, 968970
APM, 755
event throttling, 816-817
light events, 815-816
low-level agent configuration, 821-822
overrides, 819-821
rules, aliasing, 817-819

cross platform agents, 1008

authentication/data encryption,
1013-1014

benefits, 1009

communication, 1009-1009
disadvantages, 1010

firewalls, 1014

high availability, 1010-1011

privilege elevation architecture, 1013
scalability, 1010

UNIX/Linux, 1011-1012

Windows agent architecture, compared,
1008

management cloud, 1238-1240
management groups
multi-homed, 145-148
multiple, 145
notification workflow, 710
overrides, 636
ASP.NET MVC Framework, 754
Asynchronous JavaScript and XML (AJAX), 754
attributes. See properties
Audit Collection Service. See ACS, 98
audit databases, 93
backing up, 569
grooming, 582
moving to new server, 601-602
Audit Forwarding service, 97
audit policies, planning, 499
domain/domain controller, 500-501
GPMC categories, 501
local, 500
security policies, 499
Windows Server, 502-501
authentication
ACS certificate-based, 239
certificates. See certificates
gateway servers, 233-234



mutual
gateway servers, 155
non-trusted domains, 485-486
overview, 484
workgroups, 487
UNIX/Linux systems, 1013-1014
web application, monitoring, 886-887
Web console mode, 227
Author profile, 460
author role, 366, 460
authoring

application monitoring requirements,
identifying, 1129-1130

blog website, 898
classes
base, 1124
instances, 1125
relationships, 1141-1142
root, 1124-1125
types, 1124
Visio MP Designer, 1133-1135

Visio MP Designer versus Visual Studio,

1135
Visual Studio, 1136-1141

component monitoring requirements,
identifying, 1130-1132

discoveries

registry-based, creating, 1148-1153

results example, 1157-1158
script-based, 1154-1156
Visio MP Designer, 1146-1147
Visio versus Visual Studio, 1147
enhancements, 1180
files, 1380
health models, 1127
management packs, 1144-1146

Authoring pane 1393

monitors
events, 1162-1164
script-based performance, 1165-1167
types, 1128
Visio MP Designer, 1159-1160
Visio versus Visual Studio, 1160
operations, 456
preparations, 1132-1133
relationships, 1126
reports

newly created performance collection
rules, 1173-1175

targets, 1175-1179
tools, 1175
rules
Visio MP Designer, 1168
Visio versus Visual Studio, 1168
Visual Studio, 1168-1171
tools, 1132
views
Visio, 1171
Visual Studio, 1171

Authoring console, 110, 748
Authoring pane

distributed application service, 344
groups, 345-346
management packs
discovery objects, 348
monitors, 347
objects, 346-351
overrides, 348-349
rules, 348
service level tracking, 349-351
tasks, 351
templates, 342-344
views, 351
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1394 Authoring pane

overrides
creating, 734-736
finding, 737-738
overview, 342
unit monitors available, 117
Authority Information Access. See AlA
Authorization Manager (AzMan), 457, 467-468

Automatic Agent Management Account profile,
470

automation

backup processes, 611

overview, 55

recurring tasks, scripting, 1222

runbook (RBA), 1112

scripts
agent failover settings, 1223
agent load balance, 1223-1224
group maintenance mode, 1223-1224

unsealed management packs, backing up
nightly, 1222-1223

availability
high. See high availability

JEE application monitors, creating,
1070-1075

alerts, 1074
health state, 1072-1074
MBean, choosing, 1070
name/description, 1070
target application, choosing, 1070
testing, 1074

Availability Report, 862

Average Bind Write Action Batch Size
performance counter, 1317

Average Threshold monitor, 118, 697

Avg. Batch Processing Time, ms performance
counter, 1320

Avg. Batch Read Time, sec performance coun-
ter, 1316

Avg. Batch Size performance counter, 1316,
1320

Avg. Batch Write Time, sec performance
counter, 1316

Avg. Dirty Notifications/sec performance
counter, 1316

Avg. Processing Time performance counter,
1316

Avg. Queue Wait Time, ms performance
counter, 1316

AVicode 5.7, 822
AzMan (Authorization Manager), 457, 467-468

B

backing up
automating, 611
custom files, 569
databases, 264-265, 281
audit, 569
data warehouse, 568, 578-582
Master, 569
Msdb, 569
operational, 568
ReportServerTempDB, 569
scheduling, 571
SSRS ReportServer, 568
databases with SQL Server
complete, 590
operational database, 590-595
recovery types, 590
scheduling, 595
IIS metabase, 569, 609-611
management groups, 1379
management packs, 569, 603-606
from batch files, 604

exporting with Operations console,
604-606

PowerShell script, 603-604



syntax example, 603
unsealed, nightly, 1222-1223
Operational database, 590-595
planning, 621
reports, 569, 607-608
ACS, 608-609
custom, 608
packaging in management packs, 608
RMS encryption key, 262-263, 272
scheduling, 570
custom files, 570
management packs, 570
reports, 570
SSRS encryption keys, 609
virtual machine level, 609
bandwidth utilization, 147
base classes, 1124
base management packs, 1143
baselines, 701-702
Basic Service Monitor, 88, 118
Batch Age, sec performance counter, 1320
batch files, 604
Batch Size performance counter, 1320
Batches/sec performance counter, 1320
Bay Dynamics IT Analytics, 549
BeanSpy, 1052-1053
configuring, 1053
files, deploying, 1062-1063
installing, 1053, 1064
roles
adding, 1055
required, 1054
verification, 1065

Bind Data Source Average Batch Rate
performance counter, 1317

Bind Data Source Iltem Drop Rate performance
counter, 1317

business critical monitoring 1395

Bind Data Source Item Incoming Rate
performance counter, 1317

Bind Data Source Item Post Rate performance
counter, 1317

Bind Write Action Batch insertion Rate
performance counter, 1317

Bind Write Action Multiple Item Batches
performance counter, 1317

Bind Write Action Single Item Batches
performance counter, 1317

Bind Write Action Zero Item Batches
performance counter, 1317

Bing Map dashboard, 548
Bing website, 541
BITS service alert, 678
Blank DA template, 953-954
blank reports, troubleshooting
documented objects, 556
filter options, 555
predefined objects, 556
running reports
Monitoring pane, 557
State view, 557
Blank template, 941
blog resource websites, 1368-1370

British Office of Government Commerce (OGC),
24

Broker service, 432

built-in expertise, 45-46

bulk deployments, 178

bulk-logged recoveries, 590

bundles (management packs), 647-649

Business Critical Desktop Monitoring
management pack, 387

business critical monitoring, 997-1000
advanced monitoring, enabling, 998
aggregated monitoring, compared, 993
client computers, adding, 997
Disk Space Usage Report, 1000
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1396 business critical monitoring

heartbeat failure alerts, 1000
management pack, 997
Standard Monitoring, 999
business requirements, 141
by example series website, 1285
Bytes Decrypted performance counter, 1324
Bytes Encrypted performance counter, 1324
Bytes Received performance counter, 1324
Bytes Transmitted performance counter, 1324

C

Cabs folder, 975
Cache Hit Ratio performance counter, 1316
Cache Size performance counter, 1316
capacity
improvements, 76
management cloud scaling, 1242-1244
planning
ACS collectors, 505-507
network monitoring, 829

OpsLogix Capacity Intelligent manage-
ment pack, 561

sizing helper tool, 829
CAs (Certificate Authorities)
certificate template, creating, 1249-1250
certificates, issuing, 1254-1255

Active Directory Enroliment Policy and
Certificates MMC, 1255-1257

command line with request file,
1259-1260

Web enrollment, 1257-1259
deploying, 1248-1249
modes, 1245
Enterprise, 1245-1246
stand-alone, 1246

PowerShell scripts, 1186
private
public, compared, 1246-1247
publishing/supporting, 1247
private PKI, 1246
public versus private, 1246-1247
publishing, 1250-1253
AlA, 1252
CDP, 1251
CDP/AIA customizations, 1253
CDP/AIA publishing scenarios, 1252
CRL, publishing, 1253
root, 1247-1248
subordinate, 1247-1248
Catapult Systems website, 549
CDP (Certificate Distribution Point), 1251
customization, 1253
publishing scenarios, 1252

CEIP (Customer Experience Improvement
Program), 961

AEM, 986-992
data collection examples, 986-987
privacy settings, 987
crash/hang report forwarding, 990
forwarding benefits, 991
participation level tabs, 988
privacy statements, 992
security, 991-992
CEIP tab, 988
Cent0S platform, 1005
CER (Corporate Error Reporting), 963-964
Certificate Distribution Point (CDP), 1251
Certificate Revocation List. See CRL
Certificate Signing Account profile, 470
certificates
ACS
authentication, 239
forwarders, configuring, 246



cross platform, configuring, 395
gateway servers, 233-234
issuing, 1254-1255

Active Directory Enroliment Policy and
Certificates MMC, 1255-1257

command line with request file,
1259-1260

Web enrollment, 1257-1259
Microsoft certificate creation tool, 1186
PowerShell

CAs, 1186

existing PKI, 1186

self-signed, 1185-1186
registry settings, 1349
template, creating, 1249-1250
UNIX/Linux system access, 1013-1014

Certificates MMC, 1255-1257
certified devices, 827-828
Change View Scope dialog box, 652
channels
adding to subscriptions, 721
command, 715
communication, 491
E-Mail (SMTP), 712-713

format, 712

multiple, benefits, 713

name/description, 712
IM, 713
notifications, 361-362

command, 361-362

E-Mail (SMTP), 361

Instant Message (IM), 361

message format, customizing, 362

return address, customizing, 362

text message, 361
text message (SMS), 715
types, 711

Cleanup Tool 1397

chargeback reporting, 1119

child monitoring views (Operations console),
319, 1086

Cl (Configuration Item) connectors, 1086
creating, 1087-1088
management packs, importing, 1087
verification, 1089
ClI Connector Wizard, 1087-1088
CIO Insight IT downtime article website, 20
city latitude and longitude coordinates, 541
classes
abstract, 1124
base, 1124
creating
relationships, 1141-1142
Visio MP Designer, 1133-1135

Visio MP Designer versus Visual Studio,
1135

Visual Studio, 1136-1141
customer, creating, 1264-1265
defined, 77
health models, 1127
hosted, 1124
inheritance, 104
management packs, 46
NetworkManagement.Node, 867
Perspective, 906
PowerShell cmdlets

browsing, 1218

discovered instances, 1218-1219

groups, 1220

relationships, 1219
relationships, 1126, 1141-1142
root, 1124-1125
singleton, 1124
types, 634, 1124

Clean MOM, 749
Cleanup Tool, 749
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1398 Client Connections performance counter

Client Connections performance counter, 1319

Client Connections Using Cache performance
counter, 1319

Client Monitoring Action Account profile, 470

Client Monitoring Configuration Wizard, 94

client monitoring management pack, 994
Aggregate Client Monitoring, 995-996
business critical, 997-1000

Client Web Access DA. See Internet Explorer
Service DA

client-side events, 796-797
client-side monitoring
configuring, 772-776
advanced settings, 773-774
compatibility check, 775
general settings, 773
IP address filters, 773
load balancer settings, 774
clients
AEM
architecture, 968-970
console views, 977-978
dedicated management group, 993
Dr. Watson, 962-963

enabling on management servers,
970-972

error buckets, 979-981
error reporting, 963-964, 968-970
file share permissions, 975
folders, 975, 977
GPMC installation, 970-972
GPO, deploying, 973-975
reports, 982-986
verification, 974-975
views, 975
agent-managed systems
aggregate monitoring, 995-996
business critical monitoring, 997-1000

client monitoring management pack, 994
deployment scenarios, 992-993
synthetic transaction monitoring, 1001

aggregated monitoring versus business
critical monitoring, 993

CEIP, 986-992
crash/hang report forwarding, 990
data collection examples, 986-987
forwarding benefits, 991
participation level tabs, 988-989
privacy settings, 987, 992
security, 991-992
error reporting client registry key, 976
machines, monitoring, 964
AEM only, 968
aggregated, 968
business critical, 968
challenges, 965-966
ConfigMgr, 965
network-level monitoring, 965
synthetic transaction, 968

Microsoft WER backend database access,
982

monitoring enhancements, 1001
reports
Disk Space Usage, 1000
Windows Vista and later, 996
servers, 94
surveys, 981-982
Windows agent support, 386

closing alerts, 676, 1091-1092
cloud computing

App Controller, 55

benefits, 1113-1114

characteristics, 1113

cloud fabric health and performance, 1115
configuration-monitoring, 55



defined, 1113
management cloud
architecture requirements, 1238-1240
defining, 1237-1238
scaling, 1240-1244
managing, 49-50
reporting, 1116-1117
chargeback, 1119
forecasting, 1117

resource usage and utilization,
1117-1118

VMM management pack reports,
1116-1117

visualization
capacity, 1115-1116
dashboard views, 1114-1115
dynamic DAs, generating, 1114
VM health and performance, 1115
CLR integration, enabling, 432
clustering
ACS database SQL servers, 503
servers, agentless systems, 382
cmdlets
agent-related, 1196-1197
alerts, 1203
adding resolution states, 1208
automatic resolution settings, 1208
deleting resolution states, 1208

editing resolution settings, 1208-1209

properties, configuring, 1206-1207

retrieving, 1204-1206

retrieving resolution state, 1207

separating alerts, 1206

setting resolution state, 1207
classes

browsing, 1218

discovered instances, 1218-1219

cmdlets 1399

groups, 1220
relationships, 1219
common verbs, 1182
databases, 1213-1214
data warehouse settings, 1216
grooming settings, 1214-1215
debug parameter, 1211
Format, 1188
Get-Alias, 1184
Get-Command, 1183
Get-Help, 1182
Get-Member, 1183
licensing, 1211-1212
information, retrieving, 1212
new cmdlets, 1211
upgrading from evaluation copy, 1212
maintenance mode, 1203
naming website, 1182
notification subscriptions, 1220
copying, 1221-1222
deleting, 1221
temporarily disabling, 1221
OpsMgr 2007, 1193-1194
overrides, creating in bulk, 1216-1217
performance, optimizing, 1206
resource pools, 1209-1211
creating, 1210
deleting, 1211
properties, configuring, 1210
retrieving, 1210
RMSE role, 1212
deleting, 1213-1214

host management server, retrieving,
1212-1213

moving, 1213
SCOM management group connection, 1195
Sort-Object, 1188
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syntax, 1182
verbose parameter, 1211
Collect Agent Processor Utilization rule, 380
collection rules, 678
event, 678-679
optimized, 681-683
performance, 679-680
creating, 679-680
sources, 679
types, 678
colors (alert tuning), 743
column layout (dashboards), 537-535
command channel, 715
command line
certificates, issuing, 1259-1260

distributed management group upgrade,
283-285

first management server installation, 211-
212

gateway servers

installing, 234

upgrading, 277
management servers, installing, 215-216
.NET Framework 4/4.5 installation, 195
reporting server

installation, 222

upgrade, 288

secondary management server upgrade, per-

forming, 295-296

secondary management servers, upgrading,

274-275

single-server management group upgrade,
269-270

Web consoles, upgrading, 279-280
command notification channel, 361-362
commands

AdtAdmin tool, 517-518

nslookup, 1035-1036

UNIX/Linux

connectivity, verifying, 1080
directories, creating, 1081
DNS server, specifying, 1081
GUI, 1082
IP addresses, retrieving, 1080
network interface, turning on, 1080
rebooting, 1080
remote control, 1081-1082
root, 1081
SSH, restarting, 1081
user maintenance, 1081
Wikipedia listing of, 1080
communication
channels, 491
cross platform agents, 1009-1009
protocols/ports
firewalls, 100-101
listing of, 99
SNMP, 832-833
company knowledge
adding to alerts, 725-727
SharePoint solution, 728
comparison operators (PowerShell), 1184
complete backups, 590
Component Server Role, 1147

Computer and Device Management Wizard,
1014

Computer Discovery accounts, 190, 480

Computer Management Progress dialog box,
1022

Computers dashboard, 786-787
Concero, 55

condition detection module type, 636
config files, 838

Config Request - Avg. Queue Wait Time/sec
performance counter, 1322

Config Request - Avg. Time sec performance
counter, 1321



Config Request - Queue Length performance

counter, 1322

Config Request, Formatter - Avg. Time sec
performance counter, 1321

Config Request, Store - Avg. Time sec
performance counter, 1321

Config Requests - Avg. Enqueued/sec
performance counter, 1322

Config Requests - Avg. Processed/sec
performance counter, 1321

Config Requests - Avg. Re-Enqueued/sec
performance counter, 1322

Config Requests - Failed Total performance
counter, 1321

Config Requests - Failed/sec performance
counter, 1321

ConfigMgr

agents, deploying, 408-410
benefits, 408
disadvantages, 408
process, 408-410

client machines, monitoring, 965

defined, 1086

DSl integration, 22

enhancements, 56

integration, 1104-1106

maintenance mode, 745

management pack, 1301
alert tuning, 1303
configuring, 1302-1303
documentation, 1302
downloading, 1301-1302
installing, 1302

overview, 56

Configuration Item connector. See Cl
connectors

Configuration Manager. See ConfigMgr
Configuration Store, 66

ConfigurationGroups section (management pack

schema), 111

configuring 1401

Configure Client Monitoring Wizard, 970-972
configuring

ACS forwarders for certificates, 246
action accounts, 476-478
Active Directory Integration, 401-404
agents

properties, 416

proxying, 356, 488
alerts, 1206-1207
APM, 756-761

advanced settings, 763-764

Application Advisor configuration,
810-811

application components to monitor,
adding, 758

Application Diagnostics configuration,
808-809

client-side customizations, 772-776
conflicts, 779-780
discovery, 760
exceptions, 767-769
general properties, 757-758
groups, defining, 760
low-level, 821-822
methods, 766
namespaces, 764-765
server-side, 760
server-side customizations, 769-770
tagging, 760
BeanSpy, 1053
ConfigMgr management pack, 1302-1303
cross platform certificates, 395
data warehouse databases, 205
Dell management pack, 1300
exception event monitoring, 767-769
gateway servers agent pushing, 233
grooming frequency, 576
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JEE
Run As accounts, 1055-1058
Run As profiles, 1059
log shipping, 431-432
Lync Server 2010 management pack, 1295
management server proxy settings, 496-497
Monitoring pane, 340-341
Active Alerts global view, 340-341
folders, 341
tasks, 342
views, 341
namespaces, 781
NLB
DAS, 432-433
Web console, 433
notifications, 708-709
operational databases, 203-205, 213-214
Operations Manager accounts, 214
Orchestrator connectivity, 1108-1109
performance counters, 884
resource pools
membership, 437-439
properties, 1210

SharePoint 2010 management pack,
1288-1291

SSL, 489

tests, 891-892

UNIX/Linux
Run As accounts, 395, 1016-1017
Run As profiles, 1018-1019

Web console permission inheritance, 229

web recorder, 883

Windows

Azure Applications monitoring pack,
1306-1308

Server Operating System management
packs, 1311

ConfigWise dashboards, 549

conflicts (APM configuration), 779-780
Connect to Server dialog box, 91
Connected Clients performance counter, 1323

Connected Management Group Account profile,
470

connected management groups
administration, 355
bidirectional communication, 450
defined, 450
different builds, 450
DNS, 451
local, 450
location, 451
Microsoft documentation website, 451
untrusted domains, 451
connections, 37-38
customer networks, 1276
exceptions, 792
network
bandwidth utilization, 147
management groups, 145-146
Operations console, 316
management servers, 317
untrusted domains, 317
Orchestrator, configuring, 1108-1109
PowerShell
management groups, 1195-1196
management servers, 1194
remote, 1195
viewing, 91
web applications, testing, 887
connectors
administration, 363
Service Manager, 1086
alert, 1089-1091
Cl, 1086-1089

Consecutive Samples over Threshold monitor,
118



Consecutive Values over Threshold monitor,
698

consoles
Application Advisor, 799
Application Status report, 801-802
options, configuring, 810-811

Problems Distribution Analysis report,
799-801

scheduling reports, 802-803
Application Diagnostics, 786
Applications dashboard, 788
Computers dashboard, 786-787
Events dashboard, 789
global behaviors, configuring, 808-809
Authoring, 110
DPM
protection group health, 615
recoveries, 616
replica creation, 614
management, installing, 212-216
new features, 73
Operations. See Operations console
OpsMgr 2007 versus OpsMgr 2012, 372
overview, 90-91
tasks, 641
Web. See Web console
containment relationships, 1126

Continual Service Improvement volume (ITIL
v3), 25

cooking down modules, 124
copying

files (SSH), 1022

notification subscriptions, 1221-1222
Corporate Error Reporting (CER), 963-964
count method (PowerShell), 1190-1191
Counts folder, 975
Crash Listener View (AEM), 978
crashes/hangs reports, forwarding, 990

cross platform agents 1403

Create a unit monitor wizard, 690-694,
695-696

Create New Group Wizard, 345-346
Create Rule Wizard
alert-generating rules, 672-676
Build Event Expression page, 675
conditions, 673
Configure Alerts page, 675
event log selection, 673
override, creating, 676
Rule Name and Description page, 673
selection page, 672
performance collection rules, 680
timed command rules, 684
Create Task Wizard, 1049-1051
Create User Role Wizard, 461-464
CreateReportRole function, 466-467
Credential Settings dialog box, 1020
Critical Network Adapters Group, 852
Critical Website Access DA
components, 928-929
adding, 929-931
renaming, 929
networks
devices, 929
services, 929
watcher nodes, 928

CRL (Certificate Revocation List), 1244,
1250-1251

AlA, 1252

CDP, 1251

publishing, 1253
CA responder service, 1253
copy-and-publish scenario, 1253
reverse proxy, 1253

cross platform agents

architecture, 1008

benefits, 1009
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cross platform agents

communication, 1009-1009
disadvantages, 1010

high availability, 1010-1011
UNIX/Linux, 1011

authentication/data encryption, 1013-1014
communication, 1009-1009
deploying, 1014

Computer and Device Management
Wizard, 1014

manually, 1014, 1022-1026
troubleshooting, 1026-1027
without root, 1019-1022

firewalls, 1014

heartbeat monitoring, 1009
high availability, 1010-1011
multi-homing configuration, 413

preparing for deployment

account information, gathering, 1016
management packs, importing, 1019
name resolution, 1015

Run As accounts, configuring,
1016-1017

Run As profiles, configuring, 1018-1019
WinRM, updating, 1016

privilege elevation architecture, 1013
scalability, 1010
UNIX/Linux, 1012

authentication/data encryption,
1013-1014

connectivity, verifying, 1080
directories, creating, 1081

DNS server, specifying, 1081
firewalls, 1014

GUI, 1082

IP addresses, retrieving, 1080
network interface, turning on, 1080
privilege elevation architecture, 1013

rebooting, 1080

remote control, 1081-1082

root, 1081

SSH, restarting, 1081

user maintenance, 1081

Wikipedia listing of, 1080
views, 1027-1029

Windows agent architecture, compared,
1008

cross platform monitoring, 1005
certificates, configuring, 395
Cross Platform Providers on CodePlex, 1005
heartbeats, 1009
new features, 1006
operating systems supported, 1005
OpsMgr 2007, compared, 1082

OpsMgr 2012 SP 1 Linux operating systems
support, 1007

OS monitoring features, 1006
resource websites, 1373-1374
security, 490-491
UNIX/Linux templates, 1020-1029
Log File, 1030-1031
Process, 1031-1034

shell. See shell command monitoring
templates

CSM.action.config file, 822
cumulative updates61
current logged-on users registry settings, 1348
current monitoring solutions, 139
custom
developed interfaces, 370
fields, 1091
groups, subscriptions, 711
resolution states, creating, 726-740

Customer Experience Improvement Program.
See CEIP

customer isolation, 1261-1262



alerts
notification software, 1275
subscriptions, 1270-1272
customer classes, creating, 1264-1265

customer deliverables, defining, 1265-1266

groups, creating, 1262-1264
NOC, 1266-1267
portals, 1275
scheduled report delivery, 1272-1274
self-service provisioning, 1275
Web console, 1267-1269

customer networks, 1275-1276
connectivity, 1276
deliverables, enabling, 1278
direct-reporting agents, installing, 1277
gateway server, installing, 1276-1277
network device discovery, 1277-1278

D

DAs (distributed applications)

actionable alerting, 939

Active Directory Topology Root, 921-922
diagram view, 924
Health Explorer, 922-923
in-line tasks, 924

alert views, creating, 947

background, 912-914

Blank template, 953-954

creating, 344

dynamic, 953

Exchange Service, 948

forests, 924

Internet Explorer Service
adding components, 929-931
components, 928-929

DAs (distributed applications) 1405

network devices, identifying, 929
network services, identifying, 929
renaming components, 929
views, 931
watcher nodes, 928
web applications, defining, 926-928
LOB
creating, 942-944
customizing, 946-947
Messaging template, 948
.NET 3 Tier Application template, 951-952
new features, 959
Object Picker, 944-946
Odyssey Enterprise Messaging, 949
opening, 919

Operations Manager Management Group,
916

Alerts view, 917
Diagram view, 919

diagram view versus Health Explorer,
919-921

Health Explorer, 916
performance view, 917
overview, 911
previewing, 946
redundant WAN links, creating, 954-957
role, 914-915
saving, 943
Savision Live Maps integration, 932
specific objects, monitoring, 946
Summary Dashboard - Map example, 953
synthetic transactions, 905-906
Distributed Application Designer, 908
Monitoring pane, 908
templates, 344
finding, 941
listing of, 940-941
Terminal Services Farm template, 950-951
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1406 DAs (distributed applications)

Visio integration, 932 Network Vicinity, 857
Windows Explorer Data Source Service new, 562
components, 935-936 new features, 75
creating, 935 OpsMgr 2007, 527
customizing, 936-937 overview website, 562
OLE DB data sources, creating, 933-935 PerformancePoint, 552
views, 938 Power View, 553
DAS (Data Access Service), 97, 432 prebuilt, 539
NLB, configuring, 432-433 Network Monitoring, 539-541
security, 458 Operations Manager, 541-544
dashboard views (Monitoring pane), 335-336 reporting advantages over, 554
dashboards, 541-544 reports, compared, 563
alerts, viewing, 707 server health state, creating, 953
APM, 544, 784 Service Level, 531
Application Diagnostics console Service Manager, 550
Applications, 788 SharePoint 2007, 550-551
Computers, 786-787 SQL queries, 551
Events, 789 storage, 540-541
column layout, 537-535 Summary, 530
ConfigWise, 549 Summary Dashboard - Map example, 953
creating, 528-529 templates, 529-530
Dundas, 549 user access, 463-464
gadgets view, identifying, 529
custom, 551 viewing in SharePoint, 539
prebuilt, 551 Visio integration, 546
improvements, 36 VMM, 1379
Infront Consulting, 549 Web Application Availability Monitoring web-
IT Analytics, 549 sites, 544
limitations, 539 websites
Live Maps, 547-548 Alert widget, 562
Bing Map, 548 integration blog series, 562

introduction, 562

OpsMgr 2007 R2 third-party solutions,
562

Performance Widget, 562
reports, comparison, 563
Savision and dashboards, 563
SharePoint, 563

creating, 548

integration, 547

VMM Diagram, 547
Network Interface, 859
Network Node, 858
Network Summary, 859



Data Warehouse SQL Authentication Action Account profile 1407

widgets
Alert, 536
Details, 536
moving, 534
Objects by Performance, 534
Performance, 535-536
prebuilt, 532-533
SharePoint, 538-539
State, 536

Windows Server 2008, 544

Data Access Service. See DAS

Data Batches Dropped performance counter,
1315

Data Batches Dropped Rate performance
counter, 1315

Data Bytes Received performance counter,
1324

Data Bytes Transmitted performance counter,
1324

data collection
APM, 781
events, 782-784
statistics, 781-782
CEIP examples, 986-987
sensitive data, 811
role-based access, 811-812
sensitive rules, 812-813

Data Items Dropped performance counter,
1315

Data Items Dropped Rate performance counter,
1315

Data Items/sec performance counter, 1320
Data Protection Manager. See DPM
Data Reader accounts, 190, 475, 480
data retention

audit databases, 582

Data Warehouse database settings,

574-576
defaults, 575
editing, 576

Operational database, 572
data sources
connection credentials, 511
DPM protection groups, 615
module type, 636
data types, 124-126
defined, 633, 635
Data Warehouse Action Account profile, 470
data warehouse databases, 87
backing up, 568, 578-582
configuring, 205
grooming, 573
APM data, 583-584
config space settings, 573
data retention settings, 574-576
datasets, 577-578
defaults, 573
frequency, configuring, 576
instance space settings, 573
manually triggering, 578
maintenance, 587-588
moving to new server, 600-601
PowerShell cmdlets
listing of, 1213-1214
settings, 1216
security, 483-484
upgrade requirements, 261
data warehouse servers
design, 161-163
requirements
hardware, 163-165
operating system, 163

Data Warehouse SQL Authentication Action
Account profile, 470
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1408 Data Warehouse Write account

Data Warehouse Write account, 475
Data Warehouse Write accounts, 480
Data Warehouse Write Action Account, 190

Database Queue % Full performance counter,
1323

Database Queue Backoff Threshold in %
performance counter, 1323

Database Queue Disconnect Threshold in %
performance counter, 1323

Database Queue Length performance counter,
1323

databases
ACS
installing, 187
maintenance, 588
recovering with DPM, 616
security, 484
sizes, 521-522, 1379
SQL servers, clustering, 503
upgrading, 255
audit, 93
backing up, 569
grooming, 582
moving to new server, 601-602
backing up, 264-265, 281, 571

data warehouse. See data warehouse
databases

describing, 48

existing SQL systems, 152-153
grooming settings, 367

installing, 428

maintenance, 585, 586

manually editing, 127

Master, backing up, 569

Microsoft WER backend, accessing, 982
monitoring

OLE DB data source performance data,
viewing, 900-901

OLE DB data source synthetic transac-
tions, creating, 896-899

OLEDB module (System Library manage-
ment pack), 899

Oracle, 901
moving to new database servers, 597
audit database, 601-602
data warehouse database, 600-601
operational database, 597-599
Msdb, backing up, 569
operational. See operational database
OperationsManager, 906
OperationsManagerAC, 906
OperationsManagerDW, 906
PowerShell cmdlets, 1213-1214
data warehouse settings, 1216
grooming settings, 1214
recovery, 589
models, configuring, 430-431
types, 590
ReportServer, backing up, 568
ReportServerTempDB, backing up, 569
restoring
DPM, 616
SQL Server, 596-597
scripts online, 1377
security, 483
sizing, 161
software requirements, 192
SQL Server. See SQL Server, databases
datasets (data warehouse database), 576

DB Loaded Principal Inserts/sec performance
counter, 1323

DB Loader Event Inserts/sec performance
counter, 1323

DB Loader String Inserts/sec performance
counter, 1323

DB Principal Cache Hit % performance counter,
1323

DB Request Queue Length performance coun-
ter, 1323



DB String Cache Hit % performance counter,
1323

Debian Linux platform, 1005
debug parameter, 1211
dedicated ACS management groups, 144
deep monitoring (JEE)
application availability monitor, 1067-1069
defined, 1065
enabling, 1065-1066
manual discovery, 1066-1067
server performance monitors, 1069
views, 1067
Default Action Account profile, 470
default management pack, monitoring, 898
deleting
Active Directory Integration, 406
agentless systems, 412
agents, 418-419
alert resolution states, 1208
Health Service State folder, 102-103
locations, 543-543
management groups, 304, 449
management packs, 357
network devices, 849-851
notification subscriptions, 1221
OpsMgr 2012, 248
resource pools, 1211
RMSE role, 444-445, 1213-1214
Deliver phase (MOF), 138
deliverables, enabling, 1278
Dell management pack, 1297
configuring, 1300
documentation, 1297
downloading, 1297
installing, 1297-1299
reference websites, listing of, 1300-1301
Delta Threshold monitor, 118, 699

deploying 1409

DEM (Desktop Error Monitoring), 964
dependencies
management packs, 626, 652
monitors, 115, 632, 1128
service, 140
Dependency Rollup monitor, 706
deploying
ACS, 235-236, 508
auditors security group, creating, 509
complete integration scenario, 510
data source connection credentials, 511

installing on secondary management
server, 236-239

reporting integration, 510
reporting to SSRS instance, 239-241
security boundaries, 511

AEM GPOs, 973-975

agent/agentless systems resource
requirements

during, 381
after, 381

agents, 372
ACS forwarders, 246-247
command line, 245-246
Configuration Manager, 408-410
group policies, 407-408
imaging, 410
multi-homed, 413, 447
PowerShell, 406
requirements, 387-388
trust requirements, 395
trusted domains, 241-243, 241-243
UNIX/Linux, 395-398
untrusted domains, 243-246
updates, checking, 247
Windows, 389-395

bulk, 178

CAs, 12481249
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cross platform agents, 1014
account information, gathering, 1016

Computer and Device Management
Wizard, 1014

management packs, importing, 1019
manually, 1014, 1022-1026
name resolution, 1015

Run As accounts, configuring,
1016-1017

Run As profiles, configuring, 1018-1019

troubleshooting, 1026-1027
WinRM, updating, 1016
without root, 1019-1022

design and planning documents, creating,
138

designs. See designs
envisioning
administrative models, 140
business/technical requirements, 141
current monitoring solutions, 139
document, creating, 142
functionality requirements, 140
integration, 140
monitoring history, 139
risks, 141-142
scope, 141
service dependencies, 140
SLAs, 140
upgrades/replacements, 139
vision statements, 141
firewall exception GPOs, 495-496
management groups, 298-299
management packs, 650
importing, 247
order of implementation, 650-651
tuning. See tuning, management packs
MOF
Deliver phase, 138
focus areas, 138

multiple servers, 199-200

additional management servers/con-
soles, 212-216

first management server, 199-212
gateway servers, 231-234
reporting server, 217-222
SQL Server, 199
Web console, 223-230

phased, 178

planning
licensing, 171-175

OpsMgr 2007 versus OpsMgr 2012, 185-
186

pilot phase, 177-178

POCs, 175177

production implementation, 178
RAS (Ready, Aim, Shoot) approach, 137
RSA (Ready, Shoot, Aim) approach, 137
single server, 197-198
two servers, 198-199

Derdack Enterprise Alert, 1275
design and planning documents, creating, 138
designs, 142

ACS collector servers, 167
ACS database servers, 166
hardware requirements, 167

operating system requirements/prerequi-
sites, 166

redundancy, 167
ACS forwarder servers, 167
agentless exception monitoring, 167-168
data warehouse servers, 161-163
hardware requirements, 163-165

operating system requirements/prerequi-
sites, 163

distributed environments
high-level steps, 451-453
pitfalls, 453



gateway servers
amount needed, 154-155
hardware requirements, 160
mutual authentication, 155

operating system requirements/prerequi-
sites, 160

redundancy, 160-161

WAN links, 157-160
management groups, 142-148

administrative control, 143

dedicated ACS, 144

languages, 145

multi-homed architectures, 145-148

multiple architectures, 145

names, 145

network connectivity, 145-146

physical locations, 144

security, 144

support limits, 143

test environments, 144
management servers, 151-154

amount required, 151-152

hardware requirements, 153-154

operating system requirements/prerequi-
sites, 153

physical location, 152

redundancy, 152, 154
operational databases, 161

hardware requirements, 163-165

operating system requirements/prerequi-
sites, 163

redundancy, 165
Operations console, 168

operating system requirements/prerequi-
sites, 168

redundancy, 169
Operations Manager agents, 170
hardware requirements, 171
operating system requirements, 170-171

diagram view 1411

OpsMgr 2007 versus OpsMgr 2012,
185-186

reporting servers, 166
hardware requirements, 166

operating system requirements/
prerequisites, 166

redundancy, 166
samples
all-in-one, 179

geographically dispersed organization,
182-185

midsized organization, 182
small organization, 180
server locations, 150-151
Web console
hardware requirements, 170

operating system requirements, 169-170

redundancy, 170
Desktop Error Monitoring (DEM), 964
desktop monitoring, extending, 387
Detailed Dashboard - List, 541
Details widget, 533, 536
devices
administration, 356
agent-managed computers, 356
agentless managed, 357
management servers, 357
pending agent requests, 357
UNIX/Linux, 357
certified, 827-828
generic, 827
MLs, 172
network. See network devices
DevOps gap, minimizing, 804
diagram view
Active Directory Topology Root DA, 924
maintenance mode, applying, 745-746
Monitoring pane, 331-333
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1412 diagram view

Operations Manager Management Group DA,

919
dialog boxes
Advanced Settings, 764
Change View Scope, 652
Computer Management Progress, 1022
Connect to Server, 91
Credential Settings, 1020
Enter Credentials, 317
Error Bucket Responses, 979-980
Expression Filter, 1039, 1040
Healthy Expression, 1040-1041
Namespace, 765
Process Template Details, 1032
Restore Database, 596
Rule Settings, 1079
Select a Monitor Type, 1036
Select a Rule Type, 672
Test Log File Expression, 1031
UNIX/Linux Log File Details, 1030
direct-reporting agents, installing, 1277

Dirty Notification Batch Size performance
counter, 1316

Disable-SCOMAgentProxy cmdlet, 1197

Disable-SCOMNotificationSubscription cmdlet,
1221

disabling notification subscriptions, 1221
disaster recovery, 617
AlwaysOn technology, 619
failed management servers, 620
geo-clustering, 619-620
log shipping, 618
planning, 621
SQL Server, 620
total losses, 617-618
virtualizing, 620
Discovered Inventory view, 339-340

discovery

agentless, 378
application components for monitoring, 760
creating
registry-based, 1148-1153
results example, 1157-1158
script-based, 1154-1156
Visio MP Designer, 1143
Visio versus Visual Studio, 1147
cross platform, 398
account information, gathering, 1016
management packs, importing, 1019
manually, 1022-1026
name resolution, 1015

Run As accounts, configuring,
1016-1017

Run As profiles, configuring, 1018-1019
troubleshooting, 1026-1027
WinRM, updating, 1016
without root, 1019-1022
Discovery Wizard process, 376-378
duplicate computer names, 378
graphical representation, 376
1IS web applications/services, 820
JEE servers, 1066-1067

management pack schema Monitoring
section, 112

management packs, 106

network devices
customer networks, 1277-1278
explicit, 837
port stitching, 839
post-processing stage, 839
probing stage, 837-838
processing stage, 838
recursive, 837

rules. See rules, network device
discovery



troubleshooting. See troubleshooting,
network monitoring

object discovery rule, 105-106
objects, 348

overview, 631-632
registry-based, 1148
relationship discovery rules, 107
rules, 1148

scheduling, 378

WCF applications, 821

Discovery Wizard, 376-378

cross platform agents, 1019-1022
completing, 1022
credentials, 1020
deploying, 1014
Discovery Criteria page, 1020, 1022
sudo elevation, 1022
usernames/passwords, 1020
cross platform resources, 398
network device discovery
Exclude Filters, 847
scheduling, 847
network device discovery rules, 841-848
Default Accounts, 843-844
Devices page, 844-846
General Properties page, 842
Include Filters page, 846
method selection, 842
non-responsive, troubleshooting, 393
Servers Only option, 390
UNIX/Linux agents, 395-398
computer selection, 398
discovery criteria, 396-397
discovery type, 396
prerequisites, 395
summary, 398

distributed management groups, upgrading 1413

Windows agents, 389-395
account selection, 393
automatic/advanced discovery, 390-391
available systems, 393
discovery methods, 391-392
discovery type, 390
installation, finishing, 394
status, 394
summary, 394
Disk Space Usage report, 1000
display strings (management packs), 1139
Distributed Application Designer
Distributed Application Dynamic view, 946
Object Picker, 944-946
synthetic transactions, 908
templates
finding, 941
listing of, 940-941
high-level steps, 451-453
pitfalls, 453

Distributed Application Dynamic view
(Distributed Application Designer), 946

Distributed Applications view (Monitoring pane),
339, 908

distributed applications. See DAs
distributed chains, 798-799

distributed environments

distributed management groups, upgrading,

271-289
ACS
collector, 285
reports, 288

agents, upgrading, 272
connectors, disabling, 280
databases, backing up, 281
event logs, reviewing, 272
gateway servers, 275-277
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Localized text/Publishmessage tables,
cleaning up, 289

manually installed agents, 273
notifications, disabling, 280

operational database free space verification,

280-281

pending agent installations, rejecting, 272

performing, 281-285

push-installed agents, 277

reporting server, 286-288

RMS encryption key, backing up, 272
secondary management servers, 273-275
SQL Server collation support, 272-273

subscriptions/connectors, re-enabling, 289

verification, 289
Web consoles, 277-280
DNS
connected management groups, 451
name resolution
monitor, 1035-1043

performance collection rule, creating,
1043-1048

documented objects (reports), 556
dollar sign ($), PowerShell variables, 1191
domains
controllers
agents, installing, 923
security policies, 499
security policies, 499
untrusted, 451
Windows, prerequisites, 190
Double Threshold monitor, 118, 698
downloading
client monitoring management pack, 994

ConfigMgr management pack, 1301-1302

cross platform management packs, 1019
Dell management pack, 1297
JEE management packs, 1060

distributed management groups, upgrading

Lync Server 2010 management pack, 1294
management packs
community based, 360
guides, 359
Management Pack Catalog service, 358
Operations console, 647-649
System Center Marketplace, 359
MPViewer, 856
.NET Framework 4.0, 726
network monitoring management pack, 1301
OpsMgr 2007 R2 Admin Resource Kit, 749

OpsMgr 2007 R2 Authoring Resource Kit,
748

OpsMgr 2007 Tools and Utilities, 749
Orchestrator monitoring pack, 1304
Report Viewer 2010, 726

ReSearch This management pack, 728

SharePoint 2010 management pack,
1286-1287

Visual Studio 2005 Tools for Office, 726

Windows Azure Applications monitoring
pack, 1306

Windows Server Operating System manage-
ment packs, 1309-1310

Windows Server Operating System
Monitoring, 386

downtime

costs, 20

DPM (Data Protection Manager), 53, 609

agents, installing

trusted computers, 612

untrusted computers, 609-612
backup failure recovery, 1103-1104
centralized management features, 1104
console

protection group health, 615

recoveries, 616

replica creation, 614



enhancements, 53-54
protection groups

creating, 613

data sources, 615

health, 615

status, monitoring, 614-615
recoveries, 615-616

Dr. Watson, 962-963

Dropped Batch Count performance counter,
1316

Dropped Data ltem Count performance counter,
1316

DSI (dynamic systems initiative), 21-24
importance, 23
product integration, 21-23
SML role, 24
System Center characteristics, 52
dual-homing agents
manually installed, 301
push-installed, 300-301
Dundas dashboards, 549
DWDATARP tool, 577
dynamic DAs, 953

E

E2E service modeling, 940
EAR (Enterprise Archive), 1063
Effective Configuration Viewer, 749
elements (management packs)
listing of, 633-634
sub-elements, 634
E-Mail (SMTP) channel, 361, 712-713
format, 712
multiple, benefits, 713
name/description, 712

enterprise health monitoring 1415

emailing
alerts, 709
multi-tenancy, 1270-1272
subscribers, creating, 715-717
subscriptions, creating, 719
reports, 557, 1272-1274
Enable SNMP feature, 195
ENABLE_ERROR_REPORTING parameter, 399
Enable-SCOMAgentProxy cmdlet, 1197

Enable-SCOMNotificationSubscription cmdlet,
1221

enabling
ACS forwarders, 246-247
AEM on management servers, 970-972
CLR integration, 432
deliverables, 1278
exceptions, 767
instant messaging, 713
JEE deep monitoring, 1065-1066
log shipping, 430-431
.NET 3.5, 193
PowerShell ISE, 1186-1187
shell command two state monitors, 1043
encryption
RMS encryption key
backing up, 262-263, 272
restoring, 290-291
SSRS keys, backing up, 609
UNIX/Linux systems, 1013-1014
Endpoint Protection, 56
Enter Credentials dialog box, 317
Enterprise CAs, 1245-1246
enterprise health monitoring
Internet Explorer Service DA, 926
adding components, 929-931
components, 928-929
network devices, identifying, 929
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network services, identifying, 929
renaming components, 929
views, 931
watcher nodes, 928
web applications, defining, 926-928
views, 925-926
Windows Explorer Data Source Service DA
components, 935-936
creating, 935
customizing, 936-937
OLE DB data sources, creating, 933-935
views, 938

Windows Explorer Data Source Service tem-
plate, 932

entry points (.NET), 762-763
Envisioning phase
administrative model, 140
business/technical requirements, 141
current monitoring solutions, 139
document, creating, 142
functionality requirements, 140
integration, 140
monitoring history, 139
risks, 141-142
scope, 141
service dependencies, 140
SLAs, 140
upgrades/replacements, 139
vision statements, 141
Error Bucket Responses dialog box, 979-980
error buckets, 979-981
Error Events view (AEM), 977
Error Group View (AEM), 977-978
error reporting
clients, 976
groups, 985-986

Microsoft WER backend database access,
982

Error Reporting tab (CEIP), 989

Error Transmission tab, 990
Errors/sec performance counter, 1320
ETL (event trace logging), 865-866
Event Reset monitor, 118

Event time in collector in milliseconds perfor-
mance counter, 1323

Event view (Monitoring pane), 325
events

APM, 783
grooming, 582-584
light, 815-816
throttling, 816-817

client-side, 796-797

collecting, 782-784

CSM, 783

distributed chains, 798-799

exception, 790-793
application, 793
connectivity, 792
filtering, 805
limits, 817
properties, 792
security, 792

logs
registry settings, 1344
sizes, 415

monitors, 48, 1162-1164

MP Event Analyzer tool, 749

performance, 793-796
filtering, 805
light logic, 795-796
limits, 817
namespaces, 794
properties, 796
resource calls, 794
views, 794



properties, 789
resource pools, 68-70
rules, collection, 678-679
viewing, 653
Windows Events monitor, 690-694
Events dashboard, 789
exception events, 790-793
agentless monitoring. See AEM
application, 793
connectivity, 792
filtering, 805
limits, 817
monitoring, configuring, 767-769
properties, 792
security, 792
Exchange

2007 Client Access Server Monitoring tem-
plate, 874

back pressure
notification channels, 361
websites, 708
Service DA, 948
excluded group membership, 346
Execution Account password, editing, 480-481
execution policy (PowerShell), 1185
expertise, lacking, 15-16
explicit discovery, 837
explicit group membership, 345
exporting
management packs, 357, 659-660
Operations console, 604-606
PowerShell, 605
overrides, 627
reports, 44
Expression Filter dialog box, 1039, 1040
extended monitoring, 851
extending desktop monitoring, 387

files 1417

F

failover

agents, 416-417
Active Directory Integration, 417
PowerShell configuration, 417

clustering, 426
configurations supported, 427
databases, installing, 428
defined, 427
installation resources, 427
resources, 427
SQL Server edition requirement, 427

Windows Server version requirement,
427

false alarms, 17, 48-49

files
ACSConfig.xml, 433
AgentHandlers.config, 822
authoring, 1380
batch, 604
BeanSpy, deploying, 1062-1063
config, location, 838
copying, 1022
CSM.action.config, 822
custom

backing up, 569
scheduling backups, 570

EAR, 1063
management pack schema, 625
PMonitor.config, 821
PMonitor.default.config, 822
probe, 838
reporting server configuration, editing, 297
request, 1259-1260
WAR, 1063
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1418 filters

filters
network device discovery rules, 846-847
reports, 555
searches, 730-732
sensitive rules, 812-814
finding
management pack guides, 644
management packs with DA templates, 941
servers, 150-151
finding. See also searches
Fireball server, 200
firewalls
agentless systems, 496
agents, 411, 495-496
communication protocols/ports, 100-101

management server proxy settings, configur-
ing, 496-497

ports

communication between components,
491-494

SQL Server, 493
requirements, 829
UNIX/Linux systems, accessing, 1014
first management servers, installing, 199-212
command line, 211-212
completion, 210
creating in new management group, 203
data warehouse database, 205
hardware/software verification, 202
improvement program participation, 208
installation location, 201
licensing, 203
operational database, configuring, 203-205
Operations Manager accounts, 206-207
setup process, 208-210
fixing versus tuning, 742

folders
AEM, 975, 977
defined, 641
error buckets, 979-981
Health Service State, 101-103
contents, 101
deleting, 102-103
Monitoring pane, 324, 341
registry, 1327-1328
forecasting, 560-561, 1117
Forefront Endpoint Protection, 56
forests (DAs), 924
Format cmdlets, 1188

Forward Alerts via Email management pack,
709

forwarding alerts to/from third-party systems,
11101112

Fragmented Compression Packets performance
counter, 1324

Fragmented Data Packets performance counter,
1324

Fragmented Encryption Packets performance
counter, 1324

Fragmented Session Packets performance
counter, 1324

Fragmented SSPI Packets performance counter,
1324

from-scratch recoveries, 615

full queue error message, 659

full recoveries, 590

Fuller, Cameron, blog address, 1370
functionality requirements, 140

G

gadgets (dashboards)
custom, 551
prebuilt, 551
Sample Vista, 749



gateway action account, 475, 482
Gateway Server Action Account, 190
gateway servers, 93
customer networks, installing, 1276-1277
dedicated management servers, 156
defined, 78
designs
amount needed, 154-155
mutual authentication, 155
redundancy, 160-161
WAN links, 157-160
installing, 231-234
agent pushing, 233
certificates, 233-234
command line, 234
gateway approval tool, running, 231
installation location, 232
management groups/servers, 232
.NET Framework, installing, 231
preparations, 231
proxy settings, 234
maintenance mode, 1202
management cloud, 1240
mutual authentication, 486-487
reporting to other gateway servers, 155
requirements
hardware, 160
operating system, 160
resource pools, 93, 439-441
TCP Port synthetic transactions, 907
upgrading, 257-258, 275277
WAN links, 445
general resource websites listing, 1351-1364
generating alerts, 708
emailing, 709
monitors, 744
notifications, configuring, 708-709
Generic CSV Text Log provider, 672, 679

GPMC (Group Policy Management Console) 1419

generic devices, 827
Generic Text Log provider, 672, 679
geo-clustering, 619-620

geographically dispersed organization designs,
182-185

Get-Alias cmdlet, 1184

Get-Command cmdlet, 1183

Get-Help cmdlet, 1182

Get-Member cmdlet, 1183
Get-SCOMAccessLicense cmdlet, 1212
Get-SCOMAgent cmdlet, 1197
Get-SCOMAgentApprovalSetting cmdlet, 1197
Get-SCOMAlert cmdlet, 1204-1206
Get-SCOMAlertResolutionSetting cmdlet, 1208
Get-SCOMAlertResolutionState cmdlet, 1207
Get-SCOMClass cmdlet, 1218
Get-SCOMClassInstance cmdlet, 12181219

Get-SCOMDatabaseGroomingSetting cmdlet,
1214

Get-SCOMDataWarehouseSetting cmdlet, 1216
Get-SCOMGroup cmdlet, 1220
Get-SCOMLicense cmdlet, 1211

Get-SCOMNotificationSubscriptions cmdlet,
1221

Get-SCOMResourcePool cmdlet, 1210
Get-SCOMRMSEmulator cmdlet, 1212-1213
GetQuery command, 517
GetRelationships() method, 1219

Global Security Group for OpsMgr, 190
global service monitoring (GSM), 893
global views (Operations console), 322
GMTTool, 544

GPMC (Group Policy Management Console),
495

audit policy categories, 501

firewall exception GPOs, creating/deploying,
495-496

installing on AEM management server,
970972
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1420 GPOs (Group Policy Objects)

GPOs (Group Policy Objects), 495 error, reports, 985-986
AEM, deploying, 973-975 management. See management groups
agents, deploying, 407-408 membership
firewall exceptions, 495-496 dynamic, 345
grooming databases excluded, 346
audit, 582 explicit, 345
data warehouse, 573 network monitoring, 852-853
APM data, 583-584 PowerShell cmdlets, 1220
config space settings, 573 properties, 345
data retention settings, 574-576 reports, 352
datasets, 576 resource website, 346
defaults, 573 servers based on tiers, 347
frequency, configuring, 576 subgroups, 345
instance space settings, 573 tips, 345
manually triggering, 578 user roles, selecting, 461
operational, 572, 583 GSM (global service monitoring), 893
settings, 367 GUl-based remote maintenance scheduler, 337
group maintenance mode script, 1223-1224 guides (management packs), finding, 644

Group of All Network Devices Actively Being
Monitored, 853

Group Policy Management Console. See GPMC
Group Policy Objects. See GPOs H
groups
ACS
auditors security, creating, 509

Hannibal server, 200
hardware requirements

agent, 171
forwarder, creating, 517 .
g operational database, 163-165
administrative, 522-523
servers

application monitoring, defining, 760
creating, 345-346

custom, 711

customer, creating, 1262-1264

ACS database, 167
data warehouse, 163-165
first management, 202
gateway, 160
management, 153-154
reporting, 166

Web console, 170

health
agents one-liners, 1227
cloud fabric, 1115

DPM protection
creating, 613
data sources, 615
health, 615
status, monitoring, 614-615



dashboard servers, creating, 953
dashboards, 541
DPM protection groups, monitoring, 615
Health service lockdown tool, 489
action accounts, unlocking, 489
executing, 489
syntax, 489
management group, verifying, 319
managing, 33-35
monitors, 653
reports, 559

resetting/recalculating, 338-339, 704-706,
748

resource pools, viewing, 68

servers, 653

UNIX/Linux agents, verifying, 414

viewing, 38

VMs, 1115

Windows
agents, verifying, 413-414
Events monitor, configuring, 693

Health Explorer

Active Directory Topology Root DA, 922-923

monitors, 653
resetting/recalculating, 704-706
viewing, 687

network devices, 856

Operations Manager Management Group DA,
916

overview, 338-339
resetting/recalculating, 338-339
unhealthy monitors, 129
viewing, 38, 338

health models, 107-109, 685
Authoring console, 110
components, 1127
creating, 939
DAs, 925-926

high availability 1421

alert views, creating, 947

Blank template, 953-954

Exchange Service, 948

Line of Business, 942-944, 946-947
Messaging DA template, 948

.NET 3 Tier Application template,
951-952

Terminal Services Farm template,
950-951

monitors
adding, 113
aggregate, 114-115
dependency, 115
unit, 117-118
unhealthy, viewing, 129
SDK versus DA, 940
top-level rollup monitor, 108
Health Service
performance counters, 1315-1317
registry settings, 1345-1346
State folder, 101-103
contents, 101
deleting, 102-103
Healthy Expression dialog box, 1040-1041
heartbeats
defined, 78
failure alerts, 1000
monitoring, 1009
servers, 368
Hector server, 200
Helios server, 200
high availability
ACS, 433-436
ACS pairs, 433
failing back, 436
failing over, 436

multiple ACS collector assignments to
ACS forwarders, 434
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1422 high availability

two ACS collectors pointing to same
database, 434-435

cross platform agents, 1010-1011
failover clustering, 426
configurations supported, 427
databases, installing, 428
defined, 427
installation resources, 427
resources, 427
SQL Server edition requirement, 427
Windows server requirement, 427
implementing, 425-426
log shipping, 429-432
configuring, 431-432
considerations, 429-430
enabling, 430-431
online resources, 431
NLB
DAS, 432-433
Web console, 433
OpsMgr 2007 versus OpsMgr 2012, 454
resource pools
creating, 441-442
gateway servers, 439-441

membership method, configuring,
437-439

single membered, 442
SSRS, 428
synthetic transactions, 872
historical information, lacking, 15
historical reports, 45
hives (registry), 1328-1329

HKCU\Software\Microsoft\Microsoft Operations
Manager\3.0\Console registry key, 1348

HKCU\Software\Microsoft\Microsoft Operations
Manager\3.0\Console\CacheParameters reg-
istry key, 1348

HKCU\Software\Microsoft\Microsoft Operations
Manager\3.0\User Settings registry key,
1348

HKEY_CLASSES_ROOT folder, 1327
HKEY_CURRENT USER folder, 1327
HKEY_CURRENT_CONFIG folder, 1328
HKEY_LOCAL_MACHINE folder, 1327
HKEY_USERS folder, 1327

HKLM\Software\Microsoft Operations
Manager\3.0\Agent Management
Groups\<management group name> registry
key, 1332

HKLM\Software\Microsoft\Microsoft
Operations Manager\3.0\Agent Management
Groups\<management group name>\Parent
Health Services\O registry key, 1332

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Config Service regis-
try key, 1335

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Machine Settings
registry key, 1335

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Modules\Global reg-
istry key, 1335

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Modules\Global\
PowerShell registry key, 1335

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Reporting registry
key, 1337

HKLM\Software\Microsoft\Microsoft

Operations Manager\3.0\SDK Service registry
key, 1335

HKLM\Software \Microsoft\Microsoft
Operations Manager\3.0\Server Management
Groups<management group name> registry
key, 1335

HKLM\Software\Microsoft\Microsoft

Operations Manager\3.0\Setup registry key,
1335

HKLM\Software \Microsoft\System Center
Operations Manager\12\APMAgent registry
key, 1332

HKLM\Software \Microsoft\System Center
Operations Manager\12\Setup\Agent registry
key, 1332

HKLM\Software\Microsoft\SystemCertificates\
Operations Manager registry key, 1349



HKLM\Software\ODBC\ODBC.INI\ODBC Data
Sources registry key, 1341

HKLM\Software\ODBC\ODBC.INI\OpsMgrAC
registry key, 1341

HKLM\Software\Policies\Microsoft\AdtAgent\
Parameters registry key, 1339

HKLM\System\CurrentControlSe\tServices\
AdtServer registry key, 1341

HKLM\System\CurrentControlSet\Services\
AdtServer\Parameters registry key, 1341

HKLM\System\CurrentControlSet\Services\
Eventlog\Operations Manager\ registry key,
1344

HKLM\System\CurrentControlSet\Services\
HealthService\Parameters registry key, 1346

HKLM\System\CurrentControlSet\Services\
HealthService\Parameters\ConnectorManager
registry key, 1332

HKLM\System\CurrentControlSet\
Services\HealthService\Parameters\
ConnectorManager\Approved AD Management
groups registry key, 1346

HKLM\System\CurrentControlSet\Services\
HealthService \Parameters\Management
Groups<management group name> registry
key, 1346

HKLM\System\CurrentControlSet\Services\
HealthService\Parameters\Management
Groups\<management group name>\
AllowedSSIDs registry key, 1346

HKLM\SYSTEM\CurrentControlSet\Services\
HealthService\Parameters\Management
Groups\<management group name>\ registry
key, 1332

HKLM\System\CurrentControlSet\
Services\HealthService \Parameters\
SecureStorageManager registry key, 1346

hosted classes, 1124

hosting relationships, 1126

HP Operations Manager IP, 1110
HP Service Manager IP, 1111
HP-UX platform, 1005

Import Management Packs Wizard 1423

HSLockdown tool, 489
action accounts, unlocking, 489
executing, 489
syntax, 489

HTTP headers, web application availability syn-
thetic transaction, 894

1/0 Errors PM, 1324

1/0 Operations Timed Out performance counter,
1324

IBM Tivoli Netcool/OMNIbus IP, 1111
Id parameter (Get-SCOMAlert cmdlet), 1204

IDC Research |10 Model success study website,
33

IDS (Intrusion Detection System), 497-498
1IS (Internet Information Services)
installing, 223-224
ISAPI/CGI Restrictions, 224-225
metabase, backing up, 569, 609-611
Report Server Application Pool account, 481
restart/recycle, 776-779
web applications/services, discovering, 820
IM (Instant Message) channel, 361, 713
image-based deployment, 410
images, 641
implementing
high availability, 425-426
ACS, 433-436
failover clustering, 426-428
log shipping, 429-432
NLB for DAS, 432-433
NLB Web console, 433
SSRS, 428
System Center Management service, 96
Import Management Packs Wizard, 662-663
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importing multi-homed upgrades, compared, 297-298
Cl connector management packs, 1087 from secondary management server,
289-297

cross platform management packs, 1019
JEE management packs, 1060-1061 overview, 290
management packs, 247, 299, 358, 661 performing, 292-296

changes, deploying, 665

during installation, 624

Operations console, 647-649, 662-663
PowerShell, 665

verification, 665-666

Upgrade Helper management pack, 258
in-place upgrades, 261
distributed management group, 271-289

ACS collector, 285

ACS reports, 288

agents, upgrading, 272
connectors, disabling, 280
databases, backing up, 281
event logs, reviewing, 272
gateway servers, 275277

Localizedtext/Publishmessage tables,
cleaning up, 289

manually installed agents, 273
notifications, disabling, 280

operational database free space verifica-
tion, 280-281

pending agent installations, rejecting,
272

performing, 281-285

push-installed agents, 277

reporting server, 286-288

RMS encryption key, backing up, 272

secondary management servers,
273-275

SQL Server collation support, 272-273

subscriptions/connectors, re-enabling,
289

verification, 289
Web consoles, 277-280

promoting before upgrading, 289-290

reporting server configuration file, editing,
297

RMS encryption key, restoring, 290-291
single-server management group, 262-271

agents, rejecting, 262

command-line upgrade, 269-270

connectors, disabling/re-enabling, 262,
270

databases, backing up, 264-265
event logs, reviewing, 262

Localizedtext/Publishmessage tables,
cleaning up, 271

manually installed agents, upgrading,
265-266

notifications, disabling/re-enabling, 262,
270

operational database free space verifica-
tion, 263

performing, 266-269
push-installed agents, upgrading, 270

RMS encryption key, backing up,
262-263

SQL Server collation support, 264
verification, 270-271
small network case study, 304-306
in-place versus multi-homed migration, 254-255
incident remediation runbook example, 1109

Incoming Events/sec performance counter,
1323

Incoming Management Data Rate performance
counter, 1317

Information Worker management pack, 994
Infrastructure Optimization. See 10 model
Infront Consulting Group, 387



Business Critical Desktop Monitoring man-

agement pack, 387

dashboard, 549

website, 387
inheritance

classes, 104

Web console permissions, 229
Install-SCOMAgent, 1199
installation (OpsMgr)

management packs, importing, 247

multiple servers, 199-200

additional management servers/con-
soles, 212-216

first management server, 199-212
gateway servers, 231-234
reporting server, 217-222
SQL Server, 199
Web console, 223-230

order, 196-197

planning, 188

prerequisites, 189-196
software, 191-196
updates, checking for, 192
Windows domain, 190
Windows security accounts, 190-191

Setup splash screen, 189

single server, 197-198

troubleshooting, 249

two server, 198-199

INSTALLDIR parameter, 399
installing

ACS, 235-236
collectors, 187
database file locations, 237
databases, 187, 236-237
event retention schedule, 238
local time zone timestamps, 238

installing 1425

SQL Server authentication, 237
summary, 238
agents, 385
ACS forwarders, 246-247
command line, 245-246
domain controllers, 923
PowerShell, 378, 406
pushing, 411
trusted domains, 241-243
untrusted domains, 243-246
updates, checking, 247
APM, 756
BeanSpy, 1053, 1064
ConfigMgr management pack, 1302
databases, clustered configuration, 428
Dell management packs, 1297-1299
direct-reporting agents, 1277
DPM agents
trusted computers, 612
untrusted computers, 609-612
first management servers, 199-212
command line, 211-212
completion, 210
creating in new management group, 203
hardware/software verification, 202
improvement program participation, 208
installation location, 201
licensing, 203

operational database, configuring,
203-205

setup process, 208-210
gateway servers, 231-234
agent pushing, 233
certificates, 233-234
command line, 234
customer networks, 1276-1277
gateway approval tool, running, 231
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installation location, 232
management groups/servers, 232
.NET Framework, installing, 231
preparations, 231

proxy settings, 234

GPMC on AEM management server,
970-972

1S, 223-224

Lync Server 2010 management pack, 1295
management packs, 371

management servers, 215-216

multiple System Center 2012 components,
83

.NET Framework 4/4.5, 194, 195
Operations console, 319
Operations Manager accounts, 206-207
Orchestrator monitoring pack, 1304
Report Viewer 2010, 196
reporting servers, 217-222
command line, 222
deployment confirmation, 222
readiness, confirming, 217
setup wizard, 218-221
SharePoint 2010 management pack, 1287
SQL Server, 199
UNIX/Linux agents, manually, 401
Visio MP Designer, 1132
Web console, 223-230
authentication mode, 227
completion, 228-229
database access, 226
default web site, 226
IIS installation, 223-224
installation location, 224

ISAP/CGI Restrictions (IIS Manager),
224-225

management server, entering, 226
prerequisite verification, 225
summary, 227

Windows agents, manually, 399-401
approving, 399
parameters, 399

Windows Azure Applications monitoring
pack, 1306

Instance Details widget, 533

Instance parameter (Get-SCOMAlert cmdlet),
1205

instances
discovered, exploring, 1218-1219

space settings (Data Warehouse data-
bases), 573

Instant Message (IM) channel, 361, 713
instant messaging, enabling, 713
integrated reporting, 53

Integrated Scripting Environment (ISE),
1186-1188

integration
requirements, 140
System Center 2012, 82-85
data source, 84
monitoring, 84
multiple components, installing, 83
SQL requirements, 85
IntelliSense, 1137
interactive mode (ACS reports), 514

Interface Audit Insertions/sec performance
counter, 1323

Interface Queue Length performance counter,
1323

Interface Traffic Volume report, 860-861
interfaces, custom developed, 370
Internet Explorer Service DA, 926
components, 928-929
adding, 929-931
renaming, 929
network
devices, 929
services, 929



views, 931
watcher nodes, 928

web applications, defining, 926-928
Internet Information Services. See IIS
Intrusion Detection System (IDS), 497-498

Intune, 1234
Inventory tool, 749

10 (Infrastructure Optimization) model, 30-34

business, enabling, 31
control, gaining, 31
costs, reducing, 34
defined, 30-31

goal, 32

strategic assets, 33
success, 33

website, 31, 34

IP addresses

ARP cache, troubleshooting, 866
filters, configuring, 773
remote network devices, 958

IPs (Integration Packs), 1106-1107

activities, 1107-1108

alert forwarding, 1110-1111
ISV partner Kelverion, 1111
system requirements, 1107

IPv6, troubleshooting

ISAP1/CGI Restrictions (IS Manager), 224-225
ISE (Integrated Scripting Environment),

devices, 866
servers, 866

1186-1188
ISO 20000, 30
isolation (systems), 13-14
ISV partner Kelverion IPs, 1111

IT

Analytics dashboards, 549
Infrastructure Library. See ITIL

JEE APM

life cycle, 27

Service Management (ITSM), 24-25, 30

service triangle, 18

1427

Item Incoming Rate performance counter, 1317
ITIL (IT Infrastructure Library), 24-26

ITSM (IT Service Management), 24-25, 30

J

2011 update, 25

ITSM, 24-25

measurements, 26

MOF as extension, 29-30
version 2 versus version 3, 25
version 3 core volumes, 25

Jalasoft Xian Wings, 371

Java Management Extension. See JMX

JEE (Java Enterprise Edition), 1051
JEE APM

BeanSpy, 1052-1053
configuring, 1053
files, deploying, 1062-1063
installing, 1053, 1064
required roles, 1054
roles, adding, 1055
verification, 1065

deep monitoring

application availability monitor,
1067-1069

defined, 1065
enabling, 1065-1066
manual discovery, 1066-1067

server performance monitors, 1069

views, 1067

management packs, importing, 1060-1061

mixed case user names, 1055
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1428 JEE APM

Run As accounts
creating, 1056-1058
functions, 1055-1056
Run As profiles, creating, 1059
support matrix, 1051
templates, 1069
availability monitoring, 1070-1075
performance monitoring, 1076-1080
JMX (Java Management Extension), 1052
Joyner, John, blog address, 1370

K

key files, creating, 1143-1144

keys (registry)
ACS, 1339
AeDebug, 976
agents, 1332
certificates, 1349
current logged-on users, 1348
data warehouse server, 1337
event logs, 1344
Health Service, 1345-1346
locations, 1329
management servers, 1334-1335
operations database server, 1337
report server, 1337

Koetke, Dale, 562

KPIs (key performance indicators)
reports, 558
website, 685

KPN Commercial Business Market/Getronics
website, 1267

L

LanguagePacks section (management pack
schema), 111

large enterprise multi-homed upgrade case
study, 310-311

LastModifiedBy parameter (Get-SCOMAlert
cmdlet), 1205

latitude and longitude coordinates website, 541
licensing
Eclipse Company example, 172-173
first management server, 203
Management Licenses
device, 172
levels, 171
management servers, 213
planning, 171-175
PowerShell cmdlets, 1211-1212
information, retrieving, 1212
new cmdlets, 1211
upgrading from evaluation copy, 1212
resource websites, 175
light events, 815-816
light logic, 795-796
Line of Business DA. See LOB DA
Linux
access, 1012

authentication/data encryption,
1013-1014

firewalls, 1014

privilege elevation architecture, 1013
account administration, 366
administration, 357
agents. See also cross platform agents

architecture, 1011

deploying, 395-398

health, verifying, 414



manual installation, 401
supported platforms, 387
troubleshooting, 420

commands

connectivity, verifying, 1080
directories, creating, 1081
DNS server, specifying, 1081
GUI, 1082

IP addresses, retrieving, 1080
network interface, turning on, 1080
rebooting, 1080

remote control, 1081-1082
root, 1081

SSH, restarting, 1081

user maintenance, 1081
Wikipedia listing of, 1080

deploying

manually, 1022-1026
troubleshooting, 1026-1027
without root, 1019-1022

discovery

account information, gathering, 1016
name resolution, 1015

Run As accounts, configuring,
1016-1017

Run As profiles, conjuring, 1018-1019

WinRM, updating, 1016

management packs

requirements, 389
importing, 1019

OpsMgr 2012 SP 1 support, 1007
resource websites, 1373-1374
Run As accounts, configuring, 395
security, 490-491

sudo command, 491-494, 1012
templates, 1029

Log File, 1030-1031
Process, 1031-1034

logs 1429

Run a UNIX/Linux Shell Command task,
1049-1051

Shell Command Performance Collection
Rule, 1043-1048

Shell Command Two State Monitor,
1035-1043

versions supported, 1005
views, 1027-1029
ListForwarders command, 517
listings
network monitoring monitors, 854
network monitoring rules
enabled by default, 854
out of the box, 853
targeting devices, 855

PowerShell scripts, gateway servers,
440-441

live links, 1380
Live Maps dashboards, 547-548

Bing Map, 548

creating, 548

integration, 547

VMM Diagram, 547
LOB (Line of Business) DA940

creating, 942-944

customizing, 946-947
local management groups, 450
local security policies, 499, 500
Localizedtext table, cleaning up, 271, 289
locations

defining, 543

deleting, 543-543
Log File template (UNIX/Linux), 1030-1031
logs

ACS forwarders, 520

events

network discovery, troubleshooting,
865-866
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registry settings, 1344
sizes, 415
monitors, 688, 689-690
shipping, 429-432
configuring, 431-432
considerations, 429-430
disaster recovery, 618
enabling, 430-431
online resources, 431
long-distance WAN links, 157
low disk warning alert, 128
low-privileged action accounts, 476-478
Lync Server 2010 management pack, 1294
alert tuning, 1296-1297
configuration steps, 1295
documentation, 1294
downloading, 1294
installing, 1295
reference websites, listing of, 1297

M

machines (client)
ConfigMgr, 965
end user problems, 966
monitoring models
AEM only, 967
aggregated, 968
business critical, 968
synthetic transaction, 968
network-level monitoring, 966
maintenance
alerts, tuning
colors, 743
ConfigMgr management pack, 1303
down, 743
fixing, compared, 742

Lync Server 2010 management pack,
1296-1297

SharePoint management packs,
1291-1293

up, 743
databases, 585
ACS, 588
data warehouse, 587-588
operational, 585-587
SQL Server editions effects, 586
GUl-based remote scheduler, 337
improvements, 35-36
management packs, 651-653
alerts, 652
application-by-application, 652
dependencies, 652
events, viewing, 653
guidelines, 656-657
Health Explorer, 653
server-by-server, 652
test environments requirements, 658
time, 657
viewing scope, 652
runbook example, 1110
user roles, 465
maintenance mode
active windows, editing, 1203
applying to objects, 745-746
ConfigMgr, 745
filtering down, 748
gateway servers, 1202
group script, 1223-1224
health state, resetting, 748
management servers, 75, 1202
Monitoring pane, 336-337
overview, 745, 1202
scheduled, 749
starting, 748, 1203



MaintenanceSetting table
config space settings, 573
instance space settings, 573
makecert.exe, 1186

Malformed Data Items Dropped performance
counter, 1315

Managed Computer Network Adapters Group,
852

Managed Services Providers (MSPs), 1231
management accounts, 482
management cloud, 1237
architecture requirements, 1238-1240
defining, 1237-1238
scaling, 1240-1244
capacity, 1242-1244
redundancy, 1241-1242
Management Group DA, 916
Management Group Health dashboard, 541

Management Group Health Trend dashboard,
541

management groups
adding/deleting, 304, 449
additional management servers, 92
agents, 89-90
APM, 94
audit collectors, 94
audit databases, 93
backing up, 1379
client monitoring server, 94
connected
administration, 355
architecture, 87
bidirectional communication, 450
defined, 450
different builds, 450
DNS, 451
local, 450
location, 451

management groups 1431

Microsoft documentation, 451
untrusted domains, 451
connections, viewing, 91
consoles, 90-91
data access service, 92
databases, 87
dedicated ACS, 144
defined, 78, 85
deploying, 298-299
designs, 142-148
administrative control, 143
languages, 145
multi-homed architectures, 145-148
multiple architectures, 145
network connectivity, 145-146
physical locations, 144
security, 144
support limits, 143
test environments, 144
discovery objects, 348
distributed, upgrading, 271-289
first management servers, 88-89, 203
gateway servers, 93
Health Service State folder, 101-103
contents, 101
deleting, 102-103
health, verifying, 319
information, viewing, 449
local, 450
monitors, 347
names, 87, 145
network device monitoring, 94
objects, attributes, 346
OpsMgr 2007 R2, 302-304
overrides, 348-349
PowerShell connectivity, 1195-1196
resources, sharing, 94-95
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rules, 348

service level tracking, 349-351
settings, 366-368

single versus multiple, 85
single-server, upgrading, 262-271

small versus large deployment example,
85-86

tasks, 351

TCP port 5723, 101

views, 351

web consoles, 92-93
Management Pack Best Practice Analyzer, 748
Management Pack Cookdown Analyzer, 748
Management Pack Diff, 748

Management Pack objects node (Authoring
pane), 346-351

attributes, 346

discovery objects, 348
monitors, 347

overrides, 348-349

rules, 348

service level tracking, 349-351
tasks, 351

views, 351

Management Pack Request - Avg. Queue Wait
Time/sec performance counter, 1316

Management Pack Request - Avg. Time sec
performance counter, 1322

Management Pack Request - Queue Length
performance counter, 1316

Management Pack Requests - Avg. Enqueued/
sec performance counter, 1316

Management Pack Requests - Avg. Processed/
sec performance counter, 1322

Management Pack Requests - Failed Total
performance counter, 1322

Management Pack Requests - Failed/sec
performance counter, 1322

management packs
action accounts, configuring, 476-478

added during installation, viewing, 388
administration, 357-360

AEM, 750

aggregate client monitoring, 995-996
authoring, 1144-1146

application monitoring requirements,
identifying, 1129-1130

component monitoring requirements,
identifying, 1130-1132

backing up, 569, 603-606
from batch files, 604

exporting with Operations console,
604-606

PowerShell script, 603-604
scheduling, 570
syntax example, 603
base, 1143
bundles, 649-650
Business Critical Desktop Monitoring, 387
Business Critical Monitoring, 997
Central Health Check Reports, 559
Cl connector, importing, 1087
classes, 46
relationships, 1141-1142
types, 634
Visio MP Designer, 1133-1135

Visio MP Designer versus Visual Studio,
1135

Visual Studio, 1136-1141
client monitoring, 994
aggregate, 995-996
business critical, 997-1000
components, 625
ConfigMgr, 1301
alert tuning, 1303
configuring, 1302-1303
documentation, 1302
downloading, 1301-1302
installing, 1302



console tasks, 641
content, viewing, 667
Core Monitoring Agent Management, 666
creating, 358
cross platform, importing, 1019
customer names, 1264
DA templates, finding, 941
data types, defining, 633, 635
databases, describing, 48
default, monitoring, 898
defined, 78, 623-624
deleting, 357
Dell, 1297
configuring, 1300
documentation, 1297
downloading, 1297
installing, 1297-1299
reference websites, listing of, 1300-1301
dependencies, 626
deploying, 650-651
descriptions, viewing
online, 645
operational database, 646
details, viewing, 856
diagnostics, 629
discovery, 106
discovery rules, creating
registry-based, 1148-1153
results example, 1157-1158
script-based, 1154-1156
Visio MP Designer, 1143
Visio versus Visual Studio, 1147
display strings, 1139
downloading
community based, 360
guides, 359
Management Pack Catalog service, 358

management groups 1433

Operations console, 647-649
System Center Marketplace, 359
earlier OpsMgr versions compatibility, 644
elements
listing of, 633-634
sub-elements, 634
exporting, 357, 659-660
Operations console, 604-606
PowerShell, 605
extensible monitoring, 627
folders, 641
Forward Alerts via Email, 709
guides, finding, 644
importing, 247, 299, 358, 661
changes, deploying, 665
during installation, 624
Operations console, 662-663
PowerShell, 665
verification, 665-666
Information Worker, 994
installer download, 247
installing, 371
Internal Library MP, 666
JEE, importing, 1060-1061
knowledge improvements, 627
listing, 667
Lync Server 2010, 1294
alert tuning, 1296-1297
configuration steps, 1295
documentation, 1294
downloading, 1294
installing, 1295
reference websites, listing of, 1297
module types
condition detection, 636
data source, 636
defined, 635
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defining, 633 presentation types, 641
probe action, 636 properties, viewing, 357
write action, 636 recovery, 629
monitors, 106 relationship types, 635
events, 1162-1164 reports, 642
script-based performance, 1165-1167 packaging, 608
Visio MP Designer, 1159-1160 parameters, 642
Visio versus Visual Studio, 1160 ReSearch This
names, 358 company knowledge storage, 728
network monitoring, 829, 1301 download website, 728
documentation, 1301 Run As accounts, 469
downloading, 1301 Run As profiles, 642
objects, 48, 628 schema, 109-112
operating system monitoring, 388-389 ConfigurationGroups, 111
Linux/UNIX, 389 elements, 111
Windows, 388-389 file, 625
OpsLogix Capacity Intelligent, 561 LanguagePacks, 111
OpsMgr 2007 comparison, 667-668 Manifest, 110, 111
OpsMgr 2007 R2 Authoring Resource Kit, Monitoring, 111, 112
749

Presentation, 111
Oracle Intelligent, 901

Orchestrator, 1303
documentation, 1304
downloading, 1304
installing, 1304

PresentationTypes, 111
Reporting, 111
Resources, 111
Templates, 111
TypeDefinitions, 111

overview, 1305 types, 635

prerequisites, 1304 sealing, 625-626, 1143-1144, 1171
Orchestrator Integration Library, 1107 example, 643
overrides MPSeal, 642

exporting/storing, 627 verification, 643-644

overview, 636-638 viewing, 660

viewing, 667 service models, 46
overview, 46 SharePoint 2010, 1286
performance collection rules, creating alert tuning, 1291-1293

Visio, 1168

configuration steps, 1288-1291
configuration task, 1287
documentation, 1287
downloading, 1286-1287

Visio versus Visual Studio, 1168
Visual Studio, 1168-1171



installing, 1287

reference websites, listing of, 1293-1294

Spell Checker, 748
SystemCenterCentral catalog website, 559
templates, 342-344, 640

.NET Application Performance Monitoring,

343, 873
OLE DB Data Source, 343
Power Consumption, 873
Process Monitoring, 343, 873
TCP Port, 343

UNIX/Linux Log File Monitoring, 343, 873

UNIX/Linux Process Monitoring, 343,
873

UNIX/Linux Service, 873

Web Application Availability Monitoring,
343

Web Application Transaction Monitoring,
344

Windows Service, 344, 874
testing, 1172-1173
troubleshooting, 657-659
tuning, 651-653

alerts, 652

application-by-application, 652

dependencies, 652

events, viewing, 653

guidelines, 656-657

Health Explorer, 653

server-by-server, 652

test environments requirements, 658

time, 657

viewing scope, 652
uninstalling, 627
unit monitor types, 636
Universal Linux monitoring, 387
UNIX/Linux templates

Log File, 1031-1034

Process, 1031-1034

management groups 1435

unsealed, backing up nightly script,
1222-1223

updates, 644
Upgrade Helper, 258-261
agent upgrade state views, 259-260
benefits, 259
function, 260-261
importing, 258
management group upgrades, 299

secondary management server upgrade
state, 259

upgrading without losing overrides, 627

Veeam Extended Generic Report Library,
559

versions, verifying, 389, 646
views, creating
Visio, 1171
Visual Studio, 1171
Visio Generator, 748
VMM. See VMMs, management pack
Windows Azure Applications, 1305
configuring, 1306-1308
data grooming, 1309
downloading, 1306
features, 1308
installing, 1306
prerequisites, 1306
Windows Server Operating System, 1309
documentation, 1310
downloading, 386, 1309-1310
monitoring features, 1310-1311
optional configurations, 1311
reports, 1312-1313
workflows, 630
diagnostics, 632
discoveries, 631-632
monitors, 632
recoveries, 633
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rules, 631
tasks, 632

management servers

action accounts (MSAA), 476
additional, 92
administration, 357
AEM, enabling, 970-972
agent failover settings, 1223
defined, 79
designs, 151-154
amount required, 151-152
physical location, 152
redundancy, 152, 154
failed, recovering, 620

first. See first management servers,
installing

gateways, 156
installing, 212-216
command line, 215-216
setup wizard, 212-216
maintenance mode, 75, 1202
Operations console connectivity, 316
performance counters, 1316
OpsMgr DB Write Action Caches, 1316
OpsMgr DB Write Action Modules, 1316

OpsMgr DW Synchronization Module,
1320

OpsMgr DW Writer Module, 1316
OpsMgr SDK Service, 1319
OpsMgr WF 4.0 Module, 1316

SC Mgmt Config Delta Synchronization,
1316

SC Mgmt Config Dirty Notification, 1316
SC Mgmt Config Request, 1322
SC Mgmt Config Request Queue, 1316

SC Mgmt Config Snapshot
Synchronization, 1316

SC Mgmt Config Thread Count, 1316

PowerShell connection, 1194
proxy settings, configuring, 496-497
registry settings, 1334-1335
requirements
hardware, 153-154
operating system, 153
resource pools, 93
RMSE
defined, 79
hosts, retrieving, 1212-1213
websites, 79

secondary. See secondary management
servers

server communication rules, 403-404

TCP Port synthetic transaction, 907

test environments, 425
MANAGEMENT_GROUP parameter, 399

MANAGEMENT_SERVER_AD_NAME parameter,
399

MANAGEMENT_SERVER_DNS parameter, 399
ManagementPack table, 646
ManagementPackSchema file, 625

Manifest section (management pack schema),
110, 111

Manual Reset monitor, 118
manually installed agents
approving/rejecting, 378-379, 416
dual-homing, 301
mutual authentication, 487-488
remote management, 414-415
UNIX/Linux, 401
upgrading, 265-266, 273, 399
Windows, 399-401
approving, 399
parameters, 399
map locations
defining, 543
deleting, 543-543



Marketplace, management pack listings, 645
Master database, backing up, 569

Max Send Queue Size performance counter,
1317

MBeans, 1053, 1056

MDOP (Microsoft Desktop Optimization Pack),
964

measurements, 26

medium enterprise database preservation
upgrade case study, 306-309

membership

administrative groups, unauthorized
changes, 522-523

resource pools, configuring, 437-439
message format (notifications), 362
Messaging template, 940, 948
methodologies, lacking, 16
methods

GetRelationships(), 1219

.NET

adding to APM, 766
defined, 762

ScheduleMaintenanceMode(), 1224
Meyler, Kerrie, blog address, 1370
MIBs, 833
Microsoft

certificate creation tool, 1186

connected management group documenta-

tion, 451
Desktop Optimization Pack (MDOP), 964
Download Center, 645
failover clustering. See failover, clustering
management tools history, 1232-1234
Intune, 1234
MOM 2000/MOM 2005, 1232-1233
OpsMgr 2007, 1233
SCE/ROM, 1233-1234
SPF, 1234

modeling 1437

module types reference website, 123
Operations Framework. See MOF
operations management strategy, 19-21
DSI (dynamic systems initiative), 21-24
10 model, 30-34
ISO 20000, 30
ITIL, 24-26
MOF, 26-30
Operations Manager (MOM) 2000, 60
Operations Manager (MOM) 2005, 60
OpsMgr 2012 glossary website, 77
privacy statements, 992
Report Viewer 2010 download website, 726
resource websites, listing of, 1364-1368
SML website, 24
SQL Server Reporting Services. See SSRS
SQL Server. See SQL Server
upgrade process flow diagram website, 256
Volume Licensing Brief, 175
midsized organization designs, 182
migration to OpsMgr 2012
in-place versus multi-homed, 254-255
network monitoring new features, 866-868
monitor types, 868
NetworkManagement.Node class, 867
new modules, 867-868
MLs (Management Licenses), 171
device, 172
levels, 171
mobile access solutions, 370-371
model-based management, 624
modeling
administrative, 140
defined, 79
health models, 107-109
adding monitors, 113
aggregate monitors, 114-115
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Authoring console, 110 MOM 2005, 60, 1232-1233
dependency monitors, 115 MOM 2005 agent interaction, 412
top-level rollup | monitor, 108 MOMADAdmin utility
unhealthy monitors, viewing, 129 adding to administrator role, 404
unit monitors, 117-118 running, 403
service, 103-107 MOMScriptAPI object, 1155
class inheritance, 104 Monitoring overview (Operations console), 319
descriptors, 104-105 Monitoring pane
object discovery rule, 105-106 customizing, 340-341
object relationships, 105 Active Alerts global view, 340-341
relationship discovery rules, 107 folders, 341
SML, 104 tasks, 342
Module Count performance counter, 1315 views, 341
modules decluttering, 324
cooking down, 124 Distributed Applications view, 908
data types, 124-126 folders, 324
re-registering after upgrading (PowerShell), Health Explorer. See Health Explorer
261

maintenance mode, 336-337
types, 123-124

condition detection, 636

overview, 324

pivoting, 336

data source, 636 reports, running, 557

defined, 635 subscriptions based on alerts, creating, 724
defining, 633 views
probe action, 636 Alert, 324-325
write action, 636 dashboard, 335-336
MOF (Microsoft Operations Framework), 26-30 Diagram, 331-333
defined, 27

Discovered Inventory, 339-340

Deliver phase, 138 Distributed Applications, 339

deployment focus areas, 138 Event, 325

IT life cycle, 27 Performance, 329-330
ITIL extension, 29-30 shortcuts, creating, 368
Operations Manager deployment, 28 State, 325

System Center relationship, 52 Task Status, 334
System Center support, 28-29 Web Page, 334-335

version 4, 27 Monitoring section (management pack schema),

websites, 138, 29 111, 112
MOM 2000, 60, 1232-1233 monitoring space (Operations console), 128



monitors

adding to health models, 113
aggregate, 114-115, 632
Aggregate Rolllup, 706
alerts, generating, 744
creating

events, 1162-1164

script-based performance, 1165-1167

Visio MP Designer, 1159-1160
Visio versus Visual Studio, 1160
default intervals, 1075
defined, 669
dependencies, 115, 632
Dependency Rollup, 706
finding, 734-736
Advanced Search page, 730, 731
filtering objects, 730-732
Operations console search bar, 730
health
Health Explorer, 653
state, resetting, 748

JEE application availability, creating,
1067-1075

alerts, 1074
health state, 1072-1074
MBean, choosing, 1070
name/description, 1070
target application, choosing, 1070
testing, 1074

JEE server performance, 1069

management pack schema Monitoring
section, 112

network monitoring
enabled by default, 855
out of the box, 854
new, 868

monitors 1439

OLE DB data source

creating, 896-899

performance data, viewing, 900-901
overrides, creating, 734-736
overview, 347, 632
parameters, overriding, 737
resetting/recalculating, 704-706
rule of the monitor exception, 744
rules, compared, 119-120, 671

shell command two state, creating,
1036-1043

alerts, 1042

enabling, 1043

general properties, 1037
health state, configuring, 1040

Healthy Expression, configuring,
1040-1041

Monitor Error Expression, configuring,
1039

schedule interval, 1038
shell command, adding, 1038
targeting, 686
TCP port, 903
creating, 903-904
performance data, viewing, 905
types, 1128
unhealthy, viewing, 129
unit, 117-118, 632, 687-689
Authoring space available, 117
Basic Service Monitor, 117
categories/subcategories, 688-689
common, listing of, 118
log file, 688, 689-690
scripting, 689
SNMP, 688, 689
types, 687
unhealthy state icon, 118
website, 706
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Windows events, 688, 690-694

Windows performance counters, 689,
696

Windows services, 689, 695-696

WMI events, 688, 689

WMI performance, 689

WMI Performance Counters, 688
viewing, 687

web application availability, creating. See
web applications, availability synthetic
transaction, creating

moving
databases to new servers, 597
audit database, 601-602
data warehouse database, 600-601
operational database, 597-599
RMSE role, 443-444, 1213
widgets, 534
MP Event Analyzer tool, 749
MPSeal, 642
options, 642
syntax, 642-643
verifying management packs, 643-644
MPUpdate Action Account profile, 470
MPViewer, 856

MSAA (Management Server Action Account),
476

Msdb database, backing up, 569
MSPs (Managed Services Providers), 1231
multi-homed versus in-place migration, 254-255
multi-homing
agents, 412-413
benefits, 447
deploying, 447
manually, 448-449
.NET functions, 449
architecture, 145-148
upgrades, 297-298

advantages over in-place upgrades,
297-298

agents, 299-301

manually installed, 301

push-installed, 300-301
large enterprise case study, 310-311
management groups, deploying, 298-299

OpsMgr 2007 R2 management group,
retiring, 302-304

OpsMgr 2007 R2 servers, uninstalling,
304

single-homing agents, 303-304
multi-tenancy
business requirements, 1261
customer isolation, 1261-1262
alert notification software, 1275
alert subscriptions, 1270-1272
customer classes, creating, 1264-1265
customer connection models, 1244

customer deliverables, defining,
1265-1266

groups, creating, 1262-1264

customer names in management packs,
1264

defined, 1261
NOC, 1266-1267
portals, 1275
scheduled report delivery, 1272-1274
self-service provisioning, 1275
Web console, 1267-1269
multiple server deployment, 199-200

additional management servers/consoles,
212-216

command line, 215-216
setup wizard, 212-216

first management server, 199-212
command line installation, 211-212
completion, 210
creating in new management group, 203



data warehouse database, 205
hardware/software verification, 202
improvement program participation, 208
installation location, 201

operational database, 203-205
Operations manager accounts, 206-207
setup process, 208-210

gateway servers, 231-234

agent pushing, 233

certificates, 233-234

command line installation, 234
gateway approval tool, running, 231
installation location, 232
management groups/servers, 232
.NET Framework, installing, 231
preparations, 231

proxy settings, 234

Navigation pane

mutual authentication
gateway servers, 155
non-trusted domains, 485-486
overview, 484
workgroups, 487

My Views, creating, 368

My Workspace pane, 368-369

N

1441

Name parameter (Get-SCOMAlert cmdlet), 1205

name resolution
cross platform agent discovery, 1015
DNS
monitor, 1035-1043

performance collection rule, creating,

licensing, 203 1043-1048
reporting server, 217-222 names
command line installation, 222 agents, 419

deployment confirmation, 222
installation readiness, confirming, 217
installing with setup wizard, 218-221

SQL Server, 199
Web console, 223-230

authentication mode, 227
completion, 228-229
database access, 226
default web site, 226

IIS installation, 223-224
installation location, 224

ISAPI1/CGI Restrictions (IS Manager),
224-225

management server, entering, 226
permissions inheritance, 229
prerequisite verification, 225
Silverlight update, 229-230
summary, 227

alert-generating rules, 673
E-Mail (SMTP) channels, 712
management groups, 87, 145
management packs, 358
overrides, 639
PowerShell cmdlets, 1182
user roles, 461
Windows Events monitor, 691
Namespace dialog box, 765
namespaces
adding to APM, 764-765
configuring, 781
overview, 761-762
performance events, 794
wildcards, 764
Navigation pane, 331-333
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NET entry points, 762-763
3 Tier Application template, 940, 951-952 methods, 762
3.5, enabling, 193 multi-homing agents, 449
XXXX4.0/4.5 namespaces
download website, 726 adding to APM, 764-765
installing, 194 configuring, 781
application monitoring overview, 761-762
advanced settings, 763-764 wildcards, 764
client-side customizations, 772-776 "Network Bandwidth Utilization for the Various

OpsMgr 2007 Roles," article, 147
Network Device Discovery Durations view, 863

advanced settings, 773-774
compatibility check, 775

general settings, 773 Network Device Progress Events view, 864
IP address filters, 773

load balancer settings, 774

network devices
deleting, 849-851

configuring, 756-761 discovery
components to monitor, adding, 758 customer networks, 1277-1278
explicit, 837

conflicts, 779-780

discovery, 760 port stitching, 839

post-processing stage, 839
probing stage, 837-838
processing stage, 838

general properties, 757-758

groups, defining, 760

server-side, 760

tagging, 760
data collection, 781

events, 782-784

statistics, 781-782
exceptions, 767-769
1IS restart/recycle, 776-779
methods, adding, 766
namespaces, 764-765, 781
server-side customizations, 769-770
thresholds, 780-781

Application Performance Monitoring tem-
plate, 343, 873

Application Performance Monitoring Wizard,
756-761 Network Vicinity Dashboard, 857

components to monitor, adding, 758 OpsMgr 2012 versus OpsMgr 2007
administration, 868-869

reports, 860-863
TCP port monitors, 903

recursive, 837

rules. See rules, network device
discovery

IP addresses, 958
IPv6, troubleshooting, 866
monitoring, 851
built-in workflows, 853-856
extended, 851
groups, 852-853
Health Explorer, 856
Network Interface Dashboard, 859
Network Node Dashboard, 858
Network Summary Dashboard, 859

General Properties page, 757-758
Server-Side Configuration page, 760
What to Monitor page, 760



new features, 866-868
monitor types, 868
NetworkManagement.Node class, 867
new modules, 867-868
offline, 853
restoring, 851
troubleshooting, 863-864
network discovery views, 863-864
Network Interface Dashboard, 859
Network Load Balancing. See NLB
network monitoring
administration, 360
capacity limitations, 829
client machines, 966
connectivity
bandwidth utilization, 147
management groups, 145-146
customer. See customer networks
dashboards, 539-541
device management, 384
devices, 851
built-in workflows, 853-856
extended, 851
groups, 852-853
monitoring, 94
devices supported, 826
enhancements, 69-71
features, 825-826
firewalls, requirements, 829
improvements, 36
management packs, 1301
documentation, 1301
downloading, 1301
required, 829
new features, 866-868
monitor types, 868
NetworkManagement.Node class, 867
new modules, 867-868

network monitoring 1443

operational data, viewing
Health Explorer, 856
Network Interface Dashboard, 859
Network Node Dashboard, 858
Network Summary Dashboard, 859
Network Vicinity Dashboard, 857

OpsMgr 2012 versus OpsMgr 2007 adminis-
tration, 868-869

out of the box, 827
certified devices, 827-828
generic devices, 827
reports, 860
Availability, 862
Interface Traffic Volume, 860-861
resource pools, 830
Run As accounts, 835
SNMP v1/v2c devices, 835-836
SNMP v3 devices, 835-836
SNMP, 830
access, 830
communications, 832-833
MIBs, 833
OIDs, 833
operations, 832-833
versions, 830-832
TCP port monitors, 903
creating, 903-904
performance data, viewing, 905
troubleshooting
device not reachable via ICMP, 866
event trace logging (ETL), 865-866
FQDN for seed devices, 866
IP addresses, 866
IPv6 devices, 866
IPV6 servers, 866
network discovery views, 863-864
non-standard SNMP ports, 866
peripherals not discovered, 864-865

How can we make this index more useful? Email us at indexes@samspublishing.com



1444 Network Node Dashboard

Network Node Dashboard, 540, 858
Network Summary Dashboard, 539, 859
Network Vicinity Dashboard, 540, 857
NetworkManagement.Node class, 867
New Dashboard and Widget Wizard, 529-530
New-SCOMResource cmdlet, 1210
NLB (Network Load Balancing), 432
DAS, 432-433
Web console, 433
NOAPM parameter, 399
NOC, 1266-1267
NOC at ClearPointe website, 1267
non-standard SNMP ports, 866

non-trusted domains, mutual authentication,
485-486

Notification Account profile, 470
Notification Subscriber Wizard, 716-717
Notification Subscription Wizard, 719-721
notifications, See also alerts
action accounts, 190, 480
administration, 361-363
alerts, 42
configuring, 708-709
software, 1275
channels, 132-133, 361-362
command, 361-362, 715
E-Mail (SMTP), 361, 712-713
Instant Message (IM), 361, 713
message format, customizing, 362
return addresses, customizing, 362
text message, 361, 715
lacking, 14-15
resource pools, 365, 437-439
subscribers
administration, 362
creating, 715-717

subscriptions
administration, 362-363
alerts, excluding, 723
based on alerts, creating, 724
channels, configuring, 721
cloning script, 1378
conditions, 720
copying, 1221-1222
creating, 719
deleting, 1221
PowerShell cmdlets, 1220
subscribers, adding, 719
summary, 721
temporarily disabling, 1221
website, 724
workflow
architecture, 710
creating, 710-711
nslookup command, 1035-1036
NT Event Log provider, 672, 679
Nubigenus website, 1275

O

Object Access report, 524

Object Linking and Embedding Database. See
OLE DB

Object Picker, 944-946
objects, 627
attributes, 346
class inheritance, 104
descriptors, 104-105
discoveries, 348
discovery rule, 105-106
health models, 107-109
maintenance mode, applying, 745-746



MOMScriptAPI, 1155

relationship discovery rules, 107

relationships, 48, 105

reports, 352

rules, 348

service level objectives, 349-351
Objects by Performance widget, 533, 534
ODBC data sources, 508
Odyssey Enterprise Messaging DA, 949

Office SharePoint Portal Server Farm template,
940

offline devices, 853

OGC (British Office of Government Commerce),
24

OIDs, 833
OIS (Opalis Integration Server), 55

OLE DB (Object Linking and Embedding
Database), 896

synthetic transactions
creating, 896-899
DAs, 906
editing, 899
limitations, 898

OperationsManager/
OperationsManagerDW/
OperationsManagerAC databases, 906

performance data, viewing, 900-901
template, 343, 874

Windows Explorer Data Source Service DA,
defining, 933-935

OLEDB module (System Library management
pack), 899

Olugbade, Akin, 562
one-liners (PowerShell), 1226
agents
health state detection, 1227
management server check, 1227-1228
patch contents, viewing, 1227
alerts, processing, 1226-1227

operational database 1445

online content
ACS database sizing, 1379
agents, 1378-1379
authoring files, 1380
database scripts, 1377
live links, 1380
management groups, backing up, 1379
notification subscriptions, cloning, 1378
post upgrade cleanup task script, 1378
PowerShell failover scripts, 1378
report user role, 1379
SNMP information retrieval, 1379
VMM dashboards, 1379
website, 1377
online release notes, viewing, 210
Opalis Integration Server (OIS), 55
Open Connections performance counter, 1324
operating systems
ACS database servers requirements, 166
data warehouse server requirements, 163
gateway server requirements, 160
management server requirements, 153
monitoring management packs, 388-389
Linux/UNIX, 389
Windows, 388-389
operational database requirements, 163

Operations Manager agents requirements,
170171

reporting server requirements, 166

software requirements, 191

Web console requirements, 169-170
Operational Data Reports tab (CEIP), 988-989
operational database, 87

account profile, 470

backing up, 568, 590-595

configuring, 213-214

configuring during management server
setup, 203-205
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designs, 161
free space, 587, 280-281, 263
grooming, 572, 583
maintenance, 585-587
management pack descriptions, 646
moving to new server, 597-599
PowerShell cmdlets
grooming settings, 1214
listing of, 1213-1214
redundancy, 165
requirements
hardware, 163-165
operating system, 163
restoring, 596
security, 483

Operations console, 90, 127-129

ACS monitoring views, 519-520

Administration pane, 355
connected management groups, 355
device management, 356
management packs, 357-360
network management, 360
notifications, 361-363
product connectors, 363
resource pools, 363-365
Run As Configuration section, 365-366
security, 366
settings, 366-368

appearance, 319

Authoring pane
distributed application service, 344
groups, 345-346
management pack objects, 346-351
management pack templates, 342-344
overrides, creating, 734-736
overrides, finding, 737-738
overview, 342
unit monitors available, 117

child monitoring views, 319
configuration data, 318-319
connecting
management servers, 317
untrusted domains, 317
defined, 127
desktop access, 319
domain credentials, entering, 317
global views, 322
installing, 319
layout, 127
limitations, 317-318
management group health, verifying, 319
management packs
downloading, 647-649
exporting, 604-606
importing, 662-663
maximizing/shrinking, 333
Monitoring overview, 319
Monitoring pane

Active Alerts global view, personalizing,
340-341

Alert view, 324-325

configuring, 340-341

dashboard views, 335-336
decluttering, 324

Diagram view, 331-333

Discovered Inventory view, 339-340
Distributed Applications view, 339, 908
Event view, 325

folders, 324, 341

Health Explorer. See Health Explorer
maintenance mode, 336-337
overview, 324

Performance view, 329-330

pivoting, 336

reports running, 557

State view, 325



subscriptions based on alerts, creating,
724

Task Status view, 333

tasks, creating, 342

view shortcuts, creating, 368

views, creating, 341

Web Page view, 334-335
monitoring space, view choices, 128
My Workspace pane, 368-369
Navigation pane, 128
navigation panes overview, 323
opening, 316

operating system requirements/prerequi-
sites, 168

planning, 168
recommendations, 316
redundancy, 169
Reporting pane, 352
overrides, finding, 738
resource website, 355
running reports, 353-355
scheduling reports, 354-355
targeted reports, 352
running
management servers, 319
without trusted authentication, 318
search bar, 730
ul, 320-322
Web console, compared, 169, 370
operations management
defined, 19
IT service triangle, 18
Microsoft strategy, 19-21
DSI (dynamic systems initiative), 21-24
10 model, 30-34
ISO 20000, 30
ITIL, 24-26
MOF, 26-30

OpsMgr 2007 1447

problems, 11-12
expertise, 15-16
false alarms, 17
historical information, 15
methodologies, 16
missing information, 16
notifications, lacking, 14-15
outages, 12-13
system isolation, 13-14
virtualization, 17
system health, managing, 33-35
Health Explorer, 916
views
Alerts, 917
diagram, 919
diagram versus Health Explorer, 919-921
performance, 917
OperationsManager database, 906
OperationsManagerAC database, 906
OperationsManagerDW database, 906
Operator profile, 460
operator role, 366, 460

OpsLogix Capacity Intelligent management
pack, 561

OpsLogix Oracle Intelligent management pack,
901

OpsMgr 2007, 60-61
agents comparison, 421
console enhancements, 372
Cumulative Update 4 or later, 251-252
Cumulative Update 6 download, 251
dashboards, 527
DWDATARP tools, 577
management pack comparison, 667-668
management tools, 1233
monitoring comparison, 750
network monitoring administration, 868-869
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planning, compared to OpsMgr 2012,
185-186

PowerShell
cmdlets, 1193-1194

examples migrated to OpsMgr 2012,
1207

redundancy comparison, 454

Resource Kit gadget, 551

RMS, 424

security comparisons, 525

Tools and Utilities, 749-750

upgrading. See upgrading to OpsMgr 2012
OpsMgr 2007 R2, 61

Admin Resource Kit, 749

authoring console, 1138-1139

Authoring Resource Kit, 748-749

cross platform comparison, 1082

integration points, comparison, 1121

management group, retiring, 302-304

migration, network monitoring new features,
866-868

Resource Kit download, 337
servers, uninstalling, 304
OpsMgr 2012
accounts
configuring, 214
installing, 206-207
Administrators role, 460
Advanced Operators role, 460
architecture, 82
benefits, 10-11
built-in expertise, 45-46
Connector, 1323-1324
deleting, 248
DSI integration, 22
glossary website, 77
history, 59
MOM 2000, 60

MOM 2005, 60
OpsMgr 2007, 60-61
OpsMgr 2007 R2, 61
improvements, 35-37, 133-134
APM, 36
dashboards, 36
maintenance, 35-36
network monitoring, 36
stability, 35-36
requirements, 153
sizing tool, 186
SP 1, 64
heartbeat monitoring, 1009
Linux operating system support, 1007
website, 1005
Windows operating systems support, 386
Windows Server 2012 support, 271
supported configurations, 63-65
value, 56-57
websites, 63
OpsMgr by Example series website, 1285

OpsMgr DB Write Action Caches performance
counters, 1316

OpsMgr DB Write Action Modules performance
counter, 1316

OpsMgr DW Synchronization Module perfor-
mance counters, 1320

OpsMgr DW Writer Module performance coun-
ters, 1316

OpsMgr SDK Service counters, 1319
OpsMgr Shell
maintenance mode, starting, 748

network monitoring rule targeting devices,
855

overrides, finding, 739
resource websites, 1370

OpsMgr WF 4.0 Module performance counters,
1316

Oracle Intelligent management pack, 901



passwords 1449

Orchestrator Reporting pane, 738
alert forwarding, 1110-1112 heartbeat failure alerts, 1000
business value, maximizing, 1112 hierarchy, 638
connectivity, configuring, 1108-1109 management packs
defined, 1085 exporting/storing, 627
incident remediation runbook example, schema Monitoring section, 112
1109 names, 639
Integration Library Management Pack, 1107 overview, 636-638, 733

IPs, 1106-1107
activities, 1107-1108

parameters, 737

saving, 72
system requirements, 1107 sensitive rules, configuring, 813
maintenance mode runbook example, 1110 storing, 639
monitoring pack, 1303 types, 638
documentation, 1304 viewing, 638, 667

downloading, 1304
installing, 1304
overview, 1305

Owner parameter (Get-SCOMAlert cmdlet), 1205

prerequisites, 1304
overview, 55 P
PowerShell scripts, running, 1228

parameters
tutorial online, 1106
cmdlets
order of installation, 196-197
debug, 1211

out of the box monitoring, 827
certified devices, 827-828
generic devices, 827

Get-Command, 1183
Get-Help, 1182
Get-SCOMAlert, 1204
verbose, 1211
CreateReportRole function, 467

outages (systems)
causes, 12-13

costs, 20 . .
manual agent installations, 399
id
overndes overriding, 737
APM, 819-821

RSKKeyMgmt tools, 610

applying, 637-638 )
pplying Parameters registry key, 518

architecture, 636

Authori , 348-349 ) -,
uthoring pane Execution Account, editing, 480-481

best practices, 739 L .
P I IIS Report Server Application Pool, editing,
creating, 734-736, 1216-1217 481

passwords

finding Windows Service accounts, editing, 482
Authoring pane, 737-738

Operations Manager Shell, 739
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1450 patches (agents), viewing

patches (agents), viewing, 1227

pattern reference for Visio MP Designer web-
site, 1134

Pearson InformIT, System Center 2012
Operations Manager Unleashed website,
1351

Pending Client Type Cache Refresh Notifications
performance counter, 1319

performance
ACS collectors, 519, 521
agent-managed systems, 380
applications, monitoring. See APM
cloud fabric, 1115
collection rules, 679-680, 1043-1048
creating, 679-680
report, creating, 1173-1175
sources, 679

web application availability synthetic
transaction, 894

Visio, 1168
Visio versus Visual Studio, 1168
Visual Studio, 1168-1171
counters
adding to widgets, 536
configuring, 884
cross platform, viewing, 1027-1029
events, 793-796
filtering, 805
light logic, 795-796
limits, 817
namespaces, 794
properties, 796
resource calls, 794
views, 794
forecasting, 560-561
ITIL measurements, 26
JEE collection rule, creating, 1076-1080
KPIs, 558
monitors, 1165-1167

OLE DB data source transaction, viewing,
900-901

Operations Manager Management Group DA
view, 917

PowerShell cmdlets, optimizing, 1206
reports, 43-44
TCP port monitor data, viewing, 905
thresholds, 780-781
trend reports, 560
VMs, 1115
Performance by System report, 354, 558
Performance by Utilization report, 354-355, 558
performance counters
ACS collector, 1323
large server groups, 1179
management servers, 1316
OpsMgr DB Write Action Caches, 1316
OpsMgr DB Write Action Modules, 1316

OpsMgr DW Synchronization Module,
1320

OpsMgr DW Writer Module, 1316
OpsMgr SDK Service, 1319
OpsMgr WF 4.0 Module, 1316

SC Mgmt Config Delta Synchronization,
1316

SC Mgmt Config Dirty Notification, 1316
SC Mgmt Config Request, 1322
SC Mgmt Config Request Queue, 1316

SC Mgmt Config Snapshot
Synchronization, 1316

SC Mgmt Config Thread Count, 1316

monitored computers, Health Service,
1315-1317

monitors, 689, 696

baselines, 701-702

self-tuning thresholds, 700-704

static thresholds, 697-699
OpsMgr Connector, 1323-1324
viewing, 887-889



Performance view (Monitoring pane), 329-330
Performance widget, 533, 535-536, 562

limitations, 535

performance counters, adding, 536

VMM Host Performance dashboard, 535
PerformancePoint dashboards, 552

peripherals not discovered, troubleshooting,
864-865

permissions
AEM file shares, 975
Web console inheritance, configuring, 229
PersistedCabs folder, 975
Perspective class, 906
phased deployments, 178
Pll (personal identifiable information), 811
role-based access, 811-812
sensitive rules, 812-813
filtering values, 812-814
override configuration, 813
overview, 812
value/field types, 812
pilot phase (planning), 177-178
pipeline (PowerShell), 1189
pivoting, Monitoring pane, 336
PKI (Public Key Infrastructure)
CAs, 1246
PowerShell, 1186
PMonitor.config file, 821
PMonitor.default.config file, 822
POCs (proof of concept), 175-177
challenges, 176
focusing, 176-177
point-in-time recoveries, 615
policies
audit, planning, 499
domain/domain controller, 500-501
GPMC categories, 501
local, 500

PowerShell 1451

security policies comparison, 499
Windows Server, 502-501
security, 499
comparison, 499
domain/domain controller, 499, 500-501
local, 499, 500
pool member initialized event, 70
portals (service providers), 1275
ports
agent requirements, 411
communication, 99
firewalls, 100-101

communication between components,
491-494

SQL Server, 493
non-standard SNMP, 866
stitching, 839
TCP port 5723, 101
TCP port monitors
creating, 903-904
performance data, viewing, 905
post upgrade cleanup task script, 1378
post-processing stage (discovery), 839
Power Consumption template, 873
Power View, 553
PowerGadgets, 551
PowerShell
().count method, 1190-1191
agents
deleting, 418-419
failover, 417
health state detection, 1227
installing, 378, 406
management server check, 1227-1228
patch contents, viewing, 1227
alerts
adding resolution states, 1208

automatic resolution settings, 1208
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deleting resolution states, 1208
editing resolution settings, 1208-1209
processing, 1226-1227
properties, configuring, 1206-1207
retrieving, 1204-1206
retrieving resolution state, 1207
separating, 1206
setting resolution state, 1207
BeanSpy files, deploying, 1063
classes
browsing, 1218
discovered instances, 12181219
groups, 1220
relationships, 1219
cmdlets
Add-SCOMAIlertResolutionState, 1208
agentrelated, 1196-1197
common verbs, 1182
debug, 1211

Disable-SCOMNotificationSubscription,
1221

Enable-SCOMNotificationSubscription,
1221

Format, 1188

Get-Alias, 1184

Get-Command, 1183

Get-Help, 1182

Get-Member, 1183
Get-SCOMAccessLicense, 1212
Get-SCOMAlert, 1204-1206
Get-SCOMAlertResolutionSetting, 1208
Get-SCOMAlertResolutionState, 1207
Get-SCOMClass, 1218
Get-SCOMClassInstance, 1218-1219

Get-SCOMDatabaseGroomingSetting,
1214

Get-SCOMDataWarehouseSetting, 1216

Get-SCOMGroup, 1220

Get-SCOMLicense, 1211

Get-SCOMNotificationSubscription, 1221

Get-SCOMResourcePool, 1210
Get-SCOMRMSEmulator, 1212-1213
maintenance mode, 1203

naming website, 1182
New-SCOMResourcePool, 1210
OpsMgr 2007, 1193-1194

Remove-SCOMAlertResolutionState,
1208

Remove-SCOMNotificationSubscriber,
1221

Remove-SCOMResourcePool, 1211

Remove-SCOMRMSEmulator, 1213-1214

Resolve-SCOMAlert, 1207

SCOM management group connection,
1195

Set-SCOMAlert, 1206-1207

Set-SCOMAIlertResolutionSettings,
1208-1209

Set-SCOMDatabaseGroomingSetting,
1215

Set-SCOMDataWarehouseSetting, 1216
Set-SCOMLicense, 1212
Set-SCOMResourcePool, 1210
Set-SCOMRMSEmulator, 1213
Sort-Object, 1188
syntax, 1182
verbose parameter, 1211
comparison operations, 1184
connections
management groups, 1195-1196
management server, 1194
remote, 1195
databases, 1214
data warehouse settings, 1216
grooming settings, 1214-1215
execution policy, 1185
failover scripts online, 1378



gateway server configuration, 440-441
help, 1192-1193
IIS, installing, 224

ISE (Integrated Scripting Environment),
1186-1188

licensing, 1211-1212

information, retrieving, 1212

new cmdlets, 1211

upgrading from evaluation copy, 1212
management packs

backing up, 603-604

exporting, 605

importing, 665

listing, 667
map locations

defining, 543

deleting, 543-543
modules, re-registering after upgrading, 261
new features, 72, 1192
notification subscriptions, 1220

copying, 1221-1222

deleting, 1221

temporarily disabling, 1221

OpsMgr 2007 examples migrated to OpsMgr
2012 examples, 1207

OpsMgr 2007 versus OpsMgr 2012, 1229
OpsMgr 2012 module, loading, 1193
Orchestrator integration, 1228
overrides, creating in bulk, 1216-1217
performance, optimizing, 1206
pipeline, 1189
as presentation layer, 131-132
recurring tasks, scripting, 1222
agent failover settings, 1223
agent load balance, 1223-1224
group maintenance mode, 1224-1226

unsealed management packs, backing up
nightly, 1222-1223

prerequisites (installation) 1453

Report Operator role, creating, 465
resource pools
administration, 1209-1211
creating, 1210
deleting, 1211
properties, configuring, 1210
retrieving, 1210
resource websites, 1372-1373
RMSE role, 1212
deleting, 1213-1214

host management server, retrieving,
1212-1213

moving, 443, 1213
signing scripts
CA, 1186
existing PKI, 1186
self-signed certificates, 1185-1186
user role maintenance, 465
variables, 1191
prebuilt dashboards, 539
APM, 544
Network Monitoring, 539-541
Operations Manager, 541-544
prerequisites (installation), 188
Setup splash screen, 189
software, 191-196
.NET 3.5, enabling, 193
.NET 4/4.5, installing, 194
database, 192
Enable SNMP feature, 195
operating system, 191
product setup media, 192
Report Viewer 2010 installation, 196
updates, checking for, 192
Windows
domain, 190
security accounts, 190-191
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presentation layer scenarios, 126
APM web portals, 129-130
notification channels, 132-133
Operations console, 127-129

defined, 127
layout, 127
monitoring space view choices, 128
Navigation pane, 128
PowerShell, 131-132
reports, 131
Web console, 129

Presentation section (management pack
schema), 111

presentation types, 641
images, 641
Ul pages, 641
views, 641

PresentationTypes section (management pack

schema), 111
Print Spooler service, 695-696

Priority parameter (Get-SCOMAlert cmdlet),
1205

privacy settings, 367, 987
privacy statements (Microsoft), 992
private CAs
public CAs, compared, 1246-1247
publishing/supporting, 1247
private cloud
benefits, 1113-1114
characteristics, 1113
defined, 1113
reporting, 1116-1117
chargeback, 1119
forecasting, 1117

resource usage and utilization,
1117-1118

VMM management pack reports,
1116-1117

visualization
capacity, 1115-1116

cloud fabric health and performance,
1115

dashboard views, 1114-1115
dynamic DAs, generating, 1114
VM health and performance, 1115
privilege elevation architecture, 1013
privileged accounts, 397
Privileged Monitoring Profile, 470
probe action module type, 636
probe-based rules, 683
probe files, 838
probing stage (discovery), 837-838
problems (systems)
expertise, 15-16
false alarms, 17
historical information, 15
isolation, 13-14
methodologies, 16
missing information, 16
notifications, lacking, 14-15
outages, 12-13
virtualization, 17

Problems Distribution Analysis report, 799-801

Process Monitoring template, 343, 873
Process template (UNIX/Linux), 1031-1034
Process Template Details dialog box, 1032
processes, monitoring, 696

processing stage (discovery), 838

Product Connector Subscription Wizard, 1093
product connectors. See connectors

product knowledge (alert properties), 46-47
product setup media, 192

production implementation phase (planning),
178

profilers, 763



RBAC (Role Based Access Control) 1455

profiles proxy servers, 894
administration, 365 PsTools Suite, 342
defined, 457 public CAs versus private CAs, 1246-1247
operations, 459 public forum websites, 1376
preexisting, 460 publishing CAs, 1250-1253
Run As, 469-470 CDP/AIA, 1251-1252
defined, 79-80, 642 customization, 1253
JEE, creating, 1059 publishing scenarios, 1252
Run As account association, 472 CRL, publishing, 1253
UNIX/Linux, configuring, 1018-1019 Publishmessage table, cleaning up, 271, 289
promoting secondary management servers, 290 push-installed agents
proof of concept. See POCs dual-homing, 300-301
properties upgrading, 270, 277

agents, configuring, 416
alerts, 41, 46-47

events, 789
exception events, 792 Q
groups, 345 queries
management groups, creating, 348 SQL
management packs dashboards, 551
objects, 346 website, 898
viewing, 357 QUEUE_ERROR_REPORTS parameter, 399
performance events, 796 queues
property bags, 1167 agents, 417-418
protection groups (DPM) full error, 659

creating, 613

data sources, 615

health, 615

status, monitoring, 614-615

R

providers RAS (Ready, Aim, Shoot) approach, 137
alert-generating rules, 672 RBA (runbook automation), 1112
event collection rules, 678679 RBAC (Role Based Access Control)

performance collection rules, 679 administrative operations, 456

proxy agents, 488 authoring operations, 456

agent-managed systems, 488 AzMan framework, 457
agentless systems, 382 DAS, 458

configuring, 356 mapping roles, 456
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monitoring operations, 456
profiles, 457
reporting operations, 456
roles
assignments, viewing, 467-468
creating, 461-464
dashboards/views, 463-464
group selections, 461
maintenance, 465
multiple roles for user accounts, 465
names, 461
operations, 459
preexisting, 460
Report Operator, creating, 465-467
summary, 464
tasks, 463
troubleshooting, 467-468
scopes, 457
sensitive data, 811-812
RD Session Host Farm template, 940
read-only operator, 366
Read-Only Operator profile, 460
Ready, Aim, Shoot (RAS) approach, 137
Ready, Shoot, Aim (RSA) approach, 137
recording web sessions, 882-884
recovery
databases, 589, 590
disaster, 617
AlwaysOn technology, 619
failed management servers, 620
geo-clustering, 619-620
log shipping, 618
planning, 621
SQL Server, 620
total losses, 617-618
virtualizing, 620
DPM, 615-616, 1103-1104

management pack schema Monitoring sec-

tion, 112

management packs, 629
moving databases to new servers, 597
audit database, 601-602
data warehouse database, 600-601
operational database, 597-599
overview, 633
SQL Server models, 431
Recovery Wizard, 616
recurring tasks, scripting, 1222
agents
failover settings, 1223
load balance, 1223-1224
group maintenance mode, 1223-1224

unsealed management packs, backing up
nightly, 1222-1223

recursive discovery, 837

Red Hat Enterprise Linux platform, 1005

reducing false alarms, 48-49

redundancy
ACS database servers, 167
gateway servers, 160-161, 439-441
management cloud scaling, 1241-1242
management servers, 152, 154
operational databases, 165
Operations console, 169
OpsMgr 207 versus OpsMgr 2012, 454
reporting servers, 166
WAN links, creating, 954-957
Web console, 170

reference relationships, 1126

Regent server, 200

Registered Queries performance counter, 1323

registry
discoveries
benefits, 1148
creating, 1148-1153
folders, 1327-1328
hives, 1328-1329



keys
ACS, 1339
AeDebug, 976
agents, 1332
certificates, 1349
current logged-on users, 1348
data warehouse server, 1337
event logs, 1344
Health Service, 1345-1346
locations, 1329
management servers, 1334-1335
operations database server, 1337
report server, 1337
rejecting manually installed agents, 378-379
relationships, 1126
creating, 1141-1142
discovery rules, 107
exploring with PowerShell cmdlets, 1219
types, 635
Relay Network Adapters Group, 853
remote connectivity (PowerShell), 1195

Remote Operations Manager (ROM),
1233-1234

Remove-SCOMAlertResolutionState cmdlet,
1208

Remove-SCOMNotificationSubscriber cmdlet,
1221

Remove-SCOMResourcePool cmdlet, 1211

Remove-SCOMRMSEmulator cmdlet,
1213-1214

Repair-SCOMAgent cmdlet, 1197
report operator role, 366, 460, 465-467
Report Security Administrator profile, 460
Report Viewer 2010

download website, 726

installing, 196
Reporting pane

overrides, finding, 738

overview, 352

reports

reports
running, 353-355
scheduling, 354-355
targeted, 352
resource website, 355

1457

Reporting section (management pack schema),

111
reporting servers, 91-92
configuration file, editing, 297
designs, 166
installing, 217-222
command line, 222
deployment confirmation, 222
readiness, confirming, 217
setup wizard, 218-221
redundancy, 166
registry settings, 1337
requirements
hardware, 166
operating system, 166
SSL, configuring, 489
upgrading, 286-288
Reporting Services

Execution Account password, editing,
480-481

Scripter, 602
reporting URL (Web Page view), 335
reports
ACS504, 510
access, 512
Audit/Audit5 templates, 515
data preservation, 513
interactive mode, 514
new, 525
scheduling, 515-516
upgrading, 288
Application Advisor console, 799
Application Status, 801-802
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DevOps gap, minimizing, 804 new, 562
Problems Distribution Analysis, 799-801 Object Access, 524
scheduling, 802-803 operations, 456

backing up, 569, 607-608 overview, 43-45, 52-53, 131
ACS, 608-609 parameters, 642
custom, 608 performance, 43-44

packaging in management packs, 608 Performance by System, 354

scheduling, 570 Performance by Utilization, 354-355
blank results, 555
capacity planning, 561

predefined objects, 556
private cloud, 1116-1117
chargeback, 1119
forecasting, 1117

client monitoring, 982
application error, 983-984

Disk Space Usage, 1000 resource usage and utilization,

error groups, 985-986 1117-1118
esources online, 986 VMM management pack reports,
line,

SLAs, tracking, 982
Windows Vista and later, 996
creating

resource website, 355
running

Monitoring pane, 557
newly created performance collection

rules, 1173-1175
targets, 1175-1179
tools, 1175

dashboards, compared, 563

data visualization, 554

defined, 642

documented objects, 556

emailing, 557

existing, 558-559

exporting, 44

filter options, 555

forecasting, 560-561

formats, 557

historical, 45

integrated, 53

KPls, tracking, 558

network monitoring, 860
Availability, 862
Interface Traffic Volume, 860-861

Reporting pane, 353-355
State view, 557
saving, 556
scheduled delivery, 1272-1274
scheduling, 354-355, 557
security administrator, 366
security audit, 512
Service Level Tracking Summary, 349
SSRS, 52

System Center Central Health Check, 559

targeted, 352

trending, 560

tricks website, 562

URL path setting, 367
user roles, creating, 1379

Veeam Extended Generic Report Library,

559

Windows Server Operating System manage-

ment packs, 1312-1313



ReportServer database, 568
ReportServerTempDB database, 569

Request - Queue Length performance counter,
1316

Requests - Avg. Enqueued/sec performance
counter, 1316

Requests - Avg. Processed/sec performance
counter, 1322

Requests - Failed Total performance counter,
1322

Requests - Failed/sec performance counter,
1322

requirements
accounts, 473-474

action. See action accounts
Agent Installation, 480
Computer Discovery, 480
Data Reader, 480
Data Warehouse Write, 480
Gateway Action, 482
1IS Report Server Application Pool, 481
installation/initial setup, 473-475
monitoring host process, 474-476
MSAA, 476
multiple monitoring host instances, 476
Notification Action, 480
Reporting Services Execution, 480-481

System Center Configuration Service,
479

System Center Data Access Service, 479
System Center Management, 482
Windows Service, 482
ACS database servers
hardware, 167
operating system, 166
Active Directory Integration, 401
agents
deployment, 387-388
hardware, 171

requirements 1459

operating system, 170-171
port, 411
resources381

APM, 754

application monitoring, identifying,
1129-1130

BeanSpy security roles, 1054
business/technical, 141

component monitoring, identifying,
1130-1132

data warehouse servers
hardware, 163-165
operating system, 163
failover clusters, 427
firewalls, 829
first management server, 202
functionality, 140
gateway servers
hardware, 160
operating system, 160
1IS restart/recycle, 778-779
integration, 140
IPs, 1107
management cloud architecture, 1238-1240
management packs
Linux/UNIX, 389
Windows, 388-389
management servers
hardware, 153-154
operating system, 153
multi-tenancy business, 1261
network device discovery rules, 841
operational databases
hardware, 163-165
operating system, 163
OpsMgr 2012, 153
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reporting servers
hardware, 166
operating system, 166
software, 191-196
database, 192
Enable SNMP feature, 195
.NET 3.5, enabling, 193

.NET 4/4.5 framework, installing, 194

operating system, 191
product setup media, 192
Report Viewer 2010, 196
SQL, 85
Web console
hardware, 170
operating system, 169-170
ReSearch This management pack
company knowledge storage, 728
download website, 728
Reserved profile, 470
resetting/recalculating monitors, 704-706
resolution states (alerts)
adding, 1208
automatic resolution settings, 1208
creating, 726-740
deleting, 1208
editing, 1208-1209
retrieving, 1207

ResolutionState parameter (Get-SCOMAlert
cmdlet), 1205

Resolve-SCOMAIlert cmdlet, 1207

ResolvedBy parameter (Get-SCOMAlert cmdlet),

1205
resource kit utilities

OpsMgr 2007 R2 Admin Resource Kit, 749

OpsMgr 2007 R2 Authoring, 748-749

OpsMgr 2007 Tools and Utilities, 749
resource pools, 67-70

Active Directory

Assignment, 365
integration, 154, 401

adding to web application availability
synthetic transaction, 890

administration, 363-365

All Management Servers, 365
creating, 441-442

cross platform, 1011

default, 68

defined, 79

events, 68-70

gateway servers, 439-441
health, viewing, 68

management servers versus gateway
servers, 93

members
failover, 70
initial check back quorum event, 70

membership method, configuring,
437-439

not allowed to perform work event, 70
quorum failure event, 70
network monitoring, 830
notifications, 365, 437-439
overview, 436
PowerShell, 1209-1211
creating, 1210
deleting, 1211
properties, configuring, 1210
retrieving, 1210
RMS workloads, 66
single membered, 442
warnings, 68
watcher nodes, 877

resources

blogs, 1368-1370
cross platform, 1373-1374
failover clustering, 427



general, 1351-1364
Microsoft, 1364-1368
OpsMgr Shell, 1370
PowerShell, 1372-1373
public forums, 1376
sharing, 94-95

System Center, 1375-1376

Resources section (management pack
schema), 111

response times (synthetic transactions), 872
Restore Database dialog box, 596
restoring
databases
DPM, 616
SQL Server, 596-597
network devices, 851
RMS, 281, 290-291
RMSE, 445
retention periods, editing, 513

retiring OpsMgr 2007 R2 management group,
302-304

OpsMgr 2007 R2 servers, uninstalling, 304
single-homing agents, 303-304
return addresses (notifications), 362
RMS (Root Management Server), 63-66
encryption key
backing up, 262-263, 272
restoring, 290-291
event logs, reviewing, 262, 272
operating system, reloading, 297
restoring, 281
upgrade strategies, 256-257
RMSE (Root Management Server Emulator), 67
defined, 79
deleting, 444-445
managing, 442
moving, 443-444

rules 1461

PowerShell cmdlets, 1212
deleting, 1213-1214

host management server, retrieving,
1212-1213

moving, 1213
restoring, 445
verification, 442
websites, 79

roles
BeanSpy

adding, 1055

required, 1054
Component Server, 1147
listing of, 366
report user, creating, 1379
RMSE

deleting, 444-445

managing, 442

moving, 443-444

PowerShell cmdlets, 1212-1214

restoring, 445

verification, 442
servers, checking, 1147
user, 80

rollup, 108

ROM (Remote Operations Manager),
1233-1234

root CAs, 1247-1248
root class, 1124-1125
Root Management Server Emulator. See RMSE
Root Management Server. See RMS
RSA (Ready, Shoot, Aim) approach, 137
RSKeyMgmt tool, 610
Rule Settings dialog box, 1079
rules, 631
alerts, generating, 672-677, 744
creating, 672-676
providers, 672
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APM, 803
aliasing, 817-819
allowed states, 803-805
best practices, 807-808
creating, 805
events, 783
exception filter, 805
performance filter, 805
website, 777
Authoring pane, 348
Collect Agent Processor Utilization, 380
collection, 678
event, 678-679
optimized, 681-683
performance, 679-680
types, 678
creating
Visio, 1168
Visio versus Visual Studio, 1168
Visual Studio, 1168-1171
CSM events, 783
defined, 669
discovery
explicit, 837
recursive, 837
registry-based, 1148-1153
results example, 1157-1158
script-based, 1154-1156
types, 1148
Visio MP Designer, 1143
Visio versus Visual Studio, 1147
finding, 734-736
Advanced Search page, 730, 731
filtering objects, 730-732
Operations console search bar, 730

IIS web applications/services, discovering,
820

JEE performance collection, creating,
1076-1080

management pack schema Monitoring
section, 112

monitors, compared, 119-120, 671
network device discovery, 840-841
configuration options website, 841
creating, 841-848
credentials, distributing, 847
devices, 844-846
filters, 846
general properties, 842
method selection, 842
requirements, 841
Run As accounts, configuring, 843-844
scheduling, 847
SNMP v3 devices, adding, 848-849
network monitoring
enabled by default, 854
out of the box, 853
targeting devices, 855
overrides. See overrides
parameters, overriding, 737
probe-based, 683
sensitive, 812-813
filtering values, 812-814
override configuration, 813
overview, 812
value/field types, 812

shell command performance collection,
creating, 1043-1048

targeting, 686

timed command, 683-684
creating, 684
types, 683

types, 671



Run a UNIX/Linux Shell Command task,
creating, 1049-1051

Run As accounts, 469-473
associating with Run As profile, 472
credentials, checking, 472
defined, 79
JEE
creating, 1056-1058
functions, 1055-1056
listing of, 473
management packs, 469

network device discovery rules, configuring,

843-844
network monitoring, 835
SNMP v1/v2c devices, 835-836
SNMP v3 devices, 835-836
single use, 469
SNMP v3 devices, 848
UNIX/Linux, configuring, 395, 1016-1017

Run As Configuration section (Administration
pane), 365-366

Run As Profile Wizard, 1018-1019
Run As profiles, 469-470
defined, 79-80, 642
JEE, creating, 1059
Run As accounts, associating, 472
UNIX/Linux, configuring, 1018-1019
runbooks
automation, 1112
incident remediation example, 1109
maintenance mode example, 1110

Orchestrator connectivity, configuring,
1108-1109

PowerShell script integration, 1228

System Center Operations Manager
category, 1107-1108

scheduling 1463

S

Sample Vista gadget, 749
saved searches, accessing, 369
saving
DAs, 943
overrides, 72
reports, 556
Savision Live Maps, 547-548
Bing Map, 548
creating, 548
DAs, 932
integration, 547
VMM Diagram, 547
website, 548, 563

SC Mgmt Config Delta Synchronization
performance counters, 1316

SC Mgmt Config Dirty Notification performance
counters, 1316

SC Mgmt Config Request performance
counters, 1322

SC Mgmt Config Request Queue performance
counters, 1316

SC Mgmt Config Snapshot Synchronization
performance counters, 1316

SC Mgmt Config Thread Count performance
counters, 1316

scaling
cross platform agents, 1010
management cloud, 1240-1244
capacity, 1242-1244
redundancy, 1241-1242
SCE (System Center Essentials), 1233-1234
scheduled maintenance mode, 749
ScheduleMaintenanceMode() method, 1224
scheduling
ACS reports, 515-516
backups, 570
custom files, 570
databases, 571
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management packs, 570
reports, 570
discovery, 378
maintenance mode, 337
network device discovery rules, 847
reports, 354-355, 557
Application Advisor console, 802-803
multi-tenancy, 1272-1274
SQL Server backups, 595
schema (management pack), 109-112, 625
ConfigurationGroups section, 111
elements, 111
LanguagePacks section, 111
Manifest section, 110, 111
Monitoring section, 111, 112
Presentation section, 111
PresentationTypes section, 111
Reporting section, 111
Resources section, 111
Templates section, 111
TypeDefinitions section, 111
types, 635

SCOM management group connection cmdlets,
1195

scopes
defined, 457
deployments, 141
searches, 730-732
viewing, 652
script-based discoveries, creating, 1154-1156
scripting monitors, 689
scripts (PowerShell)
agents
failover settings, 1223
agent load balance, 1223-1224
group maintenance mode, 1224-1226

unsealed management packs, backing up
nightly, 1222-1223

SDM (System Definition Model), 22

sealing management packs, 625-626,
1143-1144

example, 643
MPSeal, 642
options, 642
syntax, 642-643
viewing, 660
Visio, created, 1171
search bar (Operations console), 730
searches
advanced searches, 730, 731
all objects, 731
overrides
Authoring pane, 737-738
Operations Manager Shell, 739
Reporting pane, 738
saved, accessing, 369
scoping, 730-732
search bar (Operations console), 730
secondary management servers
ACS installation, 236-239
promoting, 290
upgrade state, viewing, 259
upgrading, 273-275, 289-297
overview, 290
performing, 292-296
promoting before upgrading, 289-290

reporting server configuration file, editing,
297

RMS encryption key, restoring, 290-291

SECURE_PORT parameter, 399
security

ACS. See ACS

action accounts, unlocking, 489
administration, 366

AEM file shares, 975

agent proxying, 488



audit reports, 512
CEIP, 991992
cross platform, 490-491

customer names in management packs,
1264

DAS, 458
databases, 483
ACS, 484
data warehouse, 483-484
operational, 483
Endpoint Protection, 56
exceptions, 792
firewalls
agentless systems, 496
agents, 495-496

management server proxy settings,
configuring, 496-497

ports, 491-494

SQL Server port, 493
HSLockdown tool, 489

action account, unlocking, 489

executing, 489

syntax, 489
management cloud, 1240
management groups, 144
Microsoft privacy statements, 992
mutual authentication

non-trusted domains, 485-486

overview, 484

workgroups, 487
new features, 75
OpsMgr 2007 versus OpsMgr 2012, 525
partitions, creating, 504
Pll, 811

role-based access, 811-812

sensitive rules, 812-813
policies, 499

comparison, 499

security 1465

domain/domain controller, 499, 500-501
local, 499, 500
PowerShell
CAs, 1186
execution policy, 1185
signing scripts, 1185-1186
privacy settings, 367
profiles
operations, 459
preexisting, 460
RBAC
administrative operations, 456
authoring operations, 456
AzMan framework, 457
DAS, 458
mapping roles, 456
monitoring operations, 456
profiles, 457
reporting operations, 456
scopes, 457
required accounts, 473-475
action accounts. See action accounts
Agent Installation, 480
Computer Discovery, 480
Configuration Service, 479
Data Access Service, 479
Data Reader, 480
Data Warehouse Write, 480
Gateway Action, 482
1IS Report Server Application Pool, 481
installation/initial setup, 474
low-privileged action account, 476-478
Management account, 482
monitoring host process, 474-476
MSAA, 476
multiple monitoring host instances, 476
Notification Action, 480
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Reporting Services Execution, 480-481
Windows Service Account, 482
Run As accounts, 469-473
associating with Run As profile, 472
credentials, checking, 472
listing of, 473
management packs, 469
single use, 469
Run As profiles, 469-470, 472
servers, 368
SSL, configuring, 489
System Center Management service, 96
user roles
assignments, viewing, 467-468
creating, 461-464
dashboards/views, 463-464
group selections, 461
listing of, 366
maintenance, 465
multiple roles for user accounts, 465
names, 461
operations, 459
preexisting, 460
Report Operator role, creating, 465-467
summary, 464
tasks, 463
troubleshooting, 467-468
Windows security accounts, 190-191
Select a Monitor Type dialog box, 1036
Select a Rule Type dialog box, 672

self-service provisioning (service providers),
1275

Self-Tuning Threshold monitor, 700-703
baselines, 701-702
functionality, 704
issues, 703-704
override values, 701
types, 703

Send Queue % Used performance counter,
1317

Send Queue Back Timeout Rate performance
counter, 1317

Send Queue Incoming Acknowledgment Rate
performance counter, 1317

Send Queue Insertion Rate performance
counters, 1317

Send Queue Item Expiration Rate performance
counters, 1317

Send Queue Items performance counter, 1317

Send Queue Routes performance counter,
1315

Send Queue Send Rate performance counters,
1317

Send Queue Size performance counter, 1317

Send Queue Virtual Queues performance
counter, 1315

sensitive data. See Pl
sensitive rules, 812-813
filtering values, 812-814
override configuration, 813
overview, 812
value/field types, 812

Server Listen Queue Length performance
counter, 1324

server-side APM configuration, 760
server-side monitoring, 769-770
servers
ACS collector, 167
ACS database
design, 166
hardware requirements, 167
operating system requirements, 166
redundancy, 167
sizing calculator, 167
ACS forwarder, 167
audit collectors, 94
client monitoring, 94
clustered, 382



connections, viewing, 91
data warehouse
design, 161-163
hardware requirements, 163-165
operating system requirements, 163
Fireball, 200
gateway, 93
amount needed, 154-155

customer networks, installing,
1276-1277

dedicated management servers, 156
defined, 78
hardware requirements, 160
installing, 231-234
maintenance mode, 1202
management cloud, 1240
mutual authentication, 155, 485-486
operating system requirements, 160
redundancy, 160-161
reporting to other gateway servers, 155
resource pools, 93, 439-441
TCP Port synthetic transactions, 907
upgrade strategies, 257-258
upgrading, 275-277
WAN links, 157-160, 445

grouping based on tiers, 347

Hannibal, 200

health, viewing, 653

heartbeat setting, 368

Hector, 200

Helios, 200

IPvB, troubleshooting, 866

JEE
deep monitoring, enabling, 1065-1066
manual discovery, 1066-1067
performance monitors, 1069

locations, planning, 150-151

management. See management servers

servers 1467

multiple deployment. See multiple server
deployment

OpsMgr 2007 R2, uninstalling, 304
proxy, 894
Regent, 200
reporting, 91-92
ACS integration, 510
configuration file, editing, 297
designs, 166
hardware requirements, 166
installing, 217-222
operating system requirements, 166
redundancy, 166
registry settings, 1337
SSL, configuring, 489
upgrading, 286-288
RMS, 63-66
roles, checking, 1147
security, 368
single server deployments, 197-198
SQL Server. See SQL Server
SSRS

ACS reports, automatic emailing,
515-516

catalog items, transferring to another
server, 602

data source connection credentials, 511
encryption keys, backing up, 609
high availability, 428
reporting functionality, 557
ReportServer database, backing up, 568
upgrading, 262

Tempest, 200

Thundercloud, 200

two server deployment, 198-199

Typhoon, 200

Viceroy, 200

Whirlwind, 200
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Windows
agent support, 386
audit policies, 502-501
Servers Only option (Discovery Wizard), 390
Service Design volume (ITIL v3), 25
service level agreements. See SLAs
Service Level dashboards, 531
Service Level Tracking Summary Report, 349
service level tracking (SLT), 349-351
service management functions (SMFs), 138
Service Manager
alert connectors
alert subscriptions, adding, 1092-1093
creating, 1089-1091
verification, 1094-1095
alert integration, 727-728
Cl connectors, 1086
creating, 1087-1088
management packs, importing, 1087
verification, 1089
connectors, 1086
defined, 1085
DSI integration, 22
enhancements, 53
overview, 53
tickets, 371
Service Manager dashboard, 550
Service Modeling Language. See SML
Service Operation volume (ITIL v3), 25
Service Provider Foundation (SPF), 1278
service providers
CAs

certificate template, creating, 1249-1250

certificates, issuing, 1254-1260
deploying, 1248-1249
Enterprise, 1245-1246
modes overview, 1245

private CA, 1247
private PKI, 1246
private versus public, 1246-1247
publishing, 1250-1253
root, 1247-1248
stand-alone, 1246
subordinate, 1247-1248
challenges, 1235
customer networks, 1275-1276
connectivity, 1276
deliverables, enabling, 1278
direct-reporting agents, installing, 1277
gateway server, installing, 1276-1277
network device discovery, 1277-1278
management cloud, 1237
architecture requirements, 1238-1240
defining, 1237-1238
scaling, 1240-1244
multi-tenancy
alert notification software, 1275
alert subscriptions, 1270-1272
business requirements, 1261
customer classes, creating, 1264-1265
customer connection models, 1244

customer deliverables, defining,
1265-1266

customer groups, creating, 1262-1264
customer isolation, 1261-1262

customer names in management packs,
1264

defined, 1261
NOC, 1266-1267
portals, 1275
scheduled report delivery, 1272-1274
self-service provisioning, 1275
Web console, 1267-1269
network monitoring tools, 1236-1237



opportunity, 1235
OpsMgr 2007 versus OpsMgr 2012, 1281
SLAs, 1235-1236
SPF, 1278
benefits, 1279
components, 1279
overview, 1279-1281
Service Strategy volume (ITIL v3), 25
Service Transition volume (ITIL v3), 25
service triangle, 18
services
ACS collector, 98
APM. See APM
Audit Forwarding, 97
Broker, 432
data access. See DAS
dependencies, 140
distributed applications, 344
Management, 96
implementations, 96
security, 96
modeling, 103-107
class inheritance, 104
descriptors, 104-105
object discovery rule, 105-106
object relationships, 105
relationship discovery rules, 107
SML, 103
reporting, 480-481

System Center Management Configuration,
97

VSS Writer, 97
Windows
monitoring, 695-696
System Center Management APM, 755
Set-SCOMAgentApprovalSetting cmdlet, 1197
Set-SCOMAlert cmdlet, 1206-1207

Setup wizard 1469

Set-SCOMAlertResolutionSettings cmdlet,
1208-1209

Set-SCOMDatabaseGroomingSetting cmdlet,
1215

Set-SCOMDataWarehouseSetting cmdlet, 1216
Set-SCOMLicense cmdlet, 1212
Set-SCOMMaintenanceMode cmdlet, 1203
Set-SCOMResourcePool cmdlet, 1210
Set-SCOMRMSEmulator cmdlet, 1213
SetQuery command, 518
Setup splash screen, 189
Setup wizard
ACS, 236-239
database file locations, 237
database, creating, 236-237
event retention schedule, 238
local time zone timestamps, 238
SQL Server authentication, 237
summary, 238

additional management servers/consoles,
212-216

first management servers, 201
completion, 210

creating in new management groups,
203

data warehouse database, 205
hardware/software verification, 202
improvement program participation, 208
installation location, 201

licensing, 203

operational database configuration,
203-205

Operations Manager accounts, 206-207
setup process, 208-210
gateway servers
agent pushing, 233
certificates, 233-234
installation location, 232
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management groups/servers, 232
proxy settings, 234
reporting server, 218-221

single-server management group upgrade,
266-269

Web console
authentication mode, 227
completion, 228-229
database access, 226
default web site, 226
installation location, 224
management server, entering, 226
prerequisite verification, 225
summary, 227

Severity parameter (Get-SCOMAlert cmdlet),
1205

SharePoint

dashboards, 550-551
website, 563

Health Analyzer (SPHA), 1291

management pack, 1286
alert tuning, 1291-1293
configuration steps, 1288-1291
configuration task, 1287
documentation, 1287
downloading, 1286-1287
installing, 1287

reference websites, listing of, 1293-1294

Operations Manager access, 370
Visio diagrams unique URLs, 546
widgets, 538-539
adding, 538
benefits, 538
sharing resources, 94-95
shell command monitoring templates
Performance Collection Rule, 1043-1048

Run a UNIX/Linux Shell Command task,
1049-1051

two state monitor, creating, 1035-1043
alerts, 1042
enabling, 1043
general properties, 1037
health state, configuring, 1040

Healthy Expression, configuring,
1040-1041

Monitor Error Expression, configuring,
1039

schedule interval, 1038

shell command, adding, 1038
Silect ConfigWise dashboards, 549
Silverlight, updating, 229-230
simple recoveries, 590
Simple Threshold monitor, 118, 699
single-server deployments, 197-198
single-homing agents, 303-304

single-server management groups, upgrading,
262-271

agents, rejecting, 262
command-line, 269-270
connectors

disabling, 262

re-enabling, 270
databases, backing up, 264-265
event logs, reviewing, 262

Localizedtext/Publishmessage tables,
cleaning up, 271

manually installed agents, upgrading,
265-266

notifications
disabling, 262
re-enabling, 270

operational database free space verification,

263
performing, 266-269
push-installed agents, upgrading, 270
RMS encryption key, backing up, 262-263
SQL Server collation support, 264
verification, 270-271



singleton classes, 1124

sizes
ACS database, 167, 521-522, 1379
databases, 161
event logs, 415

sizing tool, 186, 829

SLAs (service level agreements), 140,
1235-1236

benefit, 1235-1236
current information, gathering, 140
defined, 1231
tracking, 982
SLOs (service level objectives), 349-350
SLT (Service Level Tracking), 349-351
small network upgrade case study, 304-306
small organization designs, 180
SMFs (service management functions), 138

Smith, Jasper Reporting Services Scripter, 602

SML (Service Modeling Language), 104
IT operations role, 23-24
resources, 24
SDM, compared, 22

SMS channel. See text message channel

SMTP notification channel. See E-mail (SMTP)
channel

SNMP (Simple Network Management Protocol)
access, 830
communications, 832-833
Enable SNMP feature, 195
Event provider, 679
information, retrieving, 1379
MIBs, 833
Monitoring Account profile, 470
monitors, 688, 689
network monitoring, 830
non-standard ports, 866
OIDs, 833

SQL queries

operations, 832-833
Performance provider, 679
Trap provider, 672, 679
v3 devices

adding to discovery rules, 848-849
Monitoring Account profile, 470

Run As accounts, 848
versions, 830-832

xSNMP management pack, 360

software requirements, 191-196
database, 192
Enable SNMP feature, 195
first management server, 202
.NET 3.5, enabling, 193

.NET 4/4.5 framework, installing, 194

operating system, 191

product setup media, 192

Report Viewer 2010, 196
SoftwareFX Power Gadgets, 551
Solaris platform, 1005
Sort-Object cmdlet, 1188

1471

SPF (Service Provider Foundation), 1234, 1278

benefits, 1279
components, 1279
overview, 1279-1281

SPHA (SharePoint Health Analyzer), 1291

SQL queries
dashboards, 551

Localizedtext/Publishmessage tables,

cleaning up, 271, 289
network monitoring

monitors enabled by default, 855
out of the box monitors, 854

out of the box rules, 853

rules enabled by default, 854
rules targeting devices, 855
websites, 898
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SQL Server

ACS
architecture, planning, 507-508
databases, clustering, 503
AlwaysOn technology, 619
collation support, 264-265, 272-273
database backups
complete, 590
operational database, 590-595
recovery types, 590
scheduling, 595
databases
restores, 596-597
system, 568
user, 568
disaster recovery, 620
editions, 162, 163
failover clustering, 426
configurations supported, 427
databases, installing, 428
defined, 427
installation resources, 427
resources, 427
SQL Server edition requirement, 427
Windows Server edition requirement, 427
installing, 199
log shipping, 429-432
configuring, 431-432
considerations, 429-430
enabling, 430-431
online resources, 431
moving databases to new servers, 597
audit database, 601-602
data warehouse database, 600-601
operational database, 597-599
port, identifying, 493
recovery models, 431

Reporting Services. See SSRS
requirements, 85
service account, 475
SQL systems for databases, 152-153
Squared Up, 371, 726
SSL, configuring, 489
SSRS (SQL Server Reporting Services), 52
ACS reports, automatic emailing, 515-516

catalog items, transferring to another server,

602
data source connection credentials, 511
encryption keys, backing up, 609
high availability, 428
reporting functionality, 557
ReportServer database, backing up, 568
upgrading, 262
stability improvements, 35-36
stages (discovery)
post-processing, 839
probing, 837-838
processing, 838
stand-alone CAs, 1246

Standard Monitoring (business critical client
computers), 999

StandardDatasetAggregation table, data
retention settings

defaults, 574-576
editing, 576
Start-SCOMMaintenanceMode cmdlet, 1203
starting maintenance mode, 1203
State widget, 533, 536
states, 109
alert resolution, creating, 726-740
cross platform, viewing, 1027-1029
monitors, resetting, 748
Static Thresholds monitor, 697-699
statistics, collecting, 781-782
stats command, 518



Status folder, 975
storing
company knowledge
alerts, 725-727
SharePoint, 728
Configuration Store, 66
dashboards, 540-541
overrides, 627, 639
sub-elements (management packs), 634
subgroups, creating, 345
subordinate CAs, 1247-1248
subscribers
adding to subscriptions, 719
creating, 715-717
notifications, 362
subscriptions
alerts
excluding, 723
multi-tenancy, 1270-1272
channels
command, 715
E-Mail (SMTP), 712-713
IM, 713
text message (SMS), 715
types, 711
creating, 719
based on alerts, 724
channels, 721
conditions, 720
subscribers, adding, 719
summary, 721
custom groups, 711
notifications
administration, 362-363
cloning script, 1378
PowerShell cmdlets, 1220
copying, 1221-1222
deleting, 1221

synthetic transactions 1473

temporarily disabling, 1221
report, delivering, 1273-1274
subscribers, creating, 715-717
website, 724
sudo command (UNIX/Linux),491-494, 1012
Summary Dashboard, 530
Summary Dashboard - Map, 541
Summary Dashboard - Map example, 953
surveys (client), 981-982
SUSE Linux Enterprise Server platform, 1005
synthetic transactions
application components, 872
client monitoring, 1001
DAs, 905-906
Distributed Application Designer, 908
Monitoring pane, 908
high availability, 872
new features, 909-910
OLE DB
DAs, 906

OperationsManager/
OperationsManagerDW/
OperationsManager AC databases, 906

OLE DB data source
creating, 896-899
editing, 899
limitations, 898
performance data, viewing, 900-901
overview, 871-872
Perspective class, 906
response times, 872
scripts, creating, 875
TCP Port
creating, 903-904
DAs, 906
gateway servers, 907
management servers, 907
performance data, viewing, 905
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templates, 874-875 DSl-based characteristics, 52
watcher nodes, 875-877 Essentials (SCE), 1233-1234
web application availability, creating, integration, 83-85
889-893 data source, 84
alert options, 894 monitoring, 84
DAs, 906

multiple components, installing, 83
general configuration options, 894

HTTP headers, 894
name/description, 890

OpsMgr websites, 906-907
performance collection options, 894

SQL requirements, 85
Internal Library management pack, 666
Management Configuration service, 97
Management service, 96
implementations, 96
performance data collection interval, 894 security, 96
proxy server, 894 Marketplace, 359
resource pools/agents, adding, 890 objective, 23
test frequency, 894

test timeout, 894

original press release website, 51
overview, 51-52

tests, configuring, 891-892 resource websites, 1375-1376
URLs, adding, 890 waves, 51-52
Web Aylapllcatlon A\\//sllsbAllltyl_Mor_ntormg System Center 2012 Operations Manager

temp ate_ versus Web App ication Unleashed website, 1285

Transaction Monitoring template,

889-890 System Definition Model (SDM), 22

web applications System Error Group View (AEM), 978
alerts, limiting, 885-886 SystemCenterCentral management pack catalog
— . . website, 559
authentication required websites,

886-887 SystemCenterCentral MP Catalog website, 360
creating, 879-881 SystemCenterCentral website, 559
performance counters, configuring, 884 systems
performance data, viewing, 887-889 connecting, 37-38
web sessions, recording, 882-884 health

web availability Health Explorer, viewing, 38
Syslog provider, 672, 679 managing, 33-35
System Center 2012 viewing, 38

benefits, 19 outages

Central Health Check Reports management causes, 12-13

pack, 559 costs, 20
Configuration Service account, 475-479 problems, 11-12
Core Monitoring Agent Management man- expertise, 15-16

agement pack, 666 false alarms, 17



historical information, 15
isolation, 13-14
methodologies, 16

missing information, 16
notifications, lacking, 14-15
outages, 12-13
virtualization, 17

T

tables
MaintenanceSetting
config space settings, 573
instance space settings, 573
Management Pack, 646
StandardDatasetAggregation, 574-576
tagging APM configurations, 760
targeting
customers, 1265
monitors, 686
reports, 352, 1175-1179
rules, 686, 1265
Windows Event monitor, 691
Task Count performance counter, 1315
Task Status view (Monitoring pane), 334

tasks
Active Directory Topology Root DA in-line,
924
agents, 112

alerts, embedding, 707

Authoring pane, 351

console, 641

customizing, 342

overview, 632

post upgrade cleanup script, 1378
recurring, scripting, 1222

templates 1475

agent failover settings, 1223
agent load balance, 1223-1224
group maintenance mode, 1223-1224

unsealed management packs, backing up
nightly, 1222-1223

Run a UNIX/Linux Shell Command, creating,
1049-1051

user roles, 463
Tasks pane
customizing tasks, 342
shrinking, 333
TCP port 5723, 101
TCP port monitors, 903
creating, 903-904
performance data, viewing, 905
TCP Port synthetic transaction
creating, 903-904
DAs, 906
gateway servers, 907
management servers, 907
performance data, viewing, 905
template, 343, 875
TechNet upgrading article, 260
technical requirements, 141
Tempest server, 200
templates
Audit/Audit5, 515
Blank DA, 953-954
certificate, creating, 1249-1250
DAs
finding, 941
listing of, 940-941
dashboards, 529-530
distributed applications, 344
Internet Explorer Service, 926
JEE APM, 1069
availability monitoring, 1070-1075
performance, 1076-1080
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Line of Business Web Application, 942-944
management packs

.NET Application Performance Monitoring,
343, 873

OLE DB Data Source, 343

Power Consumption, 873

Process Monitoring, 343, 873

TCP Port, 343

UNIX/Linux Log File Monitoring, 343, 873

UNIX/Linux Process Monitoring, 343,
873

UNIX/Linux Service, 873

Web Application Availability Monitoring,
343

Web Application Transaction Monitoring,
344

Windows Service, 344, 874
Messaging DA, 948
.NET 3 Tier Application DA, 951-952
overview, 640
synthetic transactions, 874-875
Terminal Services Farm DA, 950-951
UNIX/Linux, 1029

Log File, 1030-1031

Process, 1031-1034

Run a UNIX/Linux Shell Command task,
1049-1051

Shell Command Performance Collection
Rule, 1043-1048

Shell Command Two State Monitor,
1035-1043

Windows Explorer Data Source Service, 932

Templates section (management pack schema),
111

Terminal Services Farm template, 940,
950-951

Test Log File Expression dialog box, 1031
testing
JEE application availability monitors, 1074
management groups, 144

management packs, 1171
management servers, 425
web applications
availability, 891-892
connectivity, 887
text message (SMS) channel, 361, 715
Three-State Monitor, 118
thresholds
aggregate monitoring, 996
APM, 780-781

OLE DB data source synthetic transactions,
901

selftuning700-704
static, 697-699
Thundercloud server, 200
tickets (Service Manager), 371
timed command rules, 683-684
creating, 684
types, 683
Timer Reset monitor, 118
tools
Action Account, 749
Active Directory Integration Script, 749
AdtAdmin, 516-518
ACS forwarder groups, creating, 517
commands, 517-518
function categories, 516-517

Parameters registry key values, setting,
518

retention periods, 513

stats command, 518
AEM Validation, 750
All References Add-in, 748
appcmd.exe, 609
authoring, 1132
Authoring console, 748
Clean MOM, 749
Cleanup, 749



DWDATARP, 577
Effective Configuration Viewer, 749
gateway approval, running, 231
GMTTool, 544
Inventory, 749
makecert.exe, 1186
Management Pack
Best Practice Analyzer, 748
Cookdown Analyzer, 748
Diff, 748
Spell Checker, 748
Visio Generator, 748

Microsoft management tool history,
1232-1234

Intune, 1234
MOM 2000/MOM 2005, 1232-1233
OpsMgr 2007, 1233
SCE/ROM, 1233-1234
SPF, 1234
MP Event Analyzer, 749
MPSeal, 642
options, 642
syntax, 642-643
verifying management packs, 643-644
MPViewer, 856
OpsMgr 2007 R2
Admin Resource Kit, 749
Authoring Resource Kit, 748-749
OpsMgr 2007 Tools and Utilities, 749
reports, authoring, 1175
RSKeyMgmt, 610
Sample Vista gadget, 749
scheduled maintenance mode, 749
sizing, 186
Workflow
Analyzer, 121, 749
Simulator, 749

troubleshooting 1477

Top N Applications Growth and Resolution
report, 984

Top N Applications report, 983

Top N Error Groups Growth and Resolution
report, 986

Top N Error Groups report, 985-986
Total Error Count performance counter, 1320
total losses, recovering, 617-618
trending reports, 560
troubleshooting
ACS collector performance, 521
agentless systems, deleting, 412
agents
UNIX/Linux, 420
Windows, 420

applications. See Application Diagnostics
console

blank reports, 555
documented objects, 556
filter options, 555
predefined objects, 556

running reports from Monitoring pane,
557

running reports from State view, 557

cross platform agent deployment,
1026-1027

DAs over 50 objects, opening, 919
Discovery Wizard not responding, 393
editing company knowledge with Word, 726
failed management servers, 620
full queues, 659
IPv6 devices, 866
low disk warning alert, 128
management packs, 657-659
network monitoring
device not reachable via ICMP, 866
event trace logging (ETL), 865-866
FQDN for seed devices, 866
IP addresses, 866
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IPV6 servers, 866
network discovery views, 863-864
non-standard SNMP ports, 866
peripherals not discovered, 864-865
OpsMgr installation, 249
same name agent/agentless systems, 383
system problems
expertise, 15-16
false alarms, 17
historical information, 15
isolation, 13-14
methodologies, 16
missing information, 16
notifications, lacking, 14-15
outages, 12-13
virtualization, 17
user roles, 467-468

Windows Vista client monitoring reports,
996

tuning
alerts
colors, 743
ConfigMgr management pack, 1303
down, 743
fixing, compared, 742

Lync Server 2010 management pack,
1296-1297

SharePoint management packs,
1291-1293

up, 743

management packs, 651-653
alerts, 652
application-by-application, 652
dependencies, 652
events, viewing, 653
guidelines, 656-657
Health Explorer, 653
server-by-server, 652

test environments requirements, 658
time, 657
viewing scope, 652
two server deployments, 198-199
two state monitors, creating, 118, 1036-1043
alerts, 1042
enabling, 1043
general properties, 1037
health state, configuring, 1040
Healthy Expression, configuring, 1040-1041
Monitor Error Expression, configuring, 1039
schedule interval, 1038
shell command, adding, 1038

TypeDefinitions section (management pack
schema), 111

Typhoon server, 200

U

Ubuntu Linux Server platform, 1005
Ul (user interface)
pages, 641
Operations console, 320-322
unhealthy monitors, viewing, 129
Uninstall-SCOMAgent cmdlet, 1197
uninstalling
management packs, 627
OpsMgr 2007 R2 servers, 304
unit monitors, 117-118, 632, 687-689
Authoring space available, 117
Basic Service Monitor, 117
categories/subcategories, 688-689
common, listing of, 118
defined, 1128
log files, 688, 689-690
scripting, 689



SNMP, 688, 689
types, 636, 687
unhealthy state icon, 118
website, 706
Windows events, 688, 690-694
alert, creating, 693-694
general properties, 691
health, configuring, 693
management pack selection, 691
selecting, 691
state altering events, configuring, 692
unhealthy state event formula, 692
Windows performance counters, 689, 696
Self-Tuning Threshold, 700-703
Static Thresholds, 697-699
Windows service, 689, 695-696

available services for monitoring, viewing,

695
creating, 695-696
WMI
events, 688, 689
performance, 689
performance counters, 688

Universal Linux monitoring management packs,
387

UNIX
access, 1012

authentication/data encryption,
1013-1014

firewalls, 1014

privilege elevation architecture, 1013
accounts, administration, 366
administration, 357
agents, 384

See also cross platform agents

architecture, 1011

deploying, 395-398

health, verifying, 414

UNIX 1479

manual installation, 401

supported platforms, 387

troubleshooting, 420
commands, 1080

connectivity, verifying, 1080

directories, creating, 1081

DNS server, specifying, 1081

GUI, 1082

IP addresses, retrieving, 1080

network interface, turning on, 1080

rebooting, 1080

remote control, 1081-1082

root, 1081

SSH, restarting, 1081

user maintenance, 1081

Wikipedia listing of, 1080
deploying

manually, 1022-1026

troubleshooting, 1026-1027

without root, 1019-1022
discovery

account information, gathering, 1016

name resolution, 1015

Run As accounts, configuring,
1016-1017

Run As profiles, configuring, 1018-1019

WinRM, updating, 1016
management packs

importing, 1019

requirements, 389
resource websites, 1373-1374
Run As accounts, configuring, 395
security, 490-491
sudo command, 491-494, 1012
templates, 1029

Log File, 1030-1031

Process, 1031-1034
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1480 UNIX

Run a UNIX/Linux Shell Command task,
1049-1051

Shell Command Performance Collection
Rule, 1043-1048

Shell Command Two State Monitor,
1035-1043

versions supported, 1005
views, 1027-1029
UNIX/Linux Action Account profile, 470

UNIX/Linux Agent Maintenance Account profile,
470

UNIX/Linux Log File Details dialog box, 1030

UNIX/Linux Log File Monitoring template, 343,
873

UNIX/Linux Privileged Account profile, 470

UNIX/Linux Process Monitoring template, 343,
873

UNIX/Linux Service template, 873
UNIX/Linux Shell provider, 672
unknown systems, 384
unprivileged accounts, 397
untrusted domains, 451
updates
agents, checking, 247
installation prerequisite, 192
management packs, 644
rollups, 61
Silverlight, 229-230
Web console, 73
WinRM, 1016
Upgrade Helper management pack, 258-261
agent upgrade state views, 259-260
benefits, 259
function, 260-261
importing, 258
management group upgrades, 299

secondary management server upgrade
state, 259

upgrading

ACS
collectors, 285
database, 255
reports, 288

agents, 272

distributed management group, 271-289
ACS collector, 285
ACS reports, 288
agents, upgrading, 272
connectors, disabling, 280
databases, backing up, 281
event logs, reviewing, 272
gateway servers, 275-277

Localizedtext/Publishmessage tables,
cleaning up, 289

manually installed agents, 273
notifications, disabling, 280

operational database free space verifica-
tion, 280-281

pending agent installations, rejecting,
272

performing, 281-285

push-installed agents, 277

reporting server, 286-288

RMS encryption key, backing up, 272

secondary management servers,
273-275

SQL Server collation support, 272-273

subscriptions/connectors, re-enabling,
289

verification, 289

Web consoles, 277-280
gateway servers, 257-258, 275-277
licensing from evaluation copies, 1212

management packs without losing overrides,
623-624

manually installed agents, 265-266, 273,
399



USE_MANUALLY_SPECIFIED_SETTINGS parameter 1481

post upgrade cleanup task script, 1378
push-installed agents, 270, 277
reporting servers, 286-288

RMS, 256-257

secondary management servers, 273-275

from secondary management servers,
289-297

overview, 290
performing, 292-296
promoting before upgrading, 289-290

reporting server configuration file, editing,
297

RMS encryption key, restoring, 290-291
single-server management group, 262-271

agents, rejecting, 262

command line, 269-270

connectors, disabling/re-enabling, 262,
270

databases, backing up, 264-265
event logs, reviewing, 262

Localizedtext/Publishmessage tables,
cleaning up, 271

manually installed agents, upgrading,
265-266

notifications, disabling/re-enabling, 262,
270

operational database free space verifica-
tion, 263

performing, 266-269
push-installed agents, upgrading, 270

RMS encryption key, backing up,
262-263

SQL Server collation support, 264
verification, 270-271
SSRS, 262

distributed management group, 271-289

multi-homed upgrades, compared,
297-298

from secondary management server,
289-297

single-server management group,
262-271

small network case study, 304-306

large enterprise multi-homed case study,
310-311

medium enterprise database preservation
case study, 306-309

Microsoft process flow diagram website,
256

multi-home upgrades, 297-298

advantages over in-place upgrades,
297-298

agents, 299-301
large enterprise case study, 310-311
management groups, deploying, 298-299

OpsMgr 2007 R2 management group,
retiring, 302-304

planning, 251
ACS database upgrade, 255

in-place versus multi-homed migration,
254-255

OpsMgr 2007 R2 Cumulative Update 4
or later, 251-252

strategic upgrade decisions, 252-254
RMS strategies, 256-257
small network in-place case study, 304-306
Upgrade Helper management pack, 258-261
agent upgrade state views, 259-260
benefits, 259
function, 260-261

importing, 258
Web consoles, 277-280
secondary management server upgrade
upgrading to OpsMgr 2012 state, 259

gateway server strategies, 257-258 URs (update rollups), 61

USE_MANUALLY_SPECIFIED_SETTINGS param-
eter, 399

in-place upgrades, 261
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1482 USE_SETTINGS_FROM_AD parameter

USE_SETTINGS_FROM_AD parameter, 399 alert connectors, 1094-1095
user interface. See Ul BeanSpy, 1065
User Perspective monitoring, 1001 Cl connectors, 1089
user roles distributed management group upgrade, 289
assignments, viewing, 467-468 management group health, 319
creating, 461-464 management packs
dashboards/views, 463-464 installation, 665-666
defined, 80 MPSeal, 643-644
group selections, 461 versions, 389
maintenance, 465 operational database free space, 263
multiple roles for user accounts, 465 overrides created in PowerShell, 1217
names, 461 RMSE, 442
operations, 459 server roles, 1147
preexisting, 460 single-server management group upgrade,
Report Operator, creating, 465-467 2702711
summary, 464 Viceroy server, 200
tasks, 463 viewing. See also views
troubleshooting, 467-468 ACS monitoring, 519-520
USM website, 832 active alerts, 340-341
agents

patch contents, 1227

upgrade state, 259-260
V Alert Details pane, 724
alerts, 39-41, 707
audit policies in GPMC, 501
connections, 91
dashboards in SharePoint, 539
Effective Configuration Viewer tool, 749

Validate Alert Subscription Account profile, 470
validated systems, 382

value (OpsMgr), 56-57

variables (PowerShell), 1191

Veeam

Extended Generic Report Library manage- events, 653

ment pack, 559 Health Explorer, 38, 338

website, 559 Health Service State folder, 101
verbose parameter, 1211 management groups, 351, 449
verification management packs

Active Directory Integration, 404-405 added during installation, 388

AEM, 974-975 content, 667

agent health details, 856

UNIX/Linux, 414 overrides, 667

Windows, 413-414



properties, 357
versions, 645, 646
monitor health, 653
Monitoring pane
alerts, 324-325
dashboard views, 335-336
diagram, 331-333
Discovered Inventory, 339-340
Distributed Applications view, 339
events, 325
performance, 329-330
personalizing views, 341
state, 325
task status, 334
Web Page view, 334-335
monitoring space choices, 128
network operational data
Health Explorer, 856
Network Interface Dashboard, 859
Network Node Dashboard, 858
Network Summary Dashboard, 859
Network Vicinity Dashboard, 857

OLE DB data source performance data,
900-901

online release notes, 210
Operations console, 322
overrides, 348-349, 638, 1217
performance counters, 887-889
resource pool health, 68

sealed management packs, 660

secondary management server upgrade
state, 259

TCP port monitor performance data, 905
unhealthy monitors, 129
user role assignments, 467-468

Windows services available for monitoring,
695

Visio MP Designer 1483

views. See also viewing

Active Directory Topology Root DA diagram,
924

AEM, 975, 977978
APM, 785
creating

Visio, 1171

Visual Studio, 1171
cross platform, 1027-1029
dashboard, identifying, 529
defined, 641
enterprise health monitoring, 925-926
Internet Explorer Service DA, 931
JEE, 1067
network discovery, 863-864

Operations Manager Management Group DA,
917

Alerts, 917
Diagram, 919
Diagram versus Health Explorer, 919-921
Health Explorer, 916
performance events, 794
user access, 463-464
VM health and performance, 1115
VMM MP, 1114-1115

Windows Explorer Data Source Service DA,
938

Virtual Machine Manager. See VMM

virtualization

disaster recovery plans, 620
managing, 49-50

problems, 17

Virtual Machine Manager. See VMM

Visio MP Designer

classes, creating, 1133-1135
DAs, 932

defined, 1132

diagram integration, 546
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discoveries, 1143

installing, 1132

management packs, sealing, 1171
monitors, 1159-1160

pattern reference, 1134
performance collection rules, 1168
redundant WAN links, creating, 956

dashboards, 1379
creating, 528-529
Diagram, 547
Guest Health, 536
Guest Resources, 534
Host Performance, 535
Service Level, 531

reference website, 1160 Summary, 530
reports, 1173-1175 widgets, 533-534
views, 1171 defined, 1085
Visual Studio, compared, 1135 health and performance views, 1115
monitors, 1160 Hosts and Guests, 537-535
rules, 1168 management pack
vision, deployments, 141 dashboard views, 1114-1115
Visual Studio, 1132 dynamic DAs, generating, 1114
Authoring Extensions, 1132 reports, 1116-1117
classes, creating, 1133 chargeback, 1119
discoveries, creating, 1146 forecasting, 1117
registry-based, 1148-1153 resource usage and utilization,
scriptbased, 1154-1156 11171118
DSl integration, 22 overview, 54
IntelliSense, 1137 private cloud capacity, 1115-1116
Intellitrace, 763 volumes (ITIL v3), 25
monitors VSS Writer service, 97

events, 1162-1164
script-based performance, 1165-1167

rules, creating, 11681171 W
views, creating, 1171
Visio, compared, 1135 WAN links
monitors, 1160 gateway servers, 157-160, 445
rules, 1168 long-distance, 157
Visual Studio 2005 Tools for Office download redundant, creating, 954-957
website, 726 WAR (Web Application Archive), 1063
VMMs (Virtual Machine Manager), 54, 1085 watcher nodes, 875-877
cloud fabric health and performance, 1115 Wayback Machine website, 1351

WCF (Windows Communication Foundation),
754, 821



web
portals, 129-130
recorder, 882-884
sessions, recording, 882-884
Web Application Editor
alerts, limiting, 885-886
authentication options, 886-887
performance counters, 884
web sessions, recording, 882-884
web applications, 877-878
alerts, limiting, 885-886
authentication required websites, 886-887
Availability Monitoring template, 343, 875
dashboards, 544

Web Application Transaction Monitoring
template, compared, 889-890, 896

availability synthetic transaction, creating,
889-893

configuration options

DAs, 906

name/description, 890

OpsMgr websites, 906-907
resource pools/agents, adding, 890
tests, configuring, 891-892

URLs, adding, 890

web application transaction monitoring,
compared, 889-890, 896

connections, testing, 887
creating, 879-881
monitor, 878
performance
counters, configuring, 884
data collection, 878
data, viewing, 887-889
Status dashboard, 544

Transaction Monitoring template, 344, 875

performance data collection, 878

websites 1485

Web Application Availability Monitoring
template, compared, 889-890, 896

web sessions, recording, 882-884
Web console, 92-93

improvements, 129

installing, 223-230
authentication mode, 227
completion, 228-229
database access, 226
default web site, 226
IIS installation, 223-224
installation location, 224

ISAPI/CGI Restrictions (IS Manager),
224-225

management server, entering, 226
prerequisite verification, 225
summary, 227
multi-tenancy customers, 1267-1269
NLB, 433
Operations console, compared, 169, 370
permissions inheritance, configuring, 229
redundancy, 170
requirements
hardware, 170
operating system, 169-170
Silverlight update, 229-230
updates, 73
upgrading, 277-280
URL path, adding, 368
web availability synthetic transaction, 907
Web enrollment (certificates), 1257-1259
Web Page view (Monitoring pane), 334-335
websites
ACS
collectors/databases, installing, 187
database server sizing calculator, 167
high availability, 433
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actionable alerting by DAs, 939
Active Directory Integration, 401, 406
AEM dedicated management group, 993
agentless systems
deleting, 412
discovery, 378
agents
configuration library, 449
health one-liners, 1227
port requirements, 411
proxy configuration, 356
troubleshooting, 420-421
aggregate rollup monitors, 706
AJAX, 754
alerts
excluding from subscriptions, 723
notifications, configuring, 709
origin, finding, 707
APM, 71
data trends, 161
resources, 777
appcmd.exe, 609
ASP.NET MVC Framework, 754
authoring blog, 898
Bay Dynamics IT Analytics, 549
BeanSpy installation, 1064
Bing, 541
CAs
PowerShell scripts, 1186
responder services, 1253
Catapult Systems, 549

Cl connector management packs, importing,
1087

CIO Insight IT downtime article, 20
city latitude and longitude coordinates, 541
client monitoring
management pack download, 994
reports, 986

CLR integration, enabling, 432
command channels, 361, 715
command notifications tips and tricks, 362
company knowledge, 726
ConfigMgr
maintenance mode, 745
management pack, 1302
ConfigWise integration, 549

connected management groups documenta-
tion, 451

cross platform
agents multi-homing configuration, 413
certificates, configuring, 395
discovery, 398
management packs, 1019
Providers on CodePlex, 1005
resource pools, 1011
security, 491
custom service monitoring, 1265
DAs over 50 objects, opening, 919
dashboards
Alert Widget, 562
integration blog series, 562
introduction, 562

OpsMgr 2012 R2 third-party solutions,
562

overview, 562

Performance Widget, 562

reports, comparison, 563

servers health state, creating, 953
Dell management pack

downloading, 1297

references, 1300-1301
dependency rollup monitors, 706
Derdack Enterprise Alert, 1275
devices supported, 826
Discovered Inventory view article, 339
Discovery Wizard non-responsiveness, 393



Dundas, 549
EAR files, 1063

editing company knowledge with Word 2010,
726

event log sizes, 415

Exchange back pressure, 361, 708
extended monitoring, 851

failed management server recovery, 620
failover clusters, installing, 427
forecasting management pack, 561

Forward Alerts via Email management pack
download, 709

groups
tips, 345
resource, 346
GSM, 893

GUIl-based remote maintenance scheduler,
337

health, recalculating, 706
HP Service Manager IP, 1111
IDC Research |10 Model success study, 33
1IS recycle, 778
Infront Consulting Group, 387, 549
instant messaging, enabling, 713
Intune, 1234
10 Model, 31, 34
IT Analytics dashboard integration, 549
ITIL 2011 update, 25
JEE
distributions download instructions, 1053
management pack downloads, 1060
KPIs, 685

KPN Commercial Business Market/
Getronics, 1267

licensing, 175
Linux/UNIX agent supported platforms, 387
Live Maps examples, 548

websites 1487

Localizedtext/Publishmessage tables,
cleaning up, 271

log shipping resources, 431
Lync Server 2010 management pack
documentation, 1294
download, 1294
federation, 1297
references, listing of, 1297
makecert.exe, 1186
management groups, adding/deleting, 449
management packs
bundles, 647-649
display settings, 1139
guides, 359, 644
installer, 247
names, 358
manually installed agents
remote management, 415
upgrading, 399
map locations defining with PowerShell, 543
Microsoft
module types reference, 124
OpsMgr 2012 glossary, 77

upgrade process flow diagram website,
256

MOF, 29, 138
MOMScriptAPI, 1155
Monitoring pane, decluttering, 324
monitors, resetting, 705
MPViewer, 856
namespaces, 762
.NET
4.0 download, 726
4/4.5 command line options, 195
functions for multi-homing agents, 449
networks
bandwidth article, 146
connectivity minimum speeds, 145
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device discovery rule configuration
options, 841

monitoring management pack documen-
tation, 1301

NLB, 433
NOC at ClearPointe, 1267
Nubigenus, 1275
OIDs, 833
online content, 1377
OpsLogix, 561, 901
OpsMgr 2007, 60-61
Cumulative Update 6 download, 251
resource kit gadget, 551
Tools and Utilities download, 749
OpsMgr 2007 R2, 61
Admin Resource Kit download, 749
Authoring Resource Kit download, 748
Resource Kit download, 337
OpsMgr 2012
by Example series, 1285
requirements, 153
SP 1, 386, 1005
Orchestrator
documentation, 1304
download, 1304
tutorial, 1106
overrides
best practices, 739
names, 639

Pearson InformIT, System Center 2012
Operations Manager Unleashed, 1351

performance counters for large server
groups, 1179

PKI with PowerShell scripts, 1186

post upgrade cleanup task script, 1378
Power Consumption template, 873
PowerGadgets, 552

PowerShell
agent-based installation, 406
agent failover, 417, 1223
agent installation automation, 378
agent load balancing automation, 1224
agent patch contents, viewing, 1227
alert processing, 1227
BeanSpy files, deploying, 1063
group maintenance mode, 1225, 1226

module re-registration after upgrading,
261

notification subscription cloning script,
1222

OpsMgr 2007 examples migrated to
OpsMgr 2012, 1207

Orchestrator integration, 1228
pipeline, 1189
variables, 1191
PowerView example, 553
privacy statements, 992
property bags, 1167
PsTools Suite, 342
recovery models, 590
release notes, viewing, 210
report authoring tools, 1175
Report Operator role, creating, 466

Report Viewer 2010 Redistributable Package
download, 196

reporting
dashboards, compared 553
tips and tricks, 355, 562

ReSearch This management pack download,
728

resources
blogs, 1368-1370
cross platform, 1373-1374
general, 1351-1364
Microsoft, 1364-1368
OpsMgr Shell, 1370



PowerShell, 1372-1373

public forums, 1376

System Center, 1375-1376
RMSE, 67, 79
rule of the monitor exception, 744
Run As accounts for UNIX/Linux, 395
running reports from State view, 557
Savision, 548, 932

sealing Visio created management packs,
1171

secure file copy with SSH, 1022
Self-Tuning Thresholds, 704
servers, grouping based on tiers, 347

Service Manager dashboard OpsMgr 2007
R2 compatibility, 550

SharePoint, 1286
dashboards, viewing, 539
documentation, 1287
management pack, 1287, 1293
references, listing of, 1293-1294

sizing tool, 186, 829

SLTs, 351

SML resources, 24

SNMP
Management Packs, 360
v3 Run As accounts, 848

SQL
dashboard queries, 551
database backup, 265

SQL Server
deployment requirements, 199
editions, 163
log shipping, 429
recovery models, 431

Squared Up, 371, 726

SSRS
encryption keys, 609
upgrading, 262

websites 1489

subscriptions, 724
sudo program, configuring, 491
System Center

2012 Operations Manager Unleashed,
1285

Marketplace, 359
original press release, 51
SystemCenterCentral, 360, 559-36

targeting rules/customers/monitors, 686,
1265

TechNet upgrading article, 260
text message notifications, 715
unit monitors, 706
UNIX/Linux
agent deployment, 398
commands, 1026
USM, 832
Veeam, 559
Visio MP Designer
DA integration, 932
installing, 1132
reference, 1160
Visual Studio
2005 Tools for Office download, 726
Authoring Extensions, 1124
VMM management pack, 1119
WAR files, 1063
Wayback Machine, 1351
WCF, 754
Web Application Availability Monitoring, 544
Web console default, setting, 226
web recorder, configuring, 883
Windows
8 management pack, 961
servers, 385-386
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Windows Azure Applications monitoring pack
diagnostics, 1306
download, 1306
partial trusty policy reference, 1306

Windows Server Operating System manage-
ment packs

documentation, 1310
download, 386, 1310
WMI performance data collection, 679
Xian Wings, 371
Whirlwind server, 200
widgets
Alert, 536, 562
Details, 536
moving, 534
Objects by Performance, 534
Performance, 535-536, 562
limitations, 535
performance counters, adding, 536
VMM Host Performance dashboard, 535
prebuilt, 532-533
SharePoint, 538-539
adding, 538
benefits, 538
State, 536
wildcards (.NET namespaces), 764
Windows 8
clients, 167
management pack, 994
agents
architecture, 1008
clients, 386
deploying, 389-395
health, verifying, 413-414
manual installation, 399-401
operating systems supported, 385-386

servers, 386
troubleshooting, 420
Azure Applications monitoring pack, 1305
configuring, 1306-1308
data grooming, 1309
downloading, 1306
features, 1308
installing, 1306
prerequisites, 1306
clients, agent support, 386
Cluster Action Account profile, 470
Communication Foundation (WCF), 754, 821
domain, prerequisites, 190
event monitors, 688, 690-694
alerts, creating, 693-694
general properties, 691
health, configuring, 693
management pack selection, 691
selecting, 691
state altering events, configuring, 692
unhealthy state event formula, 692
Explorer Data Source Service DA, 932, 940
components, 935-936
creating, 935
customizing, 936-937
OLE DB data sources, creating, 933-935
views, 938
Internet Explorer Service template, 941

IT Pro 10 OpsMgr 2007 Reporting Tips
article website, 355

management pack requirements, 388-389
performance counter monitors, 689, 696
Self-Tuning Threshold, 700-704
Static Thresholds, 697-699
Performance provider, 679
security account requirements, 190-191



services
accounts, 482
monitors, 689, 695-696
System Center Management APM, 755
template, 344, 874
SharePoint Services Farm template, 941
Vista client monitoring reports, 996
Windows Server
agent support, 386
audit policies, 502-501
dashboards, 544

Operating System management packs, 1309

documentation, 386, 1310
downloading, 1309-1310
monitoring features, 1310-1311
optional configurations, 1311
reports, 1312-1313

Summary dashboard, 544

support, 271

Task Pane dashboard, 544

Update services (WSUS)22

WinRM, updating, 1016
wizards

Add Monitoring, 879-881

Agent Assignment and Failover, 403

Application Groups Management, 809

Client Monitoring Configuration, 94

Computer and Device Management, 1014

Configure Client Monitoring, 970-972

Create a Task Wizard, 1049-1051

Create a unit monitor, 690-694, 695-696

Create New Group, 345-346

Create Rule
alert-generating rules, 672-676
performance collection rules, 680
timed command rules, 684

Create User Role, 461-464

workflows 1491

Discovery, 376-378
cross platform agents, 1014, 1019-1022
cross platform resources, 398

network device discovery rules, creating,
841-848

non-responsive, troubleshooting, 393

Servers Only option, 390

UNIX/Linux agents, deploying, 395-398

Windows agents, deploying, 389-395
Import Management Packs, 662-663

.NET Application Performance Monitoring,
756-761

New Dashboard and Widget, 529-530
Notification Subscriber, 716-717
Notification Subscription, 719-721

Operations Manager Alert Connector,
1089-1091

Operations Manager Cl Connector,
1087-1088

Product Connector Subscription, 1093
Recovery, 616

Run As Profile, 1018-1019

Setup. See Setup wizard

WMI (Windows Management Instrumentation)

event
monitors, 688, 689
providers, 672, 679
performance
counters, 688
monitors, 689
providers, 679

Word, company knowledge, editing, 726
Workflow count performance counter, 1315
workflows, 630

Analyzer, 121, 749
certified devices, 827-828
diagnostics, 632
discoveries, 631-632
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managing, 121-122
modules
cooking down, 124
data types, 124-126
types, 123-124
monitors
new, 868
overview, 632
network device monitoring, 853-856
monitors enabled by default, 855
out of the box monitors, 854
out of the box rules, 853
rules enabled by default, 854
rules targeting devices, 855
notification
architecture, 710
creating, 710-711
recoveries, 633
rules, 631
Simulator, 749
tasks
Workflows Queued performance counter, 1316
workgroups, mutual authentication, 487
write action module type, 636
WS-Management Action Account profile, 470
WSUS (Windows Server Update Services), 22

X

Xian Wings, 371
xSNMP Management Packs website, 360
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