Index

NUMBERS

32-bit processors, 64-bit processor
compatibility, 196

64-bit processors, 195-196

A

access files (/etc/mail directory), 370

Access tab (Server Settings dialog), Share
Name option, 309

access times attribute (/etc/xinetd.conf), 387
account match extension (IPTables), 481
accounts (user), deleting, 218
ACL (Access Control Lists), 185

effective rights masks, 187

enabling, 186

Kerberos, 282-283

modifying, 186-187

preserving, 189

removing, 189

setting default ACL, 188

viewing, 186
acl statements, named.conf files (BIND), 341
action_mail_acct option (auditd), 508
Activation Key Administrator role (RHN), 81

Add dialog (NFS Server Configuration graphical
tool), 296
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adding
disk space to LVM, 172-173
group administrators, 213
groups, 212-213
LVM, 173
passwords, group management, 214
users, 206-208, 215
users to RHN accounts, 85
addrtype match extension (IPTables), 481
administrators
group administrators, adding, 213
roles, RHN, 81
admin_space_left option (auditd), 508
admin_space_left_action option (auditd), 509
ah match extension (IPTables), 481
All option (Options directive), 333

Allow connections from port 1024 and higher
option (NFS Server Configuration graphical
tool, General Options tab), 297

Allow insecure file locking option (NFS Server
Configuration graphical tool, General Options
tab), 297

allow_anon_ssl directive (anonymous FTP), 390

AltSysRq key combinations, kernel system
requests, 432-433

AMANDA (Advanced Maryland Automatic
Network Disk Archiver), 223

client configuration, 227-229

configuring, 224

dumptype parameters, 228-229

executing backups, 230-231

hard drives as virtual tapes, 225-226

holding disks, 227

restoring from backups, 232

server utilities, 231

tape drive parameters, 225
amrecover, 232

amrestore, 232

analyzing
hardware
BIOS queries, 160
DMI queries, 160-162
HAL, 165
listing kernel modules, 157, 163-164
listing partitions, 156
listing PCI devices, 152-154
listing storage devices, 156
listing USB devices, 154-156
SMBIOS queries, 160-162
vendor-specific data queries, 163
OProfile samples, 453
opannotate command, 456
opreport command, 454-456
anonymous FTP, 389-391

anonymous_enable directive (anonymous
FTP), 390

anon_max_rate directive (anonymous FTP), 391

anon_mkdir_write_enable directive (anonymous
FTP), 390

anon_other_write_enable directive (anonymous
FTP), 390

anon_root directive (anonymous FTP), 391
anon_umask directive (anonymous FTP), 391

anon_upload_enable directive (anonymous
FTP), 390

anon_world_readable_only directive
(anonymous FTP), 390

Apache HTTP server

/ete/httpd/conf/httpd.conf configuration
file directives, 329-330

connections, allowing, 328

HTTP requests, allowing, 328

SELinux, 327

web servers, creating, 329
directory directives, 334
global configuration directives, 330-331
loading directives, 335



logging connections, 336
main server directives, 332-334
starting/stopping servers, 337
virtual host directives, 334-335
applets, adding to desktop panel, 543
applications
montioring
DejaGnu, 460
Dogtail, 460
Frysk, 460
GNU Debugger, 460
Icov, 460
OProfile, 449-457
Valgrind, 458-459
starting/stopping at shell prompt, 109
Applications menu, 99
arrays, creating in RAID, 181
assigning
static NFS ports, 300
users to RHN, 81-82

audit records, searching in Linux Auditing
System, 518-521

audit reports, generating for Linux Auditing
System, 516-518

audit rules, 510-513

audit watches, 514-515

auditctl, 515

auditd (audit daemon)
action_mail_acct option, 508
admin_space_left option, 508
admin_space_left_action option, 509
configuring, 505-509
default parameters, 506
disk_error_action option, 509
disk_full_action option, 509
dispatcher option, 507
disp_qos option, 507
EXTRAOPTIONS parameter, 509

authoritative name servers 561

flush option, 507

freq option, 507

log_file option, 506

log_format option, 507

max_log_file option, 508

max_log_file_action option, 508

num_logs option, 507

priority_boost option, 507

space_left option, 508

space_left_action option, 508

starting/stopping, 515-516
auditing. See Linux Auditing System
audits, tracing, 521

aureport command, generating audit
reports, 516-518

ausearch command, searching audit
records, 518-521

authconfig command (kickstart), 33

Authenticate System Accounts by Network
Services option (Authentication Configuration
tool), 289

authentication
SMB, 285-286
Winbind, 286
Authentication Configuration tool, 287-288

Authenticate System Accounts by Network
Services option, 289

Cache User Information option, 289
command-line version, 289-292

Local Authorization is Sufficient for Local
Users option, 289

Use MD5 Passwords option, 289
Use Shadow Passwords option, 289

Authentication mode option (Samba Server
Configuration graphical tool, Security
tab), 307

Authentication Server option (Samba Server
Configuration graphical tool, Security
tab), 308

authoritative name servers, 340
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autofs
connecting NFS shares, 302-304
NIS, 264-266
automating tasks
Awk scripts, 249
Bash scripts, 239
conditionals, 244-245
echo command, 241-242
executing commands, 240-242
loops, 245-246
running, 243-244
variables, 242
Perl scripts, 247
Python scripts, 247
Sed scripts, 248-249
autopart command (kickstart), 36
autostep command (kickstart), 32
autrace command, tracing audits, 521
Awk scripts, 249

B

backups
AMANDA, 223
client configuration, 227-229
configuring, 224
dumptype parameters, 228-229
executing backups, 230-231

hard drives as virtual tapes, 225-226

holding disks, 227
restoring from backups, 232
server utilities, 231

tape drive parameters, 225

determining what to backup, 222-223

full, 223

incremental, 223

rsync utility, 234
tar utility, 232-233
BALANCE target extension (IPTables), 494

banned_email_file directive (anonymous
FTP), 391

Bash (Bourne Again Shell) scripts, 239
conditionals, 244-245
echo command, 241-242
executing commands, 240-242
loops, 245-246
running, 243-244
variables, 242

bash shell, shortcuts, 106-107

basic partition installation (Linux
installation), 24

Basic tab

NFS Server Configuration graphical tool,
297

Server Settings dialog, 306, 309
BIND (Berkeley Internet Name Domain), 340
control channels, configuring, 344
DNS servers, starting/stopping, 349-351
graphical configuration, 349
importing defined hosts, 350
saving changes, 351
named.conf files, 341
acl statements, 341
adding comments to, 341
category statements, 353
channel statements, 351
controls statements, 341, 344
include statements, 341
key statements, 342, 347
keys statements, 345
listen-on statements, 342
logging statements, 342, 351-354
Iwres statements, 342

masters statements, 343



options statements, 343, 346-347
search statements, 342
server statements, 343, 347
transfer-source statements, 343
trusted-keys statements, 344
view statements, 344
views statements, 345
zone statements, 344-346

rndc, configuring, 346-347

views, configuring, 345

zones, configuring, 345-346

bind option (etc/xinetd.conf), 382

BIOS (Basic Input/Output System), querying,
160-162

biosdecode command, 160-162
boot discs
kickstart file accessibility, 48
Linux installation, 12
boot loaders, 76
GRUB, Linux installation, 19
repairing (system recovery), 237

bootloader command (kickstart), 33

C

Cache User Information option (Authentication
Configuration tool), 289

Cachegrind tool (Valgrind), 459

Callgrind tool (Valgrind), 459

cat /proc/mdstat command
adding partitions to RAID, 181
creating RAID arrays, 180
monitoring RAID devices, 182

category statements, customizing named.conf
file (BIND) logging statements, 353

conditionals, Bash scripts 563

CD-ROM
kickstart Linux installations, 49
Linux installations, 10
CDs
boot discs, 12, 48
Linux installation CDs, 11-12, 15
chage command, 210-211
chains (IPTables), 477

channel statements, customizing named.conf
file (BIND) logging statements, 351

channel subscriptions (RHN), 82

Channels view (RHN), 80

chcon command, 473

childlevel match extension (IPTables), 481

chkconfig command, runlevel
configuration, 121

chmod utility, modifying file permissions, 117
chown_uploads directive (anonymous FTP), 390

chown_username directive (anonymous
FTP), 391

CLASSIFY target extension (IPTables), 494
clearpart command (kickstart), 36
clustering, 185
CLUSTERIP target extension (IPTables), 494
cmdline command (kickstart), 32
command-line. See shell prompt
commands

Emacs editor commands, 115

finding in directories, 108

man pages, 111

Vi editor commands, 113
comment match extension (IPTables), 482

comments, adding to named.conf files
(BIND), 341

compressing kernel dumps via kdump
command, 438

condition match extension (IPTables), 482
conditionals, Bash scripts, 244-245
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564 Configuration Administrator role (RHN)

Configuration Administrator role (RHN), 81
configuring

DHCP servers, PXE Linux installations, 55

IPTables, 477

OProfile

event monitoring, 450-452
graphical interface configurations, 457

tftp servers, PXE Linux installations, 52-54

troubleshooting, 551-552
connbytes match extension (IPTables), 482
connectivity (networks), DHCP, 319

common parameters, 323-324

local-port parameters, 320

logging connections, 325

network connections, allowing, 320

server configuration, 320-324

starting/stopping server, 324-325
connlimit match extension (IPTables), 482
connmark match extension (IPTables), 482
CONNMARK target extension (IPTables), 495
connrate match extension (IPTables), 482
conntrack match extension (IPTables), 483
control channels (BIND), configuring, 344

controls statements, configuring named.conf
file (BIND) control channels, 341

copying files in directories, 105
cps attribute (/etc/xinetd.conf), 386
crash analysis, kernel dumps, 440-442
cron, scheduling tasks, 249-252
crond (cron daemon), 251
crontabs package, 250
CUPS (Common UNIX Printing System), 398
Current Enforcing Mode option (SELinux), 464
current working directories, 104
customizing

auditctl, 515

BIND logging statements, 351-354

desktop
keyboard shortcuts, 101
workspaces, 100
Kerberos configuration files, 279
LDAP logging, 277
Logwatch
configurations, 419-421
scripts, 421
SELinux
contexts, 470-474
policies, 466-467
software, Linux installation, 19
CustomLog directive (logging directives), 336

D

daemons, 119
auditd

action_mail_acct option, 508
admin_space_left option, 508
admin_space_left_action option, 509
configuring, 505-509
default parameters, 506
disk_error_action option, 509
disk_full_action option, 509
dispatcher option, 507
disp_qos option, 507
EXTRAOPTIONS parameter, 509
flush option, 507
freq option, 507
log_file option, 506
log_format option, 507
max_log_file option, 508
max_log_file_action option, 508
num_logs option, 507
priority_boost option, 507



space_left option, 508
space_left _action option, 508
starting/stopping, 515-516
crond, 251
named (BIND), 349
slapd, LDAP configuration, 267
yppasswdd, NIS server configuration, 261
date/time
displaying, 100
NTP
allowing connections, 398
client connections, 395-396
server configuration, 397
dccp match extension (IPTables), 483

ddcprobe command, detecting hardware,
158-159

debugging applications
DejaGnu, 460
Dogtail, 460
Frysk, 460
GNU Debugger, 460
Icov, 460
OProfile, 449-457
Valgrind, 458-459

dedicated partitions, kernel dump file
locations, 437

DejaGnu application monitoring/debugging
tool, 460

deleting
files/folders, 101
groups, 213-214
Kerberos principals, 282

LDAP entries, LDAP server configuration, 274

user accounts, 218
users, 208, 211

deny_email_enable directive (anonymous
FTP), 390

DHCP server 565

Description option (Samba Server Configuration
graphical tool, Basic tab), 309

desktop
Applications menu, 99
customizing
keyboard shortcuts, 101
workspsaces, 100
navigating, 99-100
Places menu, 100
System menu, 100
time/date, displaying, 100
Trash icon, 101
windows
bringing forward, 100
minimizing, 100
switching between, 100
workspaces
customizing, 100
monitoring applications, 100
desktop file browsers
FTP server client connections, 393-394
Samba share connections, 314-315
desktop panel, adding applets to, 543
device command (kickstart), 41

df command, determining partition disk usage
space, 405

DHCP (Dynamic Host Configuration
Protocol), 319

allowing network connections, 320
common parameters, 323-324
local-port parameters, 320
logging connections, 325
NFS server, kickstart Linux installations, 51
server configuration, 320-324
starting/stopping server, 324-325

DHCP server
NFS, kickstart file accessibility, 49
configuring, PXE Linux installations, 55
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directives

/etc/httpd/conf/httpd.conf configuration
file, 329

directory directives, 334
global configuration directives, 330-331
loading directives, 335
logging directives, 336
main server directives, 332-334
virtual host directives, 334-335
kickstart, 31
directories
build directories (RPM), setting up, 136-137
changing, 104
creating, 104
current working directories, 104
FHS, common directories list, 102
files
copying, 105
finding, 105-107
moving, 105
removing, 105
partitions, creating for, 107
PATH, adding to, 108
relative directories, 104
removing, 105

subdirectories, determining usage
space, 405

viewing contents of, 105

Directory option (Samba Server Configuration
graphical tool, Basic tab), 309

Directorylndex directive (main server
directives), 332

Disable subtree checking option (NFS Server
Configuration graphical tool, General Options
tab), 297

Disabled mode (SELinux), 464
disabled option (etc/xinetd.conf), 381

disabling

processors with Hyper-Threading
Technology, 202

SELinux policies, 468
disk performance

iostat command, 407-408

sar command, 408-409
disk quotas

database files, creating, 190-191

displaying, 193

enabling, 190

modifying, 192

setting, 192

soft/hard limits, 192

turning on/off, 191
disk space

LVM, adding to, 172-173

troubleshooting, 557
disk_error_action option (auditd), 509
disk_full_action option (auditd), 509
dispatcher option (auditd), 507

display driver (nVidia), installing, 526-527

disp_qgos option (auditd), 507

DMI (Desktop Management Interface),
querying, 160-162

dmidecode command
command line options, 162
DMI queries, 160-162
vendor-specific data queries, 163
dmraid command (kickstart), 40
DN (Distinguished Names), LDAP, 268
DNAT target extension (IPTables), 495
DNS (Domain Name System) servers
allowing connections, 340
hostname resolution, 339-340



rndc utility, 340
command-line options, 347-348
configuring, 346-347
starting/stopping, 349, 351

DocumentRoot directive (main server
directives), 332

Dogtail application monitoring/debugging
tool, 460

domains (VM), 533
guest domain modifications, 543-544
hardware allocation, 544
domaintable files (/etc/mail directory), 370
Dovecot, 374-377
downloading software, YUM, 87
driverdisk command (kickstart), 42
drivers. See kernels, modules
dscp match extension (IPTables), 484
DSCP target extension (IPTables), 495

du command, determining subdirectory disk
usage space, 405

dump command, preserving ACL, 189
dumps (kernel)
crash analysis, 440-442
dump file location, selecting, 436-438
kdump command

activating via graphical application,
439-440

compression, 438
filtering, 438

saving, 433
starting/stopping, 439
testing, 440

memory, reserving for secondary kernels,
435

warm reboots via Kexec, 434-435
dumptype parameters (AMANDA), 228-229

enabled option (etc/xinetd.conf) 567

E

echo $PATH command, viewing PATH environ-
ment variable values, 108

echo command, 241-242
ecn match extension (IPTables), 484
ECN target extension (IPTables), 496
edquota command, modifying disk quotas, 192
effective rights masks, 187
ELILO, 77
Emacs editor
common commands list, 115
text files, editing, 114-115

email
IMAR 374-375
mail servers

allowing email connections, 377-378
logging Sendmail connections, 376-377

MTA, 368. See also Sendmail

MUA, 367-369

POR 374-375

reading, 369

server configuration
/etc/aliases configuration file, 371
/etc/mail directory, 370-371
SSL encryption, 372-373
starting/stopping server, 373
/var/spool/mail, 372

SMTR 368

transferring, 368

email_password_file directive (anonymous
FTP), 391

emergency mode (system recovery), 237
Empty Trash command, 101
enabled option (etc/xinetd.conf), 381
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Encrypt Passwords option (Samba Server
Configuration graphical tool, Security
tab), 308

encryption

email servers, 372-373

TLS, LDAR 275
Enforcing mode (SELinux), 464
environment variables, Bash scripts, 242
Errata view (RHN), 80

ErrorDocument directive (main server
directives), 332-333

ErrorLog directive (logging directives), 336
esp match extension (IPTables), 484
etc/dovecot.conf configuration file, 374-376
/etc/login/defs file, creating users/groups, 216
/etc/mail directory, 370-371
/etc/modprobe.conf files, 65

/etc/passwd file, user management, 214
etc/rc/d/init.d/network files, 66
/etc/resolv.conf files, 66-67

/etc/shadow file, shadow passwords, 215
/etc/sysconfig/network files, 65-67
/etc/sysconfig/network-scripts/ directory, 66

/etc/xinetd.conf (master xinetd configuration
file), 380

access times attribute, 387
bind option, 382

cps attribute, 386

disabled option, 381
enabled option, 381
groups option, 382
instances attribute, 386
log on failure option, 382
log on success option, 382
log type option, 382

max load attribute, 386
mdns option, 382

no access attribute, 386

only from attribute, 386

passenv option, 382

per source attribute, 387

service 1D, 381-382

umask option, 382

veonly option, 382
Ethernet

DHCR 67

static IR 68

event monitoring, configuring in OProfile,
450-452

ExecCGl option (Options directive), 333
ExecShield, 547-549
expanding filesystems in logical volumes, 177

Export only if mounted option (NFS Server
Configuration graphical tool, General Options
tab), 298

extending
logical volumes, 176-177
volume groups, 174
EXTRAOPTIONS parameter (auditd), 509

F

failing partitions, RAID, 182
failure (system). See backups; recovery
fdisk -| command, listing partitions, 168
fdisk command, listing storage devices, 156
FHS (Filesystem Hierarchy System), 102
file browser (desktop)
FTP server client connections, 393-394
Samba share connections, 314-315

file protection. See SELinux (Security-Enhanced
Linux)



file sharing
NFS, 293
allowing connections, 295
mount points, 293
SELinux, 294
server configuration, 295-299
share connections, 301-304
static port assignments, 300
Samba
allowing connections, 305
logging connections, 313
mounting shares, 317-318
SELinux, 304
server configuration, 306-313
share connections, 314-318
file transfers
FTP servers
allowing connections, 391
anonymous FTR 389-391
configuring, 388
FTP client connections, 392-394
logging connections, 394
SELinux, 387-388
starting/stopping, 389
scp command, 359
sftp command, 360
files
deleting, 101
directories
copying in, 105
finding in, 105-107
moving in, 105
removing from, 105
FHS, 102
makefiles, creating for RPM packages, 143

filesystems 569

permissions, 116
changing, 117-119
setting graphically, 118
restoring, 101
RPM files
naming conventions, 126
package files, querying, 134-135
software files, 133-135

spec files, creating for RPM packages,
137-142

text files
content navigation, 109
editing, 112-115
reading, 109

filesystem repair (system recovery), 237

filesystems

ACL, 185
effective rights masks, 187
enabling, 186
modifying, 186-187
preserving, 189
removing, 189
setting default ACL, 188
viewing, 186
directories, finding
commands in, 108
files in, 107
logical volumes, expanding in, 177
monitoring, 403-406
partitions, creating on, 170
shell prompt, navigating at
bash shell shortcuts, 106-107
changing directories, 104
copying files in directories, 105
creating directories, 104
current working directories, 104
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finding files in directories, 105
grep command, 106
history command, 106
moving files in directories, 105
relative directories, 104
removing directories, 105
removing files from directories, 105
viewing directory contents, 105
text files, reading, 109
filtering kernel dumps, kdump command, 438
finding
commands in directories, 108
files in directories, 105-107
log files, 418
RPM software, 127
firewall command (kickstart), 42
firewalls
default firewalls, enabling, 502-504
IPTables
chains, 477
commands, 478-479
configuring, 477
examples of, 501
installing, 477
match extensions, 481-493
rules, 477-480, 501

starting/stopping IPTable services,
500-501

target extensions, 494-500

firstboot command (kickstart), 42
floppy disks, kickstart Linux installations, 50
flush option (auditd), 507
folders

deleting, 101

restoring, 101
FollowSymLinks option (Options directive), 333
for loops, 246

Force sync of write operations immediately
option (NFS Server Configuration graphical
tool, General Options tab), 298

force_anon_data_ssl directive (anonymous
FTP), 390

force_anon_logins_ssl directive (anonymous
FTP), 390

FQDN (fully qualified domain names)
subdomains, 339
top level domains, 339
zones, 340

free command, reporting memory usage,
413-414

freq option (auditd), 507

Frysk application monitoring/debugging
tool, 460

FTP (File Transfer Protocol) servers
allowing connections, 391
anonymous FTR 389-391
configuring, 388
connecting to via sftp command, 361
FTP client connections

via command line, 392-393

via desktop file browser, 393-394
logging connections, 394
SELinux, 387-388
starting/stopping, 389

ftpd_banner directive (vsftpd.conf
command), 388

full backups, 223
fuzzy match extension (IPTables), 484

G

General Options tab (NFS Server Configuration
graphical tool), 297-298

GFS (Global File Systems), 185
GID (Group ldentification), 211



global configuration directives (Apache HTTP
server), 330-331

GNU Debugger application monitoring/
debugging tool, 460

gpasswd -A <users> <groupname> command,
adding group administrators, 213

GPG keys, 146
graphical BIND configuration, 349
importing defined hosts, 350
saving, 351
graphical desktop environment. See desktop

graphical interfaces, OProfile
configurations, 457

grep (get repetitions) command, 106
group administrators, adding, 213

Group directive (global configuration
directives), 332

group management
GID, 211
groups, 212
adding administrators, 213
adding/removing passwords, 214
creating, 216
deleting, 213-214
designating default groups, 214
listing, 211
modifying, 213
users, creating, 216
group permissions, ACL, 185
effective rights masks, 187
enabling, 186
modifying, 186-187
preserving, 189
removing, 189
setting default ACL, 188
viewing, 186
groupadd command, adding groups, 213

groupdel <groupname> command, deleting
groups, 214

Help view (RHN) 571

groupmod command, modifying groups, 213
groups option (etc/xinetd.conf), 382

GRUB, 76, 202

GRUB boot loader, Linux installations, 19

Guest Account option (Samba Server
Configuration graphical tool, Security
tab), 308

H

HAL (Hardware Abstraction Layer), 165
hard disks, performance
jostat command, 407-408
sar command, 408-409
hard drives
kickstart Linux installations, 50
Linux installations, 10, 16
virtual tapes, 225-226
hard system locks, NMI Watchdog, 445-447
hard/soft limits (disk quotas), 192
hardware
analyzing
BIOS queries, 160
DMI queries, 160-162
HAL, 165
listing kernel modules, 157, 163-164
listing partitions, 156
listing PCI devices, 152-154
listing storage devices, 156
listing USB devices, 154-156
SMBIOS queries, 160-162
vendor-specific data queries, 163
detecting via Kudzu, 157-159
hashlimit match extension (IPTables), 484-485
Helgrind tool (Valgrind), 459
Help view (RHN), 80
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helper match extension (IPTables), 485
helpfile files (/etc/mail directory), 370

Hide filesystems beneath option (NFS Server
Configuration graphical tool, General Options
tab), 298

hide_ids directive (vsftpd.conf command), 389
history command, 106
holding disks, 227
/home directory, structuring, 218-219
hostname resolution
BIND configuration, 340
control channels, 344
graphical configuration, 349-351
logging connections, 351-354
named.conf file, 342-344
named.conf files, 341
rndc configuration, 346-347

starting/stopping DNS servers, 349,
351

views, 345
zones, 345-346
DNS servers, 339-340
HTTP server, kickstart Linux installations, 50

Hyper-Threading Technology, processors,
200-202

1/0, troubleshooting transfer rates, 557
icmp match extension (IPTables), 485
Icov application monitoring/debugging tool, 460
identity management
Authentication Configuration tool, 287-288

Authenticate System Accounts by
Network Services option, 289

Cache User Information option, 289

command-line version, 289-292

Local Authorization is Sufficient for Local
Users option, 289

Use MD5 Passwords option, 289
Use Shadow Passwords option, 289
Kerberos
allowing connections, 278
credentials, 278
KDC, 278
logging connections, 284-285
realms, 278
server configuration, 279-283
server connections, 284
TGS, 278
TGT, 278
LDAP
allowing connections, 266
customizing logging, 277
server configuration, 267-276
server connections, 276
NIS
adding slave servers, 261-262
allowing connections, 258
autofs, 264-266
database creation, 259-260
restricting server access, 262-263
SELinux, 257
server configuration, 258-261
server connections, 263-264
PAM, 255-257
SMB authentication, 285-286
Winbind authentication, 286
if/then statements. See conditionals

ifconfig command, reporting network
subsystems, 415-416

ignoredisk command (kickstart), 41

IMAP (Internet Message Access Protocol),
374-375



importing defined hosts, graphical BIND
configuration, 350

include statements, named.conf files (BIND),
341

Includes option (Options directive), 333

IncludesNOEXEC option (Options directive), 333

incremental backups, 223
Indexes option (Options directive), 333
indexing LDAP, customizing, 274
individual system view (RHN), 82
initialization scripts

daemons, 119

runlevels, 120

starting/stopping services after system
boot, 120

install command (kickstart), 31-32
installation CDs, 11-12, 15
installing
basic partitions, Linux installation, 24
IPTables, 477

kernel modules, proprietary modules,
525-526

Linux
boot discs, 12
CD-ROM, 10
GRUB boot loader, 19
hard drives, 10, 16
installation CDs, 11-12, 15
installation numbers, 17
installation source updates, 14
I1SO files, 13
kickstart, 10, 30-51
method selection, 10
network device activation, 19
networks, 10, 16
partitioning methods, 23-27
partitioning schemes, 17
PXE, 10, 17, 52-55

IPTables

Red Hat Network Provisioning, 10
software customization, 19
software installations, 21
software RAID configuration, 28-29
time zone selection, 19
virtualization software groups, 21
nVidia display driver, 526-527
OProfile, 449
RAID devices, 180
RPM kernels, 130-131
RPM packages, 90
software
Linux installation, 21
RHN, 83-85
RPM, 127-131
YUM, 87-90
troubleshooting, 551-552
Valgrind, 459
virtualization, 531
instances attribute (/etc/xinetd.conf), 386
interactive command (kickstart), 32
interrupts, 443
iostat command
headers, 408
reporting disk performance, 407-408
IP addresses, hostname configuration
BIND
configuring, 340-351
logging connections, 351-354
DNS server
components, 339-340
connections, 340
IPMARK target extension (IPTables), 496
iprange match extension (IPTables), 485
IPTables
chains, 477
commands, 478-479
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configuring, 477
examples of, 501
installing, 477
match extensions, 481-493
rules, 477
defining tables, 478
parameters, 479-480
saving, 501
selecting options, 480
services, starting/stopping, 500-501
target extensions, 494-500

IPv4 addresses, xinetd server individual access
control, 386

IPV40PTSSTRIP target extension (IPTables), 496
ipv4options match extension (IPTables), 486

IPv6 addresses, xinetd server individual access
control, 386

IRQ

interrupts, 443

SMP IRQ affinity, 443-444
iscsi command (kickstart), 36
iscsiname command (kickstart), 36

ISO files, Linux installation, 13

J-K

KDC (key distribution centers), Kerberos, 278
kdump command
activating via graphical application, 439-440
compressing kernel dumps, 438
default actions, 438
filtering kernel dumps, 438
saving kernel dumps, 433
starting/stopping, 439
testing, 440

KeepAlive directive (global configuration
directives), 331

KeepAliveTimeout directive (global
configuration directives), 331

Kerberos

allowing connections, 278

credentials, 278

KDC, 278

logging connections, 284-285

realms, 278

server configuration
creating databases, 280
customizing configuration files, 279
principal management, 280-282
setting ACL, 282-283
starting/stopping servers, 283
stash files, 280

server connections, 284

TGS, 278

TGT, 278

Kerberos Realm option (Samba Server
Configuration graphical tool, Security
tab), 308

kernel
AltSysRq key combinations, 432-433
dumps

activating kdump command via graphical
application, 439-440

compressing via kdump command, 438
crash analysis, 440-442
filtering via kdump command, 438

reserving memory for secondary
kernels, 435

saving via kdump command, 433
selecting dump file location, 436-438
starting/stopping kdump command, 439
testing kdump command, 440
warm reboots via Kexec, 434-435
interrupts, 443
locked systems, NMI Watchdog, 445-447
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memory management, NUMA, 430-432

modules

installing, proprietary modules, 525-526

listing, 157, 163-164
loading, 163

troubleshooting, recognizing tainted ker-
nels, 528

/proc directory
monitoring via, 423-424
value changes via, 425
virtual memory, 426-430
profiling
NMI Watchdog, 445-447
SystemTap, 447-448
RPM kernels, installing, 130-131
SMP IRQ affinity, 443-444
system requests, 432-433
Kexec, kernels

reserving memory for secondary kernels,
435

warm reboots, 434-435
key command (kickstart), 32

key statements, named.conf files (BIND),
342, 347

keyboard command (kickstart), 33-34
keyboard shortcuts, customizing, 101
keys statements, named.conf files (BIND), 345
kickstart, Linux installations, 10, 30

%include command, 45

basic setup commands, 33-36

CD-ROM, 49

command section, 31-45

device command, 41

directives, 31

driverdisk command, 42

firewall command, 42

firstboot command, 42

floppy disks, 50

hard drives, 50

HTTP server, 50

installation commands, 31-32
kickstart file accessibility, 47-49
kickstart file creation, 31-47
logging command, 45

NFS server, 50

NFS server defined by DHCRE 51
package section, 46
partitioning commands, 36-41
post-installation section, 47
preinstallation section, 46
reboot command, 43

repo command, 43

selinux command, 43
services command, 43

skipx command, 43

starting, 17

user command, 43-44

vnc command, 44

xconfig command, 44-45
zerombr command, 45

Kudzu, detecting hardware, 157-159

labeling partitions, 170
LDAP (Lightweight Directory Access Protocol)

allowing connections, 266
customizing logging, 277
server configuration
adding LDAP entries, 268-272
customizing indexing, 274
deleting LDAP entries, 274
DN (Distinguished Names), 268
modifying LDAP entries, 272
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LDAP (Lightweight Directory Access Protocol)

schemas, 268

setting up configuration files, 267
starting/stopping server, 276
TLS encryption, 275

length match extension (IPTables), 486

less command, file content navigation, 109

Iftp command, FTP server client connections,

392-393
license agreements, Setup Agent, 58
limit match extension (IPTables), 486

Linux

installations

boot discs, 12

CD-ROM, 10

GRUB boot loader, 19

hard drives, 10, 16

installation CDs, 11-12, 15
installation numbers, 17
installation source updates, 14
ISO files, 13

kickstart, 10, 17, 30-51

method selection, 10

network device activation, 19
networks, 10, 16

partitioning methods, 23-27
partitioning schemes, 17

PXE, 10, 17, 51-55

Red Hat Network Provisioning, 10
software customization, 19
software installations, 21
software RAID configuration, 28-29
time zone selection, 19
virtualization software groups, 21

SELinux

Apache HTTP server, 327
FTP servers, 387-388

NIS, 257
Samba, 304
upgrades, 55
Linux Auditing System
audit daemon
action_mail_acct option, 508
admin_space_left option, 508

admin_space_left_action option, 509

configuring, 505-509
default parameters, 506
disk_error_action option, 509
disk_full_action option, 509
dispatcher option, 507
disp_gos option, 507
EXTRAOPTIONS parameter, 509
flush option, 507
freq option, 507
log_file option, 506
log_format option, 507
max_log_file option, 508
max_log_file_action option, 508
num_logs option, 507
priority_boost option, 507
space_left option, 508
space_left_action option, 508
starting/stopping, 515-516

audit rules, 510-513

audit watches, 514-515

auditctl, 515

records analysis
generating reports, 516-518
searching records, 518-521

tracing audits, 521

Listen directive (global configuration
directives), 331

listen-on statements, named.conf files
(BIND), 342



listen_port directive (vsftpd.conf
command), 388

listing
groups, 211
kernel modules, 157, 163-164
partitions, 156, 168, 171
PCI devices, 152-154
storage devices, 156
USB devices, 154-156
user management, 206
loading modules, 163
loading directives (Apache HTTP server), 335

LoadModule directive (global configuration
directives), 331

Local Authentication is Sufficient for Local
Users option (Authentication Configuration
tool), 289

Local group ID for anonymous users option
(NFS Server Configuration graphical tool, User
Access tab), 298

Local user ID for anonymous users option (NFS
Server Configuration graphical tool, User
Access tab), 298

local-host-names files (/etc/mail directory), 371
local-port parameters, 320
Locale Preferences view (RHN), 81

local_enable directive (vsftpd.conf
command), 389

locate command, finding files in
filesystem, 107

locked systems, NMI Watchdog, 445-447
log files

locating, 418

viewing via Logwatch, 419-421
log on failure option (etc/xinetd.conf), 382
log on success option (etc/xinetd.conf), 382
LOG target extension (IPTables), 496
log type option (etc/xinetd.conf), 382
LogFormat directive (logging directives), 336

logins 577

logging
Apache HTTP server connections, 336
FTP connections, 394
Kerberos connections, 284-285
LDAR customizing, 277
OpenSSH remote login connections, 366
Samba connections, 313

Sendmail connections (mail server configu-
ration), 376-377

logging command (kickstart), 45
logging connections (DHCP), 325
logging directives (Apache HTTP server), 336

logging statements, customizing named.conf
files (BIND) in, 342, 351-354

logical extents, 176
logical volumes
expanding filesystems, 177
extending, 176-177
LVM, creating in, 175-176
removing from volume groups, 177
snapshots
creating, 178
removing, 179
viewing, 177-178
logins
remote logins, securing via OpenSSH
allowing connections, 355-356
establishing SSH tunnels, 366
logging connections, 366
passphrase creation, 361-362
port forwarding, 365-366
remembering passphrases, 363
remote system logins, 358-359
remotely executing commands, 359

retaining server authentication keys after
reinstalling, 356-357

How can we make this index more useful? Email us at indexes@samspublishing.com



578 logins

secure file transfers, 359-361
server configuration, 356-357
X11 forwarding, 364
RHN, 80
LogLevel directive (logging directives), 336
logs
audit rule message logs, 513
audit watch example, 515
logvol command (kickstart), 37-38
Logwatch, 419-421
log_file option (auditd), 506
log_format option (auditd), 507
loops, Bash scripts, 245-246

Ismod command, listing kernel modules, 157,
163-164

Isof command, reporting open files, 406
Ispci utility, listing PCI devices, 152-154
Isusb utility, listing USB devices, 154-156
LV (Logical Volumes), Linux installations, 27
Ivcreate command

creating logical volume snapshots, 178

logical volumes, creating/modifying in LVM,
175-176

Ivdisplay command, viewing logical
volumes, 177-178

Ivextend command, extending logical volumes,
176-177

LVM (Logical Volume Manager), 171

adding, 173

adding disk space, 172-173

Linux installations, 25

logical volumes
creating, 175-176
expanding filesystems, 177
extending, 176-177
removing from volume groups, 177
viewing, 177-178

partition schemes, 168-169
physical volumes, creating, 173
snapshots, 178-179
system-config-lvm utility, 173
tools list, 172

volume groups, 174

Ivremove command, removing logical volumes
from volume groups, 177

Iwres statements, named.conf files (BIND), 342

M

mac match extension (IPTables), 486
mail servers, configuring
allowing email connections, 377-378
/etc/aliases configuration file, 371
/etc/mail directory, 370-371
IMAR 374-375
logging Sendmail connections, 376-377
POR 374-375
SSL encryption, 372-373
starting/stopping server, 373
/var/spool/mail, 372
mailertable files (/etc/mail directory), 371
mailstats command
columns of, 377
displaying Sendmail stats, 376

main server directives (Apache HTTP server),
332-334

makefiles, creating for RPM packages, 143
man pages, 111
managing
groups
adding group administrators, 213
adding groups, 212-213
adding/removing passwords, 214



modprobe <modulename> command, loading modules 579

deleting groups, 213-214
designating default groups, 214
GID, 211
listing groups, 211
modifying groups, 213
users
adding users, 206-208, 215
creating users, 216
deleting accounts, 218
deleting users, 208, 211
/etc/group file, 215
/etc/passwd file, 214
/etc/shadow file, 215
listing users, 206
managing passwords, 217
modifying users, 209, 215
password aging, 210
structuring /home directory, 218-219
uib, 206
user groups, 206
usernames, 217
mark match extension (IPTables), 487
MARK target extension (IPTables), 496
MASQUERADE target extension (IPTables), 497
Massif tool (Valgrind), 459
master servers, 340
master xinetd configuration file, 380
access times attribute, 387
bind option, 382
cps attribute, 386
disabled option, 381
enabled option, 381
groups option, 382
instances attribute, 386
log on failure option, 382
log on success option, 382

log type option, 382

max load attribute, 386
mdns option, 382

no access attribute, 386
only from attribute, 386
passenv option, 382

per source attribute, 387
service 1D, 381-382
umask option, 382
veonly option, 382

masters statements, named.conf files
(BIND), 343

match extensions (IPTables), 481-493
max load attribute (/etc/xinetd.conf), 386

MaxKeepAliveRequests directive (global
configuration directives), 331

max_clients directive (vsftpd.conf
command), 389

max_log_file option (auditd), 508
max_log_file_action option (auditd), 508
MD (Multiple Device) Multipathing, 184

mdadm —examine <partition> command,
monitoring RAID devices, 183

mdadm —query/dev/mdX command,
monitoring RAID devices, 182

mdns option (etc/xinetd.conf), 382
Memcheck tool (Valgrind), 459
memory
kernels, reserving for secondary kernel, 435

NUMA, kernel memory management,
430-432

reporting usage of, 413-415

troubleshooting, 556

virtual memory, kernel, 426-430
MIRROR target extension (IPTables), 497
mils policies (SELinux), 466

modprobe <modulename> command, loading
modules, 163

How can we make this index more useful? Email us at indexes@samspublishing.com



580 modules

modules

kernel modules

installing proprietary modules, 525-526

listing, 157, 163-164
troubleshooting, 528
loading, 163
monitor command (kickstart), 34
monitoring
applications
DejaGnu, 460
Dogtail, 460
Frysk, 460
GNU Debugger, 460
Icov, 460
OProfile, 449-457
Valgrind, 458-459
disk performance
iostat command, 407-408
sar command, 408-409
events, OProfile, 450-452
filesystems, 403-406
kernels, /proc directory, 423-425
memory usage, 413-415
network subsystems, 415-416
system processes, 410-411
system processors, 412
system reports, generating, 417-418
systems, troubleshooting, 556-557
Monitoring Administrator role (RHN), 81

mount command, connecting NFS shares,
301-302

mount points, 293

Optional mount point option (NFS Server
Configuration graphical tool), 298

partitions, creating for, 170
mounting Samba shares, 317-318

moving files in directories, 105

mport match extension (IPTables), 487

mpstat command reporting system
processors, 412

MTA (Mail Transfer Agents), 368
Sendmail, 370
access files, 370
domaintable files, 370
helpfile files, 370
local-host-names files, 371
mailertable files, 371
sendmail.mc files, 370
submit.mc files, 370
trusted-users files, 371
virtusertable files
Dovecot, 374-377
mail server configuration, 370-378
mailstats command, 376-377
service sendmail reload command, 373
service sendmail restart command, 373
service sendmail status command, 373
MUA (Mail User Agents), 367-369
multi-core processors, 197-200
multipath command (kickstart), 40
MultiViews option (Options directive), 333
mv command, preserving ACL, 189

N

name servers
allowing connections, 340
authoritative name servers, 340
hostname resolution, 339-340
rndc utility, 340, 346-348
starting stopping, 349-351
TTL fields, 340



named (BIND daemon), 349
named.conf files (BIND)
acl statements, 341
adding comments to, 341

category statements, customizing logging

statements, 353

channel statements, customizing logging
statements, 351

controls statements, 341, 344
include statements, 341
key statements, 342
configuring rndc, 347
selecting views, 345
listen-on statements, 342
logging statements, 342, 351-354
Iwres statements, 342
masters statements, 343
options statements, 343, 346-347
search statements, 342
server statements, 343, 347
transer-source statements, 343
trusted-keys statements, 344
view statements, 344-345
zone statements, 344-346
NETMAP target extension (IPTables), 497
network command (kickstart), 34-35
network services
CUPS, 398
FTP servers, 387
allowing connections, 391
anonymous FTR 389-391
configuring, 388
FTP client connections, 392-394
logging connections, 394
SELinux, 387-388
starting/stopping, 389

NFS (Network File System) 581

NTP
allowing connections, 398
client connections, 395-396
server configuration, 397
xinetd server
allowing connections, 384-387
configuring, 379-383
individual access control, 385-387
individual xinetd service file, 382-383

master xinetd configuration file, 380-382

starting/stopping, 383-384
TCP wrappers, 384-385

networks

configuration files, 65-68
connectivity, DHCR 319
allowing network connections, 320
common parameters, 323-324
local-port parameters, 320
logging connections, 325
server configuration, 320-324
starting/stopping server, 324-325
device activation (Linux installation), 19
Linux installations, 10, 16
printers, CUPS, 398
starting/stopping, 68
subsystems, reporting on, 415-416
troubleshooting, 555

newgrp <groupname> command, designating

default groups, 214

NFQUEUE target extension (IPTables), 497
NFS (Network File System), 293

allowing connections, 295
kickstart file accessibility, 49
mount points, 293

mounted filesystems, kernel dump file
locations, 437

SELinux, 294
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582 NFS (Network File System)

server configuration
command line, 299
kickstart Linux installations, 50-51

Server Configuration graphical tool,
295-299

shares, connecting to, 301-304
static port assignments, 300

NFS Server Configuration graphical tool,
295-299

NIS (Network Information Systems), 257
adding slave servers, 261-262
allowing connections, 258
autofs, 264-266
database creation, 259-260
restricting server access, 262-263
SELinux, 257
servers

configuration, 258-261
connections, 263-264

NMI Watchdog, kernel profiling, 445-447

no access attribute (/etc/xinetd.conf), 386

NOTRACK target extension (IPTables), 497

no_anon_password directive (anonymous
FTP), 390

nth match extension (IPTables), 487
NTP (Network Time Protocol)
client connections, 395-396
connections, allowing, 398
server configuration, 397

NUMA (Non-Uniform Memory Access), kernel,
430-432

num_logs option (auditd), 507
nVidia display drivers, installing, 526-527

0

only from attribute (/etc/xinetd.conf), 386

opannotate command, OProfile sample
analysis, 456

open files, reporting, 406
OpenSSH
client utilities, 358
remote logins, securing
allowing connections, 355-356
establishing SSH tunnels, 366
logging connections, 366
passphrase creation, 361-362
port forwarding, 365-366
remembering passphrases, 363
remote system logins, 358-359
remotely executing commands, 359

retaining server authentication keys after
reinstalling, 356-357

secure file transfers, 359-361
server configuration, 356-357
X11 forwarding, 364
opreport command, 454-456
OProfile
commands review, 456-457
configuring, 450, 457
event monitoring, configuring, 450-452
installing, 449
samples
analyzing, 453-456
gathering, 453
starting/stopping, 453

Optional mount point option (NFS Server
Configuration graphical tool, General Options
tab), 298



Options directive (main server directives),
333-334

options statements, named.conf files (BIND),
343, 346-347

Organization Administrator role (RHN), 81

OS (operating system), troubleshooting,
553-554

0S/400, 77
osf match extension (IPTables), 487
owner match extension (IPTables), 488
owner permissions, ACL, 185
effective rights masks, 187
enabling, 186
modifying, 186-187
preserving, 189
removing, 189
setting default ACL, 188
viewing, 186

ownership utility, vendor-specific data
queries, 163

P

package files (RPM), querying, 134-135
packages (RPM)
building, 135, 144-145
build directory setup, 136-137
creating makefiles, 143
creating source tarballs, 143
creating spec files, 137-142
signing, 145, 148
GPG keys, 146
passphrases, 147
verifying signatures, 147
testing, 148-149

passenv option (etc/xinetd.conf)

PAM (Pluggable Authentication Modules),
255-257

parted utility
creating partitions, 169-170
listing partitions, 156
removing partitions, 171
resizing partitions, 171
partitioning commands (kickstart), 36-41
partitioning methods (Linux installation), 23
basic partition installation, 24
LV creation, 27
LVM configuration, 25
physical volume creation, 25
VG creation, 26
partitioning schemes, Linux installations, 17
partitions
creating, 169-170

dedicated partitions, kernel dump file
locations, 437

directories, creating, 170
disk usage space, determining, 405
filesystems, creating, 170
labeling, 170
listing, 156, 168, 171
LVM schemes, 168-169
mount points, creating 170
RAID
adding to, 181-182
creating in, 180
failing in, 182

raw disk partitions, kernel dump file
locations, 437

removing, 171
resizing, 171
standard schemes, 168

passenv option (etc/xinetd.conf), 382
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584 passphrases

passphrases files, 116

creating via OpenSSH, 361-362 changing, 117-119

remembering, 363 setting graphically, 118

RPM packages, 147 Permissive mode (SELinux), 464
passwd command, 217 physdev match extension (IPTables), 488
passwords physical volumes

aging, user management, 210 Linux installations, 25

anggi, user management, 210 LVM, creating in, 173

Encrypt Passwords option (Samba Server removing from volume groups, 174

Configuration tool, Security tab), 308 Pirut, 86

groups, adding/removing from, 214 pkttype match extension (IPTables), 488

managing, 217 Places menu, 100

shadow passwords
/etc/gshadow file, 215
/etc/shadow file, 215

Use MD5 Passwords option
(Authentication Configuration tool), 289

policy match extension (IPTables), 489
POP (Post Office Protocol), 374-375
port forwarding, 365-366

ports (static NFS), assigning, 300

rimary master servers, 340
Use Shadow Passwords option P y

(Authentication Configuration tool), 289 principals, Kerberos
PATH, 108 deleting, 282
PCI devices, listing, 152-154 managing, 280-282
per source attribute (/etc/xinetd.conf), 387 modifying, 282
performance options, 281-282
hard disk, 407 print command, listing partitions, 171
iostat command, 407-408 printers
sar command, 408-409 configuring, 69-76
troubleshooting, 557 CUPS, 398
Perl scripts, 247 priority_boost option (auditd), 507
permissions private user groups, 206
ACL, 185 /proc directory, kernel
effective rights masks, 187 monitoring, 423-424
enabling, 186 value changes, 425
modifying, 186-187 virtual memory, 426-430
preserving, 189 processes (system), 410-411
removing, 189 processors
setting default ACL, 188 32-bit, 64-bit processor compatibility, 196
viewing, 186 64-bit, 195-196

Hyper-Threading Technology, 200-202



multi-core, 197-200

system processors, 412

troubleshooting, 556
profiling, kernels

NMI Watchdog, 445-447

SystemTap, 447-448
proprietary kernel modules

installing, 525-526

troubleshooting, recognizing tainted
kernels, 528

ps command, reporting system processes, 410
psd match extension (IPTables), 489-490
Pup, 86

pvcreate command, creating physical volumes
in LVM, 173

pvscan command, creating/modifying volume
groups in LVM, 174

PXE (Pre-Execution Environment), Linux
installations, 10, 51

DHCP server configuration, 55

starting, 17, 55

tftp server configuration, 52-54
Python scripts, 247

Q

querying
BIOS, 160-162
RPM package files, 134-135
vendor-specific data, 163
quota match extension (IPTables), 490
quotacheck utility, 191
quotaoff command, turning disk quotas off, 191
quotaon command, turning disk quotas on, 191
quotas (disk)
database files, creating, 190-191
displaying, 193

recovery (system)

enabling, 190
modifying, 192
setting, 192
soft/hard limits, 192
turning on/off, 191

R

RAID (Redundant Array of Independent

Disks), 179
arrays, creating, 181
installing, 180
levels of, 179
Linux installations, 28-29
MD Multipathing, 184
monitoring, 182-184
partitions
adding, 181-182
creating, 180
failing, 182

raid command (kickstart), 40

random match extension (IPTables), 490

raw disk partitions, kernel dump file
locations, 437

readprofile command, 446-447

realm match extension (IPTables), 490

realms, Kerberos, 278

reboot command (kickstart), 43

reboots, warm reboots (kernel), 434-435

recent match extension (IPTables), 490

recovery (system)
boot loader repair, 237
emergency mode, 237
filesystem repair, 237
rescue mode, 235-236
single-user mode, 236
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586 Red Hat Network Provisioning, Linux installations

Red Hat Network Provisioning, Linux
installations, 10

REDIRECT target extension (IPTables), 497
registering RHN, 79
REJECT target extension (IPTables), 497
relative directories, 104
remote administration, starting/stopping, 69
remote logins, securing via OpenSSH
allowing connections, 355-356
establishing SSH tunnels, 366
logging connections, 366
passphrase creation, 361-362
port forwarding, 365-366
remembering passphrases, 363
remote system logins, 358-359
remotely executing commands, 359

retaining server authentication keys after
reinstalling, 356-357

secure file transfers, 359-361
server configuration, 356-357
X11 forwarding, 364

remote SSH filesystems, kernel dump file
locations, 438

removing
directories, 105
files from directories, 105
logical volumes from volume groups, 177
partitions, 171
passwords, group management, 214
physical volumes from volume groups, 174
RPM software, 132
snapshots, 179
software, YUM, 92-95
repo command (kickstart), 43
reporting
disk performance
iostat command, 407-408
sar command, 408-409

filesystems, 403
disk space usage, 404-406
reporting open files, 406
memory usage, 413-415
network subsystems, 415-416
open files, 406
system processes, 410-411
system processors, 412
system reports, generating, 417-418
requests (system), kernel, 432-433
requirements (system), virtualization, 530-531
rescue mode (system recovery), 235-236
resizing partitions, 171
restorecon command, 472
restoring
AMANDA from backup, 232
files/folders, 101
RHN (Red Hat Networks)
Activation Key Administrator role, 81
channel subscriptions, 82
Channels view, 80
Configuration Administrator role, 81
Errata view, 80
granting user access, 85
Help view, 80
individual system view, 82
Locale Preferences view, 81
logins, 80
Monitoring Administrator role, 81
navigating, 80-81
Organization Administrator role, 81
registration, 79
Schedule view, 80
software, installing, 83-85
Subscription Management view, 81
system groups, updates, 84-85
Systems view, 80



updates, 79
user assignments, 81-82
user roles, 81-82
Users view, 80
views of, 80-81
Your Account view, 81
Your Preferences view, 81
Your RHN view, 80-81
RHN Provisioning, 56
rndc (DNS control utility), 340
command-line options, 347-348
configuring, 346-347
root users, becoming, 110
rootpw command (kickstart), 36
ROUTE target extension (IPTables), 498
RPM (Red Hat Package Manager), 125
files, naming conventions, 126
packages
building, 135-145
signing, 145-148
testing, 148-149
software
finding, 127
installing, 127-131
querying package files, 134-135
removing, 132
updating, 131-132
verifying files, 133-134
system architectures, 126

rpm -q <package-name> command, displaying
64-bit processor architectures, 196

RPM packages, installing, 90

rpmbuild command, 144

rsync utility, 234

rules (IPTables), 477
defining tables, 478

examples of, 501

scp command, secure file transfers 587

parameters, 479-480

saving, 501

selecting options, 480
runlevels, 120

changing default runlevels, 121

configuring, 121-123

S

Samba, 304
connections
allowing, 305
logging, 313
SELinux, 304
server configuration
command line, 310-313

Server Configuration graphical tool,
306-309

shares, connecting to, 314-318
Samba Server Configuration graphical tool
Samba server configuration, 306-309
Server Settings dialog
Basic tab, 306, 309
Security tab, 307-308
SAME target extension (IPTables), 498
sar command
command-line options, 409
reporting disk performance, 408-409
saving
graphical BIND configuration changes, 351
IPTable rules, 501
kernel dumps, kdump command, 433
Schedule view (RHN), 80
scheduling tasks, cron, 249-252
schemas, LDAP, 268

scp command, secure file transfers, 359
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scripts retaining server authentication keys after
Awk. 249 reinstalling, 356-357
Bash. 239 secure file transfers, 359-361
conditionals. 244-245 server configuration, 356-357
echo command, 241-242 X11 forwarding, 364
executing commands, 240-242 troubleshooting, 558
loops, 245-246 security contexts (SELinux), 469
running, 243-244 modifying, 470-474
variables. 242 multiple file sharing protocols, 475
initialization scripts, 119-120 permanent changes, 475
Perl. 247 viewing, 470
Python, 247 Security tab (Server Settings dialog), 307-308
Sed. 248-249 Sed scripts, 248-249

SELinux (Security-Enhanced Linux), 463
Apache HTTP server, 327

sctp match extension (IPTables), 491

sealert command, 472

search statements, named.conf files disabling, 468
(BIND), 342 FTP servers, 387-388
secondary servers, 340 mode selection, 464-465
SecurelListen directive (global configuration NFS, 294
directives), 331 NIS, 257
secure_email_list_enable directive (anonymous policies
FTP), 390
security. See also firewalls; SELinux customizing, 466-467
(Security-Enhanced Linux) selecting, 466
email servers, SSL encryption, 372-373 Samba, 304
ExecShield, 547-549 security contexts, 469
file transfers modifying, 470-474
scp command, 359 mulitple file sharing protocols, 475
sftp command, 360 permanent changes, 475
remote logins via OpenSSH viewing, 470
allowing connections, 355-356 Troubleshooting Tool, 468-469
establishing SSH tunnels, 366 selinux command (kickstart), 43
logging connections, 366 Sendmail
passphrase creation, 361-362 Dovecot, 374-377
port forwarding, 365-366 /etc/mail directory, 370-371
remembering phrases, 363 mail server configuration
remote system logins, 358-359 allowing connections, 377-378

remotely executing commands, 359 /etc/aliases configuration file, 371



/etc/mail directory, 370-371
IMAR 374-375
logging connections, 376-377
POR 374-375
SSL encryption, 372-373
starting/stopping server, 373
/var/spool/mail, 372
mailstats command, 376-377
service sendmail reload command, 373
service sendmail restart command, 373
service sendmail status command, 373
sendmail.mc files, 370
Server Configuration graphical tool (NFS)
Add dialog, 296
adding new shares, 296
Basic tab, 297
General Options tab, 297-298
User Access tab, 298

Server Settings dialog (Samba Server
Configuration graphical tool)

Access tab, 309
Basic tab, 306, 309
Security tab, 307-308

server statements, named.conf files (BIND),
343, 347

server utilities, AMANDA, 231

ServerAdmin directive (main server
directives), 332

ServerName directive (main server
directives), 332

ServerRoot directive (global configuration
directives), 330

service filters, creating in Logwatch, 421
service ID, etc/xinetd.conf, 381-382

service sendmail reload command, 373
service sendmail restart command, 373

service sendmail status command, 373

shares 589

services command (kickstart), 43

sestatus command, SELinux mode selection
verification, 465

Set explicit Filesystem ID option (NFS Server
Configuration graphical tool, General Options
tab), 298

set match extension (IPTables), 491
SET target extension (IPTables), 498

setfacl -x <rules> <file> command, removing
ACL, 189

Setup Agent, 57
date/time, 60-61
enabling, 58-60
licence agreements, 58
modifying, 58
RHN
connections, 61-63
registration, 79
system profiles, 63
SELinux modes, 58-60
software updates, 61
sound cards, 64
user creation, 63
Xen kernel, 60
sftp command
FTP server connections, 361
secure file transfers, 360
shadow passwords, 215, 289

Share Name option (Samba Server
Configuration graphical tool, Basic tab), 309

shares
NFS

adding via NFS Server Configuration
graphical tool, 296-298

connecting to, 301-304
deleting from, 299
editing in, 299

How can we make this index more useful? Email us at indexes@samspublishing.com



590 shares

Samba
adding to, 309
adding via command line, 311-312
connecting to, 314-318
mounting, 317-318
sharing files
NFS
allowing connections, 295
mount points, 293
SELinux, 294
server configuration, 295-299
share connections, 301-304
static port assignments, 300
Samba
allowing connections, 305
logging connections, 313
mounting shares, 317-318
SELinux, 304
server configuration, 306-313
share connections, 314-318
shell prompt, 103
applications, starting, 109
commands, finding in directories, 108
files
finding in directories, 107
reading text files, 109
filesystem navigation
bash shell shortcuts, 106-107
changing directories, 104
copying files in directories, 105
creating directories, 104
current working directories, 104
finding files in directories, 105
grep command, 106
history command, 106
moving files in directories, 105
relative directories, 104

removing directories, 105
removing files from directories, 105
viewing directory contents, 105
starting, 103
shortcuts
bash shell, 106-107
keyboard shortcuts, customizing, 101
shutdown command, VM, 542
single-user mode (system recovery), 236
sizing partitions, 171
skipx command (kickstart), 43
slapd daemon, LDAP configuration, 267
slave servers, 261-262, 340
SMB (Samba), authentication, 285-286

smbclient command, Samba share connections,
315-316

SMBIOS (System Management BIOS), querying,
160-162

SMTP (Simple Mail Transfer Protocol), 368
shapshots
logical volumes, creating for, 178
removing, 179
SNAT target extension (IPTables), 499
soft/hard limits (disk quotas), 192
software
customizing, Linux installation, 19
downloading, YUM, 87
installing
Linux installation, 21
RHN, 84-85
YUM, 87-90
RAID, Linux installations, 28-29
removing, YUM, 92-95
RPM software
finding, 127
installing, 127-131
installing new kernels, 130-131



querying package files, 134-135
removing, 132
updating, 131-132
verifying files, 133-134
updates
RHN, 79
YUM, 91-92

virtualization software groups, Linux
installation, 21

source tarballs (RPM packages),
creating for, 143

space_left option (auditd), 508
space_left_action option (auditd), 508

spec files, creating for RPM packages, 137-142
ssh command, 358-359

ssh-add command, remembering
passphrases, 363

ssh-agent command, remembering
passphrases, 363

SSL
encryption, email servers, 372-373
IMAR 375
POR 375
starting/stopping
applications at shell prompt, 109
auditd, 515-516
created web servers, 337
email servers, 373
FTP servers, 389
IPTable services, 500-501
kdump command, 439
NFS server at command line, 299
OProfile, 453
Samba servers at command line, 313

services after system boot, initialization
scripts, 120

shell prompt, 103
VM, 540, 542
xinetd server, 383-384

storage 591

stash files, Kerberos, 280
state match extension (IPTables), 492
static NFS ports, assigning, 300
storage
clustering, 185
disk quotas
creating database files, 190-191
displaying, 193
enabling, 190
modifying, 192
setting, 192
soft/hard limits, 192
turning on/off, 191
GFS, 185
VM, 171
adding, 173
adding disk space, 172-173
creating logical volumes, 175-176
creating physical volumes, 173
creating snapshots, 178

expanding logical volume
filesystenms, 177

extending logical volumes, 176-177

removing logical volumes from volume
groups, 177

removing snapshots, 179

system-config-lvm utility, 173

tools list, 172

viewing logical volumes, 177-178

volume groups, 174
partitions

creating, 169-170

creating directories, 170

creating filesystems, 170

creating mount points, 170

labeling, 170

listing, 168, 171
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LVM schemes, 168-169
removing, 171
resizing, 171
standard schemes, 168
RAID, 179
adding partitions, 181-182
creating arrays, 181
creating partitions, 180
failing partitions, 182
installing, 180
levels of, 179
MD Multipathing, 184
monitoring, 182-184
storage devices, listing, 156
strict policies (SELinux), 466
string match extension (IPTables), 492
subdomains (FQDN), 339-340
submit.mc files, 370
Subscription Management view (RHN), 81
subscriptions, RHN channels, 82
super server. See xinetd server

SymLinkslfOwnerMatch option (Options
directive), 334

Sync write operations on request option (NFS
Server Configuration graphical tool, General
Options tab), 298

sysctl command, kernel value changes, 425
syslog, troubleshooting, 557

sysreport command, generating system reports,

417-418
system administration, troubleshooting, 554

System Default Enforcing Mode option
(SELinux), 464

system failure. See backups; recovery
system groups, updates, 84-85

System menu, 100

system monitoring, troubleshooting, 556-557
system processes, 410-411

system processors, 412

system reboots, warm reboots (kernel),
434-435

system reports, generating, 417-418

system requests, kernel, 432-433

system requirements, virtualization, 530-531
system-config-lvm utility, 173
system-config-securitylevel command, 320
Systems view (RHN), 80

SystemTap, kernel profiling, 447-448

T

tape drive parameters, AMANDA, 225
tar command, preserving ACL, 189
tar utility, 232-233

tarballs, creating RPM package source
tarballs, 143

target extensions (IPTables), 494-500
targeted policies (SELinux), 466

TARPIT target extension (IPTables), 499
taskset command, SMP IRQ affinity, 444
tcp match extension (IPTables), 492
TCP wrappers, xinetd server, 384-385

tcpdump command, monitoring network
traffic, 416

tcpmss match extension (IPTables), 493
TCPMSS target extension (IPTables), 499
testing
kdump command, 440
Samba configuration files, 312-313
text command (kickstart), 32
text files
content navigation, 109
editing, 112
Emacs editor, 114-115
Vi editor, 113
reading, 109



tftp servers, configuring in PXE Linux
installations, 52-54

TGS (ticket-granting server), Kerberos, 278
TGT (ticket-granting tickets), Kerberos, 278
time match extension (IPTables), 493
time zones, selection (Linux installation), 19
time/date
displaying, 100
NTP
allowing connections, 398
client connections, 395-396
server configuration, 397

Timeout directive (global configuration
directives), 331

timezone command (kickstart), 36

TLS (Transport Layer Security), LDAP
encryption, 275

top command

headers, 410

interactive commands, 411

reporting system processes, 410
top level domains (FQDN), 339
tos match extension (IPTables), 493
TOS target extension (IPTables), 499
TRACE target extension (IPTables), 499
transfer rates (I/0), troubleshooting, 557

transfer-source statements, named.conf files
(BIND), 343

TransferLog directive (logging directives), 336
transferring
email, 368
files
FTP servers, 387-394
scp command, 359
sftp command, 360
Trash icon, 101

Treat all client users as anonymous users
option (NFS Server Configuration graphical
tool, User Access tab), 298

umask option (etc/xinetd.conf) 593

Treat remote root user as local root option (NFS
Server Configuration graphical tool, User
Access tab), 298

troubleshooting
disk space, 557
1/0 transfer rates, 557
installation/configuration, 551-552

kernel modules, recognizing tainted
kernels, 528

locked systems, NMI Watchdog, 445-447
memory, 556

networks, 555

0S, 553-554

performance, 557

processors, 556

security, 558

SELinux Troubleshooting Tool, 468-469
syslog, 557

system administration, 554

system monitoring, 556-557

trusted-keys statements, named.conf files
(BIND), 344

trusted-users files (/etc/mail directory), 371
TTL (Time To Live) fields (resource records), 340
ttl match extension (IPTables), 493

TTL target extension (IPTables), 499

tunneling. See port forwarding

turning on/off disk quotas, 191

U

u32 match extension (IPTables), 494
udp match extension (IPTables), 494
UID (User Identification), 206

ULOG target extension (IPTables), 500

umask option (etc/xinetd.conf), 382
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594 umount command, removing logical volumes from volume groups

umount command, removing logical volumes
from volume groups, 177

unclean match extension (IPTables), 494
UNIX, CUPS, 398
until loops, 246
Update Agent. See YUM
updates
Linux installation sources, 14
RHN, 79
system groups, 84-85
updating
NIS maps from master servers, 262
RPM software, 131-132
software, YUM, 91-92
upgrade command (kickstart), 32
upgrades, Linux, 55

uptime command, reporting system
processors, 412

USB devices, listing, 154-156

Use MD5 Passwords option (Authentication
Configuration tool), 289

Use Shadow Passwords option (Authentication
Configuration tool), 289

User Access tab (NFS Server Configuration
graphical tool), 298

user accounts, becoming root users, 110
user command (kickstart), 43-44

User directive (global configuration
directives), 331

User role (RHN), 81

useradd -D <options> command, adding
users, 215

useradd command

adding users, 208

options list, 208-209
userdel command, deleting users, 211
usermod command, 209

usernames, managing, 217

groups

/etc/group file, 215
group names, 215

private user groups, 206

managing

adding users, 206-208, 215
creating users, 216
deleting accounts, 218
deleting users, 208, 211
/etc/group file, 215
/etc/passwd file, 214
/etc/shadow file, 215
listing users, 206

managing passwords, 217
modifying users, 209, 215
password aging, 210
structuring /home directory, 218-219
uib, 206

user groups, 206
usernames, 217

permissions, ACL, 185

effective rights masks, 187
enabling, 186

modifying, 186-187
preserving, 189

removing, 189

setting default ACL, 188
viewing, 186

RHN

assignments, 81-82
granting access, 85
roles, 81-82

Users view (RHN), 80
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v6éonly option (etc/xinetd.conf), 382
Valgrind, 458-459

/var/spool/mail, 372

variables, Bash scripts, 242
vendor-specific data, querying, 163

VG (Volume Groups), Linux installations, 26

vgcreate command, creating/modifying
volume groups in LVM, 174

vgextend command, extending volume
groups, 174

Vi editor
common commands list, 113
text files, editing, 113

video cards, hardware detection example,
158-159

view statements, named.conf files (BIND), 344
viewing
ACL, 186
directory contents in shell prompt, 105
logical volumes, 177-178
views, configuring in BIND, 345
virsh command, 539-540, 544-545
virt-install command, VM creation, 539

virtual host directives (Apache HTTP server),
334-335

Virtual Machine Manager
virsh command, 539-540, 544-545
VM
creating, 533-538
domain hardware allocation, 544
guest domain modifications, 543-544
xm command, 545-546
virtual memory, kernel, 426-430
virtual tapes, hard drives as, 225-226

VM (Virtual Machines) 595

virtualization

benefits of, 529

installing, 531

system requirements, 530-531

VM
adding applets to desktop panel, 543
automatic statup, 542
creating via virt-install command, 539

creating via Virtual Machine Manager,
533-538

domain hardware allocation, 544
domains, 533

guest domain modifications, 543-544
starting/stopping, 540-542

virsh command, 539-540, 544-545
xm command, 545-546

virtualization software groups, Linux
installation, 21

virtusertable files (/etc/mail directory), 371
viruses, preventing via ExecShield, 547-549

Visible option (Samba Server Configuration
graphical tool, Basic tab), 309

vitual memory, reporting usage of, 413-415
vixie-cron package, 250
VM (Virtual Machines), 529
applets, adding to desktop panel, 543
automatic startup, 542
creating via
virt-install command, 539
Virtual Machine Manager, 533-538
domains, 533
guest domain modifications, 543-544
hardware allocation, 544
starting/stopping, 540-542
virsh command, 539-540, 544-545
xm command, 545-546
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596 vmstat command, reporting memory usage

vmstat command, reporting memory usage,
413-415

vnc command (kickstart), 44
volgroup command (kickstart), 37
volume groups
LVM, 174
removing
logical volumes from, 177
physical volumes, 174
volumes
logical volumes
creating in LVM, 175-176
creating snapshots, 178
expanding filesystems, 177
extending, 176-177
removing from volume groups, 177
removing snapshots, 179
viewing, 177-178
physical volumes, 173-174

vpddecode utility, vendor-specific data
queries, 163

vsftpd.conf command, directives of, 388

W

warm reboots (kernel), Kexec, 434-435

web servers, creating via Apache HTTP
server, 329

directory directives, 334

global configuration directives, 330-331
loading directives, 335

logging connections, 336

main server directives, 332-334
starting/stopping servers, 337

virtual host directives, 334-335

while loops, 245
wildcards, finding/moving files, 105
Winbind, authentication, 286
windows
bringing forward, 100
minimizing, 100
switching between, 100
workspaces, customizing, 100
worms, preventing via ExecShield, 547-549

Writable option (Samba Server Configuration
graphical tool, Basic tab), 309

X

X11 forwarding, 364
xconfig command (kickstart), 44-45
Xen kernel, Kdump, 60
xinetd server
configuring, 379
individual xinetd service file, 382-383

master xinetd configuration file, 380-382

connections, allowing
individual access control, 385-387
TCP wrappers, 384-385
starting/stopping, 383-384
xm command, 545-546
XOR target extension (IPTables), 500

Y

YABOOT, 77-78

Your Account view (RHN), 81
Your Preferences view (RHN), 81
Your RHN view (RHN), 80-81



zones 597

yppasswdd daemon, NIS server
configuration, 261

YUM (Yellow dog Updater, Modified), 85
advantages of, 86-87
Pirut, 86
Pup, 86
software
downloading, 87
installing, 87-90
removing, 92-95
updating, 91-92

Z

z/IPL, 78
zerombr command (kickstart), 45
zfcp command (kickstart), 41
zones
BIND
configuring in, 345-346
statements, named.conf files, 344-346
FQDN, 340
transfers, 340
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