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interesting UNIX signals, 187
missing features, 182
not interesting UNIX signals, 188
programming language, 195
shell script workarounds, 192
zombie processes, 189-191
Sulley framework, 387, 386
block helpers, 395-397
blocks, 392-395
data types, 388-390
delimiters, 391
directory structure, 387-388
download website, 386
environment, setting up, 413
features, 386
fuzzers, launching, 414-416
integers, 390-391
legos, 398-399
postmortem phase, 405-409
requests, building, 410-411
RPC endpoint walkthrough, 409-416
sessions. See Sulley framework, sessions
strings, 391
SuperGPE 368
tracking
benefits, 466-467
binary visualization, 439-441
future improvements, 467-469
as metrics, 66
Outlook Express NNTP vulnerability, 447-449
overview, 437-439
PaiMei framework, 449-450
PStalker. See PStalker
PyDbg single stepper tool, 445-446
tool development, 442-447
TXT2AD, 371
Valgrind, 493
WebFuzz
approach, 148
asynchronous sockets, 150-153
benefits, 166
buffer overflow case study, 158-160
directory traversal case study, 156-157
error messages, 146-147
future improvements, 166
fuzz variables, 142
generating requests, 153-155
handled/unhandled exceptions, 147
HTML status codes, 146
HTTP requests, identifying, 144
performance degradation, 147
programming language, choosing, 148
request timeouts, 147
requests, 140-141
responses, 143, 155-156
SQL injection case study, 160-162

TcpClient class, 148-149
user input, 147
vulnerabilities, identifying, 145-147
XSS scripting case study, 163-166
WebScarab, 41, 131, 138
white box testing, 6-8
Wireshark, 75
to_binary() routine, 378
to_decimal() routine, 378
TRACE method, 124
tracing
child processes, 185-187
instruction execution, 444-445
tracking
benefits, 466-467
binary visualization, 439
call graphs, 439
CFGs, 440-441
future improvements, 467-469
as metrics, 66
Outlook Express NNTP vulnerability, 447-449
overview, 437-439
PaiMei framework, 449-450
PStalker tool
data capture, 454
data exploration, 453
data sources, 452-453
data storage, 454-457
Gizmo Project case study. See Gizmo Project case
study
layout overview, 451-452
limitations, 454
PyDbyg single stepper tool, 445-446
tool development, 442
basic blocks, tracking, 444
cross-referencing, 447
instruction execution, tracing, 444-445
recordings, filtering, 446
target profiling, 443-444
traffic generation, 509
transformers, 364
transport layer vulnerabilities, 229
Trend Micro Control Manager directory traversal, 156
Tridgell, Andrew, 420
Trustworthy Computing Security Development Lifecycle
document (Microsoft), 13
TXT2AD, 371
Type, Length, Value (TLV) style syntax, 352

U

UNIX
file format fuzzing. See SPIKEfile; notSPIKEfile
file permissions, 95
interesting/not interesting signals, 187-188
targets, 236-237

unmarshal() routine, 306



unwinding stacks, 485

UPGMA (Unweighted Pairwise Mean by Arithmetic
Averages) algorithm, 429

URL vulnerabilities, 280

User-Agent header, 122

utilities. See tools
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Valgrind, 493
values (fuzz), 480-481
variable length fields (protocols), 48
variables
defining, 357
environment, 38-39, 90-92
GDB method, 96-97
getenv function, 98
library preloading, 98-99
network protocols, 253
ProtoFuzz design, 261
Web application fuzzing, 142
VARIANT data structure, 293
Vector Markup Language (VML), 273
viewing
crash locations, 405-406
fault detections, 406
VirtualQueryEx() routine, 329
VML (Vector Markup Language), 273
VMs (virtual machines), 119
VMMWare control agent, 403
vulnerabilities
ActiveX controls, 273-275
address bar spoofing, 281
Apple Macbook, 228
application layer, 230
Brightstor backup software, 424
buffer overflows, 130, 281
client-side, 223, 280-282
client-side scripting, 276
commands
execution, 281
injection, 87
cross-domain restriction bypass, 281
CSS, 275-276
data link layer, 228
data session link layer, 229
directory traversal, 86
discussion boards, 117
DosS, 280
ERP, 117
Excel eBay, 199
file formats
DoS, 175
examples, 170
format strings, 177

heap overflows, 177
integer handling, 175-177
logic errors, 177
race conditions, 178
simple stack, 177
Flash, 279
format strings, 85, 106, 477
GAs, 433
GDI+ buffer overflow, 198, 217-220
heap overflow, 129
HTML
headers, 271
tags, 271-273
hybrid analysis approach, 515
Ipswitch I-Mail, 420
libraries, 134
log analysis, 118
media servers, 226
Microsoft source code leak, 5
network
layer, 229
monitoring, 118
target categories, 226
NMAP stack overflow, 246
Outlook Express NNTP, 447-449
phishing, 281
PNG, 199
precompile security solution, 480
presentation layer, 230
RealPlayer RealPix format string, 193-195
remote access services, 226
RPC-based services, 226
security zones, 281
server-side, 223-226
software memory corruption, 475
execution control, transferring, 475-476
reading addresses, 476-478
writing to addresses, 478-479
SPI Dynamics Free Bank application, 163-164
stack overflow
Hewlett-Packard Mercury LoadRunner, 263
NMAP protocol, 246
TCP/IP, 229
transport layer, 229
URLs, 280
web applications, 132-135
Web Mail, 117
weblogs, 117
Wikis, 117
Windows file formatting, 197-198
winnuke attack, 229
WinZip FileView, 298
WME 199
XML tags, 273
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waterfall model, 499
analysis, 500
coding, 501-502
design, 500-501
maintenance, 502-503
testing, 502
weak access control, 132
weak authentication, 133
weak session management, 133
web application fuzzing, 41, 138
benefits, 166
beSTORM, 138, 508
buffer overflows, 130, 158-160
Codenomicon, 138
configuring, 118-119
development
approach, 148
asynchronous sockets, 150-153
programming language, choosing, 148
requests, generating, 153-155
responses, receiving, 155-156
TcpClient class, 148-149
directory traversal case study, 156-157
Ipswitch Imail Web Calendaring, 157
Trend Micro Control Manager, 156
error messages, 146-147
exceptions, detecting, 135-136
future improvements, 166
fuzz variables, 142
handled/unhandled exceptions, 147
heap overflow vulnerability, 129
HTML status codes, 146
HTTP requests, identifying, 144
inputs
choosing, 119-121
cookies, 129
headers, 128
identifying, 130-131
method, 123-125
post data, 130
protocol, 128
request-URI, 126-128
overview, 113-115
performance degradation, 147
request timeouts, 147
requests, 140-141
responses, 143
SPI Fuzzer, 138
SPIKE Proxy, 138
SQL injection case study, 160-162
targets, 117-118
technologies, 115
user input, 147
vulnerabilities, 132-135, 145-147

WebScarab, 138
XSS scripting case study, 163-166
web browser fuzzing, 41-42
ActiveX, 287-289
heuristics, 298
loadable controls, enumerating, 289-293
monitoring, 299
properties, methods, parameters, and types, 294-297
test cases, 298
approaches, 269-271
fault detection, 282
heap overflows, 277-279
history, 24
inputs, 271
ActiveX controls, 273-275
client-side scripting, 276
CSS, 275-276
Flash, 279
HTML headers, 271
HTML tags, 271-273
URLs, 280
XML tags, 273
methods, 269
approaches, 269-271
inputs, 275-280
Month of Browser Bugs, 268
overview, 268
targets, 269
vulnerabilities, 280-282
Web Mail vulnerabilities, 117
Web monitoring interface (Sulley), 404
web server error messages, 135
web sites
AWStats Remote Command Execution
Vulnerability, 118
CodeSpy, 7
Flawfinder, 7
1TS4,7
Jlint, 7
Splint, 7
Sulley download, 386
vulnerabilities
IpSwitch WhatsUp Professional 2005 (SP1) SQL
Injection, 118
Microsoft Outlook Web Access Cross Site
Scripting, 117
Multiple Vendor Cacti Remote File Inclusion, 118
OpenSSH Remote Challenge, 226
phpBB Group phpBB Arbitrary File Disclosure, 117
RATS download, 7
RealServer ../ DESCRIBE, 226
RPC DCOM Buffer Overflow, 226
SAP Web Application Server sap-exiturl Header
HTTP Response Splitting, 117
Tikiwiki tiki-user_preferences Command
Injection, 117



WinZip MIME Parsing Buffer Overflow
advisory, 170
WordPress Cookie cache_lastpostdate Variable
Arbitrary PHP Code Execution, 117
Wireshark, 335
Wotsit, 421
WebFuzz
benefits, 166
buffer overflow case study, 158-160
development
approach, 148
asynchronous sockets, 150-153
programming language, choosing, 148
requests, generating, 153-155
responses, receiving, 155-156
TcpClient class, 148-149
directory traversal case study, 156-157
error messages, 146-147
future improvements, 166
fuzz variables, 142
handled/unhandled exceptions, 147
HTML status codes, 146
HTTP requests, identifying, 144
performance degradation, 147
request timeouts, 147
requests, 140-141
responses, 143
SQL injection case study, 160-162
user input, 147
vulnerabilities, identifying, 145-147
XSS scripting case study, 163-166
weblog vulnerabilities, 117
‘WebScarab, 41, 131, 138
white box testing
pros/cons, 9
source code analysis, 4-5
tools, 6-8
Wikis vulnerabilities, 117
WinDbg, 16

Windows
debugging API, 320-323, 332-333
Explorer file format targets, 206, 209
file format fuzzing, 205-209
file format vulnerabilities, 197-198. See also FileFuzz
Live, 114
memory model, 302-303, 306
Meta File (WMF) vulnerability, 199
Registry, file format targets, 209
winnuke attack, 229
WinPcap library, 256
WINRAR, 174
WinZip vulnerabilities
FileView ActiveX Control Unsafe Method Exposure,
298
MIME Parsing Buffer Overflow, 170
Wireshark, 75
sniffer, 237
web site, 335
WMF (Windows Meta File) vulnerability, 199
WordPress Cookie cache_lastpostdate Variable Arbitrary
PHP Code Execution web site, 117
worms (Microsoft), 224-226
Wotsit web site, 421
WriteProcessMemory() function, 319
write_process_memory() routine, 344
writing
addresses, 478-479
INT3 opcode, 324
process memory, 319
WS2_32.dll recv() breakpoint, 336

X

XDR (External Data Representation), 230
XML tag vulnerabilities, 273
xmlComposeString() routine, 407

XSS (cross-site scripting), 132, 163-166
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