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Introduction

Every engineer, no matter what type of engineering they do, face complexity almost
constantly. The faster, cheaper, higher quality triad are the constant companion of
everything the engineer does. Sometimes, though, the complexity isn’t so obvious.
For instance, how long will the software project take? Two hours, two weeks, or
too long is the common reply—another encounter with complexity.

While research into complexity theory has proceeded apace in the scientific
and mathematical worlds, the application of the theories and ideas to more prac-
tical engineering problems, particularly in a way that the “average engineer” can
read and understand, simply hasn’t kept pace. This book aims to fill that gap for
network engineering.

In a move that will probably be disappointing to readers with a math degree,
this book is devoid of the elegant mathematical models complexity theorists are
working with. Rather, the focus is on the practical application of the theoretical
constructs of complexity. Instead of being focused on the “pure theory” and
math, this book is focused on the practical application of the ideas being investi-
gated by complexity theorists.

This book, then, is targeted at the “average” network engineer who wants to
gain an understanding of why particular common constructs work the way they
do, such as hierarchical design, aggregation, and protocol layering. By getting
behind these widely accepted ways of designing a network, exposing the reasons
for the tradeoffs designed into the system in each case, the authors hope the
reader learns to take lessons learned in one area and apply them to other areas.
After reading this book, network engineers should begin to understand why
hierarchical design and layering, for instance, work, and how to see and change
the tradeoffs in more specific situations.

How This Book Is Organized

This book begins, in the first chapter, with a high level view of complexity the-
ory. This is not deep theory, but it is rather designed to provide a hands-on view
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of complexity without diving into heavy math (or any math at all). The second
chapter provides an overview of various attempts at measuring complexity in
a network, including some of the problems plauging each attempt. The third
chapter proposes a model of complexity that will be used throughout the rest of
the book.

Chapter 4 through 7 consider examples of complexity in network and proto-
col design. The point these chapters attempt to drive home is how the models
and concepts in the first three chapters. Chapter 8 is something of an important
detour into the world of complex system failure in network engineering terms.
The rest of the book is dedicated to first providing an overview of three new
technologies network engineers face at the time of writing, and then an analysis
of each one in terms of complexity tradeoffs.

Note, Documents referenced with the form draft-xxx are IETF works in pro-
gress, and therefore do not have stable document names or uniform resource loca-
tors (URLs). Because of these limitations, explicit references have not been given,
but rather just the title of the document and the document name. To find these
documents , please perform a document search at the IETF website (ietf.org).



Chapter 3

Measuring Network
Complexity

Given these four fundamental aspects of complexity—state, speed, surface, and
optimization—it only makes sense to measure these four points and generate a
single number describing the overall complexity of a given design and deployment
structure. It would be nice if there were some way to examine a proposed network
design, or a proposed change to a network design, and be able to assign actual
numbers to the complexity of each component so the complexity can be compared
to any potential gain in performance, or the loss of complexity in one area can be
compared to the gain in complexity in another. If it were only that simple.

As it turns out, the effort to measure complexity is, itself, quite complex.

Two problems rise to the surface when examining the problem of measuring
and quantifying a network toward gaining an understanding of the overall sys-
tem complexity. First, there is the sheer amount of information available. Given
the current push toward big data analytics, and the ability to measure thou-
sands to millions of interactions and data mining to discover important trends
and artifacts, shouldn’t something the size of an average network be an easy
problem? Consider some of the various points of measurement just in trying to
understand the interaction between the data flowing through each point in the
network and the queuing mechanisms used to handle that traffic. This might
include things such as:

o The amount of data flowing through each point in the network, including
the input and output queue of each forwarding device.

o The depth and state of each queue of each forwarding device in the
network.

47
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e The source, destination, and other header information of each packet for-
warded through the network.

e The number of packets dropped by each forwarding device, including the
reason why they were dropped (tail drop, packet error, filtered, filtering
rule, etc.).

Considering that the measurements themselves must pass through the
network—and the measurements can easily contain more traffic than the measured
traffic—the problems with measuring everything should quickly become apparent.
How can you separate the measurement from the measured if the measurement
is being carried on the same channel as what you are measuring? Added to
this challenge are the states of each individual control plane system, and the
components of those systems—things like the memory and processor utilization of
each forwarding device, the state of each adjacency between each pair of devices
participating in the control plane, and the flow of each reachability advertisement
within the control plane. To make measuring the system complexity even more
complex, the interactions between the systems must also somehow be taken into
account—things like the impact of reachability information on the distribution
and application of policy, any interdependencies between parallel control planes in
terms of reachability information and system resources, and interactions between
overlay and underlay control planes. Measuring not only the systems but also the
interactions between the systems quickly becomes an intractable problem.

When measuring a system to understand its complexity level, some sort of
sampling must take place. Sampling necessarily means that some information
must be left out—which, in turn, means that any measurement of complexity
along these lines is necessarily an abstract representation of the complexity,
rather than a measure of the complexity itself.

To top all of this complexity off, there is very little agreement on the set of
things to measure to create even an accurate abstract representation of the com-
plexity of a network.

There is a second problem looming on the horizon just past this first one—a
problem that’s not so obvious, and actually makes the problem of measuring
network complexity intractable. Network design represents ordered (or inten-
tional or organized—these three terms are often used interchangeably) complex-
ity, rather than unordered complexity. While data analytics deals with unordered
data well enough, ordered complexity is an entirely different problem set.

Let’s begin by examining some methods proposed to measure network com-
plexity, and then consider ordered versus unordered complexity. Finally, several
realms of complexity will be examined that will lead to practical applications.
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Some Measures of Network Complexity

The difficulty of the task hasn’t stopped researchers from attempting to measure
network complexity. Quite the opposite—there are a number of methods that
have been tried over the years. Each of these methods has contributed useful
thinking to the problem space, and can actually be used to provide some insight
into what network complexity looks like. Overall, though, none of these meas-
urements will truly provide a complete view of the complexity of a network.

Let’s look at three examples of network complexity measurements to get a
feel for the space.

Network Complexity Index

The Network Complexity Index is described in “A Network Complexity Index
for Networks of Networks”! by Bailey and Grossman (commonly called the
NCI). The general idea is to tackle describing network complexity in two steps:

e Break the network down into subnetworks. As described in the original
paper:

Given a network N, we first divide the network into smaller sub-networks
C[1], ..., C[j], ..., Clp] with the property that two nodes selected at random
from the sub-network C[i] are more likely to be connected to each other than
two nodes selected at random from outside the sub-network (N\C).

o Compute the complexity based on the size and number of the subnetworks.
Again, as described in the original paper:

Given the sub-communities of the network N, let X[j] denote the size of the
j largest sub-community, so that the sequence X[1], . .., X[p] is in decreasing
order. In general, different communities may have the same size. We define
the network complexity index B(N) of the network N as the solution of the
following equation: B(N) = Max j, X[j] j

The equation given is a standard statistic used in evaluating the importance of
scientific research known as the H-index. The H-index determines the impact of

1. Stewart Bailey and Robert L. Grossman, “A Network Complexity Index for Networks of Net-
works” (Infoblox, 2013), n.p., https://web.archive.org/web/20131001093751/http://flowforward-
ing.org/docs/Bailey %20-%20Grossman %20article %200n %2 0network %2 0complexity.pdf.
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a particular piece of research by evaluating the number of citations of the work
in a way that is similar to a web page search index using the number of links to a
page to determine the importance or relevance of that page.

Seen this way, the NCI attempts to combine the connectivity within a net-
work with the number of nodes within a network:

o The more the subcommunities, the more connection points there must be
between these subcommunities, and hence the more complex the connec-
tion graph must be.

o The larger the subcommunities, the more nodes there are within the net-
work; this again impacts the implied connectivity graph of the network

The size and scope of the connectivity graph, in turn, impacts the way informa-
tion flows within the network, which also relates to the complexity of the network.

What the NCI Does Well

The NCI does a good job of producing a single number that describes the size
and shape of a network in terms of nodes and communities, in turn implying the
scope and complexity of the network interconnections. This single number, com-
puted over time, can help network managers and designers understand the
growth of a network in terms other than sheer size.

What the NCI Doesn’t Do
From a network engineer’s perspective, there are several practical problems with
using the NCI as a single measure of network complexity. First, this isn’t some-
thing you’re going to compute on a napkin while you’re eating dinner, or do
rough calculations in your head around.? This is a math heavy computation that
requires automated tools to compute. Second, other than measuring the growth
and interconnectedness of a topology, it’s hard to see how and where the NCI is
useful in the real world. There’s no obvious way to reduce network complexity
as measured by the NCI other than reducing the number and size of the subcom-
munities in the network.

This second objection, however, leads to another shortcoming of the NCI: it
doesn’t really measure the complexity network operators interact with. It’s quite

2. In fact, an entire project called Tapestry was built around measuring the NCI by gathering con-
figurations automatically and running them through a processor. The project can be found on
GitHub at https://github.com/FlowForwarding/tapestry.
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common, in the real world, to find very large networks supporting only a few
workloads that have been heavily optimized for that workload, and hence are
not very complex from an engineer’s point of view. It’s also quite common, in
the real world, to find small networks with a very diverse workload, and hence
cannot be optimized for a single workload. These networks are more complex
than their size indicates—the NCI would likely underestimate the complexity of
these networks.

So what does the NCI miss? Just those pieces of network architecture that
designers deal with most of the time, such as:

¢ Policy, expressed through configuration, metrics, protocols, and other
methods

« Resilience, expressed through the amount of redundancy, fast convergence
mechanisms, and other highly complex design components

So while the NCI is useful, it doesn’t capture all the complexity of a single
network in a way that can be usefully applied to real-world networks.

Modeling Design Complexity

In a set of slides presented to the Internet Research Task Force’s Network Com-
plexity Research Group, a group of researchers described a model for measuring
and describing the complexity of enterprise routing design.’ The process of
measurement is as follows:

1. Decompose the network design into individual pieces, implemented as
individual configuration components (across all devices in the network).

2. Build a network of connections between these individual components.

3. Measure this network to determine the complexity of the configuration.

Figure 3.1 is taken from these slides, illustrating the linkages between the
various configuration components.

3. Xin Sun, Sanjay G. Rao, and G.Xie Geoffrey, “Modeling Complexity of Enterprise Routing
Design” (IRTF NCRG, November 5, 2012), n.p., accessed October 5, 2014, http://www.ietf.org/
proceedings/85/slides/slides-85-ncrg-0.pdf.

4. Ibid.
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Figure 3.1 Evaluating Linkages in a Network Configuration

The more items configured, and the more dense the interconnection between
the configurations (particularly between boxes), the more complex the design is
determined to be. By examining these factors, the process yields a single number
describing the complexity of the design. The presentation and the papers writ-
ten by the same authors extend this concept to determining if the implemented
design matches the design intent, given the design intent is stated in a way ame-
nable to the process.

What Modeling Design Complexity Does Well

The concept of measuring not just the lines of configuration, but the intercon-
nections between the lines of configuration, is extremely powerful. There is little
doubt that much of complexity comes from the interrelated configurations
spread throughout a network required to implement a single policy or to make a
single protocol or process work. Looking at the interactions, or network of con-
figurations, also takes the number of lines of configuration somewhat out of the
picture as a measure of complexity. Because some devices can express a policy in
a few simple lines, while others require a lot of configuration to express the same
policy, this is a useful outcome.

What Modeling Design Complexity Doesn’t Do

At the same time, however, the interconnections between lines of configuration
can fall prey to the same problems just counting the number of lines of configu-
ration can fall prey to—an entire policy might be represented by a single line of
configuration on one device, while requiring a number of lines of policy on
another. For instance, on Cisco 10S Software, the command remove-private-as is
used to remove any private AS numbers in a BGP route advertisement. This
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single command essentially replaces a set of configuration commands that would
necessarily be interconnected, such as a filter and an application of that filter to
a particular set of BGP peers. Both configurations are valid and perform the
same set of actions, but they would appear to have completely different com-
plexity levels according to the measure as it’s described. Further complicating
the situation, different BGP implementations might use different sets of com-
mand to perform the same action, making one configuration appear more com-
plex than another, although they’re both implementing the same policy.
Another failing of the measure described above is that it’s not always obvious
what pieces fit together to make a policy. For instance, a configuration remov-
ing private AS numbers on every eBGP speaker in an AS might not appear to be
related within the measurement; there is no specific point at which these multi-
ple configurations overlap or interact in a way that’s obvious, unless you know
the intent of the configuration. Thus some policies might easily be missed as they
consist of configurations with no obvious point at which they tie together.
Finally, it’s difficult to assess how a single configuration used to implement
multiple policies would be managed in this measure of network complexity—
and vyet, this is one of the thorniest problems to manage from a complexity
standpoint, as this is precisely one of those difficult to manage interaction sur-
faces between otherwise unrelated policy implementations. How do the various
policies measured interact? On this point, modeling design complexity is silent.

NetComplex

As previously discussed, the NCI measures complexity based on scale and per-
ceived subcomponents; modeling design rates complexity on the network of
interconnected lines of configuration. What about measuring complexity based
on the amount of work needed to keep the distributed database that represents
the network topology synchronized across all the devices participating in the
control plane? This is precisely what NetComplex does. As Chun, Ratnasamy,
and Kohler state:

We conjecture that the complexity particular to networked systems arises from the
need to ensure state is kept in sync with its distributed dependencies. The metric we
develop in this paper reflects this viewpoint and we illustrate several systems for which
this dependency centric approach appears to appropriately reflect system complexity.’

5. Byung-Gon Chun, Sylvia Ratnasamy, and Eddie Kohler, “NetComplex: A Complexity Metric for
Networked System Designs” (5th Usenix Symposium on Networked Systems Design and Imple-
mentation NSDI 2008, April 2008), n.p., accessed October 5, 2014, http://berkeley.intel-research.
net/sylvia/netcomp.pdf.
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Figure 3.2 Dependency and Complexity in NetComplex
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NetComplex evaluates the chain of dependent states in the network, assigns
a metric to each dependency, and then calculates a single complexity measure
based on these assigned metrics. Figure 3.2 illustrates dependency and complex-
ity in NetComplex.

In this figure:

* Routers C and D depend on E to obtain a correct view of the network
beyond Router E.

« Router B depends on Routers C, D, and E to obtain a correct view of the
network beyond Router E.

« Router A depends on Routers B, C, D, and E to obtain a correct view of the
network beyond Router E.

Hence, Router A “accumulates” the complexity of synchronization of infor-
mation originating beyond E through the entire network. Through these depend-
encies, Router A is said to be linked to the remaining routers in the network. By
examining these links, and combining them with the local state, the complexity
of keeping the entire control plane synchronized can be given a single metric.

What NetComplex Does Well

By focusing on the amount of state and the way state is carried through the net-
work, NetComplex does a good job of describing the complexity of a control
plane. Based on this, NetComplex is useful for determining the additional com-
plexity required to carry source routing information through the network, and
forward based on this source routing information. Another place where Net-
complex would be useful is in putting a metric on the additional state informa-
tion required to forward traffic on a per flow, rather than per destination/virtual
topology basis.
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What NetComplex Doesn’t Do

NetComplex, however, is focused on the control plane within a single adminis-
trative or failure domain. There is no way, for instance, to account for the infor-
mation hidden through route aggregation, nor to differentiate between topology
information and reachability (such as what happens at a link state flooding
domain boundary). NetComplex doesn’t work with policies, nor policy imple-
mentation; nor does it deal with traffic flows, subnetwork scale, or network
density.

Organized Complexity

Three different measures of network complexity have been examined at this
point: NCI, modeling design complexity, and NetComplex. Each of these
attempts to measure, in some way, at least some component of the four realms
of network complexity—state, speed, surface, and optimization. None of them,
however, measure everything in any one of these three domains, and none of
them even come close to measuring overall network complexity. Why? The
problem isn’t just the ability to measure and process all the information needed
to produce a single complexity number, it’s embedded in the problem of network
complexity itself.

Imagine, for a moment, a pool table with a set of balls on it. These specific
balls are (at least nearly) perfect in their resilience, so they lose only infinitely
small amounts of energy when they strike another object, and the bumpers on
the sides of the table are designed in much the same way. There are no pockets in
this table, either, so there is no place for the balls to leave the table. Now, place
the balls on the table in some random distribution, and then strike one so it starts
a chain reaction. The result will be a statistically random set of movements, each
ball moving about the table, striking another ball or a bumper, retaining most of
its energy, and then moving in a straight line in some other direction.

This particular problem is ripe for statistical regression analysis, or any other
form of analysis data science can provide. The data scientist can tell you, based
on a set of derived formulas, how often one ball will strike another, how long
the system will take to run out of energy, what patterns will form in the ran-
domly moving balls at what time—and many other things. Data science excels
at finding patterns in seemingly random bits of data. In fact, it is often found
that the data set must be larger to make an accurate prediction; the larger the
data set, the more accurate characterization of it can be made, and the more
accurate the predictions about the state of that data at some specific point in
the future will be.
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But let’s change the situation somewhat. Let’s take the same pool table, the
same balls—all the same physical conditions. Only this time, someone has pre-
planned the position and movement of every ball such that no two balls strike
one another, even though they are all in motion. In fact, the movement of every
ball is identical throughout the entire time the balls are in motion.

What can data science tell us about this particular situation? Nozhing.

Simple observation can tell us which ball will be where at any point in time.
Simple observation might even be able to provide a formula telling us where
there will be clumps of balls on the table, or near misses. But statistical analysis
cannot go much beyond a few simple facts here. What’s more interesting is that
statistical analysis cannot tell us what the point is in having these balls arranged
just this way.

This is the problem of organized complexity.

As Warren Weaver noted in 1948:

This new method of dealing with disorganized complexity, so powerful an advance
over the earlier two-variable methods, leaves a great field untouched. One is
tempted to oversimplify, and say that scientific methodology went from one extreme
to the other—from two variables to an astronomical number—and left untouched
a great middle region. The importance of this middle region, moreover, does not
depend primarily on the fact that the number of variables involved is moderate—
large compared to two, but small compared to the number of atoms in a pinch of
salt. The problems in this middle region, in fact, will often involve a considerable
number of variables. The really important characteristic of the problems of this
middle region, which science has as yet little explored or conquered, lies in the
fact that these problems, as contrasted with the disorganized situations with which
statistics can cope, show the essential feature of organization. In fact, one can refer
to this group of problems as those of organized complexity.®

This field of organized complexity exactly describes the situation engineers
face in looking at computer networks. No matter what angle a computer net-
work is approached from, the problem is both complex and organized.

e Protocols are designed with a specific set of goals in mind, a specific mind-
set about how the problems approached should be solved, and a set of
tradeoffs between current optimal use, future flexibility, supportability,
and ease of implementation.

o Applications that run on top of a network are designed with a specific set
of goals in mind.

6. Warren Weaver, “Science and Complexity,” American Scientist 36 (1948): 539.
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« Control planes that provide the metadata that make a computer network
work are designed with a specific set of goals in mind.

« Protocols that carry information through the network, at every level, are
designed with a specific set of goals in mind.

No matter which system within computer network is considered—from
protocols to design to applications to metadata—each one was designed with
a specific set of goals, a specific mindset about how to solve the problems at
hand, and a specific set of tradeoffs. Some of these might be implicit, rather than
explicit, but they are, nonetheless, intentional goals or targets.

A network is not just a single system that exhibits organized complexity, but
a lot of different interlocking systems, each of which exhibits organized com-
plexity, and all of which combined exhibit a set of goals as well (perhaps a more
ephemeral set of goals, such as “making the business grow,” but a set of goals
nonetheless).

A Philosophical Aside

Within the realm of philosophy, there are those who believe that there is no
such thing as organized complexity. Instead, what appears to be organized
complexity is simply the result of emergence within any physical system once
it becomes complex enough—that organization is somehow “built in” to
the natural order, or into the way matter itself is formed and interacts. This
school of thought believes that any and all actions can be traced back to some
physical cause (for instance, that humans do not actually make decisions as
much as decisions happen to humans). Whatever the reader’s stand on this
topic (and it is outside the scope of this book to argue the philosophical ques-
tions here), the practical result, in terms of network architecture, is: it doesn’t
matter. Networks are designed by people to solve a particular set of problems;
no matter what is “behind” these designs, we must, to understand computer
networks and their designs, get to the “why.” Why did someone design this in
this particular way? Why did someone make that particular tradeoff?

Network complexity, then, cannot simply be measured, computed, and
“solved,” in the traditional sense. Even everything could be measured in a single
network, and even if all the information gathered through such measurement
could be processed in a way that made some sense, it would still not be possible
to fully express the complexity of a computer network in all its myriad parts—in
essence because there is no way to measure or express intent.
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Is This a Waste of Time?

None of this means it is wasting time to attempt to measure network complexity.
What it does mean, however, is that the problem must be approached with a
large dose of humility. Engineers need to be very careful about understanding
the tradeoffs being made in every part of the design, and very intentional in
remembering that there are limits to accurately predicting the outcome of any
particular design decision.

Instead of “giving up,” engineers should do everything possible to understand
the complexity, to contain it, to minimize it, and to make intelligent tradeoffs—
but there isn’t, and won’t ever be a silver bullet for complexity. As explained in
Chapter 1, “Defining Complexity,” there are sets of three out of which only two
can be chosen, and there are curves where increasing complexity in one axis to
solve a particular problem actually causes problems in another axis.

Measuring and managing complexity is not wasting time unless you believe
you can actually solve the problemn—Dbecause the “problem” cannot be “solved.”

A Final Thought

This investigation of complexity has so far concluded:

« Complexity is necessary to solve difficult problems, particularly in the area
of robust design.

o Complexity beyond a certain level actually causes brittleness—robust yet
fragile.

o Complexity is difficult (or perhaps impossible) to measure in any meaning-
ful way at the systemic level.

e There are a number of classes of problems where it is impossible to resolve
for more than two of three goals (such as fast, cheap, high quality).

Given this set of points, it might seem like this is the end of the road. Net-
work engineers are reliant on something that cannot be effectively measured—
and measurement is always the first step in controlling and managing a prob-
lem set. There will never, in the end, be a single number or formula that can
describe network complexity. Should we simply put on our pirate hats and pro-
claim, “Abandon hope all ye who enter here”? Or is there some way out of this
corner?



A FINAL THOUGHT

There is, in fact, a reasonable way to approach complexity in the real world.
Rather than trying to find an absolute “measure of complexity,” or find some
algorithm that will “solve” complexity, it’s possible to construct a heuristic, or a
method of looking at the problem set that will enable a path to a solution. The
heuristic, in this case, is a two-part process.

First, expose the complexity tradeoffs inherent in network design. Exposing
these tradeoffs will help engineers make intelligent choices about what is being
gained, and what is being lost, when choosing any particular solution to a par-
ticular problem set. Every problem cannot be solved equally well; any solution
applied at one point will increase complexity somewhere else.

To put it in other terms, network engineers need to learn to be intentional
about complexity.

The next chapter will begin looking at three specific realms of complexity—
operational, design, and protocol. In each of these cases, several places where
designers must make tradeoffs to illustrate the process of bringing complexity
out into the open will be considered. The closer engineers get to making inten-
tional decisions about complexity when designing and managing networks, the
more likely meeting the real-world demands placed on networks will be possible.
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