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Praise for This Book

“Thomas Erl’s text provides a unique and comprehensive perspective on cloud design 
patterns that is clearly and concisely explained for the technical professional and lay-
man alike. It is an informative, knowledgeable, and powerful insight that may guide 
cloud experts in achieving extraordinary results based on extraordinary expertise iden-
tifi ed in this text. I will use this text as a resource in future cloud designs and architec-
tural considerations.”

—Dr. Nancy M. Landreville, CEO/CISO, NML Computer Consulting

“This book continues the very high standard we have come to expect from ServiceTech 
Press. The book provides well-explained vendor-agnostic patterns to the challenges of 
providing or using cloud solutions from PaaS to SaaS. The book is not only a great pat-
terns reference, but also worth reading from cover to cover as the patterns are thought-
provoking, drawing out points that you should consider and ask of a potential vendor if 
you’re adopting a cloud solution.”

—Phil Wilkins, Enterprise Integration Architect, Specsavers

“This book provides an excellent read for anyone wanting to grasp the fundamentals 
and advanced concepts of cloud computing. The easy-to-understand format provides 
the reader with a clear direction on how to enable a more robust, dynamic, and effi cient 
cloud environment while also providing vital information on how to effectively secure 
core components of the cloud. The reader, who might not have a full understanding of 
cybersecurity implications as they relate to cloud, will have the foundational knowl-
edge to build out secure cloud environments. I would recommend this book to anyone 
serious about cloud security.”

—Sean Cope, CISSP CEH CNDA, FedRAMP Assessment Lead, 
Homeland Security Consultants

“A very well written book, providing details of how to achieve the characteristics of a 
cloud and hence enable businesses to achieve its benefi ts.”

—Kumail Morawala, CCP Certifi ed Trainer



“Cloud Computing Design Patterns is an excellent book to use when building or maintain-
ing your cloud. The book is vendor neutral, which ensures that there are no confl icts of 
interest as far as the authors and publisher go. I think that the diagrams and illustra-
tions are particularly helpful since some people seem challenged with trying to visual-
ize virtual machines.”

—Laura Taylor, Relevant Technologies

“Cloud Computing Design Patterns takes a disciplined approach to categorizing cloud 
design building blocks and simplifying inherent technology complexities. It explains, 
in a lucid manner, why a particular design pattern is needed and how to approach 
a pertinent solution. I found the security patterns sections more versatile in covering 
examples, such as hypervisor attack vectors, threat mitigation strategies, and mobile 
device management security. Written in a catalog style, this book takes you through a 
journey of development that is intuitive as well comprehensive enough.”

—Anant Mahajan

“Readers will fi nd it easy to read, comprehend, and apply the cloud pattern principles 
in practice that have already been adopted by the industry.”

—Matt Lorrain, Greg Ponto, and Michael E. Young, 
Security Standards & Architecture team, Esri

“The models seem to be consistent and thorough, which should make them approach-
able and of value in scoping the design of reliable implementations. Overall, this is a 
good basis for progressing a common understanding of the vision of cloud practice—
well done.”

—Tom Cleary, Australian Computer Society (ACS)
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Chapter 4

Reliability, Resiliency and 
Recovery Patterns
Resource Pooling
Resource Reservation
Hypervisor Clustering
Redundant Storage
Dynamic Failure Detection and 

Recovery
Multipath Resource Access

Redundant Physical Connection for 
Virtual Servers

Synchronized Operating State
Zero Downtime
Storage Maintenance Window
Virtual Server Auto Crash Recovery
Non-Disruptive Service Relocation



Contingency planning efforts for continuity of operations and disaster recovery are 
concerned with designing and implementing cloud architectures that provide run-

time reliability, operational resiliency, and automated recovery when interruptions are 
encountered, regardless of origin. 

The patterns in this chapter address different aspects of these requirements. Starting 
with foundational patterns, such as Resource Pooling   (99), Resource Reservation   (106), 
Hypervisor Clustering   (112), and Redundant Storage   (119), which address basic failover 
and availability demands, the chapter continues with more specialized and complex 
patterns, such as Dynamic Failure Detection and Recovery   (123) and Zero Downtime 
  (143), which establish resilient cloud architectures that act as pillars for enterprise cloud 
solutions.

It is also worth noting that this set of patterns establishes and contributes to the avail-
ability leg of the security triad of confi dentiality, integrity, and availability and is further 
complemented by several cloud security patterns in Chapters 8 and 9 in maximizing 
the reliability and resiliency potential by protecting against attacks that can compro-
mise the availability of an organization’s cloud-hosted IT resources. 



Resource Pooling  
How can IT resources be organized to support dynamic 
sharing?

Problem When sharing identical IT resources for scalability purposes, it can 
be error-prone and burdensome to keep them fully synchronized 
on an on-going basis.

Solution An automated synchronization system is provided to group identi-
cal IT resources into pools and to maintain their synchronicity.

Application Resource pools can be created at different sizes and further orga-
nized into hierarchies to provide parent and child pools. 

Mechanisms Audit Monitor, Cloud Storage Device, Cloud Usage Monitor, Hyper-
visor, Logical Network Perimeter, Pay-Per-Use Monitor, Remote 
Administration System, Resource Management System, Resource 
Replication, Virtual CPU, Virtual Infrastructure Manager (VIM), 
Virtual RAM, Virtual Server 

Problem

When   assembling identical IT resources for sharing and scalability purposes (such as 
when applying Shared Resources   (17) and Dynamic Scalability   (25)), the IT resources 
need to carefully be kept synchronized so that no one IT resource differs from another. 

Manually establishing and maintaining the level of required synchronicity across col-
lections of shared IT resources is challenging, effort-intensive and, most importantly, 
error-prone. Variances or disparity between shared IT resources can lead to inconsis-
tent runtime behavior and cause numerous types of runtime exceptions. 

Solution

Identical   IT resources are grouped into resource pools and maintained by a system that 
automatically ensures they remain synchronized (Figure 4.1). The following items are 
commonly pooled: 

 • physical servers 

 • virtual servers

 • cloud storage devices
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 • internetwork and networking devices

 • CPUs

 • memory (RAM)

Dedicated pools can be created for each of these items, or respective pools can be further 
grouped into a larger pool (in which case each individual pool becomes a sub-pool). 

Figure 4.1
A sample resource pool comprised of four sub-pools of CPUs, memory, cloud storage devices, and virtual 
network devices. 

Application 

As   stated previously, this pattern is primarily applied in support of   Shared Resources 
(17) and   Dynamic Scalability (25) in order to establish a reliable system of shared IT 
resource synchronization. The Resource Pooling pattern itself can be further supported 
by the application of Resource Reservation   (106).

Provided here are common examples of resource pools:

Physical server pools   composed of ready-to-go, networked serv-
ers installed with operating systems and any other necessary 
programs or applications. 

Virtual server pools  are usually confi gured using templates that 
cloud consumers can choose from, such as a pool of mid-tier Win-
dows servers with 4 GBs of RAM or a pool of low-tier Ubuntu 
servers with 2 GBs of RAM. 
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Storage pools   (or cloud storage device pools) that consist of fi le-
based or block-based storage structures. Storage pools can con-
tain empty or fi lled cloud storage devices. Often storage resource 
pools will take advantage of LUNs. 

Network pools (or  interconnect pools) are composed of differ-
ent, preconfi gured network connectivity devices. For example, 
a pool of virtual fi rewall devices or physical network switches 
can be created for redundant connectivity, load balancing, or link 
aggregation. 

CPU pools  are ready to be allocated to virtual servers. These are often 
broken down into individual processing cores (as opposed to pooling 
entire CPUs). 

Pools of physical RAM  that can be used in newly provisioned 
physical servers or to vertically scale physical servers.

Resource pools can grow to become complex, with multiple pools created for specifi c 
cloud consumers or applications. To help with the organization of diverse resource pools, 
a hierarchical structure can be established to create   parent, sibling, and nested pools.

Sibling resource pools are normally drawn from the same collection of physical IT 
resources (as opposed to IT resources spread out over different data centers) and are 
isolated from one another so that each cloud consumer is only provided access to its 
respective pool (Figure 4.2). 
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In the  nested pool model, larger pools are divided into smaller pools of the same kind 
(Figure 4.3). Nested pools can be used to assign resource pools to different departments 
or groups within the same cloud consumer organization. 

After resources pools have been defi ned, multiple instances of IT resources from each 
pool can be created to provide an in-memory pool of “live” IT resources. 

Figure 4.2
Pools B and C are sibling pools taken from the larger Pool A that has been allocated to a cloud   consumer. This is 
an alternative to taking the IT resources for Pool B and Pool C from a general reserve of IT resources that is shared 
throughout the cloud. 
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Mechanisms

 • Audit Monitor – This  mechanism monitors resource pool usage to ensure compli-
ance   with privacy and regulation requirements, especially when pools include 
cloud storage devices or data loaded into memory.

 • Cloud Storage Device – Cloud  storage devices are commonly pooled as a result of 
the application of this pattern.

Figure 4.3
Nested Pools A.1 and A.2 are comprised of the same IT resources as Pool A, but in different quantities. Nested pools 
are generally used to provision cloud services that are rapidly instantiated using the   same kind of IT resources with 
the same configuration settings. 
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 • Cloud Usage Monitor – Various  cloud usage monitors can be involved with the run-
time tracking and synchronization required by IT resources within pools and by 
the systems managing the resource pools themselves.

 • Hypervisor – The hypervisor  mechanism is responsible for providing virtual serv-
ers with access to resource pools, and hosting virtual servers and sometimes the 
resource pools themselves. Hypervisors further can distribute physical computing 
capacity between the virtual servers based on each virtual server’s confi guration 
and priority.

 • Logical Network Perimeter – The  logical network perimeter can be used to logically 
organize and isolate the resource pools.

 • Pay-Per-Use Monitor – The  pay-per-use monitor collects usage and billing infor-
mation in relation to how individual cloud consumers use and are allocated IT 
resources from various pools.

 • Remote Administration System – This  mechanism is commonly used to interface 
with backend systems and programs in order to provide resource pool adminis-
tration features via a front-end portal.

 • Resource Management System – The  resource management system mechanism 
supplies cloud consumers with the tools and permission management options to 
administer resource pools.

 • Resource Replication – This  mechanism can be used to generate new instances of IT 
resources for a given resource pool.

 • Virtual CPU – This  mechanism is used to allocate CPU to virtual servers, and also 
helps to determine whether a hypervisor’s physical CPU is being over-utilized or 
a virtual server requires more CPU capacity. When a system has more than one 
CPU or when hypervisors belong to the same cluster, their total CPU capacity can 
be aggregated into a pool and leveraged by virtual servers.

 • Virtual Infrastructure Manager (VIM) – This  mechanism enables pools of resources 
to be created on individual hypervisors, and can also aggregate the capacity of 
multiple hypervisors into a pool from where virtual CPU and memory resources 
can be assigned to virtual servers.

 • Virtual RAM – This  mechanism is used to allocate memory to virtual servers, 
and to measure the memory utilization of hypervisors and virtual servers. When 
more than one hypervisor is present, a pool encompassing the combined memory 
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capacity of the hypervisors can be created. This mechanism is also used to iden-
tify whether more memory should be added to a virtual server.

 • Virtual Server – This  mechanism is associated with the Resource Pooling pattern in 
how virtual server hosted IT resources are provisioned and consumed by resource 
pools that are assigned to cloud consumers. Virtual servers themselves may also 
be   pooled.



Resource Reservation  
How can shared IT resources be protected from confl icts that 
can arise from concurrent access?

Problem When two or more cloud service consumers attempt to instantiate 
the same shared IT resource, runtime confl icts can occur, including 
resource constraints due to lack of capacity.

Solution A system is established whereby a portion of an IT resource (or 
one or more IT resources) is set aside exclusively for a given cloud 
service consumer.

Application The resource management system is used to defi ne IT resource 
thresholds and to restrict access to reserved IT resources.

Mechanisms Audit Monitor, Cloud Storage Device, Cloud Usage Monitor, Hyper-
visor, Logical Network Perimeter, Remote Administration System, 
Resource Management System, Resource Replication, Virtual CPU, 
Virtual Infrastructure Manager (VIM), Virtual RAM, Virtual Server

Problem

When   applying Shared Resources   (17) and Resource Pooling   (99) we can give multi-
ple cloud service consumers access to the same IT resources. Depending on how IT 
resources are designed for shared usage and depending on their available levels of 
capacity, concurrent access can lead to a runtime exception condition called resource 
constraint .

A resource constraint is a condition that occurs when two or more cloud consumers 
have been allocated to share an IT resource that does not have the capacity to accom-
modate the entire processing requirements of the cloud consumers. As a result, one or 
more of the consumers will encounter degraded performance or be rejected altogether. 
The cloud service itself may go down, resulting in all cloud consumers being rejected. 

Other types of runtime confl icts can occur when an IT resource (especially one not 
specifi cally designed to accommodate sharing) is concurrently accessed by different 
cloud service consumers. For example, nested and sibling resource pools introduce the 
notion of resource borrowing , whereby one pool can temporarily borrow IT resources 
from other pools. A runtime confl ict can be triggered when the borrowed IT resource is 
not returned due to prolonged usage by the cloud service consumer that is borrowing 
it. This can inevitably lead back to the occurrence of resource constraints.



Resource Reservation 107

Solution

An   IT resource reservation system is established to protect cloud service consumers 
(“tenants”) sharing the same underlying IT resources from each other. This system 
essentially guarantees a minimum amount of an IT resource for each cloud consumer 
by putting it aside and making it exclusively available only to the designated cloud ser-
vice consumer. Potential confl icts, such as resource constraints and resource borrowing, 
are avoided because the reserved IT resources are never actually shared.

Application

Creating an IT resource reservation system requires the involvement of the resource 
management system mechanism that can be used to defi ne IT resource usage thresh-
olds for individual IT resources and resource pools. Reservations are created to lock the 
amount of IT resources that each pool must keep. The balance of IT resources within a 
pool can still be shared (and borrowed).

The following steps are shown in Figures 4.4 to 4.6:

 1. A physical resource group is created. 

 2. A parent resource pool is created from the physical resource group by applying 
  Resource Pooling (99). 

 3. Two   smaller child pools are created from the parent resource pool, and resource 
limits are defi ned using the resource management system mechanism. 

 4. Cloud consumers are provided with access to their own exclusive resource pools.

 5. There is an increase in requests from Cloud Consumer A, resulting in more IT 
resources being allocated. 

 6. Consequently, some IT resources are borrowed from Pool 2. The amount of bor-
rowed resources, however, is pre-determined by the resource limit defi ned in 
Step 3, which ensures that Cloud Consumer B will not face resource constraints.

 7. Cloud Consumer B now imposes more requests and usage demands and may 
soon need to utilize all available IT resources in the pool. 

 8. The resource management system forces Pool 1 to release the IT resources and 
move them back to Pool 2 to become available for Cloud Consumer B.
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Figure 4.4
A resource   pool hierarchy to which an IT resource reservation system is applied (Part I).
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Figure 4.5
A resource   pool hierarchy to which an IT resource reservation system is applied (Part II).
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Mechanisms

 • Audit Monitor – The    audit monitor may be responsible for ensuring that the 
resource reservation system is acting in compliance with cloud consumer audit-
ing, privacy, and other regulatory requirements. The audited information may 
also pertain to the geographical location of the reserved IT resources.

 • Cloud Storage Device – This  mechanism may be an IT resource reserved by this 
system.

Figure 4.6
A resource   pool hierarchy to which an IT resource reservation system is applied (Part III).
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 • Cloud Usage Monitor – A  cloud usage monitor may be involved with monitoring 
thresholds that trigger the allocation of reserved IT resources. 

 • Hypervisor – The  hypervisor mechanism is associated with this pattern in its com-
mitment to applying reservations for different cloud consumers in order to ensure 
that they are allocated the guaranteed amounts of IT resources. In support of this, 
it is responsible for locking, and pre-allocating the virtual servers’ reserved com-
puting capacity based on their confi gurations.

 • Logical Network Perimeter – This  mechanism ensures that reserved IT resources are 
made exclusively available to the appropriate cloud consumers.

 • Remote Administration System – This  system provides the tools necessary for cus-
tom front-ends to provide the administration controls necessary for cloud con-
sumers to create and manage reserved IT resource allocations.

 • Resource Management System – The  resource management system provides essen-
tial features for managing IT resource reservations. These features may be encap-
sulated by a portal produced via the remote administration system mechanism.

 • Resource Replication – The  resource replication mechanism needs to stay updated 
on any cloud consumer IT resource consumption limitations to determine when 
new IT resource instances need to be replicated and provisioned.

 • Virtual CPU – This  mechanism is used to defi ne the computing capacity a virtual 
server needs to have reserved. When this mechanism is used, a specifi c amount of 
CPU is explicitly allocated to each virtual server and not shared with other virtual 
servers.

 • Virtual Infrastructure Manager (VIM) – This  mechanism is used to confi gure the 
resources that are reserved for each virtual server.

 • Virtual RAM – This  mechanism is used to confi gure the memory that virtual serv-
ers need reserved and guaranteed. The memory that is reserved for each virtual 
server is not allocated to or shared with other virtual servers.

 • Virtual Server – This  mechanism hosts the reserved IT resources that are   allocated.
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How can a virtual server survive the failure of its hosting 
hypervisor or physical server?

Problem The failure of a hypervisor or its underlying physical server cas-
cades to all hosted virtual servers further causing their hosted IT 
resources to fail.

Solution Hypervisors are clustered across multiple physical servers, so that if 
one fails, active virtual servers are transferred to another. 

Application Heartbeat messages are passed between clustered hypervisors and 
a central VIM to maintain status monitoring. Shared storage is pro-
vided for the clustered hypervisors and further used to store virtual 
server disks.

Mechanisms Cloud Storage Device, Hypervisor, Logical Network Perimeter, 
Resource Cluster, Resource Replication, Virtual Infrastructure Man-
ager (VIM), Virtual Server, Virtual Switch, Virtualization Monitor

Problem

Virtual servers   run on a hypervisor, and hardware resources are emulated for the vir-
tual servers via the hypervisors. If the hypervisor fails or if the underlying physical 
server fails (thereby causing the hypervisor to fail), the failure condition cascades to all 
of its hosted virtual servers.

The following steps are shown in Figure 4.7:

 1. Physical Server A hosts a hypervisor that hosts Virtual Servers A and B. 

 2. When Physical Server A fails, the hypervisor and the two virtual servers fail 
as well.

Solution

A   high-availability hypervisor cluster is created to establish a group of hypervisors 
that span physical servers. As a result, if a given physical server or hypervisor becomes 
unavailable, hosted virtual servers can be moved to another physical server or hypervi-
sor (Figure 4.8).
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Figure 4.7
Two virtual servers experience failure after their host physical server goes down.

Figure 4.8
Physical Server A becomes unavailable, thereby 
bringing down its hypervisor. Because the 
hypervisor is part of a cluster, Virtual Server A is 
migrated to a different host (Physical Server B), 
which has another hypervisor that is part of the 
same cluster.
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Application

A   hypervisor cluster architecture is established and controlled via a central VIM, which 
sends regular heartbeat messages to the hypervisors to confi rm that they are up and 
running. Any heartbeat messages that are not successfully acknowledged can lead the 
VIM to initiate the live VM migration program in order to dynamically move affected 
virtual servers to a new host. The hypervisor cluster utilizes a shared cloud storage 
device, which is used during the live migration of virtual servers by different hypervi-
sors in the cluster.

Figures 4.9 to 4.12 provide examples of the results of applying the Hypervisor Cluster-
ing pattern, accompanied by numbered steps.

Figure 4.9
A cloud architecture   resulting 
from the application of the 
Hypervisor Clustering pattern 
(Part I). These initial steps 
detail the assembly of required 
components.
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 1. Hypervisors are installed on the three physical servers. 

 2. Virtual servers are created by the hypervisors. 

 3. A shared cloud storage device containing virtual server confi guration fi les is posi-
tioned so that all hypervisors have access to it. 

 4. The hypervisor cluster is enabled on the three physical server hosts via a 
central VIM.

 5. The physical servers exchange heartbeat messages with each other and the VIM, 
based on a predefi ned schedule.

Figure 4.10
A cloud architecture   resulting from 
the application of the Hypervisor 
Clustering pattern (Part II). 
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 6. Physical Server B fails and becomes unavailable, jeopardizing Virtual Server C.

 7. The VIM and the other physical servers stop receiving heartbeat messages from 
Physical Server B.

 8. Based on the available capacity of other hypervisors in the cluster, the VIM 
chooses Physical Server C as the new host to take ownership of Virtual Server C. 

 9. Virtual Server C is live-migrated to the hypervisor running on Physical Server C, 
where it may need to be restarted before continuing to operate   normally.

Figure 4.11
A cloud architecture   resulting from the application of the Hypervisor Clustering pattern (Part III). 
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Mechanisms

 • Cloud Storage Device – The  cloud storage device mechanism acts as a central reposi-
tory that hosts the virtual server folders, so that the folders and virtual server 
confi gurations are accessible to all of the hypervisors participating in the cluster.

 • Hypervisor – The  hypervisor is the primary mechanism by which this pattern 
is applied. It acts as a member of the cluster and hosts the virtual servers. If a 

Figure 4.12
A cloud architecture   resulting from the application of the Hypervisor Clustering pattern (Part IV). 



118 Chapter 4: Reliability, Resiliency and Recovery Patterns

hypervisor fails, one of the other available hypervisors restarts its virtual machine 
to recover the hosted virtual servers from failure.

 • Logical Network Perimeter – This  mechanism creates logical boundaries that ensure 
that none of the hypervisors of other cloud consumers are accidentally included in 
a given cluster.

 • Resource Cluster – The  resource cluster is the fundamental mechanism used to cre-
ate and initiate hypervisor clusters.

 • Resource Replication – Each  hypervisor informs others in the cluster about its status 
and availability. When a part of cluster confi guration needs to be changed, for 
instance when a virtual switch is created, deleted, or modifi ed, then this update 
may need to be replicated to all hypervisors via the VIM.

 • Virtual Infrastructure Manager (VIM) – This  mechanism is used to create and con-
fi gure the hypervisor cluster, add cluster members to the cluster, and cascade the 
cluster confi guration to cluster members.

 • Virtual Server – Virtual servers  represent the type of mechanism that is protected 
by the application of this pattern.

 • Virtual Switch – This  mechanism is used to ensure that any virtual servers 
retrieved from hypervisor failure will be accessible to cloud consumers.

 • Virtualization Monitor – This  mechanism is responsible for actively monitor-
ing the hypervisors, and sending alerts whenever one of the hypervisors in the 
cluster   fails.



Redundant Storage  
How can the reliability and availability of cloud storage 
devices survive failure conditions?

Problem When cloud storage devices fail or become inaccessible, cloud 
consumers are unable to access data and cloud services relying on 
access to the device may also fail.

Solution A failsafe system comprised of redundant cloud storage devices is 
established so that when the primary device fails, the redundant 
secondary device takes its place.

Application Data is replicated from the primary storage to the secondary storage 
device. A storage service gateway is used to redirect data access 
requests to the secondary storage device, when necessary.

Mechanisms Cloud Storage Device, Failover System, Resource Replication

Problem

Cloud   storage devices are subject to failure and disruption due to a variety of causes, 
including network connectivity issues, controller failures, general hardware failure, 
and security breaches. When the reliability of a cloud storage device is compromised, it 
can have a ripple effect, causing impact failure across any cloud services, cloud-based 
applications, and cloud infrastructure program and components that rely on its pres-
ence and availability. 

The following steps are shown in Figure 4.13:

 1. The cloud storage device is installed and confi gured. 

 2. Four LUNs are created, one for each cloud consumer. 

 3. Each cloud consumer sends a request to access its own LUN. 

 4. The cloud storage device receives the requests and forwards them to the respec-
tive LUN. 

 5. The cloud storage device fails and cloud consumers lose access to their LUNs. This 
may be due to the loss of the device controller (5.1) or loss of connectivity (5.2).
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Figure 4.13
A sample scenario that demonstrates the effects of a failed cloud storage device.
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Solution

A   secondary redundant cloud storage device is incorporated into a system that syn-
chronizes its data with the data in the primary cloud storage device. When the primary 
device fails, a storage service gateway diverts requests to the secondary device.

The following steps are shown in Figure 4.14:

 1. The primary cloud storage device is replicated to the secondary cloud storage 
device on a regular basis. 

 2. The primary storage becomes unavailable and the storage service gateway for-
wards the cloud consumer requests to the secondary storage device. 

 3. The secondary storage forwards the requests to the LUNs, allowing cloud con-
sumers to continue to access to their data.

Application

This   pattern fundamentally relies on the resource replication mechanism to keep the 
primary cloud storage device synchronized with any additional duplicate secondary 
cloud storage devices that comprise the failover system (Figure 4.15).

Cloud providers may locate secondary cloud storage devices in a different geographical 
region than the primary cloud storage device, usually for economic reasons. For some 
types of data, this may introduce legal concerns. The location of the secondary cloud 
storage device can dictate the protocol and method used for synchronization because 
some replication transport protocols have distance restrictions.

Figure 4.14
A simple scenario demonstrating the failover of redundant storage.
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Some cloud providers use storage devices with dual array and storage controllers to 
improve device redundancy. They may place the secondary storage device in a different 
physical location for cloud balancing and disaster recovery purposes. In this case, cloud 
providers may need to lease a network connection via a third-party cloud provider, to 
establish replication between two devices.

Mechanisms

 • Cloud Storage Device – This  is the mechanism to which the pattern is primarily 
applied. 

 • Failover System – The  application of the Redundant Storage pattern results in a spe-
cialized failover system based on the use of duplicate storage devices and a storage 
service gateway.

 • Resource Replication – The  failover system created by the application of this pattern 
relies on this mechanism to keep cloud storage devices   synchronized.

Figure 4.15
Storage replication is used to keep the redundant storage device synchronized.



Dynamic Failure Detection and 
Recovery  
How can the notifi cation and recovery of IT resource failure 
be automated?

Problem When cloud-based IT resources fail, manual intervention may be 
unacceptably ineffi cient.

Solution A watchdog system is established to monitor IT resource status 
and perform notifi cations and/or recovery attempts during failure 
conditions.

Application Different intelligent monitoring and recovery technologies can be 
used to establish the automation of failure detection and recovery 
tasks with a focus on watching, deciding upon, acting upon, report-
ing, and escalating IT resource failure conditions.

Mechanisms Audit Monitor, Cloud Usage Monitor, Failover System, SLA Man-
agement System, SLA Monitor

Problem

Cloud   environments can be comprised of vast quantities of IT resources being accessed 
by numerous cloud consumers. Any of those IT resources can experience predictable 
failure conditions that require intervention to resolve. Manually administering and 
solving standard IT resource failures in cloud environments is generally ineffi cient and 
impractical.

Solution

A resilient watchdog system  is established to monitor and respond to a wide range of 
pre-defi ned failure scenarios. This system is further able to notify and escalate certain 
failure conditions that it cannot automatically solve itself.

Application

The   resilient watchdog system relies on a specialized cloud usage monitor (that can be 
referred to as the intelligent watchdog monitor) to actively monitor IT resources and 
take pre-defi ned actions in response to pre-defi ned events (Figures 4.16 and 4.17).
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Figure 4.16
The intelligent watchdog monitor keeps track of cloud consumer requests (1) and detects that a cloud 
service has failed (2). 

Figure 4.17
The intelligent watchdog monitor notifies the watchdog system (3), which restores the cloud service 
based on predefined policies (4). 
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The     resilient watchdog system, together with the intelligent watchdog monitor, per-
forms the following fi ve core functions:

 • watching

 • deciding upon an event

 • acting upon an event

 • reporting

 • escalating

Sequential recovery policies can be defi ned for each IT resource to determine how the 
intelligent watchdog monitor should behave when encountering a failure condition 
(Figure 4.18). For example, a recovery policy may state that before issuing a notifi cation, 
one recovery attempt should be carried out automatically.

Figure 4.18
In the event of any failures, the active monitor refers to its predefined policies to recover the service step by 
step, escalating the processes as the problem proves to be deeper than expected. 
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When the  intelligent watchdog monitor escalates an issue, there are common types of 
actions it may take, such as:

 • running a batch fi le

 • sending a console message

 • sending a text message

 • sending an email message

 • sending an SNMP trap

 • logging a ticket in a ticketing and event monitoring system 

There are varieties of programs and products that can act as an intelligent watch-
dog monitor. Most can be integrated   with standard ticketing and event management 
systems.

Mechanisms

 • Audit Monitor – This  mechanism may be required to ensure that the manner in 
which this pattern is carried out at runtime is in compliance with any related legal 
or policy requirements.

 • Cloud Usage Monitor – Various  specialized cloud usage monitors may be involved 
with monitoring and collecting IT resource usage data as part of failure conditions 
and recovery, notifi cation, and escalation activity.

 • Failover System – Failover  is fundamental to the application of this pattern, as the 
failover system mechanism is generally utilized during the initial attempts to 
recover failed IT resources.

 • SLA Management System and SLA Monitor – The   functionality introduced by the 
application of the Dynamic Failure Detection and Recovery pattern is closely asso-
ciated with SLA guarantees and therefore commonly relies on the information 
managed and processed by these   mechanisms.



Multipath Resource Access  
How can an IT resource be accessed when its pre-defi ned path is 
lost or becomes unavailable?

Problem When the path to an IT resource is lost or becomes unavailable, the 
IT resource becomes inaccessible. This can jeopardize the stability 
of an entire cloud-based solution until the cloud provider is able to 
supply the cloud consumer with the lost or updated path.

Solution Alternative paths to IT resources are provided to give cloud con-
sumers a means of programmatically or manually overcoming path 
failures.

Application A multipathing system that resides on the server or hypervisor 
is established to provide multiple alternative paths to the same, 
unique IT resource, while ensuring that the IT resource is viewed 
identically via each alternative path.

Mechanisms Cloud Storage Device, Hypervisor, Logical Network Perimeter, 
Resource Replication, Virtual Server 

Problem

Certain   IT resources can only be accessed using an assigned path (hyperlink) that 
leads to the location of the IT resources. The path can be inadvertently lost or incor-
rectly defi ned by the cloud consumer or changed by the cloud provider. When a cloud 
consumer no longer possesses the correct and exclusive path to an IT resource, this IT 
resource becomes inaccessible and unavailable (Figure 4.19). When this unavailability 
occurs without warning at runtime, exception conditions can result that compromise 
the stability of larger cloud solutions that depend on the IT resource’s availability.
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Figure 4.19
Physical Server A is connected to LUN A 
via a single fiber channel, and uses the LUN 
to store different types of data. The fiber 
channel connection becomes unavailable 
due to an HBA card failure and invalidates 
the path used by Physical Server A, which 
has now lost access to LUN A and all of its 
stored data.

Solution

A   multipathing system is established to provide alternative paths to IT resources pro-
viding cloud consumers with a means of programmatically or manually overcoming 
path failures (Figure 4.20).
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Application

The   application of this pattern requires the use of a multipathing system and the cre-
ation of alternative paths (or hyperlinks) that are assigned to specifi c IT resources. The 
alternative paths may be physical or virtual. The multipathing system resides on the 
server or hypervisor, and ensures that each IT resource can be seen via each alternative 
path identically.

The following steps are shown in Figure 4.21:

 1. Physical Server A is connected to the LUN A storage device via two different 
paths. 

 2. LUN A is seen as different LUNs from each of the two paths. 

 3. The multipathing system is put in place and confi gured. 

 4. LUN A is seen as one identical LUN from both paths. 

Figure 4.20
A multipathing system providing alternative paths to a cloud storage device.
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Figure 4.21
An example of a multipathing system.

 5. Physical Server A has access to LUN A from two different paths. 

 6. A link failure occurs and one of the paths becomes unavailable. 

 7. Physical Server A can still use LUN A because the other link remains active.

In some cases, a specifi c driver is required by the operating system to ensure that it 
understands the redundant paths and does view two paths leading to the same IT 
resource as two separate IT resources, as shown in Figure 4.22.
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Figure 4.22
A multipath driver is installed on a server to ensure that the operating system understands the redundant paths 
and views two paths leading   to the same IT resource as two separate IT resources. 

Mechanisms

 • Cloud Storage Device – The  cloud storage device is a common IT resource that may 
require the creation of an alternative path in order to remain accessible by solu-
tions that rely on data access.

 • Hypervisor – An  alternate path to a hypervisor is required to have a redundant 
link to the hosted virtual servers.

 • Logical Network Perimeter – This  mechanism guarantees that the privacy of cloud 
consumers is upheld even when multiple paths to the same IT resource are 
created.

 • Resource Replication – The  resource replication mechanism is required when it is 
necessary to create a new instance of an IT resource in order to generate the alter-
native path.

 • Virtual Server – This mechanism  is associated with Multipath Resource Access 
in how it hosts services that have multipath access via different links or virtual 
switches. In some cases, the hypervisor itself provides multipath access to the 
virtual   server.



Redundant Physical Connection for 
Virtual Servers   
How can a virtual server be kept connected when its physical 
connection fails?

Problem If the virtual switch uplink port used by a virtual server fails, the 
virtual server becomes isolated and unable to connect to the net-
work or any of its hosted IT resources.

Solution A redundant, physical backup network connection is established for 
virtual servers.

Application A second physical network card is added to the physical host and is 
confi gured as a hot standby uplink port for the virtual switch. 

Mechanisms Failover System, Hypervisor, Logical Network Perimeter, Physi-
cal Uplink, Resource Replication, Virtual Infrastructure Manager 
(VIM), Virtual Server, Virtual Switch

Problem

A    virtual server is connected to an external network via a virtual switch uplink port. 
If the uplink fails (due to, for example, cable disconnection or port failure), the virtual 
server becomes isolated and disconnects from the external network. 

The following steps are shown in Figure 4.23:

 1. A physical network adapter installed on the physical server host is connected to 
the physical switch on the network. 

 2. A virtual switch is created for use by two virtual servers. Because it requires 
access to the physical external network, the physical network adapter is attached 
to the virtual switch to be used as an uplink to the network. 

 3. The virtual servers communicate with the external network via the attached 
physical uplink network card. 

 4. A connection failure occurs, either because of a physical link connectivity issue 
between the physical adapter and the physical switch (4.1), or because of a physical 
network card failure (4.2). 

 5. The virtual servers lose access to the physical external network and are no longer 
accessible by their cloud consumers.
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Solution

One    or more redundant uplink connections are established and positioned in standby 
mode. A redundant uplink connection is available to take over as the active uplink con-
nection whenever the primary uplink connection becomes unavailable or experiences 
failure conditions (Figure 4.24).

Figure 4.23
The steps that can lead to the separation of virtual servers from their 
external network connection.

Figure 4.24
Redundant uplinks are installed on a physical server 
hosting several virtual servers. When one fails, another 
takes over to maintain the virtual servers’ active network 
connections.
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Application

While    the main uplink is working, virtual servers connect to the outside via that port. 
As soon as it fails, the standby uplink will automatically become the active uplink, and 
the server will send the packets to the outside via the new uplink. This process is also 
transparent to virtual servers and users.

While the second NIC is connected and receives the virtual server’s packets, it is not 
forwarding any traffi c while the primary uplink is alive. If, and when, the primary 
uplink fails, the secondary uplink starts to forward the packets without any pause or 
interruption. If the failed uplink happens to come back into operation, it will take over 
the lead role and the second NIC goes into standby mode again.

The following steps are shown in Figures 4.25 and 4.26:

 1. A new network adapter is added to support a redundant uplink. 

 2. Both network cards are connected to the physical external switch. 

 3. Both physical network adapters are confi gured to be used as uplink adapters for 
the virtual switch.

 4. One physical network adapter is designated as the primary adapter, whereas the 
other is designated as the secondary adapter providing the standby uplink. The 
secondary adapter does not forward any packets. 

 5. The primary uplink forwards packets to the external network until it becomes 
unavailable. 

 6. When required, the secondary standby uplink automatically becomes the primary 
uplink and uses the virtual switch to forward the virtual servers’ packets to the 
external network. 

 7. The virtual servers stay connected to the external physical network, without 
interruptions.
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Figure 4.25
An example scenario of the utilization of a redundant    uplink (Part I).
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Figure 4.26
An example scenario of the utilization of 
a redundant    uplink (Part II).

Mechanisms

 • Failover System – The  failover system is utilized to perform the failover of an 
unavailable uplink to a standby uplink.

 • Hypervisor – The  hypervisor hosts the virtual servers and some of the virtual 
switches, and provides virtual networks and virtual switches with access to the 
virtual servers. If a virtual switch’s physical uplink becomes unavailable, this 
mechanism is responsible for forwarding the virtual servers’ traffi c using another 
available physical uplink on the virtual switch.

 • Logical Network Perimeter – Logical  network perimeters ensure that the virtual 
switches that are allocated or defi ned for each cloud consumer remain isolated.

 • Physical Uplink – This  mechanism is used to establish connectivity between virtual 
switches and physical switches. Additional physical uplinks can be attached to a 
virtual switch to improve redundancy.

 • Resource Replication – Resource  replication is used to replicate the current status of 
the active uplink to a standby uplink, so that the connection remains active with-
out disruption. 

 • Virtual Infrastructure Manager (VIM) – This  mechanism is used to confi gure virtual 
switches and their uplinks, and performs the confi gurations on the hypervisors so 
that they can use another available uplink should an active uplink fail.
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 • Virtual Server – This pattern is primarily applied in support of maintaining the 
network connections for virtual servers.

 • Virtual Switch – This  mechanism uses the attached physical uplinks to establish 
physical connection redundancy that allows virtual servers to be redundantly 
connected to cloud consumers and the physical    network.



Synchronized Operating State  
How can the availability and reliability of virtual servers be 
ensured when high availability and clustering technology is 
unavailable?

Problem A cloud consumer may be prevented from utilizing high availabil-
ity and clustering technology for its virtual servers or operating 
systems, thereby making them more vulnerable to failure.

Solution A composite failover system is created to not rely on clustering or 
high availability features but instead use heartbeat messages to 
synchronize virtual servers.

Application The heartbeat messages are processed by a specialized service agent 
and are exchanged between hypervisors, the hypervisor and virtual 
server, and the hypervisor and VIM.

Mechanisms Cloud Storage Device, Failover System, Hypervisor, Resource Repli-
cation, State Management Database, Virtual Server

Problem

Technical   restrictions, licensing restrictions, or other reasons may prevent a cloud con-
sumer from taking advantage of clustering and high availability technology and prod-
ucts. This can seriously jeopardize the availability and scalability of its cloud services 
and applications.

Solution

A system comprised of a set of mechanisms and relying on the use of heartbeat mes-
sages is established to emulate select features of clustering and high availability IT 
resources (Figure 4.27).
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Application

Heartbeat messages   are processed by a heartbeat monitor agent and are exchanged 
between:

 • hypervisors

 • each hypervisor and each virtual server

 • each hypervisor and the central VIM

If an operating system is placed on a physical server, it needs to be converted into a 
virtual server prior to the issuance of heartbeat messages. 

The following steps are shown in Figure 4.28:

 1. A virtual server is created from the physical server. 

 2. The hypervisor proceeds to host the virtual server. 

 3. The primary virtual server is equipped with fault tolerance and maintains a syn-
chronized state via the use of heartbeat messages.

 4. The secondary server that shares the synchronized state is available in case the 
primary virtual server fails.

Figure 4.27
Special   heartbeat agents are employed to monitor heartbeat messages exchanged 
between the servers.
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The application/service monitoring station monitors the servers and cloud services. 
In the event of failure, this station attempts recovery based on sequential pre-defi ned 
policies. If the primary server’s operating system fails, procedures   are in place to avoid 
downtime (Figure 4.29).

Figure 4.28
The cloud architecture resulting from the application of this pattern.
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Figure 4.29
When the primary virtual server fails, along with its hosted cloud service, heartbeat 
messages are no longer transmitted. As a result, the hypervisor recognizes the failure and 
switches activity to the secondary virtual server that maintains the synchronized state. 
After the primary virtual server is back online, the hypervisor creates a new secondary for 
the new primary, and proceeds to save it as a synchronized   non-active state.
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Mechanisms

 • Cloud Storage Device – Cloud  storage devices may be used to host the primary and 
secondary (shadow) copies of virtual server data and cloud service instances.

 • Failover System – The  failover system is responsible for providing failsafe logic 
in support of switch cloud consumer requests from a primary virtual server to a 
secondary virtual server.

 • Hypervisor – The  hypervisor hosts the primary and secondary (shadow) state data, 
in addition to providing the features that resource replication needs to replicate 
the primary state.

 • Resource Replication – Resource  replication performs the replication of the primary 
virtual server state to a secondary (shadow) copy.

 • State Management Database – The  state management database actively stores and 
restores secondary operating state data in support of primary virtual server fail-
ure and recovery.

 • Virtual Server – Virtual servers  are the primary mechanism to which this pattern 
is   applied.



Zero Downtime  
How can downtime of virtual servers be avoided or eliminated?

Problem It is challenging to provide zero downtime guarantees when a 
physical host acts as a single point of failure for virtual servers.

Solution A fault tolerance system is established so that when a physical 
server fails, virtual servers are migrated to another physical server. 

Application A combination of virtual server fault tolerance, replication, clus-
tering, and load balancing are applied and all virtual servers are 
stored in a shared volume allowing different physical hosts to 
access their fi les. 

Mechanisms Audit Monitor, Cloud Storage Device, Cloud Usage Monitor, 
Failover System, Hypervisor, Live VM Migration, Logical Network 
Perimeter, Physical Uplink, Resource Cluster, Resource Replication, 
Virtual CPU, Virtual Disk, Virtual Infrastructure Manager (VIM), 
Virtual Network, Virtual RAM, Virtual Server, Virtual Switch, Vir-
tualization Agent, Virtualization Monitor

Problem

A   physical server naturally acts as a single point of failure for the virtual servers it hosts. 
As a result, when the physical server fails or is compromised, the availability of any (or 
all) hosted virtual servers can be affected. This makes the issuance of zero downtime 
guarantees by a cloud provider to cloud consumers challenging.

Solution

A failover system is established so that virtual servers are dynamically moved to dif-
ferent physical server hosts in the event that their original physical server host fails. 
For example, in Figure 4.30, Virtual Server A is dynamically moved to another physical 
server host.
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Application

Multiple physical servers are assembled into a group that is controlled by a fault toler-
ance system capable of switching activity from one physical server to another, without 
interruption. Resource cluster and live VM migration components are commonly part 
of this form of high availability cloud architecture.

The resulting fault tolerance assures that, in case of physical server failure, hosted vir-
tual servers will be migrated to a secondary physical server. All virtual servers are 
stored on a shared volume (as per Persistent Virtual Network Confi guration   (227)) so 
that other physical server hosts in the same group can access their fi les. 

Live storage replication can further be utilized to guarantee that virtual server fi les and 
hard disks remain available   via secondary storage devices. 

Mechanisms

 • Audit Monitor – This  mechanism may be required to ensure that the relocation of 
virtual servers does not relocate hosted data to prohibited locations.

Figure 4.30
Physical Server   A fails, triggering the live VM migration program to 
dynamically move Virtual Server A to Physical Server B.
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 • Cloud Storage Device – A  cloud storage device is used to store virtual server net-
work confi guration data shared by the physical servers. It stores virtual servers 
and virtual disks in a central repository so that other available hypervisors can 
access the fi les and power on the failed virtual servers in case one of the hypervi-
sors fails.

 • Cloud Usage Monitor – Incarnations  of this mechanism are used to monitor the 
actual IT resource usage of cloud consumers to help ensure that virtual server 
capacities are not exceeded.

 • Failover System – The  failover system can be used to switch from a failed primary 
physical server to a secondary physical server.

 • Hypervisor – The hypervisor  of each affected physical server hosts the affected 
virtual servers.

 • Live VM Migration – When  multiple instances of the same service or virtual server 
are provisioned for the purpose of redundancy and availability, this mechanism 
is used to seamlessly distribute different instances of the same service between 
different hypervisors to make sure one hypervisor will not become a single   point 
of failure.

 • Logical Network Perimeter – Logical  network perimeters provide and maintain the 
isolation that is required to ensure that each cloud consumer remains within its 
own logical boundary subsequent to virtual server relocation.

 • Physical Uplink – Physical  uplinks are used and deployed in a redundant model, so 
that the virtual servers and services will not lose their connectivity to the cloud 
service consumers if a physical uplink fails or becomes disconnected.

 • Resource Cluster – The  resource cluster mechanism is applied to create different 
types of active/active cluster groups that collaboratively improve the availability 
of virtual server-hosted IT resources.

 • Resource Replication – This  mechanism can create new virtual server and cloud 
service instances upon primary virtual server failure.

 • Virtual CPU – The  virtual CPU mechanism is used to provide CPU cycling, sched-
uling, and processing capabilities to the virtual servers.

 • Virtual Disk – This  mechanism is used to allocate local storage space to the hosted 
virtual servers.



146 Chapter 4: Reliability, Resiliency and Recovery Patterns

 • Virtual Infrastructure Manager (VIM) – This  mechanism is used to control the avail-
ability and redundancy of the virtual servers and services, and initiates proper 
command when rebalancing the environment or recreating a new instance of a 
service or virtual server is required.

 • Virtual Network – This  mechanism is used to connect virtual servers and the ser-
vices hosted on top of them.

 • Virtual RAM – This  mechanism is used to establish access for the virtual servers 
and applications to the physical memory installed on the physical server. 

 • Virtual Server – This  is the mechanism to which this pattern primarily applied.

 • Virtual Switch – This  mechanism is used to connect hosted virtual servers to the 
physical network and external cloud service consumers using physical uplinks. 

 • Virtualization Agent – Virtual  servers use this mechanism to send regular heartbeat 
messages to the hypervisor. A recovery process is initiated if the hypervisor does 
not receive heartbeats after an extended period of time. 

 • Virtualization Monitor – This  mechanism is used to monitor the virtual servers’ 
availability and operational   status. 



Storage Maintenance Window  
How can access to data in a cloud storage device be preserved 
during a maintenance outage?

Problem Hardware maintenance on cloud storage devices can require shut-
ting down the device, resulting in loss of data access and disruption 
of service.

Solution An outage prevention system is created to temporarily move the 
data without interruption during maintenance and other types of 
outages.

Application LUN migration is applied to temporarily transfer data to a separate 
cloud storage device during the maintenance window.

Mechanisms Cloud Storage Device, Failover System, Resource Replication

Problem

Cloud   storage devices subject to maintenance and administrative tasks may need to be 
temporarily shut down, thereby causing an outage to cloud service consumers and IT 
resources that require access to the devices and the data they host (Figure 4.31).
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Solution

Prior to   a cloud storage device undergoing a maintenance outage, its data can be tempo-
rarily moved to a duplicate, secondary cloud storage device. Cloud service consumers 
are automatically and transparently redirected to the secondary cloud storage device 
and are unaware that the primary cloud storage device has been taken offl ine.

Application

Live   storage migration is used to convert the data as a whole into an isolated mode and 
move it to the secondary cloud storage device, as shown in Figures 4.32 to 4.37. 

Figure 4.31
The maintenance task carried out by a cloud resource administrator causes an outage for the cloud 
storage device. Resultantly, the cloud storage device becomes unavailable to cloud service consumers.
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Figure 4.32
The cloud storage   device is scheduled to undergo a maintenance outage. 
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Figure 4.33
Live storage   migration moves the LUNs from the primary storage device to a secondary storage device. 
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Figure 4.34
When the LUN’s   data has been migrated, requests for the data are forwarded to the duplicate LUNs on the secondary storage 
device. 
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Figure 4.35
The primary   storage is powered off for maintenance.
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Figure 4.36
When it is   confirmed that the maintenance task on the primary storage device has been completed, the primary storage is 
brought back online. Live storage migration subsequently restores the LUN data from the secondary storage device to the 
primary storage device. 
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Figure 4.37
When the LUN   migration is completed, all data access requests are forwarded back to the primary storage device. 

Mechanisms

 • Cloud Storage Device – This  is the primary mechanism to which this pattern is 
applied.

 • Failover System – Although  the migration is often pre-scheduled when this pattern 
is applied, both manually and automatically initiated failover can be incorporated 
into this cloud architecture.

 • Resource Replication – The  resource replication mechanism is used to keep the pri-
mary and secondary storage devices   synchronized.



Virtual Server Auto Crash Recovery  
In the event that a virtual server’s operating system crashes, 
how can the hosted cloud services be automatically recovered?

Problem A virtual server whose operating system suddenly fails needs to be 
able to have its hosted cloud services automatically recovered.

Solution The virtual server’s activity is constantly monitored and traced for 
recovery, in the event of an operating system failure.

Application Applying this pattern involves specifi c techniques and mechanisms 
that are used by the hypervisor to check the operational status of 
the virtual server.

Mechanisms Hypervisor, Virtualization Agent

Problem

When   the operating system of a virtual server fails or crashes, the cloud services that 
are hosted on this virtual server also become unavailable. This can in turn cause an 
outage or even an SLA breach, since some organizations have little to no tolerance for 
outages. 

The following steps are shown in Figure 4.38:

 1. Cloud Service A is running on Virtual Server A.

 2. Cloud consumers suddenly cannot access the service. 

 3. An investigation shows that Hypervisor A is working fi ne and has been allocating 
resources to Virtual Server A. However, Virtual Server A’s resource usage is zero. 
Further investigation reveals that its operating system has crashed, which is why 
Cloud Service A is not working.

The system administrator has to manually reboot Virtual Server A in order to bring it 
back into operation.
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Solution

Applying   this pattern ensures that the operational status of a given virtual server is 
always being checked by the hypervisor on a routine basis. If the virtual server is not 
running or shows no signs of operation after a certain length of time, then the hyper-
visor takes action and restarts the virtual server automatically, to recover the virtual 
server from a crash.

The scenario that results is illustrated in Figure 4.39 in the following steps:

 1. Hypervisor A is monitoring Virtual Server A’s operational status.

 2. Cloud Service A becomes unavailable due to an operating system failure on Vir-
tual Server A. 

 3. Hypervisor A becomes aware of the nonoperational status of Virtual Server A 
immediately.

 4. Hypervisor A restarts Virtual Server A.

Figure 4.38
Cloud Service A becomes suddenly inaccessible to a cloud consumer.
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 5. Service resumes without requiring human interaction and cloud consumers can 
access the virtual server.

 6. Hypervisor A continues to monitor the operational status of Virtual Server A.

Application

This pattern   can be applied in different ways, depending on the brand and model of 
the hypervisor and the mechanism used to track the resource utilization of the virtual 
servers. The following chart in Figure 4.40 illustrates the steps involved in applying the 
pattern.

Different methods and mechanisms can be used to check the virtual server’s opera-
tional status, such as a mechanism that can install an agent inside the virtual server 
that reports back to the hypervisor. Another mechanism is a hypervisor that checks the 
resource usage of the virtual server, including memory and CPU usage, at pre-defi ned 
intervals. A different method is to check the virtual server’s network traffi c and storage 
traffi c for communication over the network and whether it is accessing or requesting 
any storage.

Figure 4.39
After the crash, Cloud Service A becomes available again.
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While this pattern ensures that virtual servers, applications, and services are opera-
tional and can be automatically recovered in the case of an operating system failure, this 
pattern may also restart the virtual server as a result   of a “false positive.”

Mechanisms

 • Hypervisor – The  hypervisor mechanism hosts the virtual servers and is responsi-
ble for making sure the virtual servers are up and running. Any failed or crashed 
virtual servers are restarted by this mechanism.

 • Virtualization Agent – This  mechanism establishes one-way communication via 
specialized messages that are sent by the virtual servers to the host hypervisor at 
frequent and regular intervals to confi rm virtual server   operation.

Figure 4.40
The steps involved in applying this pattern are shown.



Non-Disruptive Service Relocation  
How can cloud service activity be temporarily or permanently 
relocated without causing service interruption?

Problem There are circumstances under which redirecting cloud service 
activity or relocating an entire cloud service implementation is 
required or preferable. However, diverting service activity or relo-
cating a cloud service implementation can cause outage, thereby 
disrupting the availability of the cloud service.

Solution A system can be established whereby cloud service redirection or 
relocation is carried out at runtime by temporarily creating a dupli-
cate implementation before the original implementation is deacti-
vated or removed.

Application Virtualization technology is used by the system to enable the dupli-
cation and migration of the cloud service implementation across 
different locations in realtime.

Mechanisms Cloud Storage Device, Cloud Usage Monitor, Hypervisor, Live VM 
Migration, Pay-Per-Use Monitor, Resource Replication, SLA Man-
agement System, SLA Monitor, Virtual Infrastructure Manager 
(VIM), Virtual Server, Virtual Switch

Problem 

A   cloud service can become unavailable due to a number of reasons, such as:

 • The cloud service encounters more runtime usage demand than it has processing 
capacity to handle.

 • The cloud service implementation needs to undergo a maintenance update that 
mandates a temporary outage.

 • The cloud service implementation needs to be permanently migrated to a new 
physical server host.

Cloud service consumer requests are rejected if a cloud service becomes unavailable, 
which can potentially result in exception conditions. Rendering the cloud service tem-
porarily unavailable to cloud consumers is not preferred even if the outage is planned.
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Solution 

A system   is established by which a pre-defi ned event triggers the duplication or migra-
tion of a cloud service implementation at runtime, thereby avoiding any disruption in 
service for cloud consumers.

An alternative to scaling cloud services in or out with redundant implementations, 
cloud service activity can be temporarily diverted to another hosting environment at 
runtime by adding a duplicate implementation onto a new host. Cloud service con-
sumer requests can similarly be temporarily redirected to a duplicate implementation 
when the original implementation needs to undergo a maintenance outage. The relo-
cation of the cloud service implementation and any cloud service activity can also be 
permanent to accommodate cloud service migrations to new physical server hosts.

Application

A key   aspect to the underlying architecture is that the system ensures that the new 
cloud service implementation is successfully receiving and responding to cloud service 
consumer requests before the original cloud service implementation is deactivated or 
removed.

A common approach is to employ the live VM migration component to move the entire 
virtual server instance hosting the cloud service. The automated scaling listener and/or 
the load balancer mechanisms can be used to trigger a temporary redirection of cloud 
service consumer requests in response to scaling and workload distribution require-
ments. In this case either mechanism can contact the VIM to initiate the live VM migra-
tion process.

The steps involved in applying the Non-Disruptive Service Relocation pattern are illus-
trated in Figures 4.41 through 4.43.

 1. The automated scaling listener monitors the workload for a cloud service.

 2. As the workload increases, a pre-defi ned threshold within the cloud service is 
reached. 

 3. The automated scaling listener signals the VIM to initiate the relocation.

 4. The VIM signals both the origin and destination hypervisors to carry out a run-
time relocation via the use of a live VM migration program.

 5. A second copy of the virtual server and its hosted cloud service are created via the 
destination hypervisor on Physical Server B.
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Figure 4.41
An example   of a scaling-based application of the Non-Disruptive Service Relocation pattern (Part I).

 6. The state of both virtual server instances is synchronized.

 7. The fi rst virtual server instance is removed from Physical Server A after it is 
confi rmed that cloud service consumer requests are being successfully exchanged 
with the cloud service on Physical Server B.

 8. Cloud service consumer requests are only sent to the cloud service on Physical 
Server B from hereon.
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Figure 4.42
An example   of a scaling-based application of the Non-Disruptive Service Relocation pattern 
(Part II).
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Figure 4.43
An example   of a scaling-based application of the Non-Disruptive Service Relocation pattern (Part III).
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Depending on the location of the virtual server’s disks and confi guration, this migra-
tion can happen in one of two ways:

 • If the virtual server disks are stored on a local storage device or on non-shared 
remote storage devices attached to the source host, then a copy of the virtual 
server disks is created on the destination host (either on a local or remote shared/
non-shared storage device). After the copy has been created, both virtual server 
instances are synchronized and virtual server fi les are subsequently removed 
from the origin host.

 • If the virtual server’s fi les are stored on a remote storage device shared between 
origin and destination hosts, there is no need to create the copy of virtual server 
disks. In this case, the ownership of the virtual server is simply transferred from 
the origin to the destination physical server host, and the virtual server’s state is 
automatically synchronized.

Note that this   pattern confl icts and cannot be applied together with Direct I/O Access 
  (169). A virtual server with direct I/O access is locked into its physical server host and 
cannot be moved to other hosts in this fashion. 

Furthermore, Persistent Virtual Network Confi guration   (227) may need to be applied 
in support of this pattern so that by moving the virtual server, its defi ned network con-
fi guration is not inadvertently lost, which would prevent cloud service consumers from 
being able to connect to the virtual server.

Mechanisms

 • Cloud Storage Device – This  mechanism is fundamental to the Non-Disruptive 
Service Relocation pattern in how it provides the storage required to host data 
pertaining to the virtual servers in a central location.

 • Cloud Usage Monitor – Cloud  usage monitors are used to continuously track IT 
resource usage and activity of the system established by the Non-Disruptive Ser-
vice Relocation pattern.

 • Hypervisor – The hypervisor  is associated with this pattern in how it is used to 
host the virtual servers that are hosting the cloud services that need to be relo-
cated. It is further used to transfer a virtual server’s ownership and runtime, 
including CPU and memory state, from one hypervisor to another.
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 • Live VM Migration – This  mechanism is responsible for transferring the ownership 
and runtime information of a virtual server from one hypervisor to another.

 • Pay-Per-Use Monitor – The  pay-per-use monitor is used to continuously collect 
the service usage costs of the IT resources at both their source and destination 
locations.

 • Resource Replication – The  resource replication mechanism is used to instantiate 
the shadow copy of the cloud service at its destination.

 • SLA Management System – The  SLA management system is responsible for acquir-
ing SLA information from the SLA monitor, in order to obtain cloud service 
availability assurances both during and after the cloud service has been copied or 
relocated.

 • SLA Monitor – This  monitoring mechanism collects the aforementioned informa-
tion required by the SLA management system.

 • Virtual Infrastructure Manager (VIM) – This  mechanism is used to initiate reloca-
tion, which can be automated in response to a threshold being reached or monitor-
ing event.

 • Virtual Server – Virtual  servers generally host the cloud services at the source and 
destination locations.

 • Virtual Switch – The  virtual switch mechanism keeps virtual servers connected to 
and accessible over the   network.
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pattern, profi le, 330-334
Prentice Hall Service Technology Series 

from Thomas Erl, 2-6
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Secure External Cloud Connection design 
pattern, profi le, 404-408

secure fi rmware boot, 339
Secure On-Premise Internet Access design 

pattern, profi le, 397-403
secure token service (STS), 368, 435

defi ned, 526
security information and event 

management (SIEM) system, 403, 459, 
464, 469

defi ned, 526
Self-Provisioning design pattern, 297, 302, 

318, 475, 477, 479, 481, 483
profi le, 324-329

sequence logger, 296
sequence manager, 296
server groups, 35
server images, 296
server templates, 296
Service Load Balancing design pattern, 

485, 491, 494, 503
profi le, 32-36

Service State Management design 
pattern, 481

profi le, 61-63
Shared Resources design pattern, 16, 

99-100, 106, 475, 477, 479, 481, 483, 
486-487

profi le, 17-21
sibling resource pools, 101
SIEM. See security information and event 

management (SIEM) system
Single Root I/O Virtualization design 

pattern, profi le, 178-180
single sign-on (SSO), defi ned, 527
SLA management system, 126, 165, 294, 309

defi ned, 527
SLA monitor, 126, 165, 287, 294, 319

defi ned, 527
SOA Design Patterns (Erl), 3
Software-as-a-Service compound pattern, 

20, 473, 486
profi le, 478-479

resilient watchdog system, 123-125
resource borrowing, 106
resource cluster, 24, 36, 56, 118, 145

defi ned, 526
resource constraints, 106
Resource Management design pattern, 475, 

477, 479, 481, 483
profi le, 320

resource management system, 104, 111, 304, 
308, 319

defi ned, 526
Resource Pooling design pattern, 20, 28, 38, 

98, 106-107, 475, 477, 481, 483, 485-487, 
494, 496, 499

profi le, 99-105
resource replication, 21, 24, 31, 36, 41, 44, 

50, 56, 60, 63, 104, 111, 118, 122, 131, 136, 
142, 145, 154, 165, 171, 177, 193, 229, 300, 
304, 309, 314

defi ned, 526
Resource Reservation design pattern, 20, 

88, 98, 100, 477, 479, 481, 485-487, 494, 496
profi le, 106-111

Resource Workload Management 
compound pattern, 473

profi le, 506
rootkits, types of, 337

S
SaaS. See Software-as-a-Service compound 

pattern; Software-as-a-Service 
environments

sandbox, 469
defi ned, 526

Secure Burst Out to Private Cloud/
Public Cloud compound pattern, 473

profi le, 501-502
Secure Cloud Interfaces and APIs design 

pattern, 510
profi le, 360-363

Secure Connection for Scaled VMs design 
pattern, 502, 510

profi le, 409-415
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Trust Attestation Service design pattern, 
502, 510

profi le, 448-451
trusted boot, 339
Trusted Cloud Resource Pools design 

pattern, 502, 510
profi le, 354-359

Trusted Platform BIOS design pattern, 
502, 510

profi le, 337-340
trusted platform module (TPM), 193, 

339-340, 343, 349, 359, 451, 529
trust models for CVS, 442

U
usage database, 286
Usage Monitoring design pattern, 284, 289, 

475, 477, 479, 481, 483, 485, 491, 493, 499
profi le, 285-287

usage monitoring station, 286
usage reporter, 287

V
vCPU. See virtual CPU (vCPU)
vDisk. See virtual disk (vDisk)
VIM. See virtual infrastructure manager 

(VIM)
virtual appliance

Cross-Hypervisor Workload Mobility 
design pattern, 251

defi ned, 529
virtual CPU (vCPU)

Cross-Hypervisor Workload Mobility 
design pattern, 21, 41, 56, 104, 111, 
145, 251

defi ned, 529
Virtual Disk Splitting design pattern, 

profi le, 209
virtual disk (vDisk), 145, 209, 251

defi ned, 530
virtual fi rewall, 234, 415

defi ned, 530

Software-as-a-Service environments, 
networking interfaces, 222

solutions in pattern profi les, 12
SSO (single sign-on), defi ned, 527
statefulness, 61-63
Stateless Hypervisor design pattern, 

profi le, 278-282
state management database, 63, 142

defi ned, 527
Storage Maintenance Window design 

pattern, 491
profi le, 147-154

storage path masking, 220
defi ned, 528

storage pools, 101
Storage Workload Management design 

pattern, 485, 504, 506
profi le, 64-70

STS. See secure token service (STS)
sub-LUN migration, 213

defi ned, 528
Sub-LUN Tiering design pattern, profi le, 

210-213
symbols, legend, 5
Synchronized Operating State design 

pattern, 491
profi le, 138-142

T
thin provisioning, 46-48
Threat Intelligence Processing design 

pattern, profi le, 465-469
threat intelligence system, 386, 469

defi ned, 528
TPM (trusted platform module), 193, 

339-340, 343, 349, 359, 451, 529
traffi c fi lter, 420

defi ned, 528
traffi c monitor, 420, 424

defi ned, 529
trust attestation service. See attestation 

service
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Virtual Server-to-Virtual Server Affi nity 
design pattern, 234

profi le, 267-271
Virtual Server-to-Virtual Server 

Anti-Affi nity design pattern, profi le, 
272-277

Virtual Switch Isolation design pattern, 
profi le, 235-239

virtual switches, 56-60, 92, 118, 137, 146, 
165, 230, 234, 239, 243, 246, 251, 266

defi ned, 532
virtualization, 19, 487

types of, 344
virtualization agent, 89, 146, 158

defi ned, 532
virtualization monitor, 56, 89, 118, 146, 

209, 334
defi ned, 533

VMs (virtual machines). See virtual server
volume-based attacks, 416-417
VPC. See virtual private cloud (VPC)
VPN. See virtual private network (VPN)
VPN cloud hub, 408

defi ned, 533
vRAM. See virtual RAM (vRAM)

W
Web sites

www.cloudpatterns.org, 6, 14
www.cloudschool.com, 6
www.servicetechbooks.com, 2, 6-7
www.servicetechmag.com, 6
www.servicetechspecs.com, 6
www.whatiscloud.com, 6, 14

Workload Distribution design pattern, 475, 
477, 479, 481-482, 485, 491, 493, 504

profi le, 22-24
workloads, defi ned, 517

X-Y-Z
X.509 certifi cates. See certifi cate

Zero Downtime design pattern, 98, 491
profi le, 143-146

virtual infrastructure manager (VIM), 21, 
41, 56, 60, 89, 92, 104, 111, 118, 136, 146, 
165, 172, 177, 209, 226, 230, 234, 238, 246, 
251, 257, 264, 271, 277, 282, 334, 375

defi ned, 530
virtual machines (VMs). See virtual server
virtual network, 146, 243, 251, 239

defi ned, 530
virtual private cloud (VPC), 408

defi ned, 531
virtual private network (VPN), 403, 408, 

429, 435
defi ned, 531

virtual private network (VPN) cloud hub. 
See VPN cloud hub

virtual RAM (vRAM), 21, 41, 56, 89, 104, 
111, 146

defi ned, 531
virtual server, 21, 24, 31, 41, 44, 51-56, 60, 

63, 105, 111, 118, 131-137, 142, 146, 165, 
172, 177, 230, 248, 300, 304, 314, 353, 
369-374, 522

defi ned, 531
Virtual Server Auto Crash Recovery design 

pattern, profi le, 155-158
Virtual Server Connectivity Isolation 

design pattern, profi le, 231-234
Virtual Server Folder Migration design 

pattern, profi le, 223-226
Virtual Server NAT Connectivity design 

pattern, profi le, 240-243
virtual server pools, 100
virtual server snapshot, 251

defi ned, 532
virtual server state manager, 251

defi ned, 532
Virtual Server-to-Host Affi nity design 

pattern, profi le, 252-257
Virtual Server-to-Host Anti-Affi nity 

design pattern, profi le, 258-264
Virtual Server-to-Host Connectivity 

design pattern, profi le, 265-266

http://www.cloudpatterns.org
http://www.cloudschool.com
http://www.servicetechbooks.com
http://www.servicetechmag.com
http://www.servicetechspecs.com
http://www.whatiscloud.com

	Contents
	CHAPTER 4: Reliability, Resiliency and Recovery Patterns
	Resource Pooling
	Problem
	Solution
	Application
	Mechanisms

	Resource Reservation
	Problem
	Solution
	Application
	Mechanisms

	Hypervisor Clustering
	Problem
	Solution
	Application
	Mechanisms

	Redundant Storage
	Problem
	Solution
	Application
	Mechanisms

	Dynamic Failure Detection and Recovery
	Problem
	Solution
	Application
	Mechanisms

	Multipath Resource Access
	Problem
	Solution
	Application
	Mechanisms

	Redundant Physical Connection for Virtual Servers
	Problem
	Solution
	Application
	Mechanisms

	Synchronized Operating State
	Problem
	Solution
	Application
	Mechanisms

	Zero Downtime
	Problem
	Solution
	Application
	Mechanisms

	Storage Maintenance Window
	Problem
	Solution
	Application
	Mechanisms

	Virtual Server Auto Crash Recovery
	Problem
	Solution
	Application
	Mechanisms

	Non-Disruptive Service Relocation
	Problem
	Solution
	Application
	Mechanisms


	About the Authors
	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	X
	Y
	Z




