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A
access control list permissions,

protecting data sets, 49-53
ACLs, modifying, 53
activating UNIXPRIV, 59-60
adding

dataset profiles, 47
profiles, 46
users (RACF), 28

administrators, limited-
authority RACF
administrators. See limited-
authority RACF
administrators

APF lists, 114
audit settings, 94
auditing, 99

Program Properties Table
report, 103

RACF Authorized Caller
(ICHAUTAB) Table
report, 104

RACF Exits report, 104-105
RACF health checks. See

RACF health checks

running DSMON, 101-102
Selected Data Sets report,

106-107
Selected User Attribute

report, 105-106
Set RACF options

(SETROPTS) command,
108-110

System Report, 102-103
z/OS, 99
zSecure, 118-119

auditors, audit settings, 94
authentication, enterprise

security administration, 145
authorization, enterprise

security administration, 145

B
backward compatibility, 

z/OS, 10
batch jobs, ISPF, 10

dataset creation, 11-12
editing data set members,

12-15

C
categories, security data, 65-66
checks, RACF health 

checks, 114
classes, 117-118
RACF_IBMUSER_

REVOKED, 117
RACF_SENSITIVE_

RESOURCES, 114-116
chown privileges, deleting, 

61-63
CICS (Customer Information

Control System), 141
classes

RACF active health checks,
117-118

for USS logging, 92
client/server architecture

versus mainframes, 3-4
CMDVIOL, 108
commands

console commands, 74
Set RACF options

(SETROPTS), 108-110
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communicating between
enterprises, 148-149

communication protocols,
enterprise components, 
141-144

components of enterprises,
137-139

communication protocols,
141-144

security, 139-141
configuring logging, 73

RACF configuration, 80-82
SMF configuration, 74-80

connecting users to groups
(RACF), 39-41

console commands, 74
context-sensitive help, 22
converting dates, 85
credential propagation,

enterprise security
administration, 145-147

Customer Information Control
System (CICS), 141

D
data set members, editing, 

12-15
data sets

JCL, 9-10
protecting, 45

access control list per-
missions, 49-53

default permissions, 
45-48

project groups and
generic profiles, 53-57

dataset creation, batch jobs
(ISPF), 11-12

dataset profiles, adding, 47
dates, converting, 85
DD (data definition), JCL, 83

default permissions, protecting
data sets, 45-48

delegating chown privileges,
protecting other resources,
61-63

deleting resource profiles,
protecting resources, 63

DIRACC, 92
DIRSRCH, 92
displaying groups (RACF), 

38-39
DRDA (Distributed Relational

Database Architecture), 143
DSMON, running, 101-102

E
editing data set members, batch

jobs (ISPF), 12-15
editors, ISPF editor, 13
EJBs (Enterprise Java 

Beans), 143
enterprises

communicating between,
148-149

components of, 137-139
communication proto-

cols, 141-144
security, 139-141

defined, 136-137
security administration, 144

authentication and
authorization, 145

credential propagation
and transformation,
145-147

event logging, 74

F
FACILITY, 117, 131-133
filtering jobs, JCL, 18-19
FSOBJ, 92
FSSEC, 92

G
generating reports

ICETOOL, 87-91
other reports, 91
sequential reports, 85-86
unloading log data to

sequential text files, 82-85
generic profiles, protecting data

sets, 53-57
group authorities, limited-

authority RACF
administrators, 122-124

group authority, 40
group-AUDITOR, 123-127
group-OPERATIONS, 

123, 128
group-owned profiles, limited-

authority RACF
administrators, 122-124

group-AUDITOR, 124-127
group-OPERATIONS, 128
group-SPECIAL, 127-128

group-SPECIAL, 123, 127-128
groups, project groups

(protecting data sets), 53-57
groups (RACF), 36

connecting users to, 39-41
displaying, 38-39
searching, 36-38

H
“Hello, World,” TSO, 6-7
help, 22

context-sensitive help, 22
ISPF, 23
manuals, 24-25
TSO, 23

HLQ (high-level qualifier), 49
home directories, OMVS, 

34-36
HTTP (Hyper Text Transfer

Protocol), 142
HTTP proxy servers, 140
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I
IBM Health Checker for 

z/OS, 114
IBM LookAt search engine, 48
IBM Tivoli zSecure, 42-43
ICETOOL, 87-91
ICHAUTAB report, 104
IDs

removing with IRRRID00,
111-113

residual IDs, 
IRRRID00, 111

specified IDs, 
IRRRID00, 111

IMS (Information Management
System), 141

INDD1, 111
Information Management

System (IMS), 141
INITSTATS, 108
Interactive System Productivity

Facility (ISPF), 10
batch jobs, 10

dataset creation, 11-12
editing data set mem-

bers, 12-15
help, 23

IPCOBJ, 92
IRR.DIGTCERT.**, 131
IRR.LISTUSER, 131
IRR.PASSWORD.RESET, 131
IRRDBU00, 110-111

removing IDs with
IRRRID00, 111-113

IRRDU00, 110
IRRRID00, removing IDs,

111-113
ISPF (Interactive System

Productivity Facility), 10
batch jobs, 10

dataset creation, 11-12
editing data set mem-

bers, 12, 14-15
help, 23

ISPF editor, 13

J
JCL (Job Control Language), 7

data sets, 9-10
DD (data definitions), 83
introduction to, 8
ISPF, batch jobs, 10-15
job output, viewing, 16, 18
jobs, filtering, 18-19
syntax, 15-16

JES (Job Entry 
Subsystems), 16

JES2, 16
JES3, 16
job output, viewing (JCL), 

16-18
jobs, filtering (JCL), 18-19

L
libraries, parameter 

libraries, 75
limited-authority RACF

administrators
group authorities, 122-124
profiles owned by groups,

122-124
group-AUDITOR, 

124-127
group-

OPERATIONS, 128
group-SPECIAL, 

127-128
profiles owned by users,

121-122
system-level 

authorities, 128
users, 129

creating, 129-130
creating TSO segments,

131
manipulating, 131-133
permitting access to TSO

segments, 130
LINKLIST concatenation, 114
logging

configuring, 73
RACF configuration, 

80-82
SMF configuration, 

74-80
events, 74
reports

ICETOOL, 87-91
other reports, 91
sequential reports, 85-86
unloading log data to

sequential text files, 
82-85

USS, 91-92
classes for, 92
SMF settings, 93
specifying, 93-94
viewing log records, 95

zSecure, 95-97
logging into mainframes, 5-6

M
main menu, RACF, 28
mainframes, 2-3

history of, 1-2
logging into, 5-6
versus client/server, 3-4

manipulating users, limited-
authority RACF
administrators, 131-133

manuals, help, 24-25
modifying

ACLs, 53
users (RACF)

for OMVS access, 
31-36

from TSO, 34-36

N
NOPROTECTALL, 109
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O
OMVS, 20-21

home directories, creating,
34-36

modifying users for access,
31-32, 34

verifying access, 36
Open Edition, 20
Open Transaction Manager

Access (OTMA), 143
OPERAUDIT, 108
OPERCMDS, 117
OS/390, 2
OTMA (Open Transaction

Manager Access), 143
OUTDD, 111

P
parameter libraries, 75
PARMLIB concatenation, 114
PDSs (partitioned data sets), 10
permission levels for data sets,

RACF, 46
permissions

access control list permis-
sions, protecting data sets,
49-53

default permissions, protect-
ing data sets, 45-48

permitting access to TSO
segments, limited-authority
RACF administrators, 130

policies, security data, 64
categories, 65-66
security labels, 66-68
security levels, 64-66

PPT (Program Properties
Table), 103

Principle of Least Privilege, 40
Privileges, delegating chown

privileges (protecting other
resources), 61-63

PROCACT, 92
PROCESS, 92

profiles
adding, 46
dataset profiles, adding, 47
generic profiles, protecting

data sets, 53-57
group-owned profiles, lim-

ited-authority RACF
administrators, 122-124

group-AUDITOR, 
124-127

group-
OPERATIONS, 128

group-SPECIAL, 
127-128

resource profiles, 
deleting, 63

user-owned profiles, lim-
ited-authority RACF
administrators, 121-122

Program Properties Table
(PPT), 103

project groups, protecting data
sets, 53-57

PROTECTALL, 56
PROTECTALL(FAIL), 109
PROTECTALL(WARN), 109
protecting

data sets, 45
access control list per-

missions, 49-53
default permissions, 

45-48
project groups and

generic profiles, 53-57
other resources, 57

delegating chown privi-
leges, 61-63

deleting resource pro-
files, 63

gathering information,
57-59

UNIXPRIV, 59-60
verifying change, 63

R
RACF (Resource Access

Control Facility), 1
configuring logging, 80-82
groups, 36

connecting users to, 
39-41

displaying, 38-39
searching, 36-38

main menu, 28
permission levels for data

sets, 46
users

adding, 28
creating, 27-31
modifying, 31-34

RACF Administrators 
report, 105

RACF Administrators
Summary report, 105

RACF Authorized Caller Table
(ICHAUTAB) report, 104

RACF Database Unload Utility
(IRRDBU00), 110-111

removing IDs with
IRRRID00, 111-113

RACF databases, 114
RACF Exits report, 104-105
RACF health checks, 114

RACF classes, 117-118
RACF_IBMUSER_

REVOKED, 117
RACF_SENSITIVE_

RESOURCES, 114-116
RACF_IBMUSER_

REVOKED, 117
RACF_SENSITIVE_

RESOURCES, 114-116
RACLIST, 61
removing IDs with IRRRID00,

111-113
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reports
logging

ICETOOL, 87-91
other reports, 91
sequential reports, 85-86
unloading log data to

sequential text files, 
82-85

PPT (Program Properties
Table), 103

RACF Administrators
report, 105

RACF Administrators
Summary report, 105

RACF Authorized Caller
Table (ICHAUTAB), 104

RACF Exits, 104-105
Selected Data Sets report,

106-107
Selected User Attribute

report, 105-106
residual IDs, IRRRID00, 111
Resource Access Control

Facility (RACF), 1
configuring logging, 80-82
groups, 36

connecting users to, 
39-41

displaying, 38-39
searching, 36-38

main menu, 28
permission levels for data

sets, 46
users

adding, 28
creating, 27-31
modifying, 31-34

resource profiles, deleting, 63
resources, protecting, 57

delegating chown
privileges, 61-63

deleting resource 
profiles, 63

gathering information, 
57-59

UNIXPRIV, 59-60
verifying change, 63

running DSMON, 101-102

S
SAUDIT, 108
searching groups (RACF), 

36-38
securing USS files, 68-69
security

enterprise components, 
139-141

enterprise security adminis-
tration, 144

authentication and
authorization, 145

credential propagation
and transformation,
145-147

zSecure, 70-71
security categories, 64
security data, policies, 64

categories, 65-66
security labels, 66-68
security levels, 64-66

security labels, 64
security data, 66-68

security levels, 64-65
security data, 65-66

Selected Data Sets report, 
106-107

Selected User Attribute report,
105-106

separation of duties, 41
sequential reports, 85-86
servers, HTTP proxy 

servers, 140
Set RACF options

(SETROPTS) command, 
108-110

SETROPTS, 108-110

size fields, TSO, 21
SMF (System Management

Facility), 73-74
configuring logging, 74-80
settings for USS logging, 93

specified IDs, 111
syntax, JCL, 15-16
SYSPRINT, 111
System Report, 102-103
system-AUDITOR, 128
system-level authorities,

limited-authority RACF
administrators, 128

system-OPERATIONS, 128
system-SPECIAL, 128
System/360, 2

T
TAPEVOL, 117
TEMPDSN, 117
transformation, enterprise

security administration, 
145-147

TSO
“Hello, World,” 6-7
help, 23
modifying users, 34-36
size fields, 21

TSO parameters, users
(RACF), 30

TSOAUTH, 117

U
UACC, default access

permissions, 49
UNIX System Services files.

See USS files, 68
UNIX systems

protecting resources, 57
delegating chown

privileges, 61-63
deleting resource

profiles, 63
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gathering information,
57-59

UNIXPRIV, 59-60
verifying change, 63

UNIXPRIV, 117
activating, 59-60

unloading log data to
sequential text files
(generating reports), 82-85

user IDs, 4
user-owned profiles, limited-

authority RACF
administrators, 121-122

users
connecting to groups

(RACF), 39-41
limited-authority RACF

administrators, 129
creating TSO 

segments, 131
creating users, 129-130
manipulating users, 

131-133
permitting access to TSO

segments, 130
users (RACF)

adding, 28
creating, 27-31
modifying for OMVS

access, 31-32, 34
creating OMVS home

directories, 34-36
verifying OMVS access, 36

USS, logging, 91-92
classes for, 92
SMF settings, 93
specifying, 93-94
viewing log records, 95

USS (UNIX System Services)
files, 68

securing, 68-69

V
verifying

change, protecting
resources, 63

OMVS access, 36
viewing

job output, JCL, 16-18
USS log records, 95

VSAM (Virtual Storage Access
Method), 46

W-X-Y-Z
z/OS

auditing, 99
backward compatibility, 10
history of, 2

z/OS UNIX System Services,
19-21

zSecure, 42-43
auditing, 118-119
logging, 95-97
security, 70-71
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