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? (question mark), CLI help system, 179

10Base2

 

, 53–54, 60

 

LAN switching

 

, 60–63

 

repeaters

 

, 55

 

10Base5

 

, 53–54, 60

 

LAN switching

 

, 60–63

 

repeaters

 

, 55

 

10BaseT

 

full-duplex

 

, 71

 

half-duplex

 

, 59

 

LAN switching

 

, 60–63

 

10 Gigabit Ethernet, 299–300
10-Mbps Ethernet, 53–56, 60–61

 

cabling

 

, 57–58

 

hubs

 

, 59–60

 

switching

 

, 60–63

 

802.11 WLANs, 301–302
802.1q trunking, 266–267

 

A

 

access links, 97
access lists, 486–487
accessing CLI

 

, 176–177, 214, 221

 

multiple Telnet connections

 

, 178

 

on Cisco 2950 switches

 

, 215

 

passwords

 

, 177

 

ACK field, TCP connection 
establishment

 

, 158

 

active configuration, 188
adding connected routes to routing tables

 

, 
376–379

 

address classes, 122–124, 319–320

addresses, 51

 

addressing schemes

 

, 118

 

AppleTalk addresses

 

grouping, 118
structure, 119, 139

 

burned-in addresses

 

, 65

 

group addresses

 

, 64

 

IP addresses

 

Class A networks, 122
Class B networks, 122
Class C networks, 122
grouping, 118
hostnames, displaying, 369
interfaces, displaying, 369
structure, 119, 139

 

IPX addresses

 

grouping, 118
structure, 119, 139

 

MAC addresses

 

, 64

 

BIAs, 64
broadcast addresses, 64, 237
components, 64
LAN card addressing, 64, 237
multicast addresses, 65, 237
OUI, 64
unicast, 64

 

network layer

 

, 118–119

 

amplitude modulation, 443
analog modems

 

baud

 

, 444

 

installing

 

, 445–446

 

modulation

 

, 442–444

 

PPP

 

, 444

 

standards

 

, 446–447

 

analog signals, 436

 

converting to digital

 

, 438–439

 

Nyquist’s theorem

 

, 440
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ANSI (American National Standards 
Institute), 53, 87

AppleTalk addresses

 

cable ranges

 

, 118

 

grouping

 

, 118

 

structure

 

, 119, 139

 

application layer 

 

OSI model, 33
TCP/IP model, 22–24

 

APs (access points), 301
arbitration, 50
ARP (Address Resolution Protocol), 117,

127–129

 

, 135

 

cache, displaying

 

, 369

 

AS (autonomous system), 410
asynchronous data links, 95, 577
asynchronous serial leased lines

 

, 95, 588

 

ATM (Asynchronous Transfer Mode), 101
attenuation, 55
autonegotiation, 244
auxiliary ports, 177

 

B

 

back-to-back serial connections, 88–89
balanced hybrid protocols, 421

 

EIGRP

 

, 419–420

 

bandwidth, router configuration

 

, 380

 

BGP (Border Gateway Protocol), 410–411
BIAs (burned-in addresses)

 

, 64

 

binary values, converting to decimal and 
hexadecimal values, 324–326

 

, 565, 569

 

bitwise Boolean AND operation, 327
blocking, 248
Boolean AND operation, 326–328, 333–335
boot field, 199
boot sequence (Cisco IOS), 197–199
boot system command, 199

boot system flash command, 199, 203
boot system tftp command, 199, 203
BOOTP, 130, 132
BPDUs (bridge protocol data units), 248
BRI (Basic Rate Interface), 449, 452
bridge tables, 237–238
bridges

 

frame filtering

 

, 238

 

MAC address learning process

 

, 239

 

transparent

 

, 236

 

broadcast addresses, 65

 

MAC addresses

 

, 64, 237

 

broadcast domains, 246–247, 253
broadcast firewalls, 246
burned-in addresses, 65

 

C

 

cable modems, 460

 

two-way communication

 

, 462

 

upstream data

 

, 463

 

cable ranges (AppleTalk)

 

, 118

 

cabling, 287

 

10BASE-T

 

, 57–58

 

coaxial

 

, 291–293

 

Ethernet standards

 

, 298

 

Fast Ethernet

 

, 68

 

fiber-optic

 

, 293

 

connectors, 295–296
MM, 294–295
SM, 294

 

interference

 

, 288

 

shielded

 

, 288

 

twisted pair

 

, 288

 

UTP

 

, 289–290

 

connectors, 290–291
standards, 290
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WAN standards

 

, 85–86

 

clock rate, 88
link speeds, 89–90
maximum speeds, 87

 

calculating hosts per subnet

 

, 329–332

 

call setup, ISDN

 

, 449–450

 

Can’t Fragment code (Destination 
Unreachable ICMP message), 385

carrier sense multiple access collision detect 
(CSMA/CD), 50, 55

CatOS, 214
CATV

 

drop cable, splitting

 

, 461

 

head-end site

 

, 460

 

MCNS

 

, 463

 

CDP (Cisco Discovery Protocol), 392–395, 
494

cdp enable command, 393
cdp run command, 393
cells (ATM), reassembly

 

, 101

 

channels, ISDN

 

, 449

 

CIDR (classless interdomain routing), 
351–353

CIR (committed information rate), 99
Cisco 2950 switches, 213

 

CatOS

 

, 214

 

CLI

 

, 215

 

configuring

 

, 220

 

initial configuration mode

 

, 218–220

 

initialization

 

, 216

 

POST, 216–217

 

Cisco Discovery Protocol. 

 

See

 

 CDP
Cisco IOS

 

boot sequence

 

, 197–199

 

CLI

 

accessing, 176–177
help system, 179
setup mode, 190–194

 

configuration files

 

managing, 188–189
updating, 182

 

example configuration

 

, 183–185

 

IP configuration commands

 

, 368–369

 

privileged EXEC mode

 

, 178

 

user EXEC mode

 

, 178

 

Cisco ISL (Inter-Switch Link), 266
Class B network masks

 

, 320

 

Class C network masks

 

, 320

 

classes of networks, 122–124, 319–320

classifying interior routing protocols

 

, 
409–410

 

classless interdomain routing (CIDR), 
351–353

CLI (command-line interface), 181, 201

 

accessing

 

, 176–177, 214–215, 221

 

commands, recalling

 

, 180

 

configuration mode

 

, 182–183

 

help system

 

, 179

 

passwords

 

, 176–177

 

privileged EXEC mode, returning to, 183
setup mode

 

, 190–194

 

user EXEC mode

 

, 181, 201

 

clock rate, 88

 

router configuration

 

, 380

 

clock sources, 95, 579
coaxial cabling, 291–293
codecs, 439
collision domains, 60, 245–247, 253
collisions, reducing with LAN switching

 

, 
60–63

 

commands

 

boot system

 

, 199

 

boot system flash

 

, 199, 203

 

boot system tftp

 

, 199, 203

 

cdp enable

 

, 393

 

cdp run

 

, 393

 

configuration mode end

 

, 183

 

copy

 

, 202

 

copy tftp flash

 

, 197

 

debug ip packet

 

, 369

 

editing in CLI

 

, 180

 

enable secret

 

, 372

 

global commands

 

, 182

 

hostname

 

, 183

 

interface

 

, 182

 

interface ethernet 0

 

, 183

 

ip address, 183, 368
ip domain-lookup, 368, 388
ip domain-name, 388
ip host, 368, 388
ip name-server, 368, 388
ip netmask-format, 368
ip routing, 368
key commands, Ctrl+z, 183
line aux, 177, 200
line console, 177, 200
line vty, 177–178, 200
login, 178

cabling
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no cdp enable, 393
no cdp run, 393
no debug all, 181
no ip domain-lookup, 388
ping, 130, 383–384, 387, 493
recalling, 180, 201
resume, 391
setup, 190
show access-lists, 489
show cdp entry, 393
show cdp interface, 395
show cdp neighbor, 393
show cdp neighbor detail, 394
show flash, 196
show hosts, 369
show interface, 376, 489
show interfaces, 369
show ip arp, 492–493
show ip host, 388
show ip interface, 369, 377
show ip interface brief, 369, 376, 379, 489
show ip protocol, 490
show ip route, 373, 376–379, 383, 397, 492
show running-config, 371, 374–375, 

380, 491
subcommands, 182
telnet, 389
terminal history size, 179
terminal ip netmask-format, 369, 374
trace, 492–493

comment lines, command output, 183
comparing

remote access technologies, 465–466
TCP and UDP, 162–163

computers, 153
configuration files (IOS)

copying, 189–190
managing, 188–189
storing, 188
updating, 182

configuration mode (IOS CLI), 182
exiting, 183

configuration mode end command, 183
configuration register, 198–199, 203

configuring
Cisco 2950 switches, 220
Cisco IOS, example, 183–185
Cisco routers

bandwidth, 380
basic administration, 370–372
clock rate, 380
IP address, 372–375
IP configuration commands, 

368–369
prefix notation, 375
routing table, 376–379

IP addresses, 368, 371–376, 379
host names, 387–388
naming, 388

PPP, 487
routers

in setup mode, 190–194
IP, 387
IP RIP, 486–487

connectionless protocols, 159–160, 164
connection-oriented protocols, 159–160, 164
connections

TCP, 158–159
telnet, suspended, 391

connectors
fiber cables, 295–296
UTP, 290–291

console ports, 177
convergence, 421, 579

STP, 251
converting

analog signals to digital, 438–440
decimal-to-hexadecimal-to-binary 

values, 565, 569
copper cabling, 288
copy command, 202
copy tftp flash command, 197
copying

configuration files, 189–190
images into Flash memory, 194–197

CPs (control protocols), 93
CRC (cyclical redundancy check), 51
creating

subnet chart, 340–342
subnet list chart, 347–350
VLANs, 264–265

crosstalk, 288

crosstalk
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CSMA/CD (carrier sense multiple access/
collision detect), 50, 55

CSU/DSU (channel service unit/data service 
unit), 84

Ctrl+z key sequence, 183
cut-through switching, 243

D
dark fiber, 294
data encapsulation, 29–30
data link layer (OSI model), 33

addressing, 51
arbitration, 50
encapsulated data, identifying, 52
error detection, 51
identifying encapsulated data, 52, 66–67
LAN features, 50–51

data segmentation, 160–161
Data Service Unit/Channel Service Unit. 

See DSU/CSU
data-link layer (OSI model)

encapsulation, 116
point-to-point WANs

HDLC, 91–92
PPP, 92
synchronization, 94

PPP, 444
data-link protocols, MCNS, 463
DCE/DTE (data communication equipment/

data termination equipment), 98
debug ip packet command, 369
decimal values, converting to hexadecimal 

and binary values, 324–326, 565, 569
demodulation, 441–444
deploying networks

configuration, 486–488
planning phase, 483–485
verification, 488–492

designated bridges, 250
Destination Unreachable ICMP messages, 

382–387
development of OSI model, 20
devices

A/D converters, 439
analog modems, 441–442

installling, 445–446
modulation, 442–444

PPP, 444
standards, 446–447

cable modems, 460
hubs, 56

10BASE-T, 59–60
shared Ethernet, 56

L3 switches, 270
modems

DSL, 455–457
ISDN, 448

repeaters, 55
routers

bandwidth, 380
basic administration, 370–372
clock rate, 380
IP address configuration, 372–375
routing table, 376–379

telnetting between, suspend function, 
389–391

DHCP (Dynamic Host Configuration 
Protocol), 131–132

digital modems
cable modems

two-way communication, 462
upstream data, 463

DSL, 455–456
standards, 456–457

ISDN, 448
installing, 453

digital signals, 437
encoding schemes, 438

Dijkstra’s algorithm, 416, 421, 580
directly connected subnets, 412
disabling debug options, 181
discovering neighbor devices, 392–395
displaying running configuration, 190
distance vector routing protocols, 135, 140, 

407
IGRP, 414–416
RIP, 411–412

RIPv1, 413
RIPv2, 414

DIX (DEC, Intel, and Xerox) Ethernet, 53
DLCI (data-link connection identifier), 98
DNS (Domain Name System), 127–129, 154

UDP interaction, 162
dotted-decimal notation, 120
downstream data, 462

CSMA/CD (carrier sense multiple access/collision detect)
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DRAM (dynamic random-access memory), 
187, 201

drop cable, splitting, 461
DS0 (Digital Signal Level 0), 90, 440
DS1 (Digital Signal Level 1), 440
DSAP (destination service access point), 

66–67
DSL (Digital Subscriber Line), 454

modems, 455–456
PPPoA, 458–459
standards, 456–457

DSLAM (DSL access multiplexer), 455–456
DSU/CSU (Data Service Unit/Channel 

Service Unit), 95, 580
clocking, 88

DTE (data termination equipment)
clocking, 88

DTMF (dual-tone multifrequency), 442
DUAL (Diffusing Update Algorithm), 419, 

421, 580
dual-ring topologies, 286
dynamic random-access memory (DRAM), 

187, 201
dynamic routing protocols, 407–408

balanced hybrid, EIGRP, 419–420
distance vector routing protocols

IGRP, 414–415
metric calculation, 415–416

RIP, 411–412
RIPv2, 414
RIPvi, 413

exterior routing protocols, 408
BGP, 410–411

interior routing protocols, classifying, 
409–410

link-state, 416–417
integrated IS-IS, 418–419
OSPF, 417–418

E
E1 lines, 90
early Ethernet standards, 52
Echo ICMP message, 382, 387
Echo Request/Reply messages, 382–384
editing commands in CLI, 180
EIA/TIA 232 WAN cabling standard, 86
EIA/TIA 449 WAN cabling standard, 86

EIA/TIA 530 WAN cabling standard, 86
EIGRP (Enhanced IGRP), 419–420
enable secret command, 372
encapsulation, 29–30, 116
encoding schemes, 438
Enhanced IGRP (EIGRP), 419
enterprise networks, 6
error detection

at data-link layer, 51
PPP, 93

error recovery, TCP, 155
Ethernet, 6

10-Mbps, 56, 60–61
cabling, 57–58
hubs, 59–60

10Base2, 53–54, 60
repeaters, 55

10Base5, 53–54, 60
repeaters, 55

10BaseT
full-duplex, 71
half-duplex, 59

10 Gigabit Ethernet, 299–300
arbitration, 50
autonegotiation, 244
cabling standards, 298
collisions, reducing, 60–63
CSMA/CD, 50
early standards, 52
Fast Ethernet, 69
framing, 65–66
full-duplex, 242
Gigabit Ethernet, 69
group addresses, 64
IEEE standards, 53
MAC addresses, 64
multicast addresses, 65
topologies, 283–284

full mesh, 285
evolution of PSTN, 437
example configuration, Cisco IOS, 183–185
extended star topologies, 284
exterior routing protcols, BGP, 408–411, 

421, 581
external modems, 445

external modems
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F
Fast Ethernet, 69
FCS (frame check sequence), 51
FDDI (Fiber Distributed Data Interface)

ANSI standards, 53
fiber-optic networking, 293

connectors, 295–296
MM, 294–295
SM, 294
SONET, 100

FIN field, TCP connection establishment, 158
Flash memory

read-only mode, 196
routers, 187, 202
storing IOS images, 194–197
verifying contents of, 196

Flintstones network example, 7–13
flow control, TCP, 156–157
forward acknowledgment, TCP, 155
forwarding state (STP), 251, 254
forwarding unknown unicast frames, 240
four-wire circuits, 95
FragmentFree processing, 243, 253
fragment-free switching, 243
Frame Relay, 96–97

access links, 97
CIR, 99
DTE/DCE, 98
VCs, 98
versus point-to-point links, 97

frames, 65–67, 72
Ethernet, 66

frequency modulation, 443
FTP (File Transfer Protocol), 8–10
full mesh topologies, 285
full-duplex, 242
full-duplex 10BaseT Ethernet, 71
full-duplex operation (Ethernet), 62

G
Get Requests (HTTP), 23
Gigabit Ethernet, 69
global commands, 182
goals of routing protocols, 135–136
group addresses, 64, 237

H
half-duplex 10BaseT Ethernet, 59
half-duplex logic, 62
HDLC (high level data-link control), 91–92

synchronization, 94
head-end site (CATV), 460
headers, TCP, 150
help system (CLI), 179

IOS commands, 180, 201
hexadecimal values, converting to decimal 

and binary values, 565, 569
history buffer (CLI), recalling commands, 180
host names, configuring, 387–388
Host Unreachable code (Destination 

Unreachable ICMP message), 385
hostname command, 183
hosts per subnet, calculating, 329–332
HTML (Hypertext Markup Language), 23
HTTP (HyperText Transfer Protocol) 

headers, 23
hub-and-spoke topologies, 283
hubs, 56

10BASE-T, 59–60
full-duplex 10BaseT Ethernet, 71
half-duplex 10BaseT Ethernet, 59
shared Ethernet, 56

I-J
IBM SNA (Systems Network 

Architecture), 20
ICMP (Internet Control Message Protocol), 

130–131, 381
messages

Destination Unreachable, 382, 
385–387

Echo, 382, 387
Echo Request/Reply, 130, 382–384
Parameter Problem, 382
Redirect, 382
Source Quench, 382
Time Exceeded, 382

troubleshooting IP addresses, 381, 383

Fast Ethernet
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identifying
encapsulated data at data link layer, 52, 

66–67
IP address structure, 329–332
subnet broadcast address, 335–336
valid IP addresses in a subnet, 336–337

IEEE standards
Ethernet, 53
group addresses, 64, 237
LANs, 53

IGRP (Interior Gateway Routing Protocol), 
414–415

features, 416, 419, 424
metric, 415–416
versus RIP, 416, 419, 424

image files (IOS), 194
storing in Flash memory, 194–197

initial configuration mode, Cisco 2950 
switches, 218–220

initialization process, Cisco 2950 switches, 
216–217

installing
ISDN for home-based networks, 453
modems, 445–446

Integrated IS-IS, 418–419
interface cable standards, WANs, 86
interface command, 182
interface ethernet 0 command, 183
interfaces

IP parameters, displaying settings, 369
routers, numbering, 187
statistics, displaying, 369

interior routing protocols, 408, 421, 583
classifying, 409–410
EIGRP, 419
IGRP, 414–416
Integrated IS-IS, 418
OSPF, 417
RIPv1, 413
RIPv2, 414

internal modems, 445
internal switch processing, 243, 252
internetwork layer (TCP/IP model), 26–27

IOS (Internetwork Operating System)
CLI

accessing, 176–177, 214, 221
configuration mode, 183
privileged EXEC mode, 181–183, 

201
user EXEC mode, 181, 201

configuration file, 188
images, 194

IP (Internet Protocol), 135. See also IP 
addressing

addresses
Class A networks, 122
Class B networks, 122
Class C networks, 122
grouping, 118
hostnames, displaying, 369
interfaces, displaying, 369
Private Addressing, 354
structure, 119, 139

ARP cache, displaying, 369
CIDR, 351, 353
configuration, 387
interface settings, displaying, 369
NAT, 351
Private Addressing, 351
RIP, configuring, 486–487
routing protocols, 407
standard access lists, configuring, 

486–487
ip address command, 183, 368
IP addressing, 120

address classes, 122–124, 319–320
Boolean AND operation, 326–328
configuring, 368–379
dotted-decimal notation, 120
grouping concepts, 121
host name configuration, 387–388
identifying address structure, 329–332
naming configuration, 388
NAT, 354
network numbers, 123, 139
prefix notation, 328
subnet list chart, creating, 347–350
subnetting, 124–127, 321

binary conversion, 324–326
Boolean AND operation, 333–335
broadcast address, identifying, 

335–336

IP addressing
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deriving subnet broadcast 
address, 343

hosts per subnet, calculating, 
329–332

identifying valid IP addresses, 
336–337

subnet chart, creating, 340–342
subnet masks, 344–346

troubleshooting with ICMP, 381–383
IP configuration commands (Cisco IOS 

Software), 368–369
ip domain-lookup command, 368–388
ip domain-name command, 388
ip host command, 368–388
ip name-server command, 368–388
ip netmask-format command, 368
ip routing command, 368
IPv6, 355
IPX (Internetwork Packet Exchange)

access lists, configuring
SAP filters, 486–487
standard, 486–487

address structure, 118–119, 139
ISDN (Integrated Services Digital Network), 

447–448
BRI, 449
call setup, 449–450
channels, 449
installing, 453
out-of-band signaling, 450
PRI, 449
TA, 448
typical uses, 451–453

ISL (Inter-Switch Link), 266
ISO (International Organization for 

Standardization), development of OSI 
model, 20

ITU (International Telecommunications 
Union), 86

K-L
key sequences, Ctrl+z, 183

L3 switches, 270
L3PDU (Layer 3 PDU), 36

LANs, 6. See also VLANS
broadcast domains, 246
cabling, 287

coaxial, 291–293
fiber, 293–296
interference, 288
twisted-pair, 288
UTP, 289–291

collision domains, 60, 245
Ethernet

10 Gigabit Ethernet, 299–300
10-Mbps, 53–61
autonegotiation, 244
Fast Ethernet, 69
framing, 65–66
Gigabit Ethernet, 69
group addresses, 64
MAC addresses, 64
switching, 60–63

frames, 67, 72
OSI model functionality, 47

data link layer, 50–51
physical layer, 47–49

segmenting
with bridges, 236
with switches, 240–242, 246

switching, internal processing, 243, 252
LAPB (Link Access Procedure Balanced), 

91, 95, 580
LAPD (Link Access Procedure on the D 

channel), 94, 105
Layer 2 switching, 268
Layer 3 forwarding, 268–270
Layer 4 switching, 271
layers of OSI model, 31–34

data link layer
addressing, 51
arbitration, 50
error detection, 51
identifying encapsulated data, 52
identifying encapsulated Ethernet 

data, 66–67
network layer

addressing, 118–119
routing, 114–117, 135

transport layer
error recovery, 155
features, 149
flow control, 156–157

IP addressing
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TCP, 150–154, 158–159
UDP, 162

layers of TCP/IP model
application layer, 22–24
data encapsulation, 29–30
internetwork layer, 26–27
network interface layer, 27–28
transport layer, 24–25

LCP (Link Control Protocol), 93
learning state (STP), 251
leased lines, 82

connectivity, 84–85
line aux command, 177, 200
line console command, 177, 200
line vty command, 177, 178, 200
link speeds, 89–90
link state routing protocols, 421
link-state protocols, 416–417

integrated IS-IS, 418–419
OSPF, 417–418

listening state (STP), 251
logic used by routing protocols, 134–135
logical topologies, 283
login command, 178
loop avoidance, STP, 248–249

convergence, 251
designated bridges, 250
forwarding state, 251, 254
root bridges, 250

lower layers of OSI model, 32
LQM (Link Quality Monitoring), 93

M
MAC addresses, 64

BIAs, 64
broadcast addresses, 64, 237
components, 64
LAN card addressing, 64, 237
learning process, bridges, 239
multicast addresses, 65, 237
OUI, 64
unicast, 64

managing configuration files, 188–189
MANs (metropolitan-area networks), 82

masks
network masks

Class B networks, 320
Class C networks, 320

subnet masks, display types, setting, 369
maximum WAN cable speeds, 87
MCNS (Multimedia Cable Network 

Systems), 463
memory, 187

Flash, 187
read-only mode, 196
routers, 202
storing IOS images, 194–197
verifying contents of, 196

NVRAM, 187, 202
RAM, 187, 201
ROM, 187, 201

messages, ICMP, 381
Destination Unreachable, 385–387
Echo Request/Reply, 130, 382–384

metallic cabling, 287
coaxial, 291–293
interference, 288
twisted-pair cabling, 288
UTP, 289–290

connectors, 290–291
standards, 290

metrics, IGRP, 415–416
MM (multimode) fiber, 294–295
modems

analog
installing, 445–446
modulation, 442–444
PPP, 444
standards, 446–447

analog analog modems, 441–442
cable modems, 460

two-way communication, 462
upstream data, 463

DSL, 455–456
standards, 456–457

ISDN, 448
modulation, 442–444
MT-RJ connectors, 296
MTU (maximum transmission unit), 66, 

160–161
multiaccess networks, Frame Relay, 97–98

multicast networks, Frame Relay
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multicast addresses, 65
MAC addresses,, 237

multilayer switching, 272
multiplexing, 151–152

sockets, 152, 154
UDP, 161

multiplexors, T1 mux, 95, 589

N
naming IP addresses, 388
NAT (Network Address Translation), 351, 

354, 351
neighboring devices

discovery, 392–393, 395
Network Address Translation, see NAT, 351
Network File System, See NFS, 162
network interface layer (TCP/IP model), 

27–28
network layer (OSI model), 33

addressing, 118–119
ARP, 127, 129
BOOTP, 130, 132
DHCP, 131–132
DNS, 128–129
ICMP echo requests, 130
RARP, 130–132
routing, 114–116, 135

data-link layer interaction, 116–117
network numbers, 123, 139

aggregating with CIDR, 351, 353
Class A networks, 121, 123, 139
Class B networks, 121, 123, 139
Class C networks, 121, 123, 139

Network Unreachable code (Destination 
Unreachable ICMP message), 385–386

networking, 7
end-user perspective, 5–6
enterprise, 6
Flintstones network example, 7–13
Frame Relay VCs, 98
private Internets, 353

networking architectures
Ethernet topologies, 283–285
OSI model, 15

development of, 20
LAN functionality, 47–51
layering, 35–36

TCP/IP, 20
application layer, 22–24
data encapsulation, 29–30
internetwork layer, 26–27
network interface layer, 27–28
same-layer interaction, 26
transport layer, 24–25

Token Ring topologies, 286
networks masks, 320
NFS (Network File System), 162

UDP interaction, 162
no cdp enable command, 393
no cdp run command, 393
no debug all command, 181
no ip domain-lookup command, 388
nonvolatile random-access memory. 

See NVRAM
numbering router interfaces, 187
NVRAM

(nonvolatile RAM), 187, 202
configuration files

erasing, 190
routers, 187, 202

Nyquist’s theorem, 440

O
operating systems, CatOS, 214
ordered data transfer, 160–161
Organizationally Unique Identifier. See OUI
OSI Reference model, 15, 31–34

data link layer
addressing, 51
arbitration, 50
error detection, 51
identifying encapsulated data, 52
identifying encapsulated Ethernet 

data, 66–67
LAN features, 50–51
point-to-point WANs, 91–92, 94

development of, 20
LAN functionality, 47
layering, 35–36
network layer

addressing, 118–119
routing, 114–117, 135

PDUs, 36

multicast addresses
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physical layer
LAN features, 47–49
point-to-point WANs, 81, 83

transport layer
features, 149
TCP, 150–152, 154

OSPF (Open Shortest Path First), 417–418
OUI (Organizationally Unique Identifier), 

64–65
out-of-band signaling, ISDN, 450
output (commands), comment lines, 183

P
packet-switched WANs

ATM, 102
Frame Relay, 96–97

access links, 97
CIR, 99
DTE/DCE, 98
VCs, 98

Parameter Problem ICMP message, 382
partial mesh topologies, 285
passwords, accessing CLI, 177
PCM (pulse-code modulation), converting 

analog signals to digital, 439–440
PDUs (protocol data units), 36
periodic updates, 412
phase modulation. See modulation
physical bus topologies, 283
physical layer (OSI model), 34

LAN features, 47–49
point-to-point WANs, 81–83

connectivity, 84–85
physical star topologies, 286
ping command, 130, 383–384, 387, 493
planning phase of network deployment, 

483–485
point-to-point WANs, 81, 83

connectivity, 84–85
data-link protocols

HDLC, 91–92
PPP, 92
synchronization, 94

Port Unreachable code (Destination 
Unreachable ICMP message), 386

ports, 154
console ports, 177
Layer 4 switching, 271

POST (Power-On Self Test), Cisco 2950 
switches, 216–217

PPP (Point-to-Point Protocol), 92–94, 
105, 444

configuring, 487
LCP, 93
synchronization, 94

PPPoA (PPP over ATM), 458–459
prefix notation, 328

show ip route command, 375
preparing for exam, 479–494

IP addressing
creating subnet chart, 340–342
deriving subnet broadcast address, 

343
identifying address structure, 329–

330, 332
presentation layer (OSI model), 33
preventing routing loops with STP, 249

convergence, 251
designated bridges, 250
forwarding state, 251, 254
root bridges, 250

PRI (Primary Rate Interface), 449
Private Addressing, 351, 354
private Internets, 353
privileged EXEC mode (Cisco IOS), 178, 

181, 201
Protocol Unreachable code (Destination 

Unreachable ICMP message), 385
protocols

connectionless, 160
connection-oriented, 160
routed protocols, 407, 422
routing protocols, 407, 422

comparison of, 408
distance vector routing protocols, 

407
goals of, 140

protocols
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PSTN (Public Switched Telephone Network), 
435

analog signals, converting to digital, 
436–440

digital signals, 437
encoding schemes, 438

DS0/DS1, 440
evolution of, 437
modem operation, 441–442

modulation, 442–444
PPP, 444

PTT (public telephone and telegraph) 
companies, 83

PVCs (permanent virtual circuits), 98

Q-R
QAM-256, 463
QAM-64, 463

RAM (random-access memory), 187, 201
RARP (Reverse Address Resolution 

Protocol), 130–132
read-only mode (Flash memory), 196
reassembly, 102
recalling commands, 180
Redirect ICMP message, 382
reducing collisions with LAN switching, 

60–63
reliability of TCP, 155
removing configuration files from 

NVRAM, 190
repeaters, 55
resume command, 391
ring topologies, 286
RIP (Routing Information Protocol), 

411–413
IP configuration, 486–487
versus IGRP, 416, 419, 424

RIPv2, 414
RJ-45 connectors, 290
ROM (read-only memory), 187, 201
root bridge (Spanning Tree), 250
root port (Spanning Tree), 251, 254
routed protocols, 407, 422

routers
auxiliary connections, configuring, 

177, 200
bandwidth, configuring, 380
basic administration, 370–372
clock rate, configuring, 380
configuration

IP, 387
IP RIP, 486–487

configuration files, copying, 189–190
configuration register, 199, 203
configuring with setup mode, 190–194
console connections, configuring, 

177, 200
interfaces, numbering, 187
IP address, configuring, 372–375
IP configuration commands, 368–369
memory, 187

Flash, 187, 202
NVRAM, 187, 202
RAM, 187, 201
ROM, 187, 201

multiple Telnet connections, 178
neighboring device discovery, 392–395
ports

auxiliary ports, 177
console ports, 177

routing table, configuring, 376–379
running configuration, viewing, 190
Telnet connections

configuring, 177, 200
suspend function, 389–391

routing, 114. See also routing protocols
address resolution, 135
at network layer, 114–116, 135

data-link layer interaction, 116–117
routing loops, STP, 248–249

convergence, 251
designated bridges, 250
forwarding state, 251, 254
root bridges, 250

routing protocols, 119, 133, 407, 421–422
balanced hybrid protocols, 

EIGRP, 419–420
BGP, 410–411
comparison of, 408
decision process logic, 134–135

PSTN (Public Switched Telephone Network)
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distance vector, 135, 140, 407
IGRP, 414–416
RIP, 411–412
RIPv2, 414
RIPvi, 413

dynamic, 407–408
exterior routing protocols, 408
goals of, 135–136, 140
interior routing protocols, classifying, 

409–410
link-state, 416–417

integrated IS-IS, 418–419
OSPF, 417–418

routing tables, 136–137
routing tables, 136–137

displaying, 369
routing updates, 411
running configuration, 188

viewing, 190

S
same-layer interaction, 24–26
SAP (Service Advertising Protocol), 67

filters, configuring, 486–487
scenarios, network deployment

configuration, 486, 488
planning phase, 483, 485
verification, 488–490, 492

SDH (Synchronous Digital Hierarchy), 100
SDLC (Synchronous Data Link Control), 

94, 105
security, accessing CLI passwords, 177
seeding routing tables with connected routes, 

376–379
segmentation, 160–161
segmenting LANs

with switches, 240–241, 246
full-duplex, 242

with transparent bridges, 236
Service Advertising Protocol. See SAP
session layer (OSI model), 33
setup command, 190
setup mode, router configuration, 190–194
shared Ethernet, 56
shielding, 288
show access-lists command, 489
show cdp entry command, 393

show cdp interface command, 395
show cdp neighbor command, 393
show cdp neighbor detail command, 394
show flash command, 196
show hosts command, 369
show interface command, 376, 489
show interfaces command, 369
show ip arp command, 492–493
show ip host command, 388
show ip interface command, 369, 377
show ip interface brief command, 369, 376, 

379, 489
show ip protocol command, 490
show ip route command, 373–379, 383, 

397, 492
prefix notation, 375

show running-config command, 371, 
374–375, 380, 491

signaling, 450
single-ring topologies, 286
sliding windows, 157
SM (single-mode) fiber, 294
SNA (Systems Network Architecture), 20
SNAP (Subnetwork Access Protocol), 67
SNMP (Simple Network Management 

Protocol), 154
sockets

multiplexing, 152, 154
port numbers, 154

SONET (Synchronous Optical 
Network), 100

Source Quench ICMP messages, 382
Spanning Tree. See STP
SPF (shortest path first) algorithm, 416
splitting, 461
SS7 (Signaling System 7), 450
ST connectors, 295
standard IP access lists, configuring, 486–487
standard IPX access lists, configuring, 

486–487
standards

DSL-related, 456–457
Ethernet, 52

10BASE2/10BASE5, 53–55
10BASE-T, 56–60

Ethernet cabling, 298
for modems, 446–447

standards
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IEEE standards, LANS, 53
UTP, 290
WAN cabling, 85–86

clock rate, 88
link speeds, 89–90
maximum speeds, 87

star topologies, 283
startup configuration, 188
status LEDs on Cisco 2950, 216–217
store-and-forward switching, 242–243, 252
storing IOS images in Flash memory, 194–197
STP (Spanning Tree Protocol), 248–249

convergence, 251
designated bridges, 250
forwarding state, 251, 254
root bridges, 250

straight-through cables, 49, 57
strand, 295
study tips for exam, 479–494
subcommands, 182
subnet chart, creating, 340–350
subnet masks, 327

display types, setting, 369
subnetting, 124–127, 321

binary conversion, 324–326
Boolean AND operation, 333–335
broadcast address, identifying, 335–336
deriving subnet broadcast address, 343
directly connected subnets, 412
identifying valid IP addresses, 336–337
subnet masks, 344–346

suspend function (Telnet), 389–391
switches, 

Cisco 2950, 213
CatOS, 214
CLI, 215
configuring, 220
initialization, 216–217
POST, 216–217

store-and-forward processing, 242,
VLANs, 263–264

creating, 264–265
trunking, 265–267

switching
autonegotiation, 244
cut-through, 242–243, 253
fragment-free, 242–243, 253
LANs, 240–241, 246

full-duplex, 242
internal processing, 243, 252

Layer 4 switching, 271
multilayer switching, 272
neighboring device discovery, 392– 395
store-and-forward, 242, 253
VLANs

Layer 2 switching, 268
Layer 3 forwarding, 268–270

SYN field, TCP connection 
establishment, 158

synchronization, 94
Synchronous Data Link Control. See SDLC
synchronous serial interfaces, 85–86
synchronous serial leased lines, 94
syslog messages, 181

T
T1 lines, 90
T1 mux, 95, 589
TA (terminal adapter), 448
TCP (Transmission Control Protocol), 150

connection establishment/termination, 
158–159

connection-oriented nature of, 159
data segmentation, 160–161
error recovery, 155
features of, 150
flow control, 156–157
forward acknowledgment, 155
functions of, 161
headers, 150
multiplexing, 151–152

sockets, 152–154
ports, Layer 4 switching, 271
versus UDP, 161–163
well-known port numbers, 154

TCP/IP, 20–21
application layer, 22–24
ICMP, 381

Destination Unreachable messages, 
385–387

Echo messages, 382, 387
Echo Request/Reply messages, 

382–384
Parameter Problem messages, 382
Redirect messages, 382
Source Quench messages, 382
Time Exceeded message, 382

standards
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internetwork layer, 26–27
IP addressing, 120

address classes, 122–124, 319–320
CIDR, 351
configuring, 368–379
deriving subnet broadcast 

address, 343
dotted-decimal notation, 120
grouping concepts, 121
host name configuration, 387–388
identifying address structure, 

329–332
naming configuration, 388
NAT, 354
network numbers, 123, 139
private addressing, 354
subnet list chart, creating, 342–350
subnetting, 124–127, 321–326

network interface layer, 27–28
network layer utilities

ARP, 127, 129
BOOTP, 130, 132
DHCP, 131–132
DNS, 128–129
ICMP echo, 130
ping command, 130
RARP, 130–132

TCP
features of, 150
forward acknowledgement, 155
functions of, 161
headers, 150

transport layer, 24–25
UDP

data transer, 162
DNS, 162
functions of, 166
NFS, 162

telcos, 95, 580
digital networks, 90

Telnet
router connections

configuring, 177, 200
multiple, 178

sessions, resuming, 391
suspend function, 389–391

telnet command, 389
terminal history size command, 179

terminal ip netmask-format command, 
369, 374

TFTP (Trivial File Transfer Protocol), 155
TIA (Telecommunications Industry 

Association), 86–87
Time Exceeded ICMP message, 382
Token Ring

IEEE standards, 53
ring topologies, 286

topologies, 283–284
full mesh, 285
logical, 283
physical star, 286
ring, 286

trace command, 492–493
transparent bridging, 236
transport layer (OSI model), 24–25, 33

connection-oriented/connectionless 
protocols, 159, 164

features, 149
TCP, 150–152, 154

connection establishment/
termination, 158–159

data segmentation, 160–161
error recovery, 155
flow control, 156–157
versus UDP, 162–163

UDP
functions of, 162
multiplexing, 161

troubleshooting TCP/IP with ICMP, 381, 383
destination unreachable messages, 385–

386
trunking VLANs, 265

802.1q, 266–267
Cisco ISL, 266

twisted-pair cabling, 288
UTP, 289–290

connectors, 290–291
standards, 290

two-way communication, cable modems, 462
upstream, 463

two-wire circuits, 95, 582

two-wire circuits
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U
UAAs (universally administered addresses), 64
UDP (User Datagram Protocol)

data transfer, 162
DNS, 162
functions of, 162, 166
multiplexing, 161
NFS, 162
ports, Layer 4 switching, 271
versus TCP, 161–163

unicast MAC addresses, 64
universally administered addresses 

(UAAs), 64
unknown unicast frames, forwarding, 240
unreachable codes (ICMP), 385
updating configuration files, 182
upgrading images into Flash memory, 

194–197
upper layers of OSI model, 32
upstream data, 463
user EXEC mode (Cisco IOS), 178, 181, 201
UTP (unshielded twisted-pair), 289–290

connectors, 290–291
standards, 290

V
V.35 WAN cabling standard, 86
VCI (Virtual Channel Identifier), 101
VCs (virtual circuits), 98
viewing running configuration, 190
VLANs, 263–264

creating, 264–265
Layer 2 switching, 268
Layer 3 forwarding, 268–270
trunking, 265

802.1q, 266–267
Cisco ISL, 266

VPI (Virtual Path Identifier), 101

W
WANs

asynchronous serial leased lines, 95, 588
ATM, 101

cell reassembly, 101
VPI, 101

cabling standards, 85–86
clock rate, 88
link speeds, 89–90
maximum speeds, 87

four-wire circuits, 95
Frame Relay, VCs, 98
ISDN, 447–448

call setup, 449–450
channels, 449
installing, 453
out-of-band signaling, 450
typical uses, 451–453

leased lines, 82
packet-switched, Frame Relay, 96–99
point-to-point, 81, 83

connectivity, 84–85
HDLC, 91–92
PPP, 92, 94

PPP, 94, 105
LCP, 93

protocols
HDLC, 95, 580
LAPB, 95, 580
LAPD, 94, 105
PPP, 95, 580
SDLC, 94, 105

SONET, 100
synchronous serial leased lines, 94
two-wire circuits, 95, 582

well-known port numbers, 154
windowing, TCP flow control, 157
wireless communications, 300

802.11 WLANs, 301–302
wiring. See cabling
WLANs, 300

802.11, 301–302
WWW (World Wide Web), 154

X-Z
X.21 WAN cabling standard, 86

UAAs (universally administered addresses)
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