BCRA

Section 9

Cable and DSL
Technologies

Cable and DSL technologies have changed the remote
access world dramatically. Without them, remote and
Internet access would be limited to the 56 kbps typical
of dialup. In order to bring high-speed Internet access
to as many users as possible as quickly as possible,
technologies had to be developed to leverage existing
infrastructure. Broadband cable and DSL are those
technologies. Broadband cable uses the RF modulation
techniques of cable television. DSL provides high-speed
Internet and remote access over existing telephone
service. DSL uses either Carrierless Amplitude Phase
(CAP) or Discrete Multi-Tone (DMT) to transmit data
without interfering with voice communications.

The flashcards in this chapter test and expand your
knowledge of these technologies. Recently added to the
BCRAN exam, this knowledge is critical to your
successful completion of the CCNP certification.
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What does the abbreviation DOCSIS stand for? ]
25

s

What is the current version of the DOCSIS
standard?

Cable and DSL
Technologies
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Question 1 Answer

The abbreviation DOCSIS stands for Data Over Cable Service
Interface Specification. DOCSIS is the standardized method of
transmitting and receiving data over a cable television network.

Question 2 Answer

DOCSIS is presently at version 2.0. Previous versions of DOCSIS
include 1.1, which is very widely deployed, and 1.0.
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807

What are the two primary hardware
components of a broadband cable deployment?

Cable and DSL

Technologies

Question 4

Cable and DSL

What type of information is included in a

DOCSIS-compliant cable modem configuration
file?

Technologies
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Question 3 Answer

A Cable Modem Termination System (CMTY) is installed at the
cable head end and is used to service many cable modems
installed at customer locations.

Question 4 Answer

The following types of information are included in a DOCSIS
cable modem configuration file:

Radio frequency configuration

Class of service information

e Management information

Vendor-specific information
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What protocol does a cable modem use to
download its configuration and system image?

Cable and DSL
Technologies

Cable and DSL
Technologies

Question 6

What are the two modes in which a cable
modem can operate?
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Question 5 Answer

Cable modems use TFTP to download their configurations.
Software downloads also utilize TFTP.

Question 6 Answer

Cable modems can be configured in either a bridging or routing
mode. In bridging mode, Layer 2 frames are simply bridged from
a cable modem’s Ethernet interface to its cable interface. In
routing mode, IP packets are routed by the cable modem.
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In which cable modem operational mode might
NAT be used?

Cable and DSL
Technologies

In a broadband cable network bandwidth is
dedicated to individual users. True or false?

Cable and DSL
Technologies
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Question 7 Answer

Because Layer 3 handling of packets only takes place when the
CPE is routing, NAT only makes sense in that type of
configuration.

Question 8 Answer

False. Because cable networks where built around a shared
infrastructure, data bandwidth is shared among several users.
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Why are PPP over Ethernet and PPP over ATM
typically deployed?

Cable and DSL
Technologies

Question 10

What type of WAN connection is used at the
central site to support DSL connectivity?

Cable and DSL
Technologies
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Question 9 Answer

PPP over Ethernet and PPP over ATM provide three major
benefits: user authentication, service selection, and address
management.

Question 10 Answer

Although implementations may vary, remote DSL users are
typically provided central site connectivity over an ATM PVC
terminated on a customer owned router.
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| Question11 — [ipw
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Which of the following is not a type of DSL? %g’
©

e Asymmetric %%

SF

e Symmetric

e Variable

DSL is not limited by distance. True or false?

Cable and DSL
Technologies
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Question 11 Answer

Variable is not a type of DSL. Asymmetric refers to DSL variants
in which the upstream speed is different than the downstream
speed. Symmetric refers to DSL variants where the upstream and
downstream speeds are identical.

Question 12 Answer

False. In order for DSL to operate correctly, the total length of
the local loop must typically be less than 15,000 feet.
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DSL technologies fall into two broad
categories. What are they?

Cable and DSL

Technologies

Question 14

In a DSL implementation, what piece of

equipment terminates the copper connection
from the CPE?

Cable and DSL

Technologies
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Question 13 Answer

The two categories of DSL variants are symmetric and
asymmetric. In symmetric DSL, the upstream and downstream
data rates are identical. With asymmetric DSL, the downstream
data rate is higher than the upstream rate.

Question 14 Answer

Within the phone company central office, a DSL Access
Multiplexer (DSLAM) is used to terminate many customer
connections. The DSLAM performs aggregation to one or two
ATM backbone connections.
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What two pieces of equipment terminate each
end of a DSL connection?

Cable and DSL
Technologies

Question 16

What are two modulation methods used with
ADSL?

Cable and DSL
Technologies
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Question 15 Answer

CPE is used to terminate DSL connection in the customer’s
residence or business. The DSL provider uses a DSL Access
Multiplexer to terminate many customer connections.

Question 16 Answer

The two modulation methods typical in ADSL deployments are
Carrierless Amplitude Phase (CAP) and Discrete Multi-Tone
(DMT). CAP is not an industry standard, while DMT is.
Although widely deployed, CAP is not typically used in new DSL
deployments.



BCRAN Section 9: Cable and DSL Technologies

821

Question 17

How large is an ATM cell?
37 bytes
53 bytes
69 bytes
101 bytes

Cable and DSL
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Question 18

What does RFC 1483 detail?

Cable and DSL
Technologies
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Question 17 Answer

An ATM cell is 53 bytes in length. 48 of the 53 bytes are used for
cell payload with the remaining 5 bytes serving as a cell header.

Question 18 Answer

RFC 1483 discusses how to transport connectionless LAN data
across an ATM network. This RFC offers two types of
connections: bridged and routed.
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Question 19

When configuring an ATM interface, the VCI
must be in what range?

Cable and DSL
Technologies

Question 20

What interface configuration command links a
PVC to an ATM interface?

Cable and DSL
Technologies
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Question 19 Answer

Valid VCI values include 0 through 65535. However, values 0
through 31 have been reserved. Therefore, any configured VCI
must be between 32 and 65535.

Question 20 Answer

The interface configuration command pvc links a PVC to an
ATM interface or subinterface. The complete syntax for the pve
command is pvc [rumber| vpi vci.
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What encapsulation type should be used on an
ADSL ATM connection?

Cable and DSL
Technologies

What command configures the largest frame
that can be sent or received on an interface?

Cable and DSL
Technologies
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Question 21 Answer

AALSSNAP encapsulation is used on asymmetric DSL ATM
PVCs.

Question 22 Answer

The interface configuration command ip mtu mtu is used to
configure the largest packet that can be sent or received on an
interface.
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What type of authentication server is used with
PPP over Ethernet or PPP over ATM?
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Question 24

What authentication protocols are used to

authenticate PPP over Ethernet or PPP over
ATM users?

Cable and DSL

Technologies
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Question 23 Answer

A RADIUS server is used by the DSL service provider to
authenticate PPP over Ethernet and PPP over ATM users.

Question 24 Answer

PPP over Ethernet and PPP over ATM can use either PAP or
CHAP to authenticate users. CHAP provides an additional level
of security as passwords are never sent over the network.
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Why must an Ethernet interface using PPP over
Ethernet have an MTU less than or equal to
1492 bytes?

Cable and DSL
Technologies

Question 26

Which ETHER_TYPE values represent PPP over
Ethernet?

Cable and DSL
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Question 25 Answer

PPP over Ethernet (PPPoE) adds a total of 8 bytes to an Ethernet
frame; the PPPoE header is 6 bytes and the PPP protocol ID field
is 2 bytes. These 8 bytes must be included in every frame and
reduce the effective MTU from 1500 bytes to 1492 bytes.

Question 26 Answer

PPP over Ethernet (PPPoE) uses two ETHER_TYPE fields. A
value of 0x8863 represents the PPPoE Discovery phase while
0x8864 represents the PPPoE Session phase.
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Question 27

What mechanism is used to transmit data over
a broadband cable network?

Cable and DSL
Technologies

Question 28

When configuring an ATM connection, the VPI
must fall in what range?

Cable and DSL
Technologies
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Question 27 Answer

Broadband cable networks use an RF transmission scheme
identical to that used to transmit television programming.
Downstream transmissions use the 55 MHz to 750 MHz band
while upstream transmissions use the 5 MHz to 42 MHz band.

Question 28 Answer

Valid VPI values range from 0 to 255.
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Which RFC documents PPP over ATM
encapsulation?

Cable and DSL
Technologies

Which RFC documents PPP over Ethernet
encapsulation?

Cable and DSL
Technologies
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Question 29 Answer

RFC 2364, “PPP over AALS,” describes PPP over ATM.

Question 30 Answer

RFC 2516, “A Method for Transmitting PPP over Ethernet
(PPPoE),” describes the operation of PPP over Ethernet.
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Which of the following is not a valid PPP over §§
Ethernet packet? 38

PADI
PADV
PADR
PADS
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Question 31 Answer

Downstream (to CPE) uses the 55 MHz to 750 MHz band, while
upstream (to CMTS) uses the 5§ MHz to 42 MHz band.

Question 32 Answer

PADV is not a valid PPP over Ethernet (PPPoE) packet. There are
five valid PPPoE packets: the PPPoE Active Discovery Initiation
(PADI), the PPPoE Active Discovery Offer (PADO), the PPPoE

Active Discovery Request (PADR), the PPPoE Active Discovery
Session confirmation (PADS), and the PPPoE Active Discovery

Terminate (PADT) packet.
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What are the valid PPP over Ethernet session
discovery and initiation packets and in what

order are they sent and received during session
establishment?

Cable and DSL

Technologies

Question 34

Why use PPP over ATM instead of PPP over
Ethernet?

Cable and DSL

Technologies
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Question 33 Answer

The four PPP over Ethernet (PPPoE) session discovery and
initiation packets are

PPPoE Active Discovery Initiation (PADI)
PPPoE Active Discovery Offer (PADO)
PPPoE Active Discovery Request (PADR)

PPPoE Active Discovery Session (PADS) confirmation

Question 34 Answer

PPP over ATM is used when the CPE is configured for a routed
DSL connection. PPP over Ethernet requires that the customer
client computer have Layer 2 connectivity with the service
provider’s PPP access concentrator.
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What CPE functionality is required to support
PPP over Ethernet?

Cable and DSL
Technologies

Cable and DSL

Question 36

What asymmetric DSL modulation technique,
Carrierless Amplitude Phase (CAP) or Discrete
Multi-Tone (DMT), is an industry standard?

Technologies
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Question 35 Answer

Since the customer computer must have Layer 2 connectivity to
the service provider access concentrator, the CPE must be
configured for RFC 1483 bridging.

Question 36 Answer

Although CAP was once dominant, DMT is an industry
standard and is, therefore, the preferred modulation technique
for new asymetric DSL installations.
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Question 37

How can cable modem software images be

standardized by a broadband cable service
provider?

Cable and DSL
Technologies

Does PPP over Ethernet or PPP over ATM

require that software be installed on the client
computer?

Cable and DSL

Technologies
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Question 37 Answer

A DOCSIS-compliant cable modem downloads its configuration
file during power-on. Within the configuration file it is possible
to specify that a software image should be downloaded on
power-on and where that image should come from.

Question 38 Answer

PPP over Ethernet (PPPoE) requires that client software or native
PPPoE support be present on the client computer. Since PPP over
ATM terminates on the CPE and not the client computer, no
client computer support is required.
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In which PPP over Ethernet session initiation

and discovery packet is the Session ID
transmitted?

Cable and DSL
Technologies

Question 40

What series of commands enables an 10S router
to serve as a PPP over ATM client?

Cable and DSL
Technologies
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Question 39 Answer

The PPP over Ethernet (PPPoE) Session ID is transmitted in the
PPPoE Active Discovery Session (PADS) confirmation packet.
This is the last packet used during PPPoE session establishment.

Question 40 Answer

The commands below enable the PPP over ATM client
functionality on a Cisco router.

vpdn-group group_name
request-dialin
protocol pppoe

Interface configuration must take place in addition to these
commands.
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Question 41

An Ethernet interface using PPP over Ethernet
can have an MTU no larger than what?

Understanding
Virtual Private

Networks
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Question 41 Answer

The largest MTU that can be supported with PPP over Ethernet
(PPPoE) is 1492 bytes. This is reduced from the standard
Ethernet MTU by 8 bytes due to the addition of the 6-byte
PPPoE header and the 2 byte PPP protocol ID field.
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Understanding Virtual
Private Networks

Virtual private networks (VPNs) are an excellent
mechanism to secure IP communications. VPNs fall
into two categories: remote-access VPNs and site-to-
site VPNs. Remote-access VPNs provide remote users
secure access to information on a corporate or central
network. To the benefit of the central site administra-
tors, remote-access VPNs provide extensive options for
remote-user authentication. Site-to-site VPNs are used
to link sites across a less secure network, typically the
Internet. These secure connections can also provide a
significant cost savings by obviating the need for a
traditional WAN. Regardless of the type of VPN, there
are several common protocols that make up any IPSec
VPN. Knowledge of these protocols is critical to
becoming a successful CCNP.

The flashcards in this chapter challenge and expand
your understanding of both types of IPSec VPNs. They
cover not only the mechanisms used by the protocols
but also their configuration.
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What is IKE?

Understanding
Virtual Private
Networks

How many phases take place during a
successful IKE negotiation?

Understanding
Virtual Private
Networks
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Question 1 Answer

The Internet Key Exchange (IKE) protocol is used to negotiate,
create, and exchange information needed to establish an IPSec
connection. This negotiated information is called a security
association (SA).

Question 2 Answer

There are two phases to an IKE negotiation. The first phase has
two modes: aggressive mode and main mode. The second phase
has a single mode named quick mode.



BCRAN Section 10: Understanding Virtual Private Networks

851

How are main mode and aggressive mode
different?

Understanding
Virtual Private

Networks

How can you authenticate remote devices in a
site-to-site VPN scenario?

Understanding

Virtual Private
Networks
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Question 3 Answer

A successful main mode negotiation is made up of exactly six
messages. First the keying material is negotiated. This keying
material is used to encrypt the remaining messages.

Aggressive mode is less secure because the keying material and
options are negotiated simultaneously using only three
messages.

Question 4 Answer

There are the three options for site-to-site VPN authentication:
e Preshared keys
e RSA encrypted nonces

o RSA signatures
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Is it necessary that the ISAKMP policy and IPSec
transform be configured to use the same
encryption algorithm?

Understanding
Virtual Private

Networks

What is the difference between tunnel mode
and transport mode IPSec?

Understanding
Virtual Private

Networks
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Question 5 Answer

No, it is possible to use one encryption algorithm for IKE and
another for IPSec.

Question 6 Answer

In tunnel mode IPSec, the Cisco default, the entire original IP
packet is encapsulated in a new IP packet. All routing takes place
based on information in the outer most IP header—in essence
hiding the internal IP addresses.

In transport mode IPSec, a new ESP header is placed between the
existing Layer 3 and Layer 4 headers. The source and destination
IP address of the original packet are used for routing the
encrypted packet.
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Can AH and ESP be used at the same time?

Understanding
Virtual Private

Networks

When AH and ESP are used together, what is
the numeric value present in the protocol field
of the IP packet?

Understanding
Virtual Private

Networks
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Question 7 Answer

Yes. When AH and ESP are used together, the AH header is the
outer most Layer 4 header. This is important to consider when
designing access control lists that affect IPSec traffic.

Question 8 Answer

Since AH is the first Layer 4 header, its protocol value is in the
Layer 3 IP header. The protocol value for AH is 51.
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Is it necessary that both ends of a site-to-site
VPN have static IP addresses?

Understanding
Virtual Private
Networks

Question 10

How can a site-to-site VPN be established when
one site acquires its IP address dynamically?

Understanding
Virtual Private
Networks
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Question 9 Answer

No, a dynamic crypto map can be used when the remote peer has
a dynamic IP address. Only one end of a site-to-site VPN
configuration may use a dynamic crypto map.

Question 10 Answer

Dynamic crypto maps can be used when a single end of a site-to-
site VPN uses a dynamic IP address. The dynamic crypto map
must be configured on the IPSec peer with a static IP address.
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What command assigns a single ISAKMP key to Egg
all IPSec peers? LEE
=
What configuration commands create and %E::g
apply crypto transform sets? ggz
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Question 11 Answer

To create a wildcard ISAKMP key, use the global configuration
command crypto isakmp key key address 0.0.0.0.

Question 12 Answer

IPSec transform sets are created with the global configuration
command crypto ipsec transform-set and are applied to crypto
maps via the set transform-set command.
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What encryption algorithms are available for
use with IPSec?

Understanding
Virtual Private
Networks

Question 14

What IP protocol values represent AH, ESP, and
GRE?

Understanding
Virtual Private
Networks
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Question 13 Answer

You can use one of the following encryption algorithms with
IPSec:

e DES (56 bit)
e 3DES (168 bit)
e AES (128 or 256 bit)

Question 14 Answer

The IP protocol values for these protocols are
e AH: 51
e ESP: 50
o GRE: 47
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What command enables transport
mode IPSec?

Understanding
Virtual Private
Networks

Question 16

Can multiple crypto maps be applied to a single
router interface?

Understanding
Virtual Private
Networks
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Question 15 Answer

Transport mode IPSec is enabled by issuing the mode transport
command in transform-set configuration mode. The following is
an example of a transform set configured for transport mode:

crypto ipsec transform-set TRANSFORM esp-des esp-sha-hmac
mode transport

Question 16 Answer

No. However, it is possible to have multiple instances of the
same crypto map. Similar to the configuration of route maps,
each crypto map instance is given a unique numeric tag. When
encrypting traffic, crypto map instances are evaluated in order,
starting at tag 1. The tag value can range from 1 to 65535.
Multiple instances are used when multiple remote peers exist in
a site-to-site VPN configuration.
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Question 17

How can routing protocols be used over a site-
to-site VPN?

Understanding
Virtual Private
Networks

Question 18

What Layer 4 protocol and port are used for
ISAKMP communications?

Understanding
Virtual Private
Networks
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Question 17 Answer

To use a routing protocol in a site-to-site VPN environment,
GRE tunnels must be utilized. With GRE tunnels, a virtual
tunnel interface is used to represent the logical connection
between peers. It is on this tunnel interface that a routing
protocol can be utilized.

Question 18 Answer

ISAKMP uses UDP with source and destination ports equal to
500.

It should be noted that some implementations—especially
remote-access implementations—use UDP source ports other
than 500.
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Question 19

When two peers begin IKE negotiations, how
do they identify themselves?

Understanding
Virtual Private
Networks

Question 20

What command is used to configure the
ISAKMP identity of a router?

Understanding
Virtual Private
Networks
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Question 19 Answer

Either IP address or host name can be used as the IKE identity.
The identity value supplied must match the ISAKMP key
configured on the peer.

The global configuration command crypto isakmp identity
{hostname | address} configures which identity is used.

Question 20 Answer

The global configuration command crypto isakmp identity
{hostname | address} configures which identity is used during
IKE negotiations.
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What is the difference between authentication
provided by ESP and AH?

Understanding
Virtual Private
Networks

How can you authenticate remote-access VPN
connections?

Understanding
Virtual Private
Networks
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Question 21 Answer

The authentication provided by ESP computes a hash based
solely on a packet’s payload. In contrast, the hash associated
with AH is computed on the entire packet, headers included (this
excludes fields like TTL that legitimately change in transit). AH,
therefore, provides greater security by ensuring that the entire
packet has not changed.

Question 22 Answer

Remote-access VPN connections can be authenticated using one
of the following options:

e Preshared keys
o RSA signatures

In addition to the above options, remote-access users can be
further authenticated using Extended Authentication (XAUTH).
With XAUTH, users are authenticated against an external
RADIUS server, such as Cisco ACS or Microsoft IAS.
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Within the context of certificates, what is a Egg

CRL? LER
55

Question 24 £z,

Can the same crypto map instance be used with %E: jsj

multiple IPSec peers? ££2
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Question 23 Answer

A Certificate Revocation List (CRL) is used to verify that a
certificate has not been revoked. If a certificate’s serial number is
listed on the CRL, it has been revoked and is no longer valid for
any authentication purposes and is rejected.

Question 24 Answer

Yes, one crypto map instance can have multiple peers as long as
both peers share an identical configuration. This is often used at
a remote site to specify a redundant VPN device at the central
site.
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Can different encryption algorithms be used Egg

with the same crypto map instance? §§§
=

Question 26 2z,

How does the router determine which traffic to %E: jsj

encrypt? : g 2
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Question 25 Answer

No, a crypto map instance is associated with exactly one IPSec
transform set, which is where the encryption algorithm is
configured.

Question 26 Answer

An ACL is created and associated with a crypto map instance.
This ACL, known as the crypto ACL, is used to select traffic that
is to be encrypted. Traffic that is not selected by the crypto ACL
(as permit entries) is not encrypted.
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Question 27

What happens if the router receives traffic that
matches a crypto ACL but is not encrypted?

Understanding
Virtual Private

Networks

Question 28

What is Perfect Forward Secrecy?

Understanding
Virtual Private

Networks
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Question 27 Answer

Inbound traffic that should be encrypted and is not (as deter-
mined by evaluating the crypto ACL in reverse) is silently
dropped.

Question 28 Answer

Diffie-Hellman Perfect Forward Secrecy (PFS) is used to generate
new keying material for IPSec security associations. Without
PFS, the IPSec keying material is derived from the IKE keying
material.
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What does the command group 2 enable?

Understanding
Virtual Private
Networks

What types of security associations exist?

Understanding
Virtual Private
Networks
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Question 29 Answer

The group 2 ISAKMP policy configuration command enables
1024-bit Diffie-Hellman key exchange during IKE negotiations.
The default setting is group 1, which uses 768-bit encryption. It
should be noted that larger keys require additional router CPU
resources.

Question 30 Answer

There are two types of security associations (SAs): the ISAKMP
SA and the IPSec SA. An SA is made up of a unidirectional
connection and all of its associated security parameters. After
the successful establishment of an IPSec session, each device has
four SAs—an ISAKMP SA in each direction and an IPSec SA in
each direction.
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What is an SPI?

Understanding
Virtual Private

Networks

What command displays the number of existing
ISAKMP security associations? What other
information does this command display?

Understanding

Virtual Private
Networks
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Question 31 Answer

A Security Parameters Index (SPI), is an index into the Security
Parameters Database (SPD). Each security association has an SPI
for each protocol (AH or ESP) in each direction (inbound and
outbound).

Question 32 Answer

The EXEC command show crypto isakmp sa displays the
number of existing ISAKMP security associations (SAs). In
addition, this command displays the source and destination IP
address of each SA.
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What is the name of the second IKE
negotiation phase?

Understanding
Virtual Private

Networks

Question 34

When creating an IPSec transform set, you
have selected the esp-sha-hmac option.
What does this enable?

Understanding

Virtual Private
Networks
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Question 33 Answer

The second IKE phase, called quick mode, is used to negotiate
IPSec transform sets and establish IPSec security associations.

Question 34 Answer

This option enables ESP message authentication using the SHA
hashing algorithm. Message authentication using MDS5 can be
enabled with the esp-md5-hmac option.
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What command links a crypto map with a
crypto ACL?

Understanding
Virtual Private
Networks

What command applies a crypto map to an
interface?

Understanding
Virtual Private
Networks
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Question 35 Answer

The crypto map configuration command match address acl is
used to link an ACL to a crypto map.

Question 36 Answer

The interface configuration command crypto map crypto-map-
name applies a crypto map to an interface.
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Question 37

When creating an ISAKMP policy, which
command enables the use of certificates for
peer authentication?

Understanding
Virtual Private

Networks

What settings make up the default ISAKMIP
policy?

Understanding
Virtual Private

Networks
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Question 37 Answer

The ISAKMP policy configuration command authentication rsa-
sig enables RSA digital signatures for the authentication of VPN
peers.

Question 38 Answer

The following items make up the default ISAKMP policy:
e Authentication: rsa-sig

e Encryption: DES

Diffie-Hellman: group 1
Hash: SHA
Lifetime: 86,400 seconds
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What are the main benefits associated with
VPN technologies?

Understanding
Virtual Private
Networks

Question 40

Cisco offers two hashing algorithms for use
with IPSec. What are they and which is more

secure?

Understanding
Virtual Private
Networks
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Question 39 Answer

VPN have the following benefits:
e Reduced cost
e Improved data security

e Remote-access user authentication

Question 40 Answer

The two hashing algorithms available are SHA, which produces
a hash 160 bits in length, and MDS5, which produces a 128-bit
hash. It is generally regarded that MDS5 provides higher
performance but, due to its larger resultant hash, that SHA is
more secure.






909

aauenajay 244

1S wO juawx
-£o[dop pue uonenSyuod ay1 01 JUBAI[AL dIe 1By SO Y Y3 $IsI] A[qeI SuImo[[o] ay ],

splepueig pauyaq-04y

uonewIojur apeiddn a1emijos

sog1oads JuswaBeue N o

UuonBWIOJUT OY10ads-TOpuaA e

s[ie3op uoneInsyuo)) e

uonewojur Louanbaiy opey e
3]y uonengyuod juerdwod-§1$HOA
® Jo 11red st uonewIojul SUIMO[[O Y I, TOAIIS J [ 4], PAZI[BIIUID B WOIJ IFeWI 91BMIJOS
s31 “A[jeuondo ‘pue uonEINSYUOD SIT SPLOJUMOP WIPOW J[qEd Y} ‘SISO JO 3ied sy
'0°7 pue (pakojdap Aopim) 11 €0’ :suors
=19A 99111 SBY SISO "10MIU 9[(ED B I9A0 UOnEIIUINWWOd STIND 01 JD weapowr
3[qed 10§ pIBpUEIS B SI (S[SOO) UONEIYIadS 908JI93U] 21A19G d[qEL) 1940 BIB(] dY L,

piepuels SISO0d 2yl

*SUOISSTWISUEI) 19ue3[d apiaoid Jeys spuueyd
wO uN:ﬁS ﬁﬁ.m asn ur wﬁuﬁﬁwﬂu uﬁ_u Jojruour
$9I1AP [N YL "SPUURYd ZHY STIE Y
95T 0IUI PAPIAIP ST IPIMPUL] J[qe[IEAY

(LINQ) duoLB[niN 30210817

‘pakojdap A[opim Inq prepuels Ansnput
U JON] SUOIIBIIUNWWOD WEIFISUMOP 10]
ZHN S°T 03 ZHY (7 Pue SUOIEIIUNWWOd

weansdn 10§ ZHY 091 03 ZHY ST
SPUEB( OM] JO dUO SISN UOISSIWISULI) BIE(]

(dVD) aseyq apranjdury ssafiariie))

MBIAIBAQ

anbjuysa) uone|npo 1sa

TINA 10 dVD “-Jm& DﬁLNU ures Uﬂu JA0 Nuwﬁ —UEN AT0A wc
UOISSIWSUEI) SNOIUBI[NWIS Y MO[[ 01 SINDIUYIII UOLIB[NPOW OM] JO UO SIsN TS Y

sanbiuysa] uonenpol

SI2WO0ISND

ﬁmﬁnuucm e \m_bwu:
SOYIEII JEYI YIOMIU
UOISIAJ[) J[qBd SUMSIXd
ue jo ageiueape saye],

SIawroisnd

$SaUISNq 10 [BIUIPISII

03 DIAIIS wzcgmu_mu
3unsIxa Ue 1940 PaIdAIPJ

Jqqissod

se s19wo3snd [eruslod
Auew se yoear 01
sanI[ey JUNSIXd AzZI[1N

$32IN0SAT wwﬁ&uvuﬁv

0] $S9208 9)OWdI

HCw :Cﬁ—dﬁcm NdA © r—u:s
paweal 9q ued nq £[uo
$§S920¢€ JouIaiuy wu—u_\wo.uam

astadroiuo
9Y3 03 $S2IJE 2JOWAA
10 $S300€ 12UIIU] SIPIAOI]

$5900€ 10wl astidiaua
10 Jourou] o9pr1AoI g

a|1qen

asa

|eoo

JI0MIDU J[BD AYI 0F SIDIAIP IIWOISND
WoIj AIAIIIUUOD JDUIIYIF SIPTAOI] a[qeD WapOJA A[qeD)
yIom3au dqed Y3 (SLIND) waiskg

WOIJ SUOIIIIUUOD JIWOISND AUBW SIDIATIG 9[qeD) | UOMBUIWIIY, WIPOJA A[qED)
SSUISN JO dIUIPISIT JIDYI UIYIIM (4dD) 3uswdmby

19SN 93 03 AIATIOIUUOD JDUIIYIF SIPTAOI] b Yel asTUIdI JoWoIsny) TS
SUOLIDAUUOD N[y M € (NVISA)

03 SUOHOIUUOD 1W0IsNd Auew $33e32133y 1sa 1oxa[dnnIA $$900Y IS

2]qe3 Sutmooy
uﬂu ur ﬁmeNEESm Ie LU:\TK/ mwmuﬁwv_u ﬁmuu>u0w wc S1SISUOD vﬁCkﬁuE m_ﬂwu 07SAvVv
)10MIB|\ Y]} Ul S82INDQ

“Suruwea301d UOISIAIAI SB [[om
Se e1ep syrwsuel anbruydal uonempow I3 SUnsIxa Ay 10M3I9U J[qed PUBPLOI] € U]

‘s[eog asoys surene 430

-[ouyd2) YoBd MOY puE s[eo s1sI| 9]qeI SUIMO[[0] Y ], "[ed1UIPI A[1LaU dIE S[e0T 1191
‘uonejuswa[dwl 119Y3 UT JUSIAHIP AI9A TB S2INIONIISEIUL I[qed pue TS YSnoyly

sjeor) ABbojouyoaj

salbojouyosad] ajqen pueqpeo.qg
pue 1S Buipuelsiapun



910

*DAJ © SuLmSyuod usym JUBAI[II ST SIY T, $ST-0 1dA
*DAd B SuLINSyUOd UdyM JUBAS[II ST SIY T, "SOAJ
10J Pasn JOU dTB PUEB PIATISAT ATB [¢-() SAN[BA §€669-7¢ DdA

"OAd LY 2y} Sutndyuod
uaym Juerodwr sawodaq siy I, ‘uonemsdesus

Jo 2d£1 sty asn pnoys sgID TS [V

dVNSSTVV | uomemsdesuy

“SPPY AdA L MAH.LH Surmoyjo a1 jo suo asn s1oxoed goddd
"UOISSIS JOJJJ FANDE UB AIBUILLID] O Pasn

sty 3ay0ed (LAVd) 23eUIa], £1940081(] 2ADOY FOddd 242 st 3%oed Joddd WY V

Savd
Havd
odavd swiL
1avd

JIOETTERIT)
$8990Y 30ddd uelD Joddd
“19yoed vonEWIYUOd (SAV)
UO01SS9G AI9A0ISI(J 2A1DY FOJdd Y3 Put ‘(YAVd) 3sonbay £19409s1J 24130y JOJdd
Y (OAVd) 11O £194081(] 2A1Y HOddd 243 (IAVd) UOHPHIU] £19A03SI( 2AIDY
H0ddd Y3 :$1930ed JOJJJ N0 JO SISISUOD $59001d JUWYSI[QLISI UOISSAS FOJdd Y],

juawysijge}sy uoissag 1auiayly 1ano ddd

sjusWwon

sbuniag pijep way

:syutod SuImo[[0F 9yl JOPISU0d 03 Jurrodl ST 31 QoI A [y U SuLm3yuod uaym

sia)aweused bunesadQ ALY

‘apow 3uIdpliq e Ul aq 03 IO Y3 saambar pue 1aandwod

JUSID Y} U0 JJJ SeUIwIN Joddd VOoddd MUN ‘ddd Y3 3udidgur
sanIiqeded UONIA[As 901AIIS AYI AZI[IIN PUL PIILINUIYINE I UBD JU[D
Pa129ULOd-NV'T B “FOddd YA “(F0ddd) 3PUIdY3H 1940 ddd S2uyed 91T

aseyd uo1ssag Foddd

¥988%0

aseyd £19A00s1(] FOoddd

€988X0

“AdD U0 saeuIId Jdd ‘Voddd YA
‘uoneIngyuod gJ7O) PIINOI B UT UOTIIIIS IIAIIS PUE UONEINUIYINE

a0149p $ap1a0id yoqdd “(VOddd) WLV $240 ddd sauyeq ¥9€C

asM)

PI2ld 3dAL H3IHI13

‘suoneudwdwr 740 TS £9eSd] Auew jo siseq Y3
SISIY [, ‘painol pue pagpriq :uoneIdado Jo sapow 0mI SaUYI(] “I0MmIau
JALLY UE SSOID® BIEp NY'T SSI[UOIIIIUUOD JO UOISSIWSULI} 93 S[1eId €8pl




911

‘uoneangyuod £d170d T NeIOP Y3 S[1BIP J[qel SUIMO[[0] Y],
*SUONIBIDOSSE A1LINDAS 23G] Y3 YsI[qeIsd 01 aoe[d axel suonenoSou

‘omil Dmﬁﬂm ur .mﬁCE vﬁuj\iu se DBOEM UTCE D—Mﬂim e wmﬂ wECCNﬁOMME T wnv oml UwNL&

‘suonenogou Jururewas oyl SundLous uayl Aq pue I Aq pasn [errzew

Surfay ay3 Jurdueyoxa 31y £q paouBYUD ST £31INDIS OPOW UTEW U] "SUOIIEIIOZIU d9powt
urew £q pasn X1s ay3 03 pasoddo se saFessatw 991Y3 $IsN IPOW JAISSIIZFY "SUOTIRIIOSSE

£31IM29s T Y2 YIm A[snoaueinwiis paienosau st [errarewr Uik [ ‘Opour aa1s

-$2133® U] "9pow UrewW pue IPOW dAISSIIFFE :SIPOW 0OMI SBY dUO Isey] ‘om] aseyd pue
auo aseyd :saseyd omi Jo $ISISUOD T "UOTIIIUUOD JIGJ] Uk P[Ing 01 ATBSSIIIU WO W
-10JUT UOTIBID0SSE AILINDIS 239G J] $aI3en08au [020301d (]) d8uryoxy 49 3uIaiu] oy,

abueyox3g A9y Jouualuj

“Kouepunpar

pue m_Ououoa Sunnox jo EuE%cEmn oyl

Ul SpIe 90eJIa3ul SIy I, *s10ad 295 J] Usamiaq
aoej1a3ul Jutod-o3-1utod [ENIIIA B $93821D) /Y

uonensdesuy
mnﬁﬂcm JLIdUaL)

dsd “Ajuo peojded 4 194e7 ay3 uo papraoid

‘suondo 39s wiojsuel dewy-eys-dsd

10 dewy-gpuw-dsa ay3 Sursn paingyuod st
uonednUAYINE JS "suondo 19s wrojsues)
sapg-dsa 10 sap-dsa o3 B1A pajqEUD ST

|W—UE|F—N uﬂu ﬂu:s ﬁmﬁﬂmﬁu ST w—ﬂrﬂ .AﬁUHCqu

ST UONEIIUYINY “YI0MIDU ) SISIIABI) IT peojieg
se uonewiojul sarednuUAyINe pue sidLouy 0S £3umdag parejnsdesuy
‘suondo

39S uLIojsuen dewy-eys-ye 10 dsewy

[ojdwexa 10§ “71.1] spjey SuiSueyd
Arewmi8ay) 19xoed J1 21U Y3 UO paseq
PaIndwod St UOLBIYLIIA SIY ], "PIIdI[E U]

10U 2ARY SIUAIUOD s 33ded B Jey) SAYLIOA 16 | I1opeaH uonesnuayINy

uonduosaq JaquinN
0203044

awel\ [090104d

*uonN[os 3G J] Uk 01 JUBAS[I 21k Jeyl s[0d0301d {, J9KBT a3 S[IeIP MO[aq I[qeI Y],

S]|090304d {7 19AeT

(YD) uonensdeour SUNNOY JLIUIL) o
(HV) JopeaH uonednuayiny e
(dsd) peojdeq £1ndag parensdeouy e
2936dI
(A1) d8ueyoxy £y IPUINU] o
:UOIIN[OS JIGJ] UL JO UONBINSHUOD dY3 03 JULAJ[I aTe 5]000301d FUIMO[[0] Y ],

$]090}04d 93Sd]|

SUONIAUUOD JDUINU] [BIO] JO UOLEZI[IIN 943 Y3NOIY3 SFUIABS 31SOD) e
UONEINUAYINE pue AJ[ENUIPYUOD LIB( o
SI1IS SSOIJE SSIIOE SSIWIES o
$90IN0ST IJOUIAI O $SIIIE 2INIIG o
apn[oUI NJJA 231S-03-211S € JO SIJAUA] Y], I9UINU] Y2 AJ[ensn YI0MIU 21nd2s
SS3] B 19A0 SYI0MIDU 0M] U2IMII] AIAIIDIUUOD 21NI3S SIPIA0Id N JA 9315-01-211S

SNdA 331S-0}-3lIS
SUOIDAUUOD 12UIAU] [BIO] JO UONBZI[IIN AY) YSno1y) sSUIA.S 150))
uonedUIYINE pue AI[EIUIPYUOD LIB( o
:OﬁNN_HCJuﬁN —UEN Ecdumucﬁvﬂuﬂw I9S() e
$9INOSAIT [BUINUI 0] SSIIIE NG o
:91dwts a1 NJA $S990Y 210WaYy  Jo s[eod ay [, "uoneziuesio
U UTYIIM $IDINOST $SIDE A[2INIIS 01 SIISN JOWI SMO[[B NJA SS90y 10WN Y

SN/ SS299y ajoway

215-03-11
$S3IJY AOUWY e

SNdA Jo sedA]
S)10M]3N
9}eAlld |enMIA mc__ocmu.m._wnw—_:



912

0L AotTod dwyest 03dAud

arqeua dwyest 03dAJo

149 pareysaxd Suisn uonednuUAYINe

pue ‘Gurysey ¢ ‘vondLious g yim £orjod e 21nSyuod pue g A[qeus spuewt
-wod SuImo[[oj Ay, ‘paindyuod aq 3snuwr £o1j0d I Y3 “THVY 03dL10 oy3 Sunead 15y

GGZ2'0°0°0 0°2°891°26) SST°0°0°0 0°T°89T°Z6T dT 3Twaad QT 3ISTI-SSa00®
32Uqns $7/0°C'891°C61

943 0339UqNS $7/0°1'§9T°T6 T A4 woy oygexn Jf [[e s3d4xous THy 03d41d Sumoyjog oy,
.ﬁuabuzu aIe muu&um& yorgm \ﬁuuwxu S[O1U0d “THY 014410 Y3 Se umouy “JDV SIY ],
*pa3d£10ud 9q 03 dYFeII AYI 399[3S 03 PAIBID A ISOW (DY) ISI[ [0IIUOD SSIIIE UL ISIL]

NdA 99Sd| @1S-03-a1S e Bunnbyuo

Jayio
eo|Ae o
7 peojied 7.n_n_3_n_0_.71<¥ n_wm; dl ;
18410
e0|Ae
7 peoifed ro:.n_o.; dl

‘uonesado apow Jrodsuery Sump pagueyd st 3xoed B MOy smoys
213y SuIMO[[0F A, *SIOPEIY { PUE ¢ IoALT SUMISIXI Y3 UIIMII( PIIIISUT ST 1OPBAY
MU SIY ], JST J0 HY 19YIId 10] PIPPE SI 19peay f 1946 Mmau e ‘Opowr 11odsuen uf

8po|A\l Modsuel] 29Sd|

peojAed 7 HY 10 dS3 7 di 7

18410

&
peoifed 4an 9oL

N

‘uone[nsdedua syl smoys 23y Suimol[[of oy, 19peay 4 14eT HY 10 ST ue
I3 M umv—umﬁ dJ mau e ojur ﬁuuw—ﬂwﬁmuﬁu %—wuu_QEOu ST uUJUNn— goes nﬁsmwu—u 02s1D)
9y3 ‘Opow [duuny uf ‘dpowr 11odsues) pue Ipou [puunj :s9pow uonerado oml sey 23GJ]

9POJAl [BUuUN] 23S d]|

"VHS vy
UUENEHOWMMQ e wnv wwm— mmC&E_ 0l ﬁmuv—”&w:nvu -a8essawr
y18u9] A1eniqre ue wWoij ysey 1q-g7[ & $0NPoIJ SAW

.wﬁCGZ—CU wc —UOCJJ@MZ ﬁumwmuuv—u
941 01 INP G UBYI 9INIIS dI0W PAIIPISUO)) "3ud]
Aue MC o8essowr e EOHw waﬂ u—£|00~ © SajeIouan) VHS

sonjsiIaloRIeYD 10903014 Burysey

s|0203}04d BuiyseH

D] Ul e3e(] I0 ‘SPUOIIG UT dWI], QIR
SAN ‘VHS Suryser
SAV ‘SAAE ‘SAA uond4ioug
7 dnoiny €1 dnoiny dnoi8 HQq
sarnjeusig
VSY ‘seounoN pardLrouyg ySy ‘shay] pareysaig uonednuAYINY

sBbunyag ajqejieAy ansuajorIRYD)

*9[qe3 SuIMO][0F SWAlL
EOZNHS&@EOU \AU_—CQ I 243 JO Yoo 10§ o[qe[reae wﬁcqumo Y1 SsI] 9[qel MEMBOEOw YL,

SpU023s 00%‘98 QWY
VHS Surysey

Ne (el uond{nuy

1 dnoin dnoi8 Hq

wuuﬂumﬁmqm A EO~HNUEE®£M5<

Bumag ynejaq ansuvloRIRYD




913

dew 03d4A10 moys o

es dunyest 01d410 moys

£orjod dunyest 03d4A10 moys e
19s-wroysuey 9asdr 03dA1d moys

©s 29sd1 01d£10 moys o
1SI[-5S900€ MOYS

dunjest 03d41 Snqp
93sdr 03d4£10 Snqop
:Ky1reuonouny
NdA 99SdJ 200Usa[qno1} Pue AJLIoA SPUBTITIOD SUIMO[[OF Y],

Ayjeuonoung NdA JO UOnEOIIBA

dvNOLdAHD dew o01dAud
0/0 13uJaylzised 8dejJIUT
ispuewIwiod Suimol[oy oyl
yam doejadzur ue 03 parjdde st dewr 03d£1d oY1 “pajeard uaaq sey Suryifiaad 3eyl MON

001 SSaJppe ydjew
WHOJSNVHL 38S-WJOjsueJ} 3as
271710l Joad 3es
dwyest-299sdT @I dVNOLJAYD dew o3xdAdo
:dew 03d£15 o3 Sursn 10y3a803 padul| [[e a1e £oy3 993d Y3 03 paudisse st £
B PUE PIILIID UIq dARY 198 wirojsuedd a3 pue Korjod T 9y “T1Hy 03dL10 oy3 1015y

2L L 0L SsaJppe 09STO A8y dwyest 03dAuo
1107 e ad o
10§ £97] © s938210 9[dwexa Suimol[og ay [, 19ad 930wWaI Y3 10§ £ ] U LI ‘MON

oewy-gpu-dsa sapg-dse WHOJSNVHL 38S-wJojsuedy oasdt 031dAJo
n—uvw:
un (o2} wﬁmﬂmﬁa ﬁﬁm EOﬁQ\CuEu 238d1 vsu muﬁﬁuﬁ uwau ﬁmuduuu ST 198 EHmeEN‘E e Jummz

sapg uotidAuoua

Spw ysey
paJeysaJd UOTIBOTIUBYINE



	Section 9 Cable and DSL
Technologies
	Section 10 Understanding Virtual Private Networks
	Understanding DSL and Broadband Cable Technologies
	Technology Goals
	The DOCSIS Standard
	RFC-Defined Standards
	PPP over Ethernet Session Establishment
	ATM Operating Parameters

	Understanding Virtual Private Networks
	Types of VPNs
	Remote Access VPNs
	Site-to-Site VPNs
	IPSec Protocols
	Layer 4 Protocols
	Internet Key Exchange
	Hashing Protocols
	IPSec Tunnel Mode
	IPSec Transport Mode
	Configuring a Site-to-Site IPSec VPN


