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2900 switches
configuring, 372
passwords, 379
ping command, 376
testing, 375
3512XL switches
configuring, 370
password, 378
testing, 371
troubleshooting, 370
3600 series routers, 77
3-way handshake sequences, 171
802.2 SAP headers, Ethernet frame format, 331-333
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above baselines, building, 691
access

lists, 641

methods, 32

switches, 369
Access Control Lists (ACLs), 18, 95
access layer, 46
accounting, managing, 108
acknowledgments (acks), 16
ACLs (Access Control Lists), 18, 95
active monitors, 37
adding

routing protocols, 70

static Frame Relay maps, 510
Address Resolution Protocol (ARP), 13, 306
addresses

broadcast, 198

Ethernet, 335-336

Frame Relay, 523-528

1P, 193-194
subnets, 194-199
summarization, 199-202
local multicast, 170
MAC, 13,167
NAT, 199
Novell, 276-277
administration, shut down, 599
Advanced Search Tool (TAC), 105
advantages of VLANS, 434
advertisements
CDP, 67
loopbacks in EIGRP, 593
algorithms
DUAL, 208
SPF, 209
American Wire Gauge (AWG), 40
analyzing
3-way handshake sequences, 171
BPDU, 389-391
host-to-host connectivity, 159
IP headers, 165
IPX
client startup, 274
headers, 267
RIP headers, 268
protocols, 115-122, 156
RConsole SPX packets, 273
RIP packets, 169
routes, 156
SPAN, 362
Telnet, 171
Application Layer (Layer 7), 14
applications
Novell, 254
Internet Layer, 261-272
Transport Layer, 272-273
upper-layer, 274-276
port numbers, 175
TCP/IP, 160-162
Internet Layer, 162-167
Transport Layer, 168-176
upper-layer, 176-192
Telnet, 176

application-specific integrated circuits (ASICs), 382

applying

routers as Frame Relay switches, 503-512

Sniffer Pro, 118—122
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architecture
Cat5000/Cat6000, 400-404
selecting, 9-20
ARP (Address Resolution Protocol), 13
clear arp-cache command, 167
inverse ARP, 524-526
show arp command, 72
no ip proxy-arp command, 174
tables, 306
ASICs (application-specific integrated circuits), 382
authentication, 608, 610
auto frame-type detection, 260
automatic summarization, closing, 158
autonegotiation hierarchy, 342
AWG (American Wire Gauge), 40

B

bouncing interfaces, 442
BPDU analysis, 389-391
BRI (Basic Rate Interface), 146, 616-620, 628
bridges, 380-382, 433
broadband networks, 319
broadcast addresses, 198
broadcast domains, 36, 384, 432435
configuring, 435-439
traffic types, 435
VMPS, 439
building Layer 2 baselines, 685

C

back-to-back configuration (Frame Relay), 497-503
Backup
configuration, 240
dial, 644-652
interfaces, 644, 647
Trouble Tickets, 712-717
backward explicit congestion notification (BECN),
514,516
baseband signaling, 319
baselining, 138
IPX, 231
troubleshooting, 56-57
WANDL, 113
Basic Rate Interface (BRI), 146, 616-620, 628
BEC (Gigabit EtherChannel), 448
BECN (backward explicit congestion notification),
514,516
BGP (Border Gateway Protocol), 210-212, 543
big-endian systems, 34
binary place values, 22-23
bindery, 258, 275
bits
C/R, 517
EA,518
Frame Relay, 514
blades, routers, 470
boot helper (rxboot) mode, 241
BOOTP (Bootstrap Protocol), 191
Border Gateway Protocol (BGP), 210-212, 543

C/R (Command/Response) bit, 517
cables, 40
straight-through, 368
unplugging, 63
caches, clear arp-cache command, 167
calculating binary place values, 22
CAM (content addressable memory), 376
canonical names, 35
capturing
packets, 162
Syslog, 713
carrier sense (CS), 319
carrier sense multiple access collision detect (CSMA/
CD), 33
Cat5000/Cat6000 architecture, 400—404
CatOS
switches, 395400, 687
troubleshooting, 362-379
VTP statistics, 458
CCP (Cisco Control Protocol), 609
CD (collision detection), 319
CDaemon Syslog, 699
CDP (Cisco Discovery Protocol), 67, 277
CDPD (cellular digital packet data), 42
CEF (Cisco Express Forwarding), 17, 472-473
cellular digital packet data (CDPD), 42
central office (CO), 597
CHAP (Challenge Handshake Authentication
Protocol), 610
characters
ping command output, 84
traceroute command, 87
checklists, troubleshooting, 139



commands

803

chesapeakebay switch, documentation, 701
CIC (Cisco Info Center), 189
CIDR (Classless Interdomain Routing), 20
CIR (Committed Information Rate), 513,515
Cisco approach to troubleshooting, 47-55
Cisco Control Protocol (CCP), 609
Cisco Discovery Protocol (CDP), 67,277
Cisco Express Forwarding (CEF), 17, 472-473
Cisco Info Center (CIC), 189
Cisco Marketplace, 101
Cisco Website (CCO), 99-100
CiscoWorks, 109-112, 189
CiscoWorks for Switched Internetworks (CWSI), 109
classes, 21, 193
Classless Interdomain Routing (CIDR), 20
clear arp-cache command, 72, 167
clear counters command, 64
clear frame-relay-inarp command, 508
clear ip route command, 71
clear trunk vlan# command, 458
clearing
2900 switches, 372
counters, 598
existing switch configurations, 369
normal call clearing, 637
CLI (command-line interface), 394
CatOS-based switches, 395-400
I0S-based switches, 400
clients, NetWare, 260
CLNS (Connectionless Network Protocol), 210
clock rate
command, 63
statement, 528
closing automatic summarization, 158
CO (central office), 597
code, ICMP, 97
collision detection (CD), 319
collisions
bridges, 380-382
domains, 36, 384
Command/Response (C/R) bit, 517
commands, 67, 192
backup interface, 644
clear arp-cache, 72, 167
clear counters, 64
clear frame-relay inarp, 508
clear ip route, 71
clear trunk vlan#, 458

clock rate, 63

config-register, 241

configure terminal, 142

copy tftp flash, 241

debug, 94-98

debug dialer, 643

debug dialer events, 640

debug frame-relay events, 525

debug frame-relay Imi, 501, 508, 519

debug frame-relay packet, 526

debug ip bgp, 211

debug ip icmp, 96

debug ip ospf, 209

debug ip packet, 96

debug ip packet detail, 97

debug ip rip events, 204

debug ipx packet, 261, 265

debug isdn q921, 633, 635

debug ppp authentication, 610

debug ppp negotiation, 609

debug serial interface, 603

debug service timestamps, 499

dialer map, 625

dialer-group, 643

dialer-list 1 protocol ip permit global, 641

dialer-list protocol ip permit, 625

display networks, 258

enable, 142

encap frame-relay, 498

erase startup-config, 177

frame relay route, 505

frame-relay intf-type dce, 499

frame-relay local-dlci, 498

Hayes, 8

hostname, 368

interface vlan #, 372

ip classless, 156

ip http server, 365

ipx network, 272

ipx routing, 235

load monitor, 257

logging
10S troubleshooting tools, 92-94
show logging, 92
synchronous, 530

no auto-summary, 158,303, 594

no ip access-group ftp out, 52

no ip http server, 365
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no ip proxy-arp, 174

no logging, 93

no shut, 66, 147, 600

no synchronization, 543

ping, 695
2900 switches, 376
character output, 84
Ethernet, 304
extended, 85
hostnames, 159

IOS troubleshooting tools, 84—-87

IP, 149

IPX, 231,261

testing, 374

user-mode, 84
port monitor, 389
reload, 242, 406
set spantree mode mst, 450
set trunk mod#/port#, 446
set trunk mod#/port# mod, 445
set vtp domain vtpname, 454
sh int switching, 107
show

I0S troubleshooting tools, 62—84

ISDN, 637
show access-lists, 52
show arp, 72
show buffers, 80
show cdp neighbors, 68
show cdp neighbors detail, 263
show controllers, 63, 148,499
show debug, 97
show frame-relay Imi, 508, 519
show frame-relay map, 502, 527
show frame-relay route, 531
show frame-relay traffic, 537
show hosts, 187
show interfaces, 63
show interfaces bri0 1 2, 628
show interfaces ethernet0, 66
show interfaces serial 0, 598
show interfaces serial0, 64
show ip bgp, 211
show ip bgp summary, 210
show ip interface brief, 66
show ip interface s0, 52
show ip ospf, 209
show ip protocols, 69
show ipx interface ethernet 0, 248

show ipx route, 276

show ipx servers, 276

show isdn history, 634

show isdn status, 631

show logging, 92

show mac address, 690

show memory, 7879

show module, 448

show port, 389, 403

show protocols, 69, 692

show run interface bri0, 639
show running-config, 690

show spanning-tree, 450

show stacks, 80

show start, 76

show startup-config, 75, 372
show tech-support, 82, 105
show version, 73

show vlan, 449

show vmps, 439

spanning-tree vlan 1,719
switchport mode trunk 10S, 442
terminal monitor (term mon), 602
trace

IOS troubleshooting tools, 87-91

logging, 88
traceroute, 30, 695
characters, 87
extended, 90
tracert, 695
write memory, 77
write-erase, 177

committed burst, 515
Committed Information Rate (CIR), 513,515
Common Spanning Tree (CST), 450
communication protocols, 9
comparisons, models, 46
components, ISDN, 617
compression, 609

config-register command, 241
configuration

2900 switches, 372
3512XL switch, 370
ANSI LMI, 520

back-to-back (Frame Relay), 497-503

Backup, 240
BPDU, 389-391
BRI, 628
copying, 179,702
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EtherChannel, 448
Ethernet, 297
Frame Relay switches, 504
HSRP, 471
interfaces, 313
IP parameters, 365
1PX, 248
logging, 93
lower-layer discovery, 682
management, 108
routers, 374,532
scenario host, 368
SPIDs, 626
static maps, 528, 535
subnets (Frame Relay), 506
switches, 362-379
terminal servers, 138
upper-layer discovery, 682
VLANSs, 435-439
configure terminal command, 142
Connectionless Network Protocol (CLNS), 210
connection-oriented Data Link Layer technology, 516
connections, 40
end-to-end, 305
Frame Relay, 506
frames, 508
host-to-host, 159
ISDN, 630. See also ISDN
PPP, 607
layers, 607-610
troubleshooting, 610-615
serial 0/0, 148
connectors, RJ-45, 39
contacting TAC, 105
content addressable memory (CAM), 376
controllers, testing, 590
copy tftp flash command, 241
copying configurations, 179, 702
Core Layer, 46
costs, paths, 387
counters, clearing, 598
CPE (customer premises equipment), 516
crab routers, documentation, 700
CRC (cyclical redundancy check), 445
crossover cables, 40
crossover Category 5 in-line couplers, 148
CS (carrier sense), 319
CSMA/CD (carrier sense multiple access collision
detect), 33
CST (Common Spanning Tree), 450

customer premises equipment (CPE), 516

CWSI (CiscoWorks for Switched Internetworks), 109

cyclical redundancy check (CRC), 445

D

D Channel, verifying, 628
DA (destination address), 13
dampening, 544
Data Carrier Detect (DCD), 600
Data Link Layer (Layer 2), 30
Data Set Ready (DSR), 600
datagrams, IP headers, 163, 169
data-link connection identifier (DLCI), 514
DCD (Data Carrier Detect), 600
DDR (dialer-on-demand routing), 641-644
DDR (dial-on-demand routing), 270, 629
DE (Discard Eligible), 514-515
debug dialer command, 643
debug dialer events command, 640
debug frame-relay events command, 525
debug frame-relay Imi command, 501, 508, 519
debug frame-relay packet command, 526
debug ip bgp? command, 211
debug ip icmp command, 96
debug ip ospf ? command, 209
debug ip packet command, 96
debug ip packet detail command, 97
debug ip rip events command, 204
debug ipx packet command, 261, 265
debug isdn q921 command, 633, 635
debug ppp authentication command, 610
debug ppp negotiation command, 609
debug serial interface command, 603
debug service timestamps command, 499
debugging

ACLs, 95

10S troubleshooting tools, 94-98

packets, 204

serial interfaces, 603

Time Stamps, 95
defaults

interfaces, 313

switches, 364
desktop tools, 124-128
destination address (DA), 13
detection, 609

auto frame-type, 260

errors, 609
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devices, testing, 590 dumps, memory, 703

dial backup, 644-652 Dynamic Inter-Switch Link (DISL), 445
dial strings, ISDN, 629

dialer map command, 625 E

dialer map-class statements, 651

dialer-group command, 643
dialer-list 1 protocol ip permit command, 625
dialer-list 1 protocol ip permit global command, 641

EA (Extension) bits, 518
Echo Reply packets, 165

dialer-on-demand routing (DDR), 641-644 Echo Request packets, 165
dialers ECN (explicit congestion notification), 518
lists, 641 editors, RFC, 8
troubleshooting, 638 EIGRP (Enhanced IGRP), 157,206-208
dial-on-demand routing (DDR), 270, 629 Frame Relay, 539
did connections, 173 loopbacks, 593
Diffusing Update algorithm (DUAL), 208 NOYeH.» 27.8—279
Digital Intel Xerox (DIX), 30 fedlSt_rlbl}UOn, 708-712
Digital Subscriber Lines (DSL), 597 electrostatic discharge (ESD), 405
disabled states, 387 enable command, 142
Discard Eligible (DE), 514-515 encap fra@e-relay command, 498
discontiguous subnets, 155 encapsulation, 12
discovery labs, Trouble Tickets, 681-695 Frame Relay, 516
DISL (Dynamic Inter-Switch Link), 445 HDLC, 598-601

display networks command, 258 layers, 602 .
Distribution Layer, 46 troubleshooting, 602—-607

DIX (Digital Intel Xerox), 30, 327-330 IP/IPX, 255
DLCI (data-link connection identifier), 514. See also ISL, 447

Frame Relay, addresses Elsmﬁtczhse;, 600
. ovell,
DNS (Domain Name System), 73 PPP, 609610

documentation, 91
CD-ROM, 100-101
labs, 695-705
routers, 308
troubleshooting, 56-57
DoD TCP/IP suite, troubleshooting, 45-47
Domain Name System (DNS), 73
domains
broadcast, 36, 384, 432-435
collision, 36, 380-384
set vtp domain vtpname command, 454
TDR, 37
dot1Q (IEEE 802.1Q), 447
drivers, loading, 258
DSL (Digital Subscriber Lines), 597
DSR (Data Set Ready), 600
DUAL (Diffusing Update algorithm), 208
duck routers
building Layer 3 baselines, 691
documentation, 698

end-system data flow, 12
end-to-end connectivity, 305
Enhanced IGRP. See EIGRP
erase startup-config command, 177
errors, 609
ESD (electrostatic discharge), 405
EtherChannel, 448-449
Ethernet, 33, 295, 318
10,000-Mbps, 322
1000-Mbps, 322
100-Mbps, 320-321
10-Mbps, 318-320
addressing, 335-336
configuring, 297
frame format, 34
frames, 325
802.2 SAP headers, 331-333
Ethernet II formats, 327-330
raw (Novell 802.3) headers, 330-331
SNAP headers, 333-335
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IEEE 802.3 evolution, 323-324
IP hosts, 302
Physical Layer, 337
transparent bridging, 381
Trouble Tickets, 343-357
troubleshooting, 296-317, 337-343
wireless, 323
evolution of IEEE 802.3 Ethernet, 323-324
excess burst, 515
explicit congestion notification (ECN), 518
extended ping command, 85
extended traceroute command, 90
Extension (EA) bits, 518

F

factory defaults, resetting switches, 364
Fast EtherChannel (FEC), 448
fast switching, 17
fault management, 108
FCS (frame check sequence), 13
FDDI (Fiber Digital Device Interface), 34
Feature Navigator, 238
FEC (Fast EtherChannel), 448
FECN (forward explicit congestion notification), 514,
516
ferry routers, documentation, 700
fields, show port command, 403
File Transfer Protocol (FTP), 183
files, 187
hosts (Windows 2000), 188
isdn ending configs, 652
running-config, 595
filters
routes, 18
SAP, 271
Flash
10S versions, 236
memory, 236
upgrading, 237
floating static routes, 646
Fluke handheld devices, 113
formats
Ethernet II (DIX Ethernet), 327-330
frames, 34
PPP frames, 608
forward explicit congestion notification (FECN),
514,516

forwarding states, 387
FQDN (fully qualified domain names), 189
frame check sequence (FCS), 13
Frame Relay
addresses, 523-528
applying routers as switches, 503-512
back-to-back configuration, 497-503
BGP, 543
frames, 516-523
history of, 512-516
inverse ARP, 524-526
IS-IS, 541
loopback testing, 544-546
OSPF, 540
Physical Layer, 528-536
routing protocols, 538-544
standards, 512
static maps
adding, 510
statements, 569
subinterfaces, 529
terminology, 514
topologies, 529
Trouble Tickets, 546-579, 712-717
troubleshooting, 496497, 536-546
frame relay route commands, 505
frame-relay interface-dlci dlci# command, 536
frame-relay intf-type dce command, 499
frame-relay local-dlci command, 498
frames, 34
auto frame-type detection, 260
connections, 508
Ethernet, 325
802.2 SAP headers, 331-333
Ethernet II (DIX Ethernet) formats, 327—
330
raw (Novell 802.3) headers, 330-331
SNAP headers, 333-335
Frame Relay, 516-523. See also Frame Relay
maps, 498
PPP formats, 608
tagging, 447
types, 162, 254-261
FTP (File Transfer Protocol), 183
fully qualified domain names (FQDN), 189
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G

GD (General Deployment), 73,238
Get Nearest Server (GNS), 261
Gigabit EtherChannel (BEC), 448
Gigabit Ethernet, 321

global positioning system (GPS), 42
GNS (Get Nearest Server), 261
goose routers, documentation, 700
GPS (global positioning system), 42

H

host-to-host connectivity, testing, 159
host-to-host delivery, 15

HSRP (Hot Standby Router Protocol), 470—471
HSSG (High Speed Study Group), 322

HSSI (High-Speed Serial Interface), 64

HTTP (Hypertext Transport Protocol), 190, 365
hubs, 36, 380, 532

hybrid back-to-back configuration, 502

hard code speed, 384
hardware
support, 102
tools, 113
Hayes command, 8
HDLC (High-Level Data Link Control), 68,235,498,
598-601
layers, 602
troubleshooting, 602—-607
headers
Frame Relay, 517-519
IP, 163, 165
IPX, 266
layers, 13
heron router documentation, 699
hex place values, 35
hierarchies, autonegotiation, 342
High Speed Study Group (HSSG), 322
High-Level Data Link Control. See HDLC
High-Speed Serial Interface (HSSI), 64
history of Frame Relay, 512-516
hops, TTL, 87
hosta
CDaemon Syslog, 699
testing, 379
hosta IP configuration, 376
hostnames
command, 368
ping command, 159
hosts, 21-22, 187
2900 switch ping command, 376
routes, 596
scenario configuration, 368
subnets, 198
Windows 2000, 188

IAB (Internet Architecture Board), 8
IANA (Internet Assigned Numbers Authority), 8
ICMP type values and codes, 97
IDB (Interface Description Block), 592
IEEE 802.1Q, 447
IEEE 802.3 Ethernet evolution, 323-324
IESG (Internet Engineering Steering Group), 8
IETF (Internet Engineering Task Force), 8
IGRP (Interior Gateway Routing Protocol), 206-208
infrastructure, 113
Integrated Services Digital Network. See ISDN
Interface Descriptor Block (IDB), 592
interface vlan # command, 372
interfaces
backup, 644, 647
bouncing, 442
BRI, 628
CLI, 394
CatOS-based switches, 395-400
10S-based switches, 400
default settings, 313
HSSI, 64
IP, 145
ISDN BRI, 616-620
layers, 620-637
troubleshooting, 637-641
MII, 337
NIC, 10
normal, 649
serial
debugging, 603
keepalives, 603
Trouble Tickets, 680-681
viewing, 598
shut down, 599
Sniffer Pro, 115
applying, 118-122
starting, 116-117
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statistics, 310
switches, 364
targets, 339
testing, 590
troubleshooting, 146
WAN, 586
Interior Gateway Routing Protocol (IGRP), 206-208
Intermediate System-to-Intermediate System
(IS-1S), 158,209-210, 541
International Organization for Standardization (ISO),
108
Internet Architecture Board (IAB), 8
Internet Assigned Numbers Authority (IANA), 8
Internet Engineering Steering Group (IESG), 8
Internet Engineering Task Force (IETF), 8
Internet Layer
Novell, 261-272
TCP/IP, 162-167
Internet Network Information Center (InterNIC), 8
Internet Protocol. See 1P
Internet Research Task Force (IRTF), 8
Internet service providers (ISPs), 8
Internet Society (ISOC), 8
Internetwork Packet Exchange. See IPX
InterNIC (Internet Network Information Center), 8
Inter-Switch Link (ISL), 8, 342
inter-VLAN routing, 460—471
Inverse ARP, 502, 524-526
10S (Internet Operating System)
Configuration Backup, 240
Flash, 236
life cycle, 74
switches, 400
building Layer 2 baselines, 690
troubleshooting, 362-379
tools
debug commands, 94-98
logging commands, 92-94
ping commands, 84-87
show commands, 62-84
trace commands, 87-91
troubleshooting, 62
upgrading, 241
IP (Internet Protocol), 135
addresses, 193-194
subnets, 194-199
summarization, 199-202

headers, 163, 165
hosta configuration
configuration
hosta IP, 376
hosts, 302
IPX encapsulation, 255
MAC addresses, 167
parameters, 365
ping command, 149
routes, 302
routing, 212
testing, 145
troubleshooting, 136—-160
ip classless command, 156
ip default-gateway statement, 241
ip http server command, 192, 365
ip helper-address, 192
IPX (Internetwork Packet Exchange)
addressing, 276-277
binding, 258
clients, 274
configuration, 248
encapsulation, 255
headers, 266
Novell. See Novell
SAP filters, 271
testing, 252
troubleshooting, 230-253
verifying, 304
ipx network commands, 272
IPX RIP protocol, 277-278
ipx routing command, 235
IRTF (Internet Research Task Force), 8
ISDN (Integrated Services Digital Network),
712-717
ISDN BRI (Integrated Services Digital Network
Basic Rate Interface), 616-620
layers, 620-637
troubleshooting, 637-641
isdn ending configs file, 652
IS-IS (Intermediate System-to-Intermediate System),
158,209-210
Frame Relay, 541
ISL (Inter-Switch Link), 8, 342, 445-447
ISO (International Organization for Standardization)
network management, 108
ISPs (Internet service providers), 8
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K

keepalives, 603

kentnarrows switch, documentation, 701
Kermit protocol, 8

keywords, logging, 92

L

LAN Management Solution (LMS), 109
LANE (LAN Emulation), 109
LAPD (Link Access Procedure D), 620
LAPD (Link Access Protocol), 512
Layer 1,36
Layer 2, 30, 685
Layer 3, 16, 691
Layer 4, 15
Layer 5, 15
Layer 6, 14
layers
Access, 46
Application, 14
Core, 46
Data Link, 30
discovery labs, 682
Distribution, 46
Ethernet, 297
HDLC, 602
headers, 13
Internet (Novell), 261-272
ISDN BRI, 620-637
Network, 16
OSI, 11. See also OSI
Physical, 36
Ethernet, 337
Frame Relay, 528-536
PPP, 607-610
Presentation, 14
Session, 15
TCP/IP, 160-162
Internet, 162-167
Transport, 168—176
upper-layer, 176-192
Transport, 15,272-273
troubleshooting, 44-45
Upper (Novell), 274-276
LDN (local directory number), 625

leaks, memory, 79

learning states, 388

least significant bit (LSB), 35

LECs (Local Exchange Carrier), 528
LEDs (light emitting diodes), 405
levels, logging, 92

life cycles, IOS, 74

like devices, 40

line termination (LT), 618

Link Access Protocol Channel D (LAPD), 512, 620

link-state advertisement (LSA), 209
listening states, 387
lists
access, 641
ACL. See ACL
dialers, 641
little-endian systems, 34
LLC (Logical Link Control), 30

LMI (Local Management Interface), 515, 519-523

LMS (LAN Management Solution), 109
load monitor command, 257

loading drivers, 258

local directory number (LDN), 625
Local Exchange Carrier (LEC), 528

Local Management Interface (LMI), 515, 519-523

local multicast addresses, 170
logging

commands, 92, 530

configuring, 93

keywords, 92

levels, 92

trace commands, 88
logical bridges

VLANS, 433
logical bus networks, 319
Logical Link Control (LLC), 30
logon, Microsoft Client, 260
loopbacks

EIGRP

advertising, 593

Frame Relay, 544-546

troubleshooting, 594

viewing, 595
lower-layer discovery configuration, 682
LSA (link-state advertisement), 209
LSB (least significant bit), 35
LT (line termination), 618
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M

MA (multiple access), 319
MAC (Media Access Control), 13, 30, 167
Main SerialO Interface, 533
management
networks
CiscoWorks, 109-112
1SO, 108
WANDL, 113
VLANS, 449-459
Management Information Base (MIB), 189
maps
frames, 498
ISDN, 629
static, 535
static Frame Relay, 510
static statements, 527-528
Marketplace, 101
masks, 21, 193
maximum transmission unit (MTU), 13
Media Access Control (MAC), 13, 30, 167
media testers, 113
medium-independent interface (MII), 337
memory
CAM, 376
dumps, 703
leaks, 79
routers, 236
mess topology, 37
messages, monitoring, 455
methods
access, 32
troubleshooting, 10, 55
trunking, 449
MIB (Management Information Base), 189
Microsoft Challenge Handshake Authentication
Protocol (MSCHAP), 608
Microsoft Client, NetWare, 260
MII (medium-independent interface), 337
mismatches, encapsulation, 600
MISTP (Multiple Instance STP), 393
MLS (multilayer switching), 473474
MLSP (Multilayer Switching Protocol), 473
models
comparing, 46
OSI, 5, 10-24. See also OSI
troubleshooting, 10, 55
modification of physical topologies, 362-379

monitoring

active monitors, 37

networks, 114

ports, 389

SPAN, 362

VTP messages, 455
most significant bit (MSB), 35
MPPP (Multilink Point-to-Point Protocol), 609
MSB (most significant bit), 35
MSCHAP (Microsoft Challenge Handshake

Authentication Protocol), 608

MTU (maximum transmission unit), 13
multicast addresses, 170
multilayer switching (MLS), 473-474
Multilayer Switching Protocol (MLSP), 473
Multilink Point-to-Point Protocol (MPPP), 609
multiple access (MA), 319
Multiple Instance STP (MISTP), 393
multiple switches, 512
multipoint subinterfaces, 530, 543-546, 582

N

names

canonical, 35

management, 108

resolution, 188
NAT (Network Address Translation), 20, 199
NCP (NetWare Core Protocol), 274
NDS (Novell Directory Service), 275
negotiation of paths, 275
NetBIOS (Network Basic Input/Output System), 276
Netsys Baseliner (WANDL), 113
NetWare

display networks command, 258

Microsoft Client, 260
NetWare Core Protocol (NCP), 274
Netware Link Services Protocol (NLSP), 278
NetWare Loadable Module (NLM), 232
Network Address Translation (NAT), 20, 199
network architecture, selecting, 9-20
Network Basic Input/Output System (NetBIOS), 276
network interface card (NIC), 10
Network Layer (Layer 3), 16
network management systems (NMS), 48
network operating system (NOS), 229
Network Time Protocol (NTP), 48, 95, 602
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Networking Professionals Connection, 104
networks, 21
ISDN, 712-717
ISDN BRI, 616-620
layers, 620-637
troubleshooting, 637-641
management
CiscoWorks, 109-112
ISO, 108
WANDL, 113
media testers, 113
monitors, 114
segmentation, 380
bridges, 380-382
repeaters (hubs), 380
routers, 384-385
switches, 382-383
WAN
HDLC, 598-601
layers, 602
terminology, 596-598
Trouble Tickets, 652-672
troubleshooting, 586-596, 602—-607
next-hop-self concept. r1, 544
NIC (network interface card), 10, 258
NLM (NetWare Loadable Module), 232
NLSP (NetWare Link Services Protocol), 278
NMS (network management system), 48
no auto-summary command, 158, 303, 594
no ip access-group ftp out command, 52
no ip access-group statement, 54
no ip http server command, 365
no ip proxy-arp command, 174
no logging console command, 93
no shut command, 66, 147, 600
no synchronization command, 543
nonlinear path costs, 387
non-root bridges, 387
normal call clearing, 637
normal interfaces, verifying, 649
NOS (network operating system), 229
Novell
addressing, 276-277
EIGRP, 278-279
encapsulation, 257
IPX RIP protocol, 277-278
packets, 253-261
protocols, 253-254
frame types, 254-261
Internet Layer, 261-272

Transport Layer, 272-273
upper-layer, 274-276
Trouble Tickets, 280-289
troubleshooting, 232
Novell Directory Service (NDS), 275
Novell Network Registry, 277
NTP (Network Time Protocol), 48, 95, 602, 702
numbers, application ports, 175

o)

Open Shortest Path First. See OSPF
Open System Interconnection (OSI), 5
optimization of STP, 391-393
Organizationally Unique Identifier (OUI), 31
OSI (Open System Interconnection), 5
Application Layer, 14
Data Link Layer, 30
Network Layer, 16
Physical Layer, 36
Presentation Layer, 14
Session Layer, 15
Transport Layer, 15
troubleshooting, 10-24
troubleshooting. See also OSI
OSPF (Open Shortest Path First), 138, 208-209
Frame Relay, 540
lab Trouble Tickets, 705-708
redistribution, 708-712
osprey routers, documentation, 700
OUI (Organizationally Unique Identifier), 31
output, ping command, 84
Output Interpreter, 104

P

packets
capturing, 162
debug ip packet command, 96
debug ip packet detail command, 97
Echo Reply, 165
Echo Request, 165
IP headers, 163
IPX RIP, 268
MLSP, 473
Novell, 253-261
protocol analyzers, 115-122
protocols, 160
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RConsole SPX, 273
RIP
analyzing, 169
debugging, 204

switching, 17
parameters, configuring, 365
passwords, 247. See also security

1900 switches, 378

2900 switch, 379

3512XL switches, 378
paths

costs, 387

negotiating, 275
PBXs (private branch exchanges), 617
PCL (printer control language), 8
PDUs (protocol data units), 11
performance, management of, 108
permanent virtual circuit (PVC), 515, 520
permit statement, 54
permit tcp statements, 52
Physical Layer (Layer 1), 36

Ethernet, 337

Frame Relay, 528-536
physical topology switches, 362-379
ping command, 695

2900 switches, 376

character output, 84

Ethernet, 304

extended, 85

hostnames, 159

10S troubleshooting tools, 84—87

1P, 149

IPX, 261

routers, 374

user-mode, 84
ping ipx command, 231
Please Do Not Threaten Support People Again, 11
Point of Presence (POP), 322
Point-to-Point Protocol. See PPP
poison reverse, 208
policies, VMPS, 439
POP (Point of Presence), 322
POP (Post Office Protocol), 185
port monitor command, 389
ports

application numbers, 175

monitoring, 389

root, 387
show port command, 403
SPAN, 362
states, 388
Post Office Protocol (POP), 185
PPP (Point-to-Point Protocol), 607
layers, 607-610
troubleshooting, 610-615
Predictor, 609
Presentation Layer (Layer 6), 14
printer control language (PCL), 8
private branch exchanges (PBXs), 617
process switching, 17
Project DOTU, 106-108
protocol data units (PDUs), 11
protocols
analyzers, 115-122
ARP, 13,306
BOOTP, 191
CCP, 609
CDP, 67,277
CHAP, 610
CLNS, 210
communications, 9
DoD TCP/IP suite, 45-47
EIGRP, 157
HSRP, 470-471
HTTP, 190
ICMP type values and codes, 97
1P
addresses, 193-194
routing, 212
subnets, 194-202
troubleshooting, 136—-160
Kermit, 8
LAPD, 512
MLSP, 473
MPPP, 609
MSCHAP, 608
NCP, 274
NLSP, 278
Novell, 253-254
frame types, 254-261
Internet Layer, 261-272
Transport Layer, 272-273
upper-layer, 274-276
NTP, 48,702
packets, 160
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POP, 185
PPP, 607
layers, 607-610
troubleshooting, 610-615
PUP, 203
RIP, 136, 189
IPX headers, 268
redistribution, 708-712
testing, 156
routing, 16, 18,277
adding, 70
BGP, 210-212
EIGRP, 278-279
Frame Relay, 538-544
IGRP/EIGRP, 206-208
IPX RIP, 277-278
IS-IS, 209-210
NLSP, 278
OSPF, 208-209
RIP, 202-206
testing, 70
RSTP, 387
RTP, 208
SLP, 270
SMTP, 185
SNAP, 445
STP, 362, 385-388
BPDU analysis, 389-391
optimizing, 391-393
port monitoring, 389
RSTP, 393-394
Trouble Tickets, 717-719
VLANSs, 450-453
suites, 9
TCP/IP, 160-162
Internet Layer, 162—-167
Transport Layer, 168—176
Upper-Layer Layer, 176-192
testing, 156
TFTP
copying configurations, 702
memory dumps, 703
troubleshooting, 610
VTP, 453-459
Xmodem, 8

PumpKin, 177
PUP (Xerox PARC Universal Protocol), 203
PVC (permanent virtual circuit), 515, 520

Q-R

QoS (quality of service), 383

RAM (random access memory)
routers, 236
upgrading, 237
Rapid Spanning Tree Protocol (RSTP),
387,393-394
raw (Novell 802.3) headers, Ethernet frame formats,
330-331
RConsole SPX packets, analyzing, 273
redistribution, Trouble Tickets, 708-712
release designations, 1OS life cycles, 74
Reliable Transport Protocol (RTP), 208
reload command, 242, 406
reloading routers, 178
Remote Monitoring (RMON), 109
repeaters, 380
replies, Echo Reply packets, 165
Request For Comments (RFCs), 8
requests
Echo Request packets, 165
GNS, 261
TOS, 209
resetting
counters, 64
switches, 364
resolution, names, 188
Resource Manager Essentials (RME), 110
resources
desktops, 124
troubleshooting, 98
Cisco.com, 99—-100
documentation CD-ROM, 100-101
Marketplace, 101
Project DOTU, 106-108
TAC, 101-106
restrictions, trunking, 446
reviewing routing tables, 158, 594

proxy ARPs, 174 RFCs (Request For Comments), 8

pruning VTP, 458-459
pseudo frame switches, 498
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RIP (Routing Information Protocol), 136, 189,

202-206
analyzing, 169
IPX packets, 268
IPX RIP protocol, 277-278
redistribution, 708-712
testing, 156
RJ-45 connectors, 39
RME (Resource Manager Essentials), 110
RMON (Remote Monitoring), 109
root ports, 387
ROTB (router out of the box), 179
router out of the box (ROTB), 179
router-on-a-stick scenario, 460-469
routers, 384-385
3600 series, 77
baselines, 685
blades, 470
configuring, 374
documentation, 308, 698
Frame Relay, 503-512
HSRP, 470471
Layer 3, 691
memory, 236
multipoint subinterfaces, 532
reloading, 178
testing, 374
tracing, 707
Trouble Tickets, 680-681
trunking, 440445
dot1Q, 447
EtherChannel, 448449
ISL, 445447
methods, 449
VLANS, 426-432
routes
filters, 18
hosts, 596
1P, 302
searching, 303
server summarization, 200
static, 506, 646
switch technologies, 472
CEF, 472-473
MLS, 473474
testing, 156
routing, 17
CIDR, 20. See also CIDR
DDR, 270, 629, 641-644

inter-VLAN, 460471
1P, 212
protocols, 16, 18,277
adding, 70
BGP, 210-212
EIGRP, 278-279
Frame Relay, 538-544
IGRP/EIGRP, 206-208
IPX RIP, 277-278
IS-1S,209-210
NLSP, 278
OSPF, 208-209
RIP, 202-206
testing, 70
tables, 150
reviewing, 158, 594
viewing, 594
Routing Information Protocol. See RIP
RSM/MSFC (router blades), 470

RSTP (Rapid Spanning Tree Protocol), 387, 393-394

RTP (Reliable Transport Protocol), 208
running-config file, 595
rxboot mode, 241

S

SA (source address), 13
SAP (service access points), 16, 30,271
scenarios

host configuration, 368

router-on-a-stick, 460-469
searching routes, 303
security

management, 108

passwords, 247
segmentation, 380

bridges, 380-382

repeaters (hubs), 380

routers, 384-385

switches, 382383
Sequenced Packet Exchange (SPX), 254
serial 0/0 connections, 148
serial interfaces

debugging, 603

keepalives, 603

Trouble Tickets, 680681

viewing, 598
Server Message Block (SMB), 275
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servers

FTP, 183

route summarization, 200

terminal configuration, 138

TFTP

copying configurations, 702
PumpKin, 177

VMPS, 439
service access points (SAPs), 16,30, 271
service level agreement (SLA), 513,516
Service Location Protocol (SLP), 270
Service Profile Identifiers (SPIDs), 619
Session Layer (Layer 5), 15
sessions, TCP disconnections, 173
set spantree mode mst command, 450
set trunk mod#/port# ? command, 446
set trunk mod#/port# mode command, 445
set vtp domain vtpname command, 454
sh int switching commands, 107
shared media access methods, 319
shooting trouble. See troubleshooting
Shortest Path First (SPF), 209
show access-lists command, 52
show arp command, 72
show buffers command, 80
show cdp neighbors command, 68
show cdp neighbors detail command, 263
show commands

IOS troubleshooting tools, 62—84

ISDN, 637
show controllers command, 63, 499
show controllers commands, 148
show debug command, 97
show frame-relay Imi command, 508, 519
show frame-relay map command, 502, 527
show frame-relay route command, 531
show frame-relay traffic command, 537
show hosts command, 187
show interfaces bri0 1 2 command, 628
show interfaces command, 63
show interfaces ethernet0 command, 66
show interfaces serial 0 command, 598
show interfaces serial0 command, 64
show ip bgp ? command, 211
show ip bgp summary command, 210
show ip interface brief command, 66
show ip interface sO command, 52
show ip ospf ? command, 209

show ip protocols command, 69

show ipx interface ethernet 0 command, 248
show ipx route command, 276

show ipx servers command, 276

show isdn history command, 634

show isdn status command, 631

show logging command, 92

show mac address command, 690

show memory command, 78-79

show module command, 448

show port command, 403

show port monitor command, 389

show process command, 79

show protocols command, 69, 692

show run interface bri0 command, 639
show running-config command, 690
show spanning-tree ? command, 450
show stacks command, 80

show start command, 76

show startup-config command, 75, 372
show tech-support command, 82, 105
show version command, 73

show vlan command, 449

show vmps command, 439

shut down, 599

signaling Frame Relay, 519-523
Signaling System 7 (SS7), 620

Simple Mail Transfer Protocol (SMTP), 185
SLA (service level agreement), 513,516
SLP (Service Location Protocol), 270
SMB (Server Message Block), 275
SMTP (Simple Mail Transfer Protocol), 185

SNAP (Subnetwork Access Protocol), 445, 333-335

Sniffer Pro, 115
applying, 118-122
packets, 162
starting, 116-117
software support, 102
source address (SA), 13
SPAN (Switched Port Analyzer), 362
Spanning Tree Protocol (STP), 362, 385-388
BPDU analysis, 389-391
optimizing, 391-393
port monitoring, 389
RSTP, 393-394
Trouble Tickets, 717-719
VLANSs, 450-453
spanning-tree vlan 1 command, 719
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SPF (Shortest Path First), 209
SPIDs (Service Profile Identifiers), 619, 626
split horizons, 208
spoke routers, multipoint subinterfaces, 532
spoofing, 629
SPX (Sequenced Packet Exchange), 254
SS7 (Signaling System 7), 620
Stacker, 609
stacks, testing, 592
standards. See also protocols
Frame Relay, 512
troubleshooting, 6-10
star topologies, 37
starting
IPX clients, 274
Sniffer Pro, 116-117
statements
clock rate, 528
dialer map-class, 651
ip default-gateway, 241
no ip access-group, 54
permit, 54
permit tcp, 52
static maps, 527-528
states
ports, 388
PVC, 520
static Frame relay maps, adding, 510
static maps
configuring, 535
statements, 527-528
static routes, 506, 646
statistics
interfaces, 310
ISDN interfaces, 627
LMI, 523
VTP, 458
STP (Spanning Tree Protocol), 362, 385-388
BPDU analysis, 389-391
optimizing, 391-393
port monitoring, 389
RSTP, 393-394
Trouble Tickets, 717-719
VLANS, 450453
straight-through cables, 40, 368
strings, ISDN, 629
subinterfaces (Frame Relay), 529
subnets, 194-199
discontiguous, 156

Frame Relay
configuring, 506
troubleshooting, 511
Subnetwork Access Protocol (SNAP), 445
suites, protocols, 9
summarization, 158
closing, 158
IP addresses, 199-202
VLSM, 199-202,212, 215,225
support
desktops, 124
hardware, 102
software, 102
technology, 102
swan routers, documentation, 700
Switched Port Analyzer (SPAN), 362
switches, 382-383
1900, 190
accessing, 369
Cat5000/Cat6000 architecture, 400-404
CatOS, 395-400, 687
configuring, 369
documentation, 701
Frame Relay, 503-512
hosta, 379
108, 400, 690
ISDN, 619
multiple, 512
pseudo frame, 498
resetting, 364
route technologies, 472
CEF, 472-473
MLS, 473-474
Trouble Tickets, 406421
troubleshooting, 362-379, 405-406
trunking, 440-445
dot1Q, 447
EtherChannel, 448-449
ISL, 445447
methods, 449
VLANS, 426-435
configuring, 435-439
traffic types, 435
VMPS, 439
switching, 17, 107
switchport mode trunk I0S command, 442
synchronization of Frame Relay, 543
Syslog, capturing, 713
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T/L (type or length field), 13
tables
ARP, 306
IDB, 592
routing, 150
reviewing, 158, 594
viewing, 594
TAC (Technical Assistance Center), 80, 101-106
tagging frames, 447
targets, interfaces, 339
TCP (Transmission Control Protocol)
3-way handshake sequences, 171
disconnections, 173
TCP/IP (Transmission Control Protocol/Internet
Protocol) layers, 160—162
Internet Layer, 162—-167
Transport Layer, 168—-176
upper-layer, 176-192
TDM (time-division multiplexing), 617
TDR (time domain reflectometer), 37
TE (terminal endpoint), 632
Technical Assistance Center (TAC), 80, 101-106
Technical Service Bulletins (TSBs), 39
technology support, 102
TEIs (terminal endpoint identifiers), 632
Telecommunications Act of 1996, 596
Telnet
analyzing, 171
applications, 176
testing, 379
terminal endpoint (TE), 632
terminal endpoint identifiers (TEls), 632
terminal monitor (term mon), 206, 602
terminal servers, configuring, 138
terminology
Frame Relay, 514
WAN, 596-598
testing
1900 switch, 375
2900 switches, 375
3512XL switches, 371
ANSI LMI, 520
back-to-back configuration, 497-503
backup interfaces, 647
controllers, 590
devices, 590

end-to-end connectivity, 305
Ethernet, 304
Frame Relay, 506, 544-546
host-to-host connectivity, 159
interfaces, 145, 590
1P, 149
IPX, 252
media, 113
protocols, 156
routers, 374
routes, 156
routing protocols, 70
stacks, 592
Telnet, 379
TFTP (Trivial File Transfer Protocol)
Configuration Backup, 240
copying configurations, 702
memory dumps, 703
PumpKin, 177
time domain reflectometer (TDR), 37
Time Stamps, debug command, 95
time-division multiplexing (TDM), 617
timers, STP, 388
time-to-live (TTL), 87, 267
Token Ring, 33
tools
desktop, 124-128
hardware, 113
10S
debug commands, 94-98
logging commands, 92-94
ping commands, 84-87
show commands, 62-84
trace commands, 87-91
troubleshooting, 62
Novell, 254
Internet Layer, 261-272
Transport Layer, 272-273
upper-layer, 274-276
TAC, 103
WANDL, 113
topologies, Frame Relay, 529
TOS (type of service), 209
trace command
I0S troubleshooting tools, 87-91
logging, 88
traceroute command, 30, 695
characters, 87
extended, 90
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tracert command, 695
tracing routers, 707
traffic
protocol analyzers, 115-122
show frame-relay traffic command, 537
VLANS, 435
translators, 14
transparent bridging, 381
transparent mode, 443
Transport Layer
Novell, 272-273
TCP/IP, 168-176
Transport Layer (Layer 4), 15
Trivial File Transfer Protocol. See TFTP
Trouble Tickets, 51, 213-225
discovery labs, 681-695
documentation labs, 695-705
Ethernet, 343-357
Frame Relay, 546-579, 712-717
Novell, 280-289
OSPF labs, 705-708
redistribution, 708-712
routers, 680-681
serial interfaces, 680-681
STP,717-719
switches, 406421
VLAN, 717-719
VLANS, 476-490
WAN, 652-672
troubleshooting, 5, 55
3512XL switch, 370
baselining, 56-57
BGP, 210
CatOS, 362-379
checklists, 139
Cisco approach to, 47-55
desktops, 124
dialers, 638
documentation, 56-57
DoD TCP/IP suite, 45-47
encapsulation, 600
Ethernet, 296-317, 337-343
Frame Relay, 496497, 536-546
applying as switches, 503-512

back-to-back configuration, 497-503

subnets, 511
frames, 508
HDLC, 602-607

infrastructure, 113
interfaces, 146
10S, 62
debug commands, 94-98
logging commands, 92-94
ping commands, 84-87
show commands, 62—-84
switches, 362-379
trace commands, 87-91
1P, 136-160
1PX, 230-253
ISDN BRI, 637-641
keepalives, 603
layers, 44-45
loopbacks, 594
methods, 10, 55
models, 10, 55. See also OSI
networks, 114
Novell, 232
PPP, 610-615
protocols, 6-10, 115-122
resources, 98
Cisco.com, 99—-100
documentation CD-ROM, 100-101
Marketplace, 101
Project DOTU, 106-108
TAC, 101-106
switches, 405-406
VLANS, 426-432,474-476
WAN, 586-596
Troubleshooting Assistant, 104
trunking, 440445
ISL, 445449
methods, 449
restrictions, 446
TSBs (Technical Service Bulletins), 39
TTL (time-to-live), 87, 267
type of service (TOS), 209
type or length field (T/L), 13
types
frames, 162, 254-261
ICMP, 97
VLANS, 435

U

UDP (User Datagram Protocol), 168
unlike devices, 40
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unplugging cables, 63
upgrading
108, 241
RAM, 237
upper-layer, 274-276
upper-layer discovery configuration, 682
upper-layer, TCP/IP, 176-192
User Datagram Protocol (UDP), 168
user-mode ping command, 84
utilities (TCP/IP), 160-162
Internet Layer, 162—-167
Transport Layer, 168-176
upper-layer, 176-192

\'

values, 97
binary place, 20
ICMP, 97

variable-length subnet masking (VLSM), 158

verification of
D Channel, 628
Frame Relay switches, 505
IP routes, 302
IPX, 304
multipoint subinterfaces, 534
normal interfaces, 649
PPP encapsulation, 609
VLAN:S, 443
viewing
backup interfaces, 645
frame maps, 498
host routes, 596
LMI statistics, 523
loopbacks, 595
multipoint subinterfaces, 533
NTP, 702
routing tables, 594
serial interfaces, 598
static maps, 528
VLAN:S, 444
virtual LANs. See VLANs
VLAN:Ss (virtual LANS), 425-435
configuring, 435-439
inter-VLAN routing, 460-471
managing, 449-459
STP, 450-453
traffic types, 435

Trouble Tickets, 476490, 717-719
troubleshooting, 474-476
trunking, 440445
dot1Q, 447
EtherChannel, 448449
ISL, 445-447
methods, 449
verifying, 443
viewing, 444
VMPS, 439
VTP, 453458459
VLSM (variable-length subnet masking), 158. See
also subnets
VMPS (VLAN Membership Policy Server), 439
VTP (VLAN Trunking Protocol), 453-459

W-X

WAN (wide-area network)
HDLC, 598-601
layers, 602
troubleshooting, 602—607
terminology, 596-598
troubleshooting, 586-596
Trouble Tickets, 652-672
WANDL (Netsys Baseliner), 113
WC3 (World Wide Web Consortium), 8
‘Windows 2000 hosts file, 188
wireless Ethernet, 323
Wireless Troubleshooting Center, 104
World Wide Web Consortium (WC3), 8
write memory command, 77
write-erase command, 177
Xerox Network Systems (XNS), 203,229
Xerox PARC Universal Protocol (PUP), 203
Xmodem protocol, 8
XNS (Xerox Network Systems), 203, 229



