Numerics

10-Mbps Ethernets, 269-271
100-Mbps Ethernets, 269, 278-279

100BASE-FX, 281-282
design, 280-281
1000BASE-LX, 283

1000BASE-SX, 283
1000BASE-T, 286-288
1000BASE-X, 283-286
100BASE-FX, 281-282
10BASE-T
collisions, 253-254
Ethernets, 76-77, 272
design, 275-278
wiring, 272-274
5-4-3 rule, 275

5-4-3-2-1 rule, 276

A

abbreviations, bits/bytes, 45
AC (alternating current), 131
access
network access layer (TCP/IP), 340-341
remote, history of, 23
switches, 193
VPNs, 90
access control lists (ACLs), 407
access points (APs), 154-155, 209-210
ACK (acknowledgment)

flags, 458
flow control through withholding, 457
Acknowledgment Number field, 463

ACLs (access control lists), 407

active scanning, 155

adding analog waves to digital tests, 170

Address Resolution Protocol (ARP), 327, 378-384

addresses
BIA, 247
broadcast, 81, 361-362
network, 434
searching, 438
shortcuts, 439-442
flooding, 302-303
1P, 31, 353
assignment, 353-362
classes, 353-362
determining assignable (in subnets), 434-444
IP routing, 344-345
managing, 373-384
networking math, 362-364
overview of, 353
public, 370
subnetting, 32, 364-368
unicast, 356
unique, 368-372
[Pv4, depletion of, 370-371
MAC, 78
Destination, 245
Ethernet, 247
Source, 245
tables, 299
unknown unicast frames, 304
ranges, 438-439
unicast, 81
unknown unicast frames, 304
URLs, 35
adjacent layer interaction, 114-115

administration
IP addresses, 373
applying ARP, 378-384
comparing DHCP/static addresses, 377
dynamic IP address configuration, 375-377
static IP address configuration, 373-374
networks, 475-476
NMS, 476
out-of-band, 227
agents, SNMP, 476

algorithms

CSMA/CD, 240
Ethernet operation, 251-257
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routing protocols, 419
distance vector algorithms, 419-420
hybrid algorithms, 421
link-state algorithms, 420

STA, 315

alien crosstalk, 176

alternating current (AC), 131

American National Standards Institute (ANSI), 73
American Registry for Internet Numbers (ARIN), 369
American Standard Code for Information Interchange
(ASCID), 47

amperes, 130

amplitude, 22, 167

analog bandwidth, 103-104, 125

analog modems, connecting, 21-23

analog signals

creating from digital signals, 170
frequency-based cable testing, 169
analyzing IP address structures, 358-359

ANSI (American National Standards Institute), 73
application layer (TCP/IP), 108, 347-349, 468
network management, 475-476
overview, 477-478
protocols, 469-474
application-specific integrated circuits (ASICs), 298
applications
processes, 464-467
TCP/IP, 25
HTTP, 26-28
IP, 30-34
networking models, 28
standards, 25
transport layers, 29
troubleshooting, 34-44
applying
ARP, 378-384
powers of 2, 362
APs (access points), 154-155, 209-210

ARIN (American Registry for Internet Numbers), 369
ARP (Address Resolution Protocol), 327, 378-384

arp command, 380

AS (autonomous system), 418

ASCII (American Standard Code for Information
Interchange), 47

ASICs (application-specific integrated circuits), 298

assigning IP addresses

analyzing structures, 358-359
classes, 359-360
defining classes, 356-357
LANSs, 353-356
managing, 373-384
network numbers, 361-362
networking math, 362-364
unique, 368-372

association, APs, 155

asynchronous transmission, 271
atoms, 126

attachment user interface (AUI), 195
attenuation, 132-133

copper cabling, 175-176
AUI (attachment user interface), 195

Auto-mdix (Automatic Medium-independent Crossover),

198, 288
autonegotiation

100-Mbps Ethernet design, 280
duplex and speed, 257-258
autonomous system (AS), 418

auxiliary ports, 227

B

B channels, 220
back-off timers, 252
backbones
level links, 191
links, 280, 310
backplanes (PCs), 10

bandwidth, 97, 416-417

analog, 103-104
data transfer time calculations, 102-103
LANSs, 97-98
planning, 105
shared, 319-321
switched, 323
throughput, 100-101
WAN:S, 98-100
Base 10 (decimal numbering), 48
converting, 49-56
IP addresses, 56-58
Base 16 (hexadecimal numbering), 59

Base 2 (binary numbering), 49

converting, 49-56
IP addresses, 56-58
baseband transmissions, Ethernets, 239
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Basic Rate Interface (BRI), 220
beacons, 155
benefits of routing and switching, 406-407
BGP (Border Gateway Protocol) metrics, 418
BIA (burned in address), 247
binary numbering (Base 2), 49

converting, 49-56, 364

IP addresses, 56-58
binary versions, determining subnet masks, 429-431
bits, 45-46

determining number of host/subnet, 427-429
blocking STP, 312-313
Bohr, Niels, 127
Boolean logic, 60-62
Border Gateway Protocol (BGP) metrics, 418
BPDUs (bridge protocol data units), 315
BRI (Basic Rate Interface), 220
bridge protocol data units (BPDUs), 315
bridges, 203-204

collisions

domains, 206
preventing, 323-325

Ethernet, 78-79

Layer 2, 297-301

multiport, 208

tables, 299
broadband, 239
broadcast addresses, 81, 361-362

network, 434
searching, 438
shortcuts, 439-442
subnets, 365
broadcast domains

identifying, 328-329
Layer 2, 325-328
broadcast frames, forwarding, 304-306
broadcast subnets, 435
broadcasts, ARP, 379
browsers. See interfaces; web browsers
buffering
fiber-optic cabling, 151
frames, 323-325
switches, 255
building blocks, 194
burned in address (BIA), 247

bytes, 45-46

cable modems, 220
cables

10BASE-T Ethernets, 272-274

Cat 5, 97

connecting, 24

copper media, 125
digital transmission, 125-134
LANSs, 134-144
signaling over, 172

crossover cables, 274
pinouts, 143-144
UTP, 197

Ethernets, 141, 239

fiber-optic, 283

LANS, 189
connecting Ethernet devices, 200-204, 206-212
connectors/media, 194-195
Ethernet physical layer, 190
PC communications models, 212-216
selecting Ethernet types, 191-193
UTP cable pinouts, 196-200

length, 180

networks, 16-17

optical media, 146, 149-150
comparing copper cabling, 146-147
electromagnetic spectrum, 147-148
fiber types, 151-152
transmissions, 174

pinouts, 140

rollover cables, 144, 225

serial cables, 217

small networks (2 PCs/one cable), 4

straight-through, 141, 197, 273

testing standards, 180-182

UTP, 76

WAN:Ss, 216-217
fixed/modular routers, 224-225
layers, 217-221
router console cabling, 225-227
selecting DCE/DTE cables, 222-223

wireless media, 152-157

calculating

data transfer time, 102-103
hosts per network, 363

CAM (Content Addressable Memory), 83, 207

STP, 314-316

switches, 306-307

tables, 299, 302-303
unknown unicast frames, 304

capacitors, 9
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carrier sense multiple access collision detect (CSMA/CD), 240 ping, 39, 209, 380
10BASE-T Ethernets, 275-276 ping 172.16.2.21, 39
Ethernet operation, 251-257 traceroute, 42

carrier sense multiple access with collision avoidance tracert, 42-44

(CSMA/CA), 156 comparing
copper cabling and fiber-optic cabling, 146-147
Category 5 (Cat 3), 57 DHCP and static addresses, 377

CATYV cable connections, WANSs, 220 routing protocols, 422-424
CD-ROM drives, 11 TCP and UDP, 455
cells, APs, 154 complex analog signals, 169

components

fiber-optic cabling, 150-151
metrics, 416

central processing units (CPUs), 8
channel service unit/data service unit (CSU/DSU), 218

channels networks, 7
B, 220 cables, 16-17
D, 220 devices, 17-19
charts, conversion, 58 hardware, 7-13
Cheapernets, 137 NICs, 13-15
Checksum field, 401, 463 WLANS, 153-155

CIDR (classless interdomain routing), 371 concentrators, 202

circuits, 133-134
cladding, 151
Class D IP addresses, 359

conductors, copper media, 129-130

configuration

10BASE-T Ethernets, 275-278
dynamic IP addresses, 375-377

Class E address spaces, 359 static IP addresses, 373-374
classes connected subnets, 411-412
IP addresses, 353-362 connection-oriented, defining, 408

networks, 363-364

connectionless, defining, 408
classful routing protocols, 422

connections. See also cables

classless interdomain routing (CIDR), 371 bandwidth, 97
classless routing protocols, 422 analog, 103-104
client/server network models, 213-216 data transfer time calculations, 102-103
clock ticks, 417 Ethernet LANs, 97-98
clocking, 222 Ethernet WANs, 98-100
. LANs, 97
coaxial cables, 136, 172. See also cables .
planning, 105
collisions, 252 throughput, 100-101
10BASE-T LANs/hubs, 253-254 consoles, 144
domains, 202, 254-257, 318 directly connected networks, 345
bridges, 206 LANs
identifying, 328-329 cabling, 189
large/long, 319-321 connectors/media, 194-195
small, 321-323 devices, 200-204, 206-212
fragments, 275 Ethernet physical layer, 190
preventing, 255, 323-325 PC communications models, 212-216
commands routing between subnets, 395-400
arp, 380 selecting Ethernet types, 191-193
ip subnet-zero, 422 UTP cable pinouts, 196-200
ipconfig, 38, 354 networks, 3
netstat —an, 467 ASCII alpha-numeric code, 47

nslookup, 38 binary numbering (Base 2), 49
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bits/bytes, 45-46
Boolean logic, 60-62
cables, 16-17
components, 7
conversion charts, 58
converting binary to decimal, 49-51
converting decimal to binary, 51-56
converting IP addresses between decimal and binary, 56-58
decimal numbering (Base 10), 48
defining, 3-7
devices, 17-19
enterprise, 19-20
hardware, 7-13
hexadecimal numbering (Base 16), 59
home connections, 21-24
NICs, 13-15
numbering, 45
TCP/IP, 25-32, 34-38
troubleshooting tools, 38-44
servers, 465-466
TCP, 465, 458
WANSs
cabling, 216-217
fixed/modular routers, 224-225
layers, 217-221
router console cabling, 225-227
selecting DCE/DTE cables, 222-223
connectors, 9
Ethernets, 194-195
power, 10
RJ-11, 14
RJ-45, 140
consoles
connections, 144
routers, 225-227
Content Addressable Memory. See CAM
convergence, rapid, 414
conversations, 465
conversion charts, 58
converting
binary numbering to decimal numbering, 49-51
decimal numbering to binary numbering, 51-58, 369
copper media, 125. See also cables
attenuation, 175-176
coaxial cabling transmissions, 172
digital transmission, 125-134
insertion loss, 175-176

LANSs, 134-143, 145-146
noise, 176-177

optical media, 146-147
signaling over, 172
core component, fiber-optic cabling, 151

core switch links, 194

cost, 417

Coulomb’s Law, 127

CPUs (central processing units), 8

CRC (cyclic redundancy check), 245, 401
crossover cable, 274

pinouts, 143-144
UTP pinouts, 197
crosstalk, 176-179

CSMA/CA (carrier sense multiple access with collision
avoidance), 156

CSMA/CD (carrier sense multiple access collision detect), 240

10BASE-T Ethernets, 275-276
Ethernet operation, 251-257
CSU/DSU (channel service unit/data service unit), 218

currents, measuring, 130-131
cut-through switching, 309
cyclic redundancy check (CRC), 245, 401

D

D channels, 220

data communication equipment (DCE), 222-223
Data field, 463

data flow, 329-331

data link layer, 108, 217-221

data terminal equipment. See DTE

data transfer time calculations, 102-103
databases, topology, 420
DC (direct current), 131
DCE (data communication equipment), 222-223
de-encapsulation, 111-113
DEC (Digital Equipment Corporation), 237
decimal numbering (Base 10), 48

converting, 49-56

IP addresses, 56-58
decimals, converting to binary numbers, 364
default gateways, 36, 374
default routers, 374
defining

IP address classes, 356-357
networks, 3-7
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delay, 416-417
propagation, 180, 307
queuing, 307
skew, 180
delivery, in-order (TCP), 461
depletion of IPv4 addresses, 370-371
design
100-Mbps Ethernets, 280-281
10BASE-T Ethernets, 275-278
LANs, 317
collision domains, 318-325
data flow, 329-331
identifying domains, 328-329
Layer 2 broadcast domains, 325-328
segments, 331
WLAN:S, 153-155
desktops, 13. See also PCs
Destination MAC addresses, 245
Destination Port field, 463
destination port numbers, 465
Destination Service Access Point (DSAP), 249
detecting collisions, 253-254
detectors, 285
deterministic media access, 259-260
devices
collision domains, 318
large/long, 319-321
small, 321-323
data flow, 329-331
Ethernet, 200-204, 206-212
1/0, 9
identifying, 328-329
LANSs, 74-75
Layer 1, 329
Layer 2, 329

Layer 3, 329
networks, 17-19

DHCP (Dynamic Host Configuration Protocol), 349, 469

dynamic IP address configuration, 375-377
static IP addresses, 377
dialogues, 468

Digital Equipment Corporation (DEC), 237
Digital Signal level 0 (DS0), 98

digital signals, 170

digital subscriber line. See DSL

digital transmission using copper wires, 125-134

Dijkstra shortest path first (SPF), 420
direct current (DC), 131

Direct Sequence Spread Spectrum (DSSS), 156, 210

directed broadcast addresses, 365
directly connected networks, 345
disks, memory, 9
distance vector algorithms, 419-420
distribution switches, 193
DIX Ethernet, 237
frames, 246-247
Type field, 250
DNS (Domain Name System), 349, 469
name resolution, 35-36
domains
broadcast (Layer 2), 325-328
collisions, 202, 254-257, 318
bridges, 206
large/long, 319-321
preventing, 323-325
small, 321-323
identifying, 328-329
names, 470
top-level, 470
downloading web pages, 26-28

drives
CD-ROM, 11
floppy disk, 11
hard disk, 12
DSAP (Destination Service Access Point), 249
DSL (digital subscriber line), 220
connecting, 23-24
DSO (Digital Signal level 0), 98

DSSS (Direct Sequence Spread Spectrum), 156, 210

DTE (data terminal communication), 222-223
duplex settings, autonegotiation, 257-258

Dynamic Host Configuration Protocol (DHCP), 349, 469

name resolution, 35-36
dynamic IP address configuration, 375-377

dynamic port numbers, 465
dynamic ports, 467

dynamic sliding windows, flow control through, 456-457

E

e-mail, TCP/IP application layer, 472-474
E/1 circuits, 221

effort, implementation, 414

EGP (Exterior Gateway Protocol), 418-419
EIA (Electronic Industries Association), 73, 134
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EIGRP (Enhanced IGRP), 416
electrical currents, creating, 128
electricity
circuits, 133-134
currents, 130-131
units of measurement, 132
voltage, 130
wattage, 131
electricity, static, 128
electromotive force (EMF), 130
electromagnetic (EM) energy, 148, 209
electromagnetic interference (EMI), 147
electromagnetic spectrum, 147-148
electrostatic discharge (ESD), 128
Electronic Industries Alliance (EIA), 73, 134
electrons, 126
elements, atoms, 126
ELFEXT (equal-level far-end crosstalk), 180
EM (electromagnetic) energy, 148, 209
EMF (electro-motive force), 130
EMI (electromagnetic interference), 147
encapsulation, 111-112, 243
encrypted packets, 89
end-user level links, 191
Enhanced IGRP (EIGRP), 416
enterprise networks, 19-20
equal-level far-end crosstalk (ELFEXT), 180
errors
link error rates, 416
recovery, 29, 459-461
ESD (electrostatic discharge), 128
Ethernets, 237
10-Mbps, 269-271
100-Mbps, 269, 278-279
100BASE-FX, 281-282
design, 280-281
10Base-T, 76-77, 272
10BASE-T
design, 275-278
wiring, 272-274
bridges, 78-79
cabling, 141
devices, 200-204, 206-212
frames, 80, 247-248
framing, 242
DIX, 246-247
encapsulation, 243
IEEE 802.3 fields, 244-245

Gigabit, 282-283
1000BASE-T, 286-288
1000BASE-X, 283-286
future of, 288-290

headers, 249-250

history of, 237

hubs, 76-77

LANSs, 74-75
bandwidth, 97-98
connectors/media, 194-195

LLC, 248-249

MAC addresses, 247

NICs
installing, 15
searching, 14

operation, 251
autonegotiation, 257-258
CSMA/CD, 251-257
MAC processes, 259-260

physical layer, 190

repeaters, 75-76

standards, 238-242

switches, 206-208, 297
CAM, 306-307
internal processing, 307-309
Layer 2 bridging, 297-306
STP, 310-316

timing, 272

Type fields, 250

types, 191-193

WAN bandwidth, 98-100

expansion slots, 10-12

expectational acknowledgments, 460
extended shared media, 319

extended star topologies, 95

Exterior Gateway Protocol (EGP), 418-419
Extranets, VPNs, 90

F

far-end crosstalk (FEXT), 179

Fast Link Pulse (FLP), 258, 280

FCC (Federal Communications Commission), 156

FCS (Frame Check Sequence), 240, 401

FDDI (Fiber Distributed Data Interface), 281

features, routing protocols, 414-419

Federal Communications Commission (FCC), 156
FEXT (far-end crosstalk), 179

FHSS (Frequency Hopping Spread Spectrum), 156, 210
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Fiber Distributed Data Interface (FDDI), 281
fiber-optic cabling, 146-150, 283
copper cabling
comparing, 146-147
electromagnetic spectrum, 147-148
signaling over, 172
types, 151-152
Fibre Channel, 286
fields
Acknowledgment Number, 463
Checksum, 401, 463
Data, 463
Destination Port, 463
Flags, 463
Header Length, 463
TEEE 802.3, 244-245
IP headers, 410
Length, 246
Options, 463
Padding, 463
Reserved, 463
Sequence Number, 463
Source Port, 463
TTL, 401
Type, 246, 250
Urgent, 463
Window, 463
File Transfer Protocol (FTP), 348, 464
TCP/IP application layer, 474
filtering, 78, 203, 298-301

firewire, 10
fixed routers, 224-225
Fixed-Function Cisco 2503 routers, 224
flags
ACK, 458
SYN, 458
Flags field, 463

flapping, route, 416

flooding unicast addresses, 302-303
floppy disk drives, 11

flow control, 456-457

FLP (Fast Link Pulse), 258, 280
Fluke Network Inspector, 288

foil twisted-pair (FTP) cables, 138
formats

MAC addresses, 247
subnetted IP addresses, 366-367
forward acknowledgments, 460

forwarding, 78, 203, 298-301
bridges, 205
broadcasts, 304-306
frames, 307-309
IP routing, 393
Sfull IP headers, 409-411
Layer 2 protocols, 403-407
overview of, 394
reliability of, 407-409
routing between LAN subnets, 395-400
routing single routers, 401-402
WANSs, 403
multicasts, 304-306
states, 317
store-and-forward switching, 308
fragment-free switching, 309
fragment collisions, 275
Frame Check Sequence (FCS), 240, 401
frames, 112-113
broadcast, 304-306
buffering, 323, 325
forwarding, 307-309
multicast, 304-306
queuing, 323-325
switches
Layer 2 bridging, 297-306
operations, 297
troubleshooting, 401
unknown unicast, 304
framing (Ethernet) , 80, 242, 247-248
DIX, 246-247
encapsulation, 243
IEEE 802.3 fields, 244-245
frequencies, 22, 148

Frequency Hopping Spread Spectrum (FHSS), 156, 210

frequency-based cable testing, 167

analog signals, 169-170
waves, 167-168
FTP (File Transfer Protocol), 464

TCP/IP application layer, 474
FTP (foil twisted-pair) cables, 138. See also cables

full duplex, CSMA/CD, 254-257
full IP headers, 409-411

full mesh topologies, 95-96
future of Ethernets, 288-290
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G-H

gateways, 36, 274
Gigabit Ethernets, 282-283
1000BASE-T, 286-288

1000BASE-X, 283-286
future of, 288-290

half duplex

10BASE-T Ethernets, 275-276

CSMA/CD, 254-257
hard disk drives, 12
hardware, 7-13
Header Length field, 463
headers

Ethernets, 249-250

full IP, 409-411

IEEE 802.3 Ethernet, 244

references, 462-463
Hertz (Hz), 22

hexadecimal numbering (Base 16), 59
hierarchical physical topologies, 95

high-speed MAN services, 85

higher utilization (large collision domains), 321
history

of Ethernets, 237

of networks, 71-72

of remote access, 23
home connections

analog modems, 21-23

cable modems, 24

DSL modems, 23-24
hop counts, 415-417

hostnames, 470
hosts

calculating, 363
determining number of, 426-429
local, 476
parts, 356
remote, 476
resident subnets, 442-444
TCP/IP, 340
HTTP (Hypertext Transfer Protocol), 25-29, 348, 471
hubs, 18, 201-202, 209
10BASE-T Ethernets, 275-276
collisions, 253-254
Ethernet, 76-77
types of, 202

hybrid algorithms, 421

hyperlinks, 472

Hyperterminals, 226

Hypertext Transfer Protocol (HTTP), 25-29, 348, 471
Hz (Hertz), 22

I/0 (input/output) devices, 9

IAB (Internet Activities Board), 340

TANA (Internet Assigned Numbers Authority), 369
IC (integrated circuit), 9

identifying domains, 328-329

IE (Internet Explorer), 26

IEEE (Institute of Electrical and Electronic Engineers), 73,

135

802.1D, 313-315
802.2, 249
802.3 fields, 244-245
802.3ab, 287
802.3ae, 289
802.3z, 282
Ethernets
OSI model, 240-242
types of, 238-239
frames, 246-247
Type field, 250
IETF (Internet Engineering Task Force), 73, 340

IGP (Interior Gateway Protocol), 418-419
IGRP (Interior Gateway Routing Protocol), 416
impedance, 132-133, 176

implementation of effort, 414

in-order delivery, TCP, 461

increments, 439

infrared (IR), 209

infrastructure mode (WLANSs), 154
input/output (I/0), 9

insertion loss, 175-176, 180

installing Ethernet NICs, 15

Institute of Electrical and Electronic Engineers (IEEE), 73, 135

insulators, copper media, 129-130

integrated circuit (IC), 9

Integrated Services Digital Network (ISDN), 220
interactions, layers, 114-115

interesting octets, 432
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interfaces, 78 TCP/IP internetworking layer, 30-34
AUL 195 troubleshooting, 34-36, 38
BRI, 220 ip subnet-zero command, 422
FDDI, 281 ipconfig command, 38, 354
{\IEI%E 8]032115]) STP states, 313-314 IPv4 (Internet Protocol version 4)
serial, 217-219 address spaces, 359-360
switches, 299 depletion of, 370-371
TCP/IP, 340-341 IPv6 (Internet Protocol version 6), 372
WICs, 218 IR (infrared), 209
Interior Gateway Protocol (IGP), 418-419 ISDN (Integrated Services Digital Network), 220

Interior Gateway Routing Protocol (IGRP), 416
internal processing, switches, 307-309

ISO (International Organization for Standardization), 106
ISP (Internet service provider)

International Organization for Standardization (ISO), 106 analog modems, 21-23

International Telecommunications Union (ITU), 73 cable modems, 24
Internet Activities Board (IAB), 340 ITI]?S% inodeir.ls, 213' :?1 icati Uni 7
Internet Assigned Numbers Authority (IANA), 369 (International Telecommunications Union),
Internet connections, 3-7, 368-372 J K
Internet Engineering Task Force (IETF), 73, 340
Internet Explorer (IE), 26 Jack punch down, RJ-45, 200
Internet Protocol. See IP
Internet service provider. See ISP keyboards, ports, 10
internetwork layer (TCP/IP), 341-345, 393
intranets, 89-90 L
IP (Internet Protocol) L3PDU (Layer 3 protocol data unit), 242
addresses, 31, 353 LANSs (local-area networks)
assignment, 353-362 ARP. 378-384
classes, 353-362 bandwidth, 97-98
determining assignable (in subnets), 434-444 cabling, 189
managing, 373-384 connecting Ethernet devices, 200-204, 206-212
networking math, 362-364 connectors/media, 194-195
overview of, 353 Ethernet physical layer, 190
public, 370 PC communications models, 212-216
subnetting, 32, 364-368 selecting Ethernet types, 191-193
unicast, 356 UTP cable pinouts, 196-200
unique, 368-372 collisions, 253-254
packets, 343 copper cabling, 134-144
private networks, 371-372 design, 317
routing, 25, 31, 34, 343 collision domains, 318-325
Sfull IP headers, 409-411 data flow, 329-331
IP addresses, 344-345 identifying domains, 328-329
Layer 2 protocols, 403-407 Layer 2 broadcast domains, 325-328
overview of, 394 segments, 331
reliability of, 407-409 devices, 74-75
routing, 342, 395-403 Ethernet, 74-75
subnetting, 424 IP addresses, 353-357
determining assignable IP addresses, 434-444 speed limitations, 289
overview of, 424-425 STP, 310-312

schemes, 425-433 blocking, 312-313
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CAM, 314-316
states, 313-314
subnets, 395-400
switches, 82, 208, 298, 323
WLANS, 153-157
laptops, 13
large collision domains, 319-321
large networks (Internet), 4, 7
latency, 307

Layer 1
data flow, 329-331
devices, 329
Layer 2
bridging, 297-306
broadcast domains, 325-328
data flow, 329-331
devices, 329
protocols, 403-407
Layer 3, 404
data flow, 329-331
devices, 329
Layer 3 protocol data unit (L3PDU), 242

layers

application (TCP/IP), 347-349, 468
interactions, 114-115
internetwork (TCP/IP), 341-345
network access (TCP/IP), 340-341
OSI, 107-109, 328-329
physical (Ethernet), 190
TCP/1P
internetworking, 30-34
overview of, 350-352
transport, 29
transport (TCP/IP), 345-347, 455-467
WANS, 217-221
learning

IP routes, 411-413
states, 314-317
leased circuits, 84

leased lines, point-to-point, 83-84
LED (light emitting diode), 9

length, cabling, 180

Length field, 246

light emitting diode (LED), 9
limitations of LANs, 289

link-state advertisements (LSAs), 420
link-state algorithms, 420

links

access switches, 193
backbone, 191, 280, 310

core switches, 194

end-user level, 191

error rates, 416

hyperlinks, 472

LLC, 190

loading, 416

point-to-point WAN, 216

uplinks, 193

workgroup level, 191
listening states, 314-316

LLC (Logical Link Control), 190, 248-249
loading links, 416

local hosts, 476

local-area networks. See LANs

logic, routing and switching, 405-406
logical bus topologies, 91-92

Logical Link Control (LLC), 190, 248-249
long collision domains, 319-321

long distances (LX), 283

loopback circuits, 254

loopback IP addresses, 360

LSAs (link-state advertisements), 420

LX (long distances), 283

M

MAC (Media Access Control), 78
addresses
Ethernets, 247
tables, 299
unknown unicast frames, 304
Destination addresses, 245
Ethernet processes, 259-260
Source addresses, 245
mainframe computers, 71
management
IP addresses, 373
applying ARP, 378-384
comparing DHCP, 377
dynamic IP address configuration, 375-377
static IP address configuration, 373-374
networks, 475-476
NMS, 476
out-of-band, 227
MANSs (metropolitan-area networks), 85

mapping
Layer 3-to-Layer 2, 404
wire maps, 180
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masks (subnet), 61-62, 367-368
SLSM, 427
VSLM, 422
mathematics (networks), 45, 362-364
ASCII alpha-numeric code, 47
binary numbering (Base 2), 49
bits/bytes, 45-46
Boolean logic, 60-62
conversion charts, 58
converting binary to decimal, 49-51
converting decimal to binary, 51-56
converting IP addresses between decimal and binary, 56-58
decimal numbering (Base 10), 48
hexadecimal numbering (Base 16), 59
maximum transmission unit (MTU), 416
measurement
currents, 130-131
resistance, 133
units of, 132
voltage, 130
media. See also cables
copper, 125
digital transmission, 125-134
LANSs, 134-146
Ethernets, 194-195
optical, 146-150
comparing copper cabling, 146-147
electromagnetic spectrum, 147-148
fiber types, 151-152
shared, 319
wireless, 152-157
Media Access Control. See MAC
memory
CAM, 207
switches, 306-307
tables, 299-303
disks, 9
RAM, 8
ROM, 8
Metcalfe, Robert, 237
metrics

components, 416
hop count, 415
robust, 414
routes, 414-418

metropolitan-area networks (MANs), 85
microprocessors, 8

microsegmentation, 323

minicomputers, 71

MLS (multilayer switching), 394

MMF (multimode fiber), 286
models

client/server, 213

OSI, 106-109

peer-to-peer, 213

TCP/IP networking, 28, 110, 339-340
application layer, 347-349
de-encapsulation, 113
encapsulation, 111-112
frames, 112-113
internetwork layer, 341-345
layer interactions, 114-115
network access layer, 340-341
overview of, 349-352
packets, 112-113
PDUs, 112-113
segments, 112-113
transport layer, 345-347

modems

analog, 21-23
cable, 24, 220
DSL, 23-24
modular routers, 224-225

motherboards, 9

mouse, ports, 10

Mozilla Firefox, 26

MTU (maximum transmission unit), 416
multicast frames, forwarding, 304-306
multilayer switching (MLS), 394
multimeters, voltage measurement, 130
multimode fiber (MMF), 286
multimode fibers, 151-152
multiplexing, 347, 465

multiport bridges, 208

multiport repeaters, 77, 202

N

names
bits/bytes, 45
domains, 470
resolution, 35-36, 469
transmission rates, 46
nanometer (nm), 148
NAT (Network Address Translation), 371-372
near-end crosstalk (NEXT), 178-180
Netscape, 26

netstat —an command, 467
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Network Address Translation (NAT), 371-372
Network File System (NFS), 348
network interface cards. See NICs
Network Link Pulses (NLPs), 258
Network Management System (NMS), 476
network operating system (NOS), 215
networks
access layer (TCP/IP), 340-341
application layer (TCP/IP), 347-349
bandwidth, 97
analog, 103-104
data transfer time calculations, 102-103
Ethernet LANs, 97-98
Ethernet WANs, 98-100
LANs, 97
planning, 105
throughput, 100-101
broadcast addresses, 434
classes, 363-364

bits/bytes, 45-46

Boolean logic, 60-62

conversion charts, 58

converting binary to decimal, 49-51

converting decimal to binary, 51-56

converting IP addresses between decimal and binary, 56-58
decimal numbering (Base 10), 48

hexadecimal numbering (Base 16), 59

numbers, 361-362
overview of, 71

broadcast/unicast addresses, 81
Ethernet bridges, 78-79

Ethernet frames, 80

Ethernet hubs/10Base-T, 76-77
Ethernet LANS/LAN devices, 74-75
Ethernet repeaters, 75-76

history of, 71-72

LAN switches, 82

need for protocols/standards, 73-74

components, 7
cables, 16-17
devices, 17-19
hardware, 7-13

parts, 356

private IP, 371-372

SANs, 86-87

small (two PCs/one cable), 4
TCP/IP, 25

NICs, 13-15

connections, 3

copper
digital transmission, 125-134
LANs, 134-143, 145-146

defining, 3-7

directly connected, 345

enterprise, 19-20

home connections, 23
analog modems, 21-22
cable modems, 24
DSL modems, 23-24

hosts, 363

internetwork layer (TCP/IP), 341-345

LANs
cabling, 189
connecting Ethernet devices, 200-204, 206-212
connectors/media, 194-195
Ethernet physical layer, 190
PC communications models, 212-216
selecting Ethernet types, 191-193
UTP cable pinouts, 196-200

large (Internet), 4, 7

management, 475-476

MAN:S, 85

math, 362-364

numbering, 45
ASCII alpha-numeric code, 47
binary numbering (Base 2), 49

de-encapsulation, 113
encapsulation, 111-112
frames, 112-113

HTTP, 26-28

IP, 30-34

layer interactions, 114-115
networking model, 110
overview of, 349-352
packets, 112-113

PDUs, 112-113

segments, 112-113
standards, 25

transport layers, 29
troubleshooting IP, 34-38
troubleshooting tools, 38-44

topologies, 91

extended star, 95

full mesh, 95-96
hierarchical physical, 95
logical bus, 91-92
partial mesh, 95-96
physical bus, 91-92
physical star, 91-92
ring, 94

transport layer (TCP/IP), 345-347
unique IP addresses, 368-372
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VPN, 87-88
intranets, 89-90

types of, 90
WANS, 83

cabling, 216-217
fixed/modular routers, 224-225
layers, 217-221
point-to-point leased lines, 83-84
router console cabling, 225-227
routers, 85
selecting DCE/DTE cables, 222-223
wired, 154
neutrons, 126
NEXT (near-end crosstalk), 178-180
next-hop routers, 345, 412
NFS (Network File System), 348
NICs (network interface cards), 13-15, 135
Ethernet, 211-212
NLPs (Network Link Pulses), 258
nm (nanometer), 148
NMS (Network Management System), 476
noise, 171

attenuation, 175-176

cabling testing standards, 180-182

coaxial cabling transmissions, 172

copper/fiber-optic cabling, 172

optical cabling transmissions, 174

sources of, 176-177

types of crosstalk, 178-179
nondeterministic media access, 259-260

NOS (network operating system), 215
nslookup command, 38

number of required subnets, determining, 425-433

numbering

numbers

ARIN, 369

TANA, 369

networks, 45, 361-362
ASCII alpha-numeric code, 47
binary numbering (Base 2), 49
bits/bytes, 45-46
Boolean logic, 60-62
conversion charts, 58
converting binary to decimal, 49-51
converting decimal to binary, 51-56

converting IP addresses between decimal and binary, 56-58

decimal numbering (Base 10), 48
hexadecimal numbering (Base 16), 59

port application processes, 464-467
subnets, 434-437

o)

octets, 432
OFDM (Orthogonal Frequency Division Multiplexing), 156
Ohm’s law, 132
open networking models, 106
operating systems, NOS, 215
operations
Ethernets, 251
autonegotiation, 257-258
CSMA/CD, 251-257
MAC processes, 259-260
switches, 297
CAM, 306-307
internal processing, 307-309
Layer 2 bridging, 297-306
STP, 310-316
optical media, 146-150
cabling transmissions, 174
copper cabling
comparing, 146-147
electromagnetic spectrum, 147-148
fiber types, 151-152
options, 10-Mbps Ethernets, 272
Options field, 463
organization, WLANs, 155-157
Organizationally Unique Identifier (OUI), 247
Orthogonal Frequency Division Multiplexing (OFDM), 156
OSI model, 106
devices, identifying, 328-329
Ethernets, 240
comparing standards, 241-242
IEEE 802.2 standards, 240
IEEE 802.3 standards, 240
layers, 107-109
OUI (Organizationally Unique Identifier), 247

out-of-band management, 227
outer jackets, fiber-optic cabling, 151

P

packets, 112-113, 399

encapsulation inside Ethernet frames, 243
encrypted, 89
1P, 343

Padding field, 463
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parallel ports, 10
partial mesh topologies, 95-96
parts (network/host), 356
passing tokens, 259
passive scanning, 155
paths
determination, 394
internal processing, 310
PCB (printed circuit board), 9
PCMCIA (Personal Computer Memory Card International
Association), 12
PCs (personal computers), 9
backplane, 10
communications models, 212-216
history of, 72
home connections
analog modems, 21-23
cable modems, 24
DSL modems, 23-24
small networks (2 PCs/one cable), 4
PDUs (protocol data units), 112-113
peer-to-peer network models, 213-214
performance, broadcast domains, 326-328
periodic updates, 421
periods, 22
waves, 167
permanent memory, 9
permanent virtual circuits. See PVCs
Personal Computer Memory Card International Association
(PCMCIA), 12
personal computers. See PCs
phone lines
analog modems, 21-23
DSL modems, 23-24
physical bus topologies, 91-92
physical network topologies, 91
physical layer, 108
Ethernet (LAN cabling), 190
WANS, 217-221
physical star topologies, 91-92
ping 172.16.2.21 command, 39
ping command, 39, 209, 380
pinouts

cabling, 140
crossover-cable, 143-144
Ethernets, 141

selecting, 145

TIA/EIA-568-A, 142

UTP cable, 196-200
planning bandwidth, 105
plug-ins, web browsers, 28
point-to-point leased lines, 83-84
Point-to-Point Protocol (PPP), 403
point-to-point WAN links, 216
POP3 (Post Office Protocol version 3), 472-474
ports, 78

auxiliary, 227

dynamic, 467

keyboards, 10

mouse, 10

multiport repeaters, 77

numbers, 464-467

parallel, 10

registered, 467

serial, 10

switches, 299

USB, 10

well-known, 465-467
Post Office Protocol version 3 (POP3), 472-474
power connectors, 10
power sum equal-level far-end crosstalk (PSELFEXT), 180
power sum near-end crosstalk (PSNEXT), 179-180
powers of 2, 428

applying, 362
PPP (Point-to-Point Protocol), 403
Preamble, 245, 271
presentation layer, 108
preventing collisions, 255, 323-325
printed circuit board (PCB), 9
private IP networks, 371-372
probabilistic, 259
processes, application, 464-467
processing internal switches, 307-309
processors

CPUs, 8
microprocessors, 8
propagation delay, 180, 307

protocol data units (PDUs), 112-113
protocols

Ethernets, 248-249
Internet layer, 341
need for, 73-74
routing, 411
algorithms, 419-421
classful, 422
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classless, 422
comparing, 422-424
routers leaning IP routes, 411-413
selecting, 414-419
updates, 421

standards, 25

TCP/1P
application layer, 469-474
network management, 475-476
overview, 477-478

protons, 126

proxy ARPs, applying, 378-384

PSELFEXT (power sum equal-level far-end crosstalk), 180

PSNEXT (power sum near-end crosstalk), 179-180
public IP addresses, 370

purchasing LAN switches, 208

PVCs (permanent virtual circuits), 96

Q-R

queuing
delay, 307
frames, 323-325

radio frequencies (RFs), 209

radio frequency interference (RFI), 147

RAM (random-access memory), 8

ranges, searching addresses, 438-439

rapid convergence, 414

RARP (Reverse Address Resolution Protocol), 375
rates, transmission names, 46

read-only memory. See ROM

Realtime tab, 39

reassembly, TCP, 461

recovery, TCP errors, 459-461

redundancy, 280

references, headers, 462-463

registered jack 45 (RJ-45) connectors, 140, 200
registered ports, 467

reliability, 417

IP routing, 407-409
TCP error recovery, 459-461
remote access, history of, 23

remote hosts, 476

repeaters, 200
Ethernet, 75-76
multiport, 202
replies, ARP, 380
requests, ARP, 379
Requests For Comments (RFCs), 340
Reserved field, 463
resident subnets, 442-444
resistance, 132-133
resistors, 9
resolution
DNS, 35-36
names, 469
return loss, 180
Reverse Address Resolution Protocol (RARP), 375
reversed-pair fault, 181
RFCs (Request For Comments), 340
RFI (radio frequency interference), 147
RFs (radio frequencies), 209
ring topologies, 94
RIP (Routing Information Protocol), 327, 413-415
RJ-11 connectors, 14
RJ-45 (registered jack 45) connectors, 140, 200
robust metrics, 414
rollover cables, 144, 225
ROM (read-only memory), 8
routable protocols, 394
routed protocols, 394
routers

console cabling, 225-227
default, 374
default gateway, 36
fixed, 224-225
Fixed-Function Cisco 2503, 224
1P, 34
learning IP routes, 411-413
modular, 224-225
next-hop, 345, 412
processing overhead, 414
routing single, 401-402
serial interfaces, 217-219
WAN:S, 85

routes
flapping, 416
1P, 411-413
metrics, 414-418
static, 412
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routing

CIDR, 371

IP, 31, 34, 343, 393
full IP headers, 409-411
IP addresses, 344-345
Layer 2 protocols, 403-407
overview of, 394
reliability of, 407-409
routing between LAN subnets, 395-400
routing single routers, 401-402
WANSs, 403

protocols, 411
algorithms, 419-421
classful, 422
classless, 422
comparing, 422-424
routers learning IP routes, 411-413
selecting, 414-419
updates, 421

switching
benefits of, 406-407
logic, 405-406

tables, 395

Routing Information Protocol (RIP), 327, 413-415

S

same layer interaction, 115
SANSs (storage area networks), 85-87
scanning, 155
schemes, subnet, 425-444
ScTP (screened twisted-pair) cables, 138. See also cables
searching

address ranges, 438-439

broadcast addresses, 438

Ethernet NICs, 14

resident subnets, 443-444

subnets, 435-442
segmentation, 321, 346

TCP, 461
segments, 74, 112-113, 323, 331
selecting

DCE/DTE cables, 222-223

Ethernet types (speeds), 191-193

pinouts, 145

routing protocols, 414-419

UTP cable pinouts, 196-200
semiconductors, copper media, 129-130

sending frames over Ethernets, 247-248
Sequence Number field, 463

sequence numbers, 30
serial cables, 217

serial interfaces, 217-219
serial ports, 10

servers, 213

connections, 465-466
web, 26
Service Set Identifier (SSI), 155

session layer, 108

sessions, 468

SFD (Start Frame Delimiter), 240, 245, 271
shared bandwidth, 319-321

shared media, 319

shielded twisted-pair (STP) cables, 135-138. See also cables

shielding, 136, 172

short distances (SX), 283

shortcuts
broadcast addresses, 439-442
determining subnet masks, 432-433

resident subnets, 444
shortest path first (SPF), 420
signals
analog
creating digital signals from, 170
[frequency-based cable testing, 169
collisions, 252
noise, 171
attenuation, 175-176
cabling testing standards, 180-182
coaxial cabling transmissions, 172
copper/fiber-optic cabling, 172
optical cabling transmissions, 174
sources of, 176-177
types of crosstalk, 178-179
simple analog signals, 169

Simple Mail Transfer Protocol (SMTP), 348, 472-474

Simple Network Management Protocol (SNMP), 349, 475-476

sine waves, 168

single routes, routing in, 401-402
single-mode fiber (SMF), 151-152, 286
sizes of networks, 7

skew, delay, 180

SLSM (subnet-length subnet masking), 427
small collision domains, 321-323

small networks (two PCs/one cable), 4
SMF (single-mode fiber), 151-152, 286
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SMTP (Simple Mail Transfer Protocol), 348, 472-474
SNAP (Subnetwork Access Protocol), 250
SNMP (Simple Network Management Protocol), 349, 475-476
Source MAC address, 245
Source Port field, 463
Spanning Tree Algorithm (STA), 315
Spanning Tree Protocol. See STP
spectrums, spread, 210
speed
100-Mbps Ethernet design, 280-281
autonegotiation, 257-258
Ethernets, 191-193, 239
LAN limitations, 289
WANS, 221
SPF (shortest path first), 420
split-pair wiring fault, 182
spread spectrum, 210
square waves, 168
SSI (Service Set Identifier), 155
STA (Spanning Tree Algorithm), 315
stability, 414
standards

1000BASE-T, 286-288
1000BASE-X, 283-286
cabling testing, 180-182
Ethernets, 238-242
need for, 73-74
support, 414
TCP/IP, 25
TIA/EIA-568-A, 142
WLAN:S, 155-157
Start Frame Delimiter (SFD), 240, 245, 271

states
forwarding, 317
learning, 314-317
listening, 314-316
STP, 313-314
static electricity, 128
static IP addresses
configuration, 373-374
DHCP, comparing, 377
static routes, 412
static-length subnet masking (SLSM), 427
storage area networks (SANs), 85-87
store-and-forward switching, 308
STP (shielded twisted-pair) cables, 135-138. See also cables

STP (Spanning Tree Protocol), 310-312
blocking, 312-313
CAM, 314-316
states, 313-314
topologies, 315
straight-through cables, 141, 273
UTP pinouts, 197
strengthening material, fiber-optic cabling, 151
structures, IP addresses, 358-359
subnets, 364-368
broadcast, 435
connected, 411-412
1P, 32, 424
determining assignable IP addresses, 434-444
overview of, 424-425
schemes, 425-433
LANSs, 395-400
masks, 61-62, 427
numbers, 434-438
resident, 442-444
searching, 439-442
VSLM, 422
zero, 435-436
Subnetwork Access Protocol (SNAP), 250

support, standards, 414
switched bandwidth, 323
switched LANSs, 323

switches

10BASE-T Ethernets, 276-278
access, 193
buffering, 255
collisions, 323-325
core links, 194
cut-through switching, 309
distribution, 193
Ethernet, 206-208, 297
CAM, 306-307
internal processing, 307-309
Layer 2 bridging, 297-306
STP, 310-316
fragment-free switching, 309
interfaces, 299
LAN:S, 82, 208, 298
ports, 299
store-and-forwarding switches, 308
switching
MLS, 394
routing
benefits of, 406-407
logic, 405-406
tables, 207, 299
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SX (short distances), 283
SYN flags, 458
synchronization, 222
system units, 12

-

T/1 circuits, 221
tables
ARP, 380
bridging, 299
CAM, 83, 299-307
MAC address, 299
routing, 34, 395
switching, 207, 299
tabs, Realtime, 39
TCP (Transmission Control Protocol), 346, 455
application processes, 464-467
connecting, 458
error recovery, 29, 459-461
header references, 462-463
in-order delivery, 461
multiplexing, 465
reassembly, 461
segmentation, 461
UDP, 455
TCP/IP (Transmission Control Protocol/Internet Protocol),
25, 339
application layer, 468
network management, 475-476
overview, 477-478
protocols, 469-474
HTTP, 26-28
1P, 30-34
models, 339-340
application layer, 347-349
internetwork layer, 341-345
network access layer, 340-341
overview of, 349-352
transport layer, 345-347
networking model, 28, 110
de-encapsulation, 113
encapsulation, 111-112
frames, 112-113
layer interactions, 114-115
packets, 112-113
PDUs, 112-113
segments, 112-113
standards, 25
transport layer, 29, 455
application processes, 464-467
connection TCP, 458

flow control, 456-457
header references, 462-463
in-order delivery, 461
reassembly, 461
segmentation, 461
TCP error recovery, 459-461
windowing, 456-457

troubleshooting
IP, 34-38
tools, 38-44

telco, 219

Telecommunications Industry Association (TIA), 73, 134, 273

Telnet (Terminal Emulation), 348, 476
temporary memory, 8
terminals, 71
terminating TCP connections, 458
terminology
MANS, 85
networks, 71
broadcast/unicast addresses, 81
Ethernet bridges, 78-79
Ethernet frames, 80
Ethernet hubs/10Base-T, 76-77
Ethernet LANs/LAN devices, 74-75
Ethernet repeaters, 75-76
history of, 71-72
LAN switches, 82
need for protocols/standards, 73-74
SANSs, 86-87
topologies, 91
extended star, 95
Sfull mesh, 95-96
hierarchical physical, 95
logical bus, 91-92
partial mesh, 95-96
physical bus, 91-92
physical star, 91-92
ring, 94
VPN, 87-88
intranets, 89-90
types of, 90
WANES, 83
point-to-point leased lines, 83-84
routers, 85
testing
cables, 180-182
frequency-based cable, 167
analog signals, 169-170
waves, 167-168
multimeters, 130
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TFTP (Trivial File Transfer Protocol), 348, 475
Thicknets, 137
Thinnets, 137
three-way handshakes, 458
throughput versus bandwidth, 100-101
TIA (Telecommunications Industry Association), 73, 134, 273
TIA/EIA-568-A standard, 142
ticks, 417
time periods, waves, 167
Time to Live (TTL) fields, 401
timers, back-off, 252
timing (Ethernet), 272
tokens, passing mechanisms, 259
tools, troubleshooting, 38-44
top-level domains, 470
topologies
databases, 420
networks, 91
extended star, 95
full mesh, 95-96
hierarchical physical, 95
logical bus, 91-92
partial mesh, 95-96
physical bus, 91-92
physical star, 91-92
ring, 94
STP, 315
traceroute command, 42

tracert command, 42, 44

transfers, data transfer time calculations, 102-103
transistors, 9

Transmission Control Protocol. See TCP

Transmission Control Protocol/Internet Protocol. See TCP/IP
transmission rates, 46

transmitters, 285

transport layer, 29, 108, 345-347, 455

application processes, 464-467

connecting TCP, 458

flow control, 456-457

header references, 462-463

in-order delivery, 461

reassembly, 461

segmentation, 461

TCP error recovery, 459-461

windowing, 456-457
transposed-pair wiring fault, 182

triggered updates, 421
Trivial File Transfer Protocol (TFTP), 348, 475
troubleshooting
cable testing standards, 180-182
frames, 401
1P, 34-38
noise, 171
attenuation, 175-176
coaxial cabling transmissions, 172
copper/fiber-optic cabling, 172
optical cabling transmissions, 174
sources of, 176-177
types of crosstalk, 178-179
TCP error recovery, 459-461
tools, 38-44
trunks, 280, 310
TTL (Time to Live) fields, 401
Type field, 246, 250
types
of crosstalk, 178-179
of current, 131
of Ethernets, 191-193, 238-239

of fiber-optic cabling, 151-152
of hubs, 202

U

UDP (User Datagram Protocol), 346, 455

header references, 462-463
TCP, 455
unicast IP addresses, 81, 356

flooding, 302-303
unique IP addresses, 368-372
units, transmission rates, 46
Universal Resource Locator (URL), 35, 471
Universal Serial Bus (USB), 10
unknown unicast frames, 304
unreliable protocols, 408
unshielded twisted-pair. See also UTP
updates
periodic, 421
routing protocols, 421
triggered, 421
uplinks, 193
Urgent field, 463
URL (Universal Resource Locator), 35, 471
USB (Universal Serial Bus), 10
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User Datagram Protocol (UDP), 346, 455

header references, 462-463

TCP, 455
UTP (unshielded twisted-pair) cables, 76, 137-146. See also
cables

cable pinouts, 196-200

\'}

valid addresses, searching range of, 438-439
Virtual Private Networks. See VPNs

VLSM (variable-length subnet masking), 422
voltage, 130

VPNs (Virtual Private Networks), 87-88

intranets, 89-90
types of, 90

W

WANSs (wide-area networks), 71, 83

bandwidth, 98-100
cabling, 216-217
fixed/modular routers, 224-225
layers, 217-221
router console cabling, 225-227
selecting DCE/DTE cables, 222-223
interface cards (WICs), 218
point-to-point leased lines, 83-84
routers, 85
routing, 403
wattage, 131

wavelengths, 148
waves, frequency-based cable testing, 167-168
web browsers, 26
plug-ins, 28
web pages, downloading, 26-28
web servers, 26
well-know ports, 465-467
Wi-Fi alliance, 157
WICs (WAN interface cards), 218
wide-area networks. See WANs
wildcards, 431
Window field, 463
windowing, 456-457
wire maps, 180
wired networks, 154
wireless LANs. See WLANs

wireless media, 152-157

wiring. See also cables
10BASE-T Ethernets, 272-274
copper media, 125
digital transmission, 125-134
LANs, 134-143, 145-146
WLANSs (wireless LANs), 12, 153-157, 209-210
workgroup level links, 191
workstations, 215

WWW (World Wide Web), TCP/IP application layer, 471

X-Z

Xerox, 237
XNS (Xerox Network System) protocol, 422

zero subnets, 435-436





