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Cisco Router Firewall Security by Richard A. Deal delivers exactly what the title says:  using a Cisco router for every possible perimeter security scenario.  The book is written for someone who has at least an intermediate level knowledge of Cisco router and switching technologies.  Advanced security consultants may want to go to Chapter 21, "Case Study Configuration," and refer back to the previous chapters for more explanation when needed.  However, those responsible for network security should read the entire book to be familiar with all of the latest security features that Cisco routers are capable of as well as a number of vulnerabilities that should be hardened, when possible.

Deal fills in much of the lacunae of Cisco IOS configuration that are left out of certification handbooks.  His sprinkling of many anecdotes from his personal experience makes the book immensely practical.  For example, the author points out that Reflexive Access Control Lists can be used as a less expensive substitute for Content Based Access Control when filtering traffic for a few dozen users.  The final chapter is a case study utilizing all of the features in the book in a real-life solution.   The author gives the full configurations indexed to explanatory notes.    

Deal's book will prepare you to deal with special situations where company policy demands something different than a firewall in a box solution offers.  As he shows you how to accomplish Intrusion Detection, Firewall, Content Filtering, Security Logging, Virtual Private Networking, Denial of Service Prevention, and Access Management solutions with Cisco routers, he explains when you should use these features with a router and when you should purchase a dedicated solution like the PIX firewall.  

The reader may think why try to force all these services to work on a router instead of just purchasing the proper device for the job.   First, you may be in a situation where you have no other option because the right equipment is unavailable.  Keeping the network up and secure will pay back for the time spent reading Deal's book.  Second, you will find that a router can do some filtering that a firewall can't.  There is a thread of practicality running throughout Deal's book that teaches that the best approach is putting the right solutions in the right places. Third, Even if you use specialized equipment to accomplish your security policy, being familiar with the manual configuration necessary in the IOS features makes one more aware of what the vulnerabilities are.

I give Deal 5 stars for the layout and structure, which includes notes, cautions, tables, and configurations.  But what I found most valuable in Cisco Router Firewall Security are the many real-life illustrations Richard Deal uses from his consulting business.

