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authentication, 391

FCTA (FC Tape Acceleration), 346
FCWA (FC Write Acceleration), 295, 346
FDDI (Fiber Distributed Data Interface) versus 

FE, 68
FE (Fast Ethernet) versus FDDI, 68
Fiber Channel. See FC (Fibre Channel)
Fibre Channel Over TCP/IP. See FCIP
Fibre Channel Protocol for SCSI. See FCP
FICON, 18–20
fields

of ABTS BLS, 314
of BA_RJT BLSs, 315
of EUI-64 addresses, 115–116
of FC FLA/LS_ACC ELS frames, 340–341
of FC frames, 168, 170–171, 173
of FCIP FC-FE header, 333–335
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of LS_ACC Service Parameter 

Page, 307–309
of LS_RJT ELS, 309–310
of MAC-48 addresses, 114–115
of PRLI Service Parameter Page, 305–306
of REC ELS, 310–311
of SRR, Accept format, 317
of SRR/responses, 316
of TCP packets, 223–226
of UDP packets, 219–220

file servers, 10
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I_T nexus, 248
node name aliases, 246
port names, 246

addressing scheme, 245
CmdSN, 97
compatibility with TCP/IP architecture, 93
connections, stateful recovery, 292
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full feature phase, 252
Login phase parameters, 282–286
termination, 252

iSCSI



508  

operation codes, 256
PDU formats, 254–255

BHS, 255–264, 267–282
PDU retransmission, 289–291
PDUs, boundary detection, 289
performance, 94
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IP-based, 378

best-path determination, 379
GLBP, 379

on Ethernet, 378
SAM architecture, 123
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network-level load balancing, 123
NFS, 22
NIC teaming, 84
niche technologies, FC PTP topology, 87
NL_Ports, 87
node names (iSCSI), 245–246
node-level load balancing, 123
non-immediate commands, 255, 292
NOP-In PDUs, iSCSI error handling,

290–291
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normal name resolution, 250
normal sessions (iSCSI), 251
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NPIV (N_Port_ID Virtualization), 160

O
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Structured Information Standards), 399
OFMarker operational text key, 286
OFMarkInt operational text key, 286
OpenSSH distribution, 388
operating ranges
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for FC, 150–153

operation codes (iSCSI), 256
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login phase, 252, 282–286

operational text keys (iSCSI), 283–286
optical technologies, 25

CWDM, 27, 29
DWDM, 27, 29
IEEE 802.17 standard, 31–32
SONET/SDH, 25–27

ORBs (operation request blocks), 17
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1000BASE-X Configuration ordered sets, 
fields, 147

OS-Codes (Ordered Set Codes), 336
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application layer, 44
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data link layer, 42
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network layer. See network layer
physical layer, 41
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session layer, 44
transport layer, 43

OSPF (Open Shortest Path First), 372
out-of-line traffic capture, 406

P
PAA (FC Port Analyzer Adapter), 407
packet switching, 43
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fragementation, 121–122
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TCP, format, 223–224, 226
UDP, format, 219–220

parallel 10GFC implementations, 86
parallel bus interfaces, 15
parameters for iSCSI Login Phase, 282–286
parent domains, 203
PATA (parallel ATA), 12
path determination, 367
path vector protocols, 373
Pause Opcode (Pause Operation Code), 355–356
PDUs (protocol data units), 40. See also IUs

iSCSI
BHS, 255–264, 267–282
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boundary detection, 289
fields, 254–255
retransmission, 289–291

Recovery R2T PDU, 271
PDUs (Protocol Data Units), 222
Performance Server (FC Management 

Service), 401
perspective, effect on network devices, 56
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PHB (Per Hop Behavior), 358
physical layer, 41
physical topologies, 56
PLOGI ELS, frame formats, 236–240
pluggable transceivers, 125
policy-based routing protocols, 373
port forwarding, 388
port mirroring, 406
port numbers, 218
portal groups, 247
ports, 218
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PPP (Point-to-Point Protocol), 196

frame format, 196
HDLC-like Framing, 197

precise delivery, 320–323
presentation layer, 44
primitives, 100
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establishment, 294
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proactive flow control mechanisms, 353
processing delay, 354
propagation delay, 354
protocol analyzers, promiscuous mode, 142
protocol decoding, 405–407

hardware-based, 407
screenshots of decoded frames, 408
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Protocol Specific Logical Unit mode page, FCP 
service negotiation, 320

Protocol Specific Port mode page, FCP service 
negotiation, 320

protocol stack, 40
protocol standards, 50–51

protocol-aware interfaces, 28
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public extension keys, 286
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129–130
QoS mechanisms

Ethernet, 355–356
FC, 362
FCIP, 364
FCP, 363
IP, 358
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TCP, 360
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management algorithms, 352
scheduling algorithms, 352
tail drop, 355
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IP flow control mechanism, 357
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RARP (reverse ARP), 73
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R-commands, 388
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read operations, 252
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reassembly, 124
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Recovery Abort procedure, FCP, 321

Recovery Abort procedure, FCP
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Recovery R2T PDU, 271
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Reject BHS
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Reason codes, 282

reordering versus reassembly, 124
Residual Underflow, 265
retransmission of iSCSI PDUs, 289–291
retries, 290
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RFC 3720, iSCSI error recovery classes, 287
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routed protocols, 193
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routing by rumor, 370
routing protocols, 193
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link-state, OSPF, 372
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Sack-Permitted option (TCP), 229
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SAL (SCSI application layer), 46
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element addressing scheme, 112
LUNs, 111
media changer element addressing, 113
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delivery mechanisms, 116

acknowledgements, 119–120
corrupt frames, 119
delivery failure notification, 118
duplicates, 118
flow control, 120
fragmentation, 121–122
guaranteed bandwidth, 121
guaranteed delivery, 120
guaranteed latency, 121
in-order delivery, 122–124
packet drops, 118
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link aggregation, 125
load balancing, 123
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transceivers, 125
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SAPs (Service Access Points), 40, 142
SATA (serial ATA) working group, 12
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read operations, 252
service delivery subsystem, 46
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SCSI Interconnects layer (SAM), 46
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SCSI Management

SAF-TE, 402
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scsi mode command, 294
FCP service negotiation, 319–320

SCSI Response BHS, fields, 264, 267
SCSI Transport Protocols layer (SAM), 46
SCSI-3 EXTENDED COPY, 24
SDH. See SONET/SDH
SDP (Sockets Direct Protocol), 22
sections, 27
secure FTP, 389
security, 385

AAA, 386–387
authentication

DH-CHAP, 391
ISCSI, 391
Kerberos, 387
RADIUS, 386
SRP protocol, 387
supplicants, 389
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Ethernet, 389
FCIP, 392–393
IPsec, 389–390
iSCSI Login Phase, parameters, 282–286
LUN masking, 392
TCP, 390

Security Policy Server (FC Management 
Service), 401

segmentation, 122
Selective Acknowledgement option (TCP), 229
semi-manual device/service discovery for IPS 

protocols, 79–81
SendTargets command, 250
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SendTargets command (iSCSI), 79
SendTargets operational text key, 283
sequence level error recovery, FCP, 321–322
Sequence streaming, 296
serial 10GFC implementations, 86
serial cabling, 6
serialization delay, 354
server-free backups, 8
service discovery, 62
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on TCP/IP, 78–79

service parameters, 294
SES (SCSI Enclosure Services), 403
session cleanup (iSCSI), 252

session layer, 44
session-oriented load balancing

FCIP load balancing, 382
FCP load balancing, 382
iSCSI load balancing, 381

sessions
FCIP, establishing, 342
FCP, establishing, 294, 304
iSCSI, connection allegiance, 293

SessionType operational text key, 283
SFF (Small Form Factor) committee, 12
SFTP (SSH FTP), 388
show commands, 405
signal splitters, 407
signaling

Ethernet, 135–137
FC, 154–155
SPI, 128

single-byte option format (TCP), 226
sliding windows (TCP), 359
slow start algorithm, 76
SLP (Service Location Protocol)

device/service discovery, automated 
configuration, 81–84

scopes, 82
SMI (Structure of Management 

Information), 397
SMIS (Storage Management Initiative 

Specification), 399
SNACK Request BHS, fields, 274–275
SNAP (Subnetwork Access Protocol), 142
SNIA (Storage Networking Industry 
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SNMP (Simple Network Management

Protocol), 388
community strings, 388
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SNMPv2, 397
SNMPv3, 398
SOAs (semiconductor optical amplifiers), 27
sockets, 223
soft zones (FC), 90, 392
software-based protocol decoding, 407
solicited data, 254
SONET/SDH, 25–27

EORs, 27
lines, 27
sections, 27

SONET/SDH
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SPAN (Switch Port Analyzer), 179
spans, 27
specifications, protocol standards, 50–51
SPI (SCSI Parallel Interface), 46, 126

addressing assignment, 128
addressing scheme, 128
bus phases, 64
delivery mechanisms, 131
encoding and signaling, 128
frame formats, 130
link aggregation, 131
link initialization, 132
media access, 129
media and connectors, 126
network boundaries, 130
throughput, 63, 65
topologies, 65–66

SPI (Security Parameter Index), 390
SRM (Storage Resource Management), 396
SRP (Secure Remote Password), 386–387
SRP (spatial reuse protocol), 31
SRR (Sequence Retransmission Request), 296
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FC header field values, 316

SSH (Secure Shell), 388
SSM (Storage Services Module), in-line traffic 

analysis, 414
standards

ANSI X3 committee, 9
evolution of, 8
IETF, 8
INCITS, 8

star topologies, 59
core-only design, 87

StarLAN, 71
stateful IP QoS, IntServ, 358
stateful recovery of iSCSI

connections, 292
stateless IP QoS, DiffServ, 358
storage controllers, 14
storage networks, defining, 9, 11
storage protocols

block-level
ATA, 12–13
SBCCS, 16–17
SCSI, 13–15

file-level, 20
CIFS, 20–22

DAFS, 22–23
NFS, 22

storage virtualization, 32–37
block-oriented, 33
file-oriented, 33–34
network-based, 95

storage-enabled networks, 11
STP (Spanning Tree Protocol), 370
stripe sets, 33
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level 1), 26
subnet prefixes, 202
subnetting, 199–200
supplicants, 389
SW_ILS (Switch Internal Link Service), 393
SW_RSCNs (inter-switch state change 

notifications), 90
switches, 42

auto-sensing, 68
path determination, 367

switching protocols, 370–371
FSPF, 374
loop suppression, 371

symmetric flow control, 355
Syslog protocol, 400

T
TACACS+, 387
tail drop, 355

advanced tail-drop, 356
IP flow control mechanism, 357

target discovery, 97
Target Failure, 265
TargetAddress operational text key, 283
TargetAlias operational text key, 284
TargetName operational text key, 283
TargetPortalGroupTag operational 

text key, 284
targets, 14
task retry identification, 323
TCP, 221–223

connection initialization, 234–235
delivery mechanisms, 232–234
flow control, 233, 359
keep-alive mechanism, 222

SPAN (Switch Port Analyzer)
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multi-byte option format, 226
MSS option, 227
Sack option, 229–230
Sack-Permitted option, 229
Selective Acknowledgement 

option, 229
Timestamps option, 231–232
Window Scale option, 227

optimization, effect on TCP/IP throughput, 75
packet format, 223–224, 226
performance optimization parameters, 75
QoS, 360
security, 390
sliding windows, 359
unbound connections, 105

TCP/IP protocol suite, 48
application support, 75
device discovery, 78–81
IP connectivity, ubiquitous nature of, 74–75
management, 397–400
service discovery, 78–79
throughput, 75
topologies, 77

TDM (Time-Division Multiplexing), 
SONET/SDH, 25–27

technical reports, 50–51
Telnet protocol, 388
temporal droop, 362
termination of iSCSI normal sessions, 252
Tethereal, 407
text keys (iSCSI), operational, 283–286
Thicknet, 67
Thinnet, 67
throughput, 55

droop, 18
effect of fragmentation on, 75
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of FC, 85–86
of SPI, 63–65
of TCP/IP protocols, 75

tiered storage, 396
Timestamps option (TCP), 231–232
TLS (Transport Layer Service), 390
TLS Handshake Protocol, 390
TLS Record Protocol, 390
TMF Request BHS, fields, 275–276
TMF request codes, 277–278
TMF Response BHS, fields, 278–280

TMF Response codes, 280
TOE (TCP offload engine), 14, 95
topologies, 56

Ethernet, 72–73
FC, 87–88
perspective, 56
SPI, 65–66
TCP/IP, 77
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traffic capture methods, 405

in-line traffic capture, 406
out-of-line traffic capture, 406

traffic flow confidentiality, 385
transceivers

Ethernet, 132–134
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on SAM architecture, 125

transmission delay, 354
transparent CWDM, 29
transparent interfaces, 28
transport layer, 43
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connection initialization, 241–242
delivery mechanisms, 240–241
frame formats, 238–240

TCP, 221–223
connection initialization, 234–235
delivery mechanisms, 232–234
flow control, 233
keep-alive mechanism, 222
load balancing, 381
multi-byte option format, 226–232
packet format, 223–224, 226

UDP, 217, 219
connection initialization, 221
delivery mechanisms, 220–221
packet format, 219–220

Trap PDU, 398
tree topologies, 61
troubleshooting, protocol decoding, 405, 407

hardware-based, 407
screenshots of decoded frames, 408
with Cisco Fabric Analyzer, 407
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troubleshooting, protocol decoding
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TSIH (Target Session Identifying
Handle), 249

tunnels, FCIP, 100–101
two-tier tree topologies. core-edge design, 87

U
UAs, DA discovery mechanisms, 81
UDP (User Datagram Protocol)

connection initialization, 221
delivery mechanisms, 220
fragmentation and reassembly, 221
packets, format, 219–220

ULP multiplexing, 218
ULP throughput, 56
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of FC, 86
of iSCSI, calculating, 76

ULPs (upper-layer protocols), 217
unbound TCP connections, 105
unintelligent electrical interfaces, 12

Unix, R-commands, 388
unsolicited data, 253
Unzoned Name Server (FC Management 

Service), 401

V
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VE_Port functional model (FCIP), 325–328

VFs (Virtual Fabrics), 392
virtual boundaries, 139
Virtual Fabrics, 168
virtualization, host-based, 34–35
VISL (virtual ISL), 186
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WBEM (Web-Based Enterprise 

Management), 398
WDM window, 27
Web Services, 399
Window Scale option (TCP), 227
windowing, 75
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of, 218
wrapping, 232
WRED (Weighted RED), 357
write operations, 253
WWN (Worldwide Names), 392
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