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Excellent Coverage of Cisco PIX Firewalls
Cisco ASA and PIX Firewall Handbook (ISBN 1-58705-158-3) by David Hucaby is an intermediate to advanced level book on Cisco firewalls. It primarily concentrates on the Cisco PIX firewall (which now apparently is becoming known as Cisco security appliance) but also provides coverage of the Firewall Services Module (found in Cisco’s high end switches) and the IOS software firewall. Simply put, the author does a superb job of presenting a complex and broad subject in relatively easy-to-understand terms. Nevertheless, if you do not have any experience with Cisco firewalls, this book is not for you. Rather it is meant for someone who has been working with PIX firewalls but wants to gain a better and more in-depth understanding of the subject matter with an eye towards how to get something done – hence the term “handbook” in the title of the book.
If you’re sitting at a bookstore browsing through a number of books on PIX firewall trying to decide which one to buy, skim through chapter 3 in this book. If you’re really pressed for time, read through the coverage of VLAN hopping and firewall topology considerations in this chapter. If you’re still not impressed by level of knowledge that the author brings to the table, either you already know so much that you don’t need this book (and probably should think about writing one yourself if you’re half-way-decent in conveying your ideas) or the material is too advanced for you and you’d be better off getting an introductory book on the topic. For an average network security engineer responsible for maintaining the Cisco firewall series of appliances, the material presented in this book is invaluable (and up-to-date).
Of course the material is not always revelatory throughout the book. There are sections which present information that most Cisco admins would already know. But nevertheless the author uses certain stylistic practices which are most helpful in understanding the differences between various areas of coverage. For example, for every command presented in the book, the author makes it a point to lay out the syntax for PIX v. 6.3, PIX v. 7.0 and FWSM next to each other. Further, whenever necessary, the author highlights the additional functionality found in version 7.0 and how it differs from version 6.3 in the PIX firewall. For example, the coverage of firewall  contexts (virtual firewalls), new in version 7.0, is covered in sufficient detail – enough so that the administrator can actually implement it in his/her environment if needed. (By the way, this section is a good illustration of the author’s knowledge about the inner workings of the Cisco firewalls and provides for an enlightening look at how traffic actually passes through the firewall.)
In all fairness, I must point out that I was little disappointed in not finding any coverage of VPN tunnels in managing/administering the firewalls. There is hardly any coverage given to the topic of remotely managing firewalls (on the outside interface) while (IMHO) it happens to be a critical element of any firewall administration scheme. Even though the author refers the reader to another book (Cisco IPSec VPN Handbook) for coverage of VPN functionality, I feel that the topic of firewall management is simply not complete without discussing remote management – and tunneling is necessary when management has to be done from the outside. Nevertheless, I hope that the author can take this into consideration if a decision is ever made to issue a second edition.
Overall, this is a must-have book for any network security engineer working with Cisco firewalls. I highly recommend it and look forward to reading other books by this author.
