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David Hucaby demonstrated his flair for Cisco security offerings with his clear and concise presentation of the Cisco Adaptive Security Appliance and Cisco PIX Security appliance.  This book was surprisingly easy to read for such a highly technical text. Within the first three hours of my receiving the text, I had already gone through the first four chapters.

The layout of the text endears it to Cisco solutions professionals. Organized into thirteen chapters, the text starts with a brief overview of firewall technology and quickly delves into Cisco IOS commands to demonstrate the concepts described.  Hucaby presents the materials in a logical order, starting from chapter one on firewall overview. Chapter 2 reviews basic configuration options for the Cisco PIX and ASA platforms. Chapter 3 on connectivity explores interface and VLAN connectivity with specific examples. IPv6 connectivity was also described here.  The book moves into more device and user management and firewall policy settings in chapters 4 and 5 and discusses fault tolerance and reliability in firewall designs in chapter 7. Chapter 8 provided more hands-on treatment of firewall reliability with an in-depth description of failover implementations for Cisco firewall load balancing appliance (FWLB). 

Not a generic text on firewall or security, this book is essentially a Cisco Security Implementation manual and its title should be taken literally.  The material is presented in a manner that lends itself to junior to intermediate Cisco security device administrators.  The deep emphasis on Cisco technology in this volume, limits the text’s utility to non-Cisco device administrators and thus the overall reader base of the text.
A CCNP candidate or PIX firewall specialist is sure to benefit from owning a copy of Hucaby’s book, as would CCIE Security certification candidates. If your job is to manage Cisco PIX, ASA and related devices, then owning a copy of Hucaby’s text will be well worth it. Independent consultants will also benefit from the reference like collection of materials in this handbook. 

If you expect this book to provide you with insight into generic firewall technology, you will find only limited help here.  Also, if you do not expect to implement Cisco security solutions, you do not need a copy. The treatment on syslog, without any mention of the state of the art in syslog technology (syslog-ng) leaves one wondering when the book was written.

This is really a difficult text to review, given the excellent presentation skill demonstrated by the author in his presentation of the material, the ease with which one can get through the materials, the scope of the technical how-to presented by the author, and yet, the obvious gap in presenting the state of the art in the industry as against just being Cisco centric.

I will rate this book 3 out of 5. A great book for Cisco professionals, particularly PIX, FWSM (firewall switch module), ASA and IOS security administrators, Cisco centric network designers and managers, and aspiring Cisco Security certification candidates. Mostly of little use to non-Cisco professionals.
