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Safety in Knowledge

The subtitle for Cisco ASA and PIX Firewall Handbook states that it is "the complete guide" for PIX, ASA, FWSM, and IOS Firewall features. I have read other books on the PIX and the IOS Firewall and I agree that Hucaby is very thorough in walking the reader through the configuration and management of these devices.  This is not a book to gain a basic understanding of network security, but is written with the intermediate to advanced network administrator in mind.

Hucaby has good concise coverage of concepts while diving into the minutia of configuration examples.  Case studies are used, but not to verbose.  Hucaby simply states the goals and shows you the configurations in an outlined format.  The structure of each chapter includes a description, steps to configure, sample configurations, and how to verify a feature is functioning.

One of the appendices is invaluable for understanding the PIX and IOS Firewall logs.  They are grouped by the alert levels.  The other appendix charts the IP protocol numbers and TCP/UDP port numbers, also handy for reference when configuring.

This book will now replace an older title I had on the PIX Firewall as my desk reference.  I will also consult it when configuring the other firewall appliances. 

If you work through this book with your equipment, perhaps the greatest benefit will be the understanding you will gain for interpreting error logs.  This will benefit both security as well as troubleshooting.

During my first reading through of the book, I found useful commands that I was unaware of and do not show up when typing a question mark at the command prompt.  Because of this I was able to more accurately view the traffic from a recent setup and had more confidence in knowing that it was working correctly. 

Primarily because the title is so concise, yet thorough, I rate this book 5 stars and look forward to reading more books by this author.
