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I am not one to read a book only to get a certification: I want to understand what’s going on under the hood of all the processes operating on the network and systems I’m working on. That’s a pretty tall order, and I’ll probably never get all the way there. But this book is a significant help for those who think like I do. 

It really does cover the gamut of network security – fundamentals, network design, devices (routers, switches, firewalls, IDS), access control, VPNs and tunneling at Layer 2, some service provider-specific problems, and troubleshooting. It does not cover host-specific items, like OS or application tradeoffs, the merits of different patching regimes, etc. Frankly, those topics depend too much on why those applications and systems are present. And, as it stands, this is a big enough book, covering plenty of territory, and covering a lot of it in depth. 

As one example of the depth you can expect to find here, consider IKE establishing an IPSec SA between two peers. The discussion starts with the relationships among IKE’s constituent parts (ISAKMP, SKEME, and Oakley), and how each contributes to the process. Next there is a substantial discussion of the two major steps in establishing an SA between the peers, including the advantages and disadvantages of Main Mode vs. Aggressive Mode during the first step. This is followed by the details of the actual messages exchanged at each point in the whole process, including the packet structures involved. There is also a good discussion of how the Diffie-Hellman Algorithm is used to create the session key without exposing it to anyone except the two peers. Finally, there’s a discussion of the use of digital signatures vs. pre-shared keys for authentication, and encrypted nonces. All told, the discussion of this one aspect of VPNs covers 36 pages. When you’ve finished, you will understand exactly what happens during the creation of an IPSec VPN. 

That level of detail is typical of the coverage once you get beyond the first two chapters. Those cover some basics, just to be sure you have those fresh in your mind as you start digging into the details. 

I did notice a few minor errors (things like the spelling of the famous hacker’s name – it’s Kevin Mitnick, not Kevin Metnick), but those were really very few and far between. As an author, I know that there will always be a few items that get by everyone, including the editors and proofreaders. There are far fewer in this book than in any book of comparable size (700+ pages) that I’ve read in a long, long time. 

Because the coverage in this book is so deep as well as broad, don’t plan to read it in a few days. You’ll find yourself chasing things by checking the RFCs, looking again at the network’s design, and so on. But if you are looking into network security, whether it’s just to know more or because you’re getting certified, this book is a good one to read. If you’re working on Cisco’s CCIE Security certification, it’s a must read. Either way, I highly recommend it – it’s five stars all the way.

