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As an independent computer consultant in the Bay Area, I had read more than 20 titles on Cisco products and technologies (routing, switching, remote access, and troubleshooting) from Cisco Press and other publishers in order to be certified as Cisco Certified Network Professional (CCNP) and Cisco Certified Network Associated (CCNA). After comparing the quality of those books between Cisco Press and other publishers, such as Sybex and The Coriolis Group, I personally think that Cisco Press is still the number one source to learn Cisco products and network technologies.

Before preparing for the CCIE Security exam, I started to search for books to study. Then, I found this very well organized book written by Saadat Malik, who is also the author of the CCIE Security written and lab exams. This book is designed for network engineers or security officers to give them an in-depth understanding and help them widely implement network security in medium size or enterprise networks. 

Before reading the book, I thought that it might be just like some of the books from Cisco Press that are similar to the printouts from Cisco Systems’ web site, but this book is extraordinary by reason of its complete explanations on the latest network security tools. After finishing the book, it should become part of your reference collection if you are serious about learning network security. 

In the book, each chapter starts with a comprehensive introduction to show the big picture of each technology, such as Virtual Private Networks, IPsec, PIX Firewall, and Intrusion Detection Systems. After that, Saadat Malik illustrates the technological concepts in great detail by using graphs, examples, configurations and even case studies. You can find information on security concepts you want to learn form math formulas to complex system configurations. The parts I liked the most were the case studies which made the book different from other books since they used scenarios to show readers how to implement the concepts they just learned from the pervious chapter.       

Another exceptional feature of the book was the detailed explanation on code examples. While some other books leave readers guessing the meaning of system configurations, this book showed all the settings with highlights and comments. Readers don’t need to look up those commands from other books or Cisco’s web site to understand those examples. 

This book can help networkers to open the door of network security and candidates to get ready for the CCIE Security exam. Some people even used it for other industrial security examinations, such as CSSP and Security+, since this book was ranked as the best book for preparing networking security exams in Certification preparation websites.   

Saadat Malik did a great job of writing this classic network security book. I look forward to seeing his other publications from Cisco Press. I even think about taking his class on this topic at San Jose State University. 

I would rate this must-have book as 5/5 stars and I would recommend this book to all network professionals who face security threats as their networks expand and more new technologies, such as 802.1b, are implemented.     

