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definition of, 7, 309, 357
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payloads, 361–362
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label

distribution protocol, 138–139
MPLS, 137

LAC (L2TP Access Concentrator), definition
of, 109

Lai, X., 83
LANalyzer program, 429
laptop work station, 5, 28–29, 34–35
last

received LCP CONFREQ, definition of,
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maximum bps, definition of, 131
McLaughlin, R., xiv
MD5, 76–83, 88, 115, 134, 213, 217–218, 231,

233, 271, 295, 301, 327, 343, 347–348,
366, 411

md5 program, 76
Menezes, A.J., 57, 70–71, 295
Merkle, R., 70
message authentication code, see MAC
message integrity code, see MIC
message

authentication, definition of, 158
types, SSHv1, 211

Messier, M., 192



454 Index

Messmer, E., 162
Meyer, D., 101
MH (mobility header), definition of, 399
MIC (message integrity code), definition of,

159
Microsoft Challenge Handshake Authentica-

tion Protocol, see MS-CHAP
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definition of, 307
Nolan, C., xv
nonce, definition of, 134
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OCC op codes, 297
op codes, 295
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Pacetti, A.M., 231, 282
packet

PPP, 42
sniffers, 426–429
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95–100
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pid variable, 32
ping program, 31–34, 91, 93, 99–100,

103–104, 129, 150–151, 202–204,
264–265, 332, 334, 336, 347, 389–390,
393, 395, 426–427

Piper, D., 362–363



456 Index

pkcipe, 277–281
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PKI (public key infrastructure), 84–87
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popen function, 229
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control messages, 107
definition of, 105
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Roos, A., 60
rootcert.pem file, 198
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hello, SSL, 174–175
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session
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snoop program, 429
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SOCKADDR macro, 148
sockaddr structure, 148
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268, 273, 286, 293, 297, 324, 328
general authentication messages, 243
port forwarding, 223–226

ssh program, 136, 207–210, 220, 224, 228,
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SSH (Secure Shell)
server key, 212
VPN, 260–267

SSH_CMSG_PORT_FORWARD_REQUEST,
definition of, 227

SSH_CMSG_REQUEST_PTY, definition of,
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SSH_CMSG_SESSION_KEY, definition of,
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ING, definition of, 221
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SSH_MSG_CHANNEL_OPEN, definition of,
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TION, definition of, 222, 252
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SSH_SMSG_PUBLIC_KEY, definition of, 213
sshd program, 207, 209, 212, 228, 259,

262–264
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binary packet, definition of, 210
message types, 211
remote commands, 226–227
security, 230–231
user authentication, 214–220

SSHv2, 232–260
authentication, 242–248
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channel messages, 250
connection protocol, 248–252
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Diffie-Hellman key exchange, 238–240
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key generation, 241–242
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247–248
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open failure reason codes, 253
parameter negotiation, 234–238
password authentication, 246–247
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public key authentication, 244–246
public key signature data, 245
remote commands, 253–256
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session key generation, 241
subsystems, 258–259
transport message types, 234
transport protocol, 232–233
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alert, 180
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cipher suite, 166–167
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cipher suites, 167
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resumed session, 180–183
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TTL (time to live), 21–22, 31, 46, 95, 136–137,

350
tun device, 147, 149–150, 267–268, 429, 431,
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definition of, 10, 24
header, 23
protocol, 22–23

UNIX, 6, 32, 72, 165, 173, 191, 201, 207, 228,
422, 425, 428–429

unreliable, definition of, 20
unsolicited email, see SPAM
unsolicited downstream mode, definition of,
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