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Asynchronous fortress, synchronous drawbridge

Access control, 9 facade and, 213
Access control lists, 8 Asynchronous heterogeneous drawbridges, and
ACLs. See Access control lists Web service fortresses, 134
Active Directory (.NET), 12 Asynchronous homogeneous drawbridges, 134
ActiveEnterprise (TIBCO), 182, 183, 238 Asynchronous interactions, 104
Active Server Pages, 119 Asynchronous technologies, 200
Algorithms Auditing, 86, 92-93, 102
clustering, 157 Authentication, 86, 93-98, 102
decryption/encryption, 93, 102 and guards, 199
load-balancing, 198 in presentation or Web service fortresses, 221
Allies, 12, 224 and role-based security, 89
Architects, 3 Authorization, 86, 101, 102
Arrowheads, in sequence-ally diagrams, 22 and guards, 199
ASP, on presentation tier, 168 and role-based security, 89
ASP.NET, 195 Automatic transaction boundary management,
and Java ServerPages, 237-238 151, 153, 165, 228
and presentation fortresses, 118-119 Autosecurity, with homogeneous synchronous
presentation fortress flowchart, 120 drawbridges, 54, 56
on presentation tier, 168 Availability, 113
ASPs. See Active Server Pages Average workflow, 73, 74
Assembly, 162 Average workload, 112
Asymmetrical encryption, 93
Asynchronous communications, 233 _
Asynchronous components, 71 BAFs. See Business application fortresses
Asynchronous drawbridges, xx, 46, 61-83, 198, BEA, 132, 230, 239, 242
212, 221, 228. See also Synchronous Beck, Kent, 24
drawbridges BeginTransaction requests, 31, 35, 148, 149
advantages of, 72-78, 83 BizTalk Server, 182, 183, 185, 238
architecture in, 64 Blocking drawbridges (or synchronous draw-
and average workload, 112 bridges), 59
and clustering, 75, 77, 83 Broadcast service fortresses, 170, 171
and fortress costs, 235 Browser session state, 127
heterogeneous, 69-71 Browser state, with presentation fortresses, 122
history of, 61 BTP. See Business Transaction Protocol
homogeneous, 71-72 Buffer overflow, 91, 92, 123, 218
implementation of, 63-64 Build-big approach, 75, 76
in Internet store case study, 207 Business application fortresses, 8, 11, 17, 40, 85,
and message queues, 61, 62-63 120, 124, 143-165, 182, 196, 224
nonblocking workflow with, 72, 83 and authorization, 101
performance problems of, 78-82 components used within, 88
pseudoreliability with, 73, 83, 125 connecting, 238
UpdateInventory drawbridge as, 215 entities within, 145
and workflow management, 184 foundation technologies underneath, 143-155
workload averaging with, 73-75 and infograms, 42
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Business application fortresses (Continued)
and Internet store case study, 204, 208
and leveraging clusters, 156-161
NET versus J2EE approach with, 161-164
tightly coupled transactions within, 228
and TPC-C benchmark, 239
and walls, 199

Business logic, 160, 243
and envoys, 200
and stored procedures, 158
in three-tier applications, 168

Business transaction manager, 228

Business Transaction Protocol, 177-178, 182, 185

Business transactions, 181, 182
completing, 179-180
and LCTM fortresses, 178

C#, 14,163, 191
Cancel instruction, and LCTM fortress, 179
Case study. See Internet store case study
CERT/Coordination Center. See Computer Emer-
gency Response Team Coordination Center
Certificates, 97
Checking account system example, and
single-resource transactions, 30-32
CheckInventory drawbridges, 215-218
CheckInventory treaty, 205, 215
for Internet store case study, 206
new sequence-ally diagram for, 216
treaty-ally diagram for, 209
CheckVendorInventory drawbridge, 217
CheckVendorInventory guard, 220
CICS. Customer Information Control System
Chief Technology Office, xvi
Class, 48
Class-responsibility-collaborator cards, 24
Class sequence diagrams, 22
Clear text, 138
Client-object relationship, 48
Client process, 144
Clients
of components, 50
and component systems, 88
and security fortress, 173
Client-server architecture
and legacy systems, 167
wrapping, 168
Client surrogate, 49
CLR. See Common Language Runtime
Cluster algorithms, 192
Cluster architecture, 75
Clustered configurations, and TPC-C benchmark,
239
Cluster leveraging, and business application
fortresses, 156-161
Clusters and clustering, 159
with asynchronous drawbridges, 75-78

and data strongboxes, 115
and presentation fortresses, 120
reliability with, 113
COBOL, 162
Code-based clients, and Web service fortresses,
118
Coding models, administrative models versus, 89
Collaboration, xvii
COM +, 144, 168, 195, 228, 242
COM + and the Battle for the Middle Tier (Sessions),
XX1
COM + components, 191, 243
Commit calls, 148, 149
Commitment, and LCTM fortress, 181
Commit request, 31, 35, 36, 66
Common Language Runtime, 162
Common Object Request Broker Architecture,
xxi, 53, 242
Communications protocols, 57
Compensatory transaction management, 170
Compensatory transaction manager, 228
Compensatory transactions, 190
Complex treaties, 13, 182
Component administrators, 89
Component instances, 48, 50, 88, 144
Component interface, 48
Component-level methods, 156
and automatic transaction boundary manage-
ment, 153
object-level methods distinguished from, 155,
165
Component-oriented middleware (COMWare), 88,
144,165
flexibility with, 150
and state integration, 148
Component-packaged business logic, 3
Component packaging, 191
Component process, 49, 144
Components, 14, 15, 17, 48, 61, 88, 242
asynchronous, 71
clients of, 50
description of, 144
life cycle of, 144, 145
objects, fortresses and, 190-191
objects contrasted with, 48-49
queued, 71
Component state, and state management, 147
Component surrogate, 49
Component technology, 47, 61
Component-to-component communications,
193
Computer Emergency Response Team Coordina-
tion Center (CERT/Coordination Center),
124-125
COMWare. See Component-oriented middleware
COMWare architecture, 146
Confidential information, storage of, 96, 101
Confirm instruction, and LCTM fortress, 179
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Connectors, 185
J2EE versus NET and, 238
Consensus state, and DTC, 36
Consistency, 116
Consultants, J2EE space versus .NET space,
236-237
Context, and LCTM fortress, 178
Coordinator, and LCTM fortress, 178
CORBA. See Common Object Request Broker
Architecture
CORBA Persistence Service, xxi
Costs. See also Unit-of-work costs
fortress, 234-236
and .NET versus J2EE, 161, 164, 165
CRC cards. See Class-responsibility-collaborator
cards
Create message, and LCTM fortress, 178
Credit card processing
in Internet store case study, 204
and synchronous drawbridges, 196-198
Cryptography APIs, 8
CTO. See Chief Technology Office
Cunningham, Ward, 24

Data, storage in data strongboxes, 200-201

Database locks, 55, 56

Databases, 3, 30, 31, 87
logical partitioning of, 81
partitioned, 239, 240
scaling out, 158-159
security for, 88, 102, 232
sharing, 232

Data-sharing fortresses, 170
and users, 172

Data silos, xviii

Data strongboxes, 5, 8, 9, 17, 65, 66, 81, 87, 219, 223

and auditing, 92

browser session state stored in, 127
and clustering, 115

data storage in, 200-201

and presentation fortresses, 116, 124
and rule of transactional integrity, 154
scaling up, 198

and service fortresses, 170

and session state key, 128

and state management, 147

DCOM. See Distributed Component Object Model

Debugging, and auditing, 93

Decryption, 94, 97

Decryption algorithms, 93, 102

Demilitarized zone, 123

Deployment specialists, 3

Design, software fortress, 226-228

Design errors, in business application fortresses,
143

Designing Object-Oriented Software (Wirfs-Brock,
Wilkerson, and Wiener), 24

Design reviews
for software fortresses, 187-201
and walls, 200
Developers, 3
Developer skill set, J2EE versus .NET, 239
Development costs, J2EE versus .NET, 164
Diagramming/diagrams
for basic software fortress, 19-20
fortress-ally, 20-21, 27
sample software fortress, 20
sequence-ally, 22-23, 27
treaty-ally, 22, 27
Distributed Component Object Model, 53, 168
Distributed components, flowing transactions
across, 56
Distributed-component technology, business
application fortresses built on, 143
Distributed objects, 244

Distributed transaction coordinator, 34, 35-39, 40

54, 55, 66, 78, 82, 83, 148, 181, 228
states, 37
transactional resources coordinating with,
180
Distributed transaction manager, 177
Distribution technologies, 242
DMZ. See Demilitarized zone
Donor fortresses, 42, 43, 52
and asynchronous drawbridges, 62, 63, 64
business components inside of, 65
and infogram flow, 44, 45
and synchronous drawbridges, 47, 51
Double colon (::), in software fortress diagram,
19

Drawbridge definitions, and problem solving, 109

Drawbridge requests
idempotent, 192-193
for substantial work, 193

Drawbridges, xx, 5, 8,9, 12, 14, 15, 17, 41-46, 54,

224, 226

asynchronous, 46, 61-33
in diagrams, 19
in fortress-ally diagrams, 21
heterogeneous asynchronous, 194
importance of, 41
interfortress communication through, 194
in Internet store case study, 211-215
and legacy fortresses, 169
message queue bridges used by, 70
overview of, 41-46
and purchase treaty, 105

remote method invocation implementation of,

50
synchronous, 46, 47-59
two, for one fortress, 43

warning about flowing transactions across, 69,

193
Drawbridge translation, 183, 184
DTC. See Distributed transaction coordinator
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Eiffel, 162
EJB. See Enterprise JavaBeans
e-mail, 218
Emissaries, xix
Emissary code, 129, 211, 216, 218
Encryption, 94, 97, 199
Encryption algorithms, 93, 102
EndTransaction, 31
Enroll message, and LCTM fortress, 179
Enterprise architects, xiv, 241
Enterprise architecture, xi, xii, xiv
Enterprise architecture questions, for software
fortress design review, 192-195
Enterprise JavaBeans, 14, 15, 191, 195, 228, 242
Enterprise-level architects, 190
Enterprise-level decisions, making at enterprise
level, 190
Enterprise overview questions, for software
fortress design review, 187-192
Enterprises
as fortress collaborations, xv
as seen from software fortress model, xiii
Enterprise security, 191
Enterprise systems, 225, 241
Entity beans, 244
Envoys, 5,9, 17, 64, 66, 224
all exits through, 227
and infograms created by, 42, 44, 46
and message queues, 63
and nonrepudiation, 100
outgoing communications passing through, 200
and service fortresses, 170
and synchronous drawbridges,
51
Error management, and treaties, 108, 109
Extensible Markup Language, strings, 58

FADs. See Fortress-ally diagrams
FAR cards. See Fortress-ally responsibility cards
Fiefdom model for software architectures, 129
Final state, and DTC, 36
Firewalls, 8, 88, 102, 226
and HTTP, 58
and Internet fortresses, 87
and presentation fortresses, 122-123
and Web service fortresses, 140
FOD. See Fortress overview document
Fortification, 86-90
FORTRAN, 162
Fortress-ally diagrams, 20-21, 27
for Internet store case study, 205
sample, 21
Fortress-ally responsibility cards, xix, 24-25, 27
for Internet store case study, 209, 210
prototype of, 25
sample, 25

Fortress-appropriate technologies, consideration
of, 195-196
Fortress architects, 25
and guard selectivity, 85
and HTTP requests to presentation fortress,
126, 127
Fortress architecture
questions for software fortress design review
on, 195-201
and role-based security, 90
sample, 7
Fortress boundaries
cautionary note about tightly coupled transac-
tions crossing over, 230-231
organizational boundaries related to, 230
Fortresses, 15, 242
costs of, 234-236
and database sharing, 232
designing to scale, 227
differentiating communications occurring
within or between, 243
effective walls around, 199-200
and fortification, 87
fortresses within, 231
homogeneous synchronous communications
within, 200
integrity and, 116
objects, components and, 190-191
and one technology use rule, 198
problems with flowing transactions across, 55
reliability and, 112-116
right number of, 192
scalability of, 111-112
tightly coupled transactions across, 193-194
transaction flow within, 56
treaties between, 103-107
with two drawbridges, 43
types of, 11-12, 17, 111, 224
Fortress-level architects, questions for, 195
Fortress-level decisions, making at fortress level,
190
Fortress overview document, 26, 27
Fortress requirements, articulation of, 189
Fortress-specific icons, 5, 6
Four-phase commit protocol, 35-36

Golden rule of business application component,
153, 154
Golden rule of the middle tier, 153
Granularity, fortresses defined with right amount
of, 226
Guards, 5, 8,9, 10, 12, 17, 43, 197, 224, 225
and auditing, 92-93
and authorization, 101
built-in functionality with, 50
careful assessment of, 226-227
as cluster controllers, 156, 157, 158
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and components, 144

and infogram flow, 44, 45, 46

in Internet store case study, 218-220
and legacy fortresses, 169

and nonrepudiation, 100

and privacy, 98, 99

security designed for, 199
security put only in, 229-230

and synchronous drawbridges, 51
technologies for, xx

and validation, 90-92

and walls, 85-102

Hackers, buffer overflows used by, 91
Helland, Pat, xix, 129, 141, 211
Heterogeneous asynchronous drawbridges, 46,
69-71, 132, 194, 196, 217, 220
Heterogeneous asynchronous gateways, 154
Heterogeneous situations, and drawbridges, 42,
43
Heterogeneous synchronous drawbridges, 46, 51,
52, 56-58, 59, 131, 132, 240
High-end databases, evaluating need for, 239-240
Homogeneous asynchronous drawbridges, 46,
71-72, 83, 221
Homogeneous situations, and drawbridges, 42
Homogeneous synchronous communications,
within fortresses, 200
Homogeneous synchronous drawbridges, 46, 51,
52-56, 59, 131, 143, 194, 217
capabilities with, 54
tightly coupled multiple-resource transactions
crossing over, 55
Homogeneous synchronous gateways, 220
HTML. See HyperText Markup Language
HTTP. See HyperText Transfer Protocol
HTTP requests
and guards, 218
to presentation fortresses,
125-127
HyperText Markup Language, 11, 58, 118, 122
HyperText Transfer Protocol, 58, 59, 138
and reliability, 125, 141
SOAP over, 216, 217

IBM, 80, 132, 137, 230, 239, 242, 243
MQSeries, 70
WebSphere MQ Integrator, 238

IBM Global Services, 237

Idempotency, 156

Idempotent infograms, 227

Idempotent requests, 129, 130, 139, 141, 142,

192-193

IIOP. See Internet Inter-ORB Protocol

I1IS. See Internet Information Server

Mlegal characters, 123, 218

Implementation technologies, 242
Incoming points of interception, 151
Infograms, 41-42, 43, 46, 52, 68, 69, 83, 224, 226,
227
and asynchronous drawbridges, 62
flow of, 45
and heterogeneous asynchronous drawbridges,
70
and integrity, 100
and nonrepudiation, 100
and privacy, 98
resiliency with, 227
scam data in, 92
and synchronous drawbridges, 51
typical sequence with, 44-45
and workflow management, 184
Information Technology, xviii, 1
Initiator, and LCTM fortress, 178
Instance management, 54, 56, 154
Instance memory, and state management, 147
Integrity, 86, 100, 102, 111, 116
and presentation fortresses, 128-130
and state migration, 148
and Web service fortresses, 141
Intercompany communication, and SOAP, 58
Interfaces, 47, 48
Interfortress communication, 192
in Internet store case study, 207
through drawbridges, 194
Interfortress interactions, 104
Internet
collaboration over, 140, 141
idempotency across, 156
Internet fortresses, 86, 87, 117-142, 196
functions of, 117
presentation fortresses, 117, 118-130
purposes of, 117
risk factors in, 195
Web service fortresses, 117, 118, 130-141
Internet Information Server. See Microsoft Inter-
net Information Server
Internet Inter-ORB Protocol, 53, 220
Internet store case study, 203-221
first-pass design for, 203-207
fortress-ally diagram in, 205
guards, 218-220
problem statement, 203
second-pass design for, 207-211
simplified FAD for, 208
treaty/fortress relationships in, 207
Interoperability, xvi, xvii, xviii
and drawbridge choices, 41
enterprise systems and standards of, 242
reality-based, 244
software fortress as unit of, 14
technologies for, 242
Intracompany collaboration, 58
Intrafortress communication, 40, 192
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Intrafortress interactions, 104

Inventory drawbridge, 215

Inventory fortress, 215, 217, 218, 220

Inventory information, in Internet store case
study, 204

IP load balancing, 198

IT. See Information Technology

J#, 163
JAR. See Java Archive
Java, 14, 120
entity beans, 244
homogeneous asynchronous drawbridge tech-
nology supported by, 71
objects in, 191
Java Archive, 162
Java bytecode, 162
Java RMI/IIOP, 57
JavaServer Pages, 195, 237-238
Java 2 Enterprise Edition, xxi, 53, 118, 189, 231,
234, 242
and business application fortresses, 161
and costs, 164
and EJB technology, 144
and language support, 162
and platform support, 163, 165
and presentation fortresses, 118-120
ten considerations for evaluating .NET versus,
234-241
and Web service fortresses, 132
Java Virtual Machine, 162
JSPs. See JavaServer Pages
J2EE. See Java 2 Enterprise Edition
JVM. See Java Virtual Machine

Kerberos, 94, 95, 173
Keys, 94

Language approach, and .NET versus J2EE, 161,
162-163
LCTMs. See Loosely coupled transaction manage-
ment service fortresses
Legacy applications, wrapping, 169
Legacy fortresses, xx, 11, 16, 17, 167-169, 224
platforms for, 241
scaling out, 76
wrapping legacy systems into, 167, 185
Legacy systems
legacy tools for, 241
wrapping, 167, 185
Legacy tools, for legacy systems, 241
LFs. See Legacy fortresses
Linked libraries, and service fortresses, 170
Linux, 120, 234, 237

Load balancing, with asynchronous processing,
212
Load-balancing algorithms, 198
Locks, 228
Logical partitioning, of database, 81
Login treaty, treaty-ally diagram for, 22
Loosely coupled clusters, 159, 160, 199
Loosely coupled multiple-resource transactions,
29, 37, 40, 54
flow in, 33
sequence-ally diagram for, 38
Loosely coupled transaction management, 183,
184,185
Loosely coupled transaction management service
fortresses, 170, 174-182
Loosely coupled transaction managers, 54
Loosely coupled transaction manager software
fortress, 177
Loosely coupled transactions, 148, 174
across fortresses, 227-228
tightly coupled transactions compared with,
181

Machines, in software fortress, 223
Managers, 3
Mapping algorithms, 57
Meditative state, and DTC, 35
Message-driven beans, 71
Message queue bridges, drawbridges and use of,
70
Message queues, 65, 66, 67, 68, 77, 220, 227, 243
asynchronous drawbridges and, 61, 62-63, 83
Method invocations, 47, 48
Method requests, and COMWare, 146
Microsoft, xix, 80, 82, 132, 137, 144, 161, 230, 239
242, 243
ASP.NET, 118
BizTalk Server, 182, 183, 185
homogeneous synchronous drawbridge tech-
nologies by,
53
MSMQ, 70, 220
transaction Internet protocol from, 244
Microsoft Application Center Server, 156-157
Microsoft Consulting Services, 236, 237
Microsoft Encarta computer dictionary, 29
Microsoft Intermediate Language, 162
Microsoft Internet Information Server, 237, 238
Microsoft Transaction Server, 144
MQ Integrator. See WebSphere MQ Integrator
MQSeries (IBM), 70, 220
MS DTG, 34
MSIL. See Microsoft Intermediate Language
MSMQ, 70, 80, 220
MTS. See Microsoft Transaction Server
Multiple-resource transactions, 32-34, 148
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loosely coupled, 33
sequence diagrams for, 79
tightly coupled, 34

NET, xxi, 14, 52, 56, 57, 231
and business application fortresses, 161
and cost, 164, 165, 236
homogeneous asynchronous drawbridge tech-
nology supported by, 71
and language support, 162
objects for, 191
and platform support, 163
ten considerations for evaluating J2EE versus,
234-241
and unit-of-work costs, 189
and Web service fortress, 132
.NET Remote Binary Protocol, 53, 57, 64, 220
Nonblocking workflow, with asynchronous draw-
bridges, 72, 83, 228
Nonclustered configurations, and TPC-C bench-
mark, 239
Nonidempotent requests, 129
Nonrepudiation, 86, 100, 102
Nontransactional queues, 65
Non-Windows platforms, J2EE for, 234
Nova Development Corporation, Art Explosion
collection, 6
N-tier architectures, xi, 88, 245

OASIS. See Organization for the Advancement of
Structured Information Standards
Object interfaces, 15
Object-level methods, component-level methods
distinguished from, 155, 165
Object Management Group, 53
Object-oriented programming, 190
Object-oriented programming languages, 14, 170
Object-Oriented Programming, Systems, Lan-
guages, and Applications, 24
Object-oriented technologies, 47
Object Persistence: Beyond Object-Oriented Data-
bases (Sessions), xxi
Object request broker, 53
Objects, 14, 17, 47, 61, 242
components, fortresses and, 190-191
components contrasted with, 48-49
Object-to-object communications, 193
ObjectWatch, Inc., xxi
Object Watch Newsletter, xvii, xix, xxi, xxiii, 244
example with loosely coupled transaction man-
agement service fortress, 174-182
OMBG. See Object Management Group
OOPSLA. See Object-Oriented Programming, Sys-
tems, Languages, and Applications
Oracle, 177

ORB. See Object request broker

Order management, in Internet store case study,
204

Organizational boundaries, relationship to
fortress boundaries, 230

Organization for the Advancement of Structured
Information Standards, 177, 185

Outgoing points of interception, 151

Partitioned databases, 158, 159
J2EE versus .NET, 239, 240
Partitioned fortresses, with organizational bound-
aries, 189
Passwords, 101, 219
Patches, security, 123, 140
Peak workflow, 73, 74
Peak workload, 112
Performance, 229
with asynchronous drawbridges, 78, 80-82
and distributed transaction coordinator, 37
Permissions, 123, 220
Persistent queues, 65, 83
PFs. See Presentation fortresses
Platforms, Web services integration with, 240
Platform support
and J2EE, 165
and .NET versus J2EE, 161, 163
Point of interception, 146, 151, 153
Polymorphic method resolution, 48
Poor-man'’s clusters, 78, 83
Portability standards, 242
Presentation fortresses, xx, 11, 17, 42, 85, 117,
118-130, 142, 196, 197, 220, 221, 224
authentication with, 98
and authorization, 101
and buffer overflows, 91
data strongboxes of, 116
and integrity, 128-130
in Internet store case study, 203
JSP or ASP flowchart for, 119
NET versus J2EE and, 118-120, 237-238
and nonrepudiation, 100
reliability with, 125-128
reliability configuration of, 126
risk factors in, 195
routing of requests in, 121
scalability with, 120-122
security for, 122-125
and shared-key systems, 96
and validation, 219
Privacy, 86, 98-99, 102
Private keys, 96, 100, 102
Processes, 3, 223
Process hijacking, guarding against, 140
new sequence-ally diagram for, 212
treaty-ally diagram for, 209
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Proxy to surrogate, 49

Pseudoreliability, 73, 83, 112, 125

Public keys, 96, 99, 100, 102

Public/private key pairs, 99

Public/private key authentication systems, 93, 96,
98,102, 173, 219

shared-key authentication systems versus,

94-97

Publishers, and broadcast service fortresses, 171

Purchase treaty, 103, 104, 105

Quality assurance specialists, 3
Queued components, 71
Queues, persistence and transactions in, 65-69

RAID. See Redundant Array of Independent Disks
Recipient drawbridges, 43
Recipient fortresses, 42, 52
and asynchronous drawbridges, 62, 63, 64
and infogram flow, 44, 45
and synchronous drawbridges, 47, 51
Recursive fortresses, 231
Redundant Array of Independent Disks, 127
Reliability, 111, 112-116, 156
with asynchronous drawbridges, 228
with asynchronous processing, 212
with business application fortresses, 158
and drawbridge choices, 41
and fortress architecture design, 199
NET, J2EE and, 161
with presentation fortresses, 125-128
and scale-out approach, 198
and state migration, 148
with Web service fortresses, 141
Remote method invocation, 49, 53, 57, 88, 220
and clustering, 77
synchronous drawbridges based on, 52
Remote procedure calls, 49
Request routing, with presentation fortresses,
121-122
Requests
idempotent, 129
transmitting to Web service fortresses, 132,
134-136
Resource locks, 228
Response time, with homogeneous synchronous
drawbridges, 56
Responsibility cards
fortress-ally, 24-25
treaty-ally, 25-26
Rich clients, 54, 56
RMI. See Remote method invocation
RMI/IIOP, 53, 64
Role-based security, 88, 89, 102, 199, 226, 242
fortress wall reinforcements through, 165
limitations with, 89-90

and software fortresses, 147
Roles, 88, 89
Rollbacks, 67, 68
RPCs. See Remote procedure calls
Rule of transactional integrity, 154-155, 156, 157

SADs. See Sequence-ally diagrams
SavingsAccount components, 149
Scalability, 111-112, 116, 156
with business application fortresses, 158
and drawbridge choices, 41
NET, J2EE and, 161
of partitioned databases, 159
with presentation fortresses, 120-122, 142
and state migration, 148
with Web service fortresses, 138-139, 142
Scale-out approach, 75, 76, 156, 198
over scale-up approach, 232-233
and reliability, 113, 115, 141
and scalability, 111, 112
Scale-out architecture, designing, 198
Scale-out design, for fortresses, 227
Scale-up approach, 75, 76, 156, 198
and reliability, 113, 115
and scalability, 111, 112
Scaling out databases, 158-159
Scaling up databases, 160
Scam data, 91, 92
Secret-key encryption, privacy and, 98
Secret keys, 94, 95, 97, 102
Secure sockets, 94, 140, 173
Secure Sockets Layer, 123
Security, xvii, xviii, xx, 9, 10, 111, 225. See also
Role-based security
and drawbridge choices, 41
and guard design, 199
identifying issues with, 191
for Internet fortresses, 142, 195
in Internet store case study, 204
NET, J2EE and, 161
for presentation fortresses, 122-125
putting only in guards, 229-230
and software fortress design, 226
software industry and vision about, 242
for synchronous drawbridges, 50-51, 52
for Web service fortresses, 139-141
Security fortresses, and clients, 173
Security service fortresses, 170
Sequence-ally diagrams, xx, 22-23, 27, 37, 221,
226
for documenting treaties, 109
for loosely coupled multiple-resource trans-
action, 38
prototype of, 23
for Purchase treaty, 105
sample, 23
for Starbucks example, 107
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for tightly coupled multiple-resource trans-
action, 39
for tightly coupled single-resource transaction,
38
Sequence diagrams
for multiple-resource transactions, 79
for single-resource transactions, 79
Service fortresses, xx, 12, 17, 170-182, 185, 224
broadcast service fortresses, 171
data-sharing fortresses, 172
loosely coupled transaction management
service fortresses, 174-182
security fortresses, 173
Session beans, 243
Session keys, 95, 96, 98, 99
Sessions, Roger, xxi
Session state key, 128
SFs. See Service fortresses
Shared keys, 93
Shared-key authentication systems, 94, 173
public/private-key authentication systems ver-
sus, 94-97
Shared linked library, 170
Simple Object Access Protocol, 57-58, 59, 70, 141,
142, 240, 243
over HTTP, 216, 217
tightly coupled transactions over, 231
and Web service fortresses, 131-132, 137-138
Simple treaties, 13, 182
Single-resource transactions, 29-30, 37, 148
sequence diagrams for, 79
Single-user performance problems, for Web
service fortresses, 139
Sleep state, and DTC, 35, 36
Smalltalk, 162
SOAP. See Simple Object Access Protocol
SOAP requests, and vendor gateway, 204
SOAP surrogate, 134
Software architects, 242
Software fiefdom model, xix
Software fortress architecture, xx, 17, 124, 140
definition of, 4
evaluating need for, 188
iterations in development of, 221
technologies used within, 7-8
Software fortress design, ten rules for, 226-228
Software fortress design review, 187-201
enterprise architecture questions for, 192-195
enterprise overview questions for, 187-192
fortress architecture questions and, 195-201
Software fortresses, 17, 191
basic diagram for, 19-20
definition of, 3
organization of, 4-7
sample diagram for, 20
ten important points about, 223-224
transactional coordination for, 39
treaty management from perspective of, 184

as trust boundary, 8-10
types of, 11-12
as unit of interoperability, 14
using, 231-232
Software fortress methodology, common under-
standing of, 188
Software fortress model, xiii, xv, 1, 191
definition of, 4
future of, 245
history of, xviii-xix
payoffs with, xvi
proving, 233
reason for, xiv
ten controversial ideas within, 228-233
ten reasons for adoption of, 224-225
Software industry, ten observations on state of,
241-244
Speed, with homogeneous synchronous draw-
bridges, 56
SQL Server, 80, 81, 82
SSL. See Secure Sockets Layer
Staging machines, and presentation fortresses,
124
Starbucks error form, improved, 107
Starbucks example, purchase treaty and, 103-107
State information, storage of, 147
State management, and business application
fortresses, 147-148, 153-155
State migration, planning for, 148
Stored procedures, 165
and business logic, 158
cautionary note on, 160-161
Stringification algorithm, 134, 138
String length violations, and validation, 91, 102
Strongboxes. See Data strongboxes
Strong transactional guarantee, 181
Subscribers, and broadcast service fortresses, 171
Sun, 132, 144, 161, 177, 239, 242
Surrogates, 144, 153
Symmetrical encryption, 93
Synchronous drawbridge facade, and asynchro-
nous fortress, 213
Synchronous drawbridges (or blocking draw-
bridges), xx, 46, 47-59, 61, 83, 132, 217, 221.
See also Asynchronous drawbridges
advantages with asynchronous drawbridges
over, 72, 83
with asynchronous back end, 197
component-based implementation of, 214
components for, 47-51
and fortress costs, 235
heterogeneous, 56-58, 134
homogeneous, 52-56, 134
internal asynchronous communication backup
for, 196
in Internet store case study, 211-212
and peak workload, 112
preferred security configuration for, 52

e



276 Index W

29459 SESS 06 p267-280 r3jc.ps 1/27/03 10:28 AM Page 276$

Synchronous interactions, 105

Synchronous protocols, distributed transaction
coordinator’s dependence on, 37

System resources, and three-tier applications, 168

Systems, in software fortress, 223

System services, 3

TADs. See Treaty-ally diagrams
TAR cards. See Treaty-ally responsibility cards
Technical writers, 3
Technology bases, within single fortress, 198
Thin clients, 54, 118
Three-tier applications, typical, 168
Three-tier architectural model, xviii
Three-tier architectures, 245
and legacy systems, 167-168
wrapping, 167-168
Three-tier legacy application, converting into
legacy fortress, 169
TIBCO
ActiveEnterprise, 182, 183, 238
Tickets, 94-95, 96
Tightly coupled clusters, 159, 160
Tightly coupled multiple-resource transactions,
29, 30-32, 34, 37, 40, 54, 65, 78, 177
crossing a homogeneous synchronous draw-
bridge, 55
and distributed transaction coordinator, 35
sequence-ally diagram for, 39
Tightly coupled single-resource transactions, 78
flow in, 32
sequence-ally diagram for, 38
Tightly coupled transactions, 148, 174
cautionary note about crossing over fortress
boundaries by, 230-231
within fortresses, 228
loosely coupled transactions compared with,
181
warning about spanning drawbridges and, 193
TMFs. See Treaty management fortresses
TODs. See Treaty overview documents
TPC-C benchmark, 164, 239
TPMs. See Transaction processing monitors
Transaction algorithms, 126
Transactional guarantees, 181
Transactional integrity, xx, 153, 154, 155, 156
Transactionally aware resources, 29-30, 31, 32,
33, 40, 66
Transactional queues, 65, 83
Transactional relationships, donor and recipient,
67,68
Transaction boundaries, 148, 149, 150, 155, 158,
160
Transaction boundary management
and business application fortresses, 147,
148-153
NET, J2EE and, 161

Transaction boundary-marking APIs, 31
Transaction flow, with homogeneous synchro-
nous drawbridges, 54
Transaction Internet protocol, 244
Transaction processing monitors, 34, 146, 233,
240
Transactions, 29-40, 54, 174
definition of, 29
lack of vision on flowing of through enterprise,
242
types of, 148
Transient queues, 65
Treaties, 103-109, 182, 224
considerations with, 108
documenting, 109
in fortress-ally diagrams, 21
simple versus complex, 13
between two fortresses, 103-107
Treaty-ally diagrams, 22, 27, 221
for login treaty, 22
Treaty-ally responsibility cards, 25-26, 27, 226
high-level, for Internet store case study, 211
prototype of, 26
sample, 26
Treaty management
from software fortress perspective, 184
from vendor’s perspective, 183
Treaty management fortresses, xx, 11, 17,
182-185, 224, 228
and connectors, 238
in Internet store case study, 208
Treaty management technologies, common func-
tions provided by, 183
Treaty overview documents, 27, 108
Treaty relationships, xx, 12-13, 17, 43
True reliability, 113, 125
Trust boundaries, 55, 81, 191, 194
fortresses as, 8-10, 17, 223
fortresses organized around, 190
and presentation fortresses, 124
Trust rule, definition of, 8
Tuxedo application, 168
Two-fortress configuration, 86

UDDI. See Universal Description, Discovery and
Integration
UML. See Unified Modeling Language
UML class diagram, fortress diagram compared
with, 19-20
Unexpected characters
and scam data attacks, 91
and validation, 102
Unguarded fortresses, points of vulnerability in,
51
Unified Modeling Language, xiv, 22
Unit-of-work costs, 111, 114, 235, 236
J2EE versus .NET, 164
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and .NET, 189
and reliability, 113-115
and scalability, 111-112
Universal Description, Discovery and Integration,
137, 240
Unix, 234
Unshared linked library, 170
Update requests, 35
User IDs, 87, 90, 219
User interface, in three-tier applications, 168

Validation, 86, 90-92, 102, 123, 219
Vendor gateway, in Internet store case study, 204
Vendor management, in Internet store case
study, 204
Vendors
and Internet store case study, 203
lack of common model of interoperability with,
243
long-term health of, 239
treaty management from perspective of, 183
Visual Studio.NET, 118

Walls, 8, 9, 10, 17, 224, 225
built-in functionality with, 50
careful assessment of, 226
effective, 199-200
and fortification, 102
and guards, 85-102
and legacy fortresses, 169
and software fortress, 5
technologies for, xx
Weak transactional guarantee, 181
WebLogic, 53
Web service fortresses, xx, 12, 17, 57, 59, 85, 117,
118, 122, 130141, 142, 221, 224
and buffer overflows, 91
characters in, 133

integrity of, 141
in Internet store case study, 204
J2EE versus .NET approach and, 132
and nonrepudiation, 100
presentation fortresses versus, 130-131
reliability with, 141
risk factors in, 195
scalability with, 138-139
security for, 139-141
and shared-key systems, 96
and SOAP, 131-132, 137-138
technology overview with, 132-137
Web services for, 240
Web services, integration of into platforms, 240
Web Services Description Language, 136, 142, 240
Web Services Inspection Language, 137, 142
Web service transactions, 177-178, 230
WebSphere, 34, 52, 53, 56, 57, 163
WebSphere MQ Integrator (IBM), 182, 238
Whiteboard-compatible documentation tech-
niques, 7
Wiener, Lauren, 24
Wilkerson, Brian, 24
Windows platforms, .NET for, 234
Wirfs-Brock, Rebecca, 24
Workers, 5, 8
Workflow, and treaties, 108, 109
Workflow averaging, 105, 228
Workflow management, 183, 184-185
Workload averaging, with asynchronous draw-
bridges, 73-75, 83
Workload capability, increasing, 198
Workload costs, and scalability, 111, 112
WSDL. See Web Services Description Language
WSFs. See Web service fortresses
WS-Inspection. See Web Services Inspection Lan-
guage

XML. See Extensible Markup Language
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