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3GIO, 273 Associated IRP, 40
8B/10B encoding scheme, 108 Asymmetric cryptography, 85-86
1394 architecture, 43-44 Asynchronous I/0, 12-14
1394 driver, 29 Asynchronous replication, 321, 324
ATA (AT attached), 48
AALS (ATM Adaptation Layer for computer data), 119 ATA devices, 49
Access Controls, 129, 133 ATA drives and SMART, 49
ACK (positive acknowledgment) frame, 114 ATA specifications, 48—49
ACLs (access control lists), 8, 205, 211, 338-339 ATAPI (AT Attachment Packet Interface), 49
Active Directory, 334, 336 $AttrDef file, 198
adapter/HBA class, 55 Attribute list defragmentation, 217
Address Resolution Protocol, 105 Authentication, 75-76
Address spoofing, 102 Automated System Recovery, 365
ADIC (Advanced Digital Information Corporation), AutoPath, 315-316
129, 236, 237
AndX, 76-77 B+ tree, 204
ANSI (American National Standards Institute), 107 Back-end networks, 274
ANSI (American National Standards Institute) Web BackOffice, 88
site, 43 Backup applications, 141-144, 156, 165
APCs (asynchronous procedure calls), 7, 24-25, 41 Backup classifications, 143
APIs architecture-based, 144—146
backup/restore applications, 163 functionality-based, 146-147
backups and restores, 139-140 network infrastructure-based, 148-156
volume management applications, 333-334 Backup Exec program, 156
Windows 2000 RSM (Removable Storage Manage- Backup ISVs (independent software vendors), 155
ment), 266-268 Backup server and server-free backups, 154-155
Application images, 227-230 Backup utility, 156-157
Application pools, 269, 350 Backup window, 138, 139
Application-level backups, 146 BackupRead API, 341
Applications Backup/restore applications APTs, 163
appropriate access to buffers, 25 Backups, 137
deferring writes to secondary storage areas, application writes to secondary storage area,
141-142 141-142
I/O initiated by, 141 application-level, 146
managing enterprise removable media, 349-350 Backup utility, 156-157
reparse points, 225, 345-346 backup window, 138, 139
requests for memory allocation, 11 block-level, 144-145
routing requests to mini-redirector, 65 data availability, 138
snapshots, 160-161 data transfer load, 151
virtual address of data buffer, 26-27 differential, 146-147
volume shadow copy service code integration, 356 direct-attached, 148-149
ARB (arbitration) primitive, 101 disk drives, 137
Arbitrated Loop protocol, 115 disk mirroring, 138
Arbitrated loops, 99-102 efficiency, 172
Architecture, backup classifications based on, 144-146 explosion of APTs, 139-140
ASCII character set, 84-85 file-level, 145
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full, 146
image-level, 144-145
incremental, 147
LAN-free, 150-152
limited choice for, 145
migrating data, 138
NDMP (Network Data Management Protocol),

169

network-attached, 149-150
open files problem, 140-143
optical media, 137
problems, 138-143

prohibiting applications from accessing disk during,

141
reasons for, 138
reliability, 161
RSM (Removable Storage Manager), 157
server-free, 152-156
skipping open files, 141
snapshot writers, 164
snapshots, 143
sparse image, 144
tape, 137
time needed for, 139, 140-141
transporting data, 138
volume snapshots, 157-160
BackupWrite APT, 341
Bad clusters, 199
$BadClus file, 199
Base address, 112
Base functionality APIs, 16
Basic disks, 178, 332
complex volume, 179-180
converting
to dynamic disk, 184
dynamic disk to, 182
device tree for volumes, 188-190
drawbacks, 180
hard partitions, 178

hardware RAID (redundant array of independent

disks), 180
mount information, 182
software RAID, 180
VDS providers, 357
Windows XP, 364
Batch oplocks, 80-81
$Bitmap file, 198
Block storage, 250-252
Block virtualization, 249
Block-based incremental backups, 147
Block-level
backups, 144-145
replication, 324
SCSI commands, 169
Bluefin, 269

Boot code, protecting, 199
$Boot file, 199
Boot images, 227-230
Boot partition, 180-181
Boot program, 179
Bridges, 129
Broadcast server, 105
Brocade, 118, 123, 126, 259
Buffer credit, 114, 120-121
Buffer-1, 298
Buffered /0, 25-26
Buffering code for redirectors, 63
Buffers, 25-26

HBA (host bus adapters), 121

managing for I/O operation, 14
Buffer-to-buffer flow control, 114
Bulk ACL checking, 339
Bus drivers, 17, 29
BusChangeDetected event, 280, 332
Buses, 29

Cables for Fibre Channel, 121-122
Cache Manager, 11-14, 363
Caching, 12

client-side, 65-67

data streams, 12

file locally at client, 77

offline folders, 335

Windows Server 2003 behavior improvements,

363-364

CancellO (cancellation routine), 22
CDB (command data block), 352

CDFS (CD-ROM File System) file system driver, 14,

337
CDO (control device object), 38
CD-ROM disks, 176
Celerra HighRoad, 237, 274
Chaining requests, 76
Challenge/Response protocol, 75
Change log file, 211-212
Change log journal, 211-212, 229, 336, 349
Channel class, 56
Channels, 94
Chaparral, 154
Chaparral Network Storage, 129
Cheyenne Open File Agent, 159
Child devices, enumerating, 31
CHKDSK utility, 198
improvements, 342
Windows Server 2003, 363
CIFS (Common Internet File System), 59
AndX, 76-77
authentication, 75-76
description, 70-73
file access and manipulation, 70
file system sharing, 232
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minidrivers, 90
negotiating dialect used, 74-75
Netlogon, 76
opportunistic locking, 77-78
optimization features, 76-81
plain-text password, 73
requests and responses, 70
security, 73-75
specifications, 90
state-based protocol, 82
types, 69-70
user-specific password, 73
Windows NT 4.0, 330

CIFS clients, 70, 82

CIFS mini-redirector, 63-64, 66

CIFS servers, 73-74

CIFS specification, 68, 70

CIM (Common Information Model), 256, 367
defining management information, 242
evolution of, 243
relationships between entities, 242

WMI (Windows Management Instrumentation),

243-246

CIMOM (CIM Object Manager), 244
CIS, 75-76
Class 1 service, 116
Class 2 service, 116
Class 3 service, 116
Class 4 service, 116
Class 6 service, 116
Class drivers, 17, 29-31
Classes and Layer FC-2, 115-117
ClassPnP library, 31
Clients

authenticating, 75

operating systems and file systems differences,

235

Client/server computing, 59
Client-side caching, 66, 335
CLOSE command, 85
CLS (close) primitive, 101
Clusters, 176, 182

compressed files, 208

parameters, 200
Columbia Data Products, 168
COM (Component Object Model), 162, 165
Command-line window, 261
Commercially available SAN file systems, 237-238
COMMIT request, 83
CommitSnapshot event, 166
CommVault, 155
Completion routine, 21-22
Complex volume, 179-180
Complexity, 241
COMPOUND procedure, 76
COMPOUND requests, 84

Sompressed files, 206-208

Compression and file systems, 340

Computer Associates, 155

Concurrent access, 234-235

Connectionless (datagram-like) service, 116

Connectors for Fibre Channel SANs, 122-123

Control objects, 7

Control session, 170-171

Copper cable, 121-122

CopyFile API, 341

Copy-on-close, 229

Copy-on-write, 142-143, 160, 229

Co-StandbyServer, 324-326

CreateFile API, 195, 203, 213, 222, 225, 343, 345
FILE_FLAG_NO_BUFFERING parameter, 364
FILE_FLAG_WRITE_THROUGH parameter,

363, 364

FILE_OPEN_NO_RECALL option, 261, 263
read/write access, 47

CreateHardLink API, 221

Crossroads Systems, 129, 133, 154

Crypto API, 221

Cryptography, 85-86

DAS (direct-attached storage), 274
Data
destination and server-free backups, 154
encoding and decoding, 108
encrypting and decrypting, 351
processes, 4
symmetric encryption, 351
transmission and loop switches, 124-125
Data blobs, 343-344
Data communications, 62
Data mover agent, 152156
Data Recovery field, 218
Data service, 170
Data session, 171
Data source and server-free backups, 153-154
Data streams
caching, 12
NTFS, 203
renaming, 213, 339
Data Transfer protocol, 115
Data transfers, 94
kernel mode APCs, 24-25
nodes, 109-116
smaller, 25
Deadlock detection, 234
DecryptFile API, 221
Dedicated connection, 116
Dedicated NIC (network interface card), 323
Default data stream defragmentation, 217
Defragmentation, 215-218
Windows 2000, 342
Windows Server 2003 improvements, 361-363
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Defragmentation APIs, 217, 330 Directory junction points, 226, 347
Defragmenting files, 361-362 Disaster recovery, 146-147
DeleteFile API, 213, 225, 346 cloning live data, 158
Dell, 134 remote mirror, 154
DES (Data Encryption Standard), 75, 218 Disk array class, 56
Designing Storage Area Networks (Clark), 60 Disk block data and replication, 322
Device data frames, 111 Disk class driver (disk.sys), 31, 32-33
Device driver-related data structures Disk class drivers, 33-34, 40-41, 192
device objects, 17-18 Disk cluster, 369
driver objects, 16-17 Disk drives
IRPs (I/0 request packets), 19-21 backups, 137
Device drivers standards, 48
DPC (deferred processing call), 23-24 Disk groups, 181
ISR (interrupt service routine), 23 Disk management, 333
structure, 21-25 Disk mirroring, 138
Device FDO, 30 Disk quotas, 341
Device namespace, 192-193 Disk si gnature, 179
Device object tree, 31-33 Disk storage cost reduction, 241
Device objects, 13, 17-18, 37-38 Disk virtualization, 249, 250-252, 357-358
Device stacks, 36 DiskKeeper, 342
DeviceloControl API, 47, 207-208, 212, 225 Diskperf driver, 376
Devices, 12 diskperf.sys filter driver, 143
on bus, 17 Disks, 176-177
device-independent support, 29-31 bad clusters, 199
Fibre Channel, 93-94 defragmentation, 217
filter drivers, 17 MBR (Master Boot Record), 178-179
implementing functionality, 18 disk.sys disk class driver, 189
loop reinitialization, 125-126 Dispatch routines, 21
managing, 10 Dispatcher objects, 7
physical characteristics, 17 Distributed lock manager, 234
registering for notifications, 104 DLL hell, 367
Device-specific functionality, 29 DLLs (dynamic link libraries), 367
Dfs (distributed file system), 249, 334-336 DMA (data mover agent), 170
File Replication Service, 331 DMA (direct memory access), 48
load balancing, 365 DMBoot (dmboot.sys) driver, 184
multiple roots, 365 DMConlfig driver, 184
selecting servers, 365 DMI (Desktop Management Interface), 242
shares and replication, 323 DMIO (dmio.sys) driver, 184
Windows NT 4.0, 330-331 DMLoad (dmload.sys) driver, 184
Windows Server 2003 improvements, 365 DMTF (Desktop Management Task Force), 242
Differential backups, 146-147 DMTF (Distributed Management Task Force),
Differential snapshot, 160 249243
Digital signature, 74-75 DOS-based applications, 2
Direct I/O, 26 Dot Hill, 133
Direct-attached backups, 148-149 DPCs (deferred procedure calls), 21
Direct-attached storage, 59-60 DPCs (deferred processing calls), 41
Directories Driver dispatch table, 18
changes to, 199 Driver objects, 16-17, 21
compressing, 208 Driver writers, tools available to, 366
fragmentation, 216 Drivers
NTFS, 204 buffered /0, 25-26
object identifiers, 199 defining standard functions, 18
reparse point tag, 199 direct /O, 26
sparse, 205-207 implementing WMI, 245
tracking changes, 211-212 invoking functionality, 27
user-defined attributes, 222 1/0 buffers, 25-27
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I/O request packets, 13 $Extend directory, 199, 225, 346
IOCTL (I/0 control), 27 $Extend log file, 212
IRPs (I/O request packets), 245 Extended Copy SCST command, 47, 129, 152-156
layering, 142 $Extended directory, 209
logical device instance, 33 Extended partitions, 179
neither 1/0, 26-27 Extended Security, 75-76
reliability, 366 $ExtendReparse file, 225
root-enumerated, 32
running in context of process, 4 Fabric Address Notification, 103, 105
secondary IRPs, 21 Fabric Login protocol, 102-103, 105, 115
similar structures, 27 Fabric switches, 102-103, 114, 126-127
DSM (device-specific module), 308, 309, 311, 359 Fabric virtualization service, 252-253, 370-371
DSM objects, 310 Fabric-aware Fibre Channel devices, 102
Dual pathing, 121 Failback, 308
Dual-level RAID, 302-303 Failover, 308
Duplicate files, detecting, 347 Fast /0, 14
DVD disks, 176 Fast packet forwarding, 287
Dynamic disks, 180-183, 238 FAT (file allocation table), 194
device tree for volumes, 190-192 driver, 14
freely transporting, 333 improvements, 337
MBR (Master Boot Record), 190 system driver, 37
partition table, 332-333 FAT volumes and Indexing Service, 215, 336
self-describing, 333 FAT16 file system, 194
soft partitions, 178 FAT32, 194, 337
VDS providers, 357 Fault tolerance
Windows XP, 364 Dfs, 334
dynamic disks, 180
ECC (error correction code) information, 299 Fault-tolerant volume set drive letter, 187
EFI (Extensible Firmware Interface), 369 FC (Fibre Channel) storage area networks, 93
EFS (encrypting file system), 15, 157, 218-221, 351, FC-3 (Fibre Channel functional level 3) management
362 information, 254
EFS filter driver, 38, 219 FC-AL (Fibre Channel arbitrated loop), 99-102, 375
EIDE (Extended IDE), 48 addressing loop switches, 125
Embedded NT, 167 hubs, 123-124
EMC, 133, 236, 237, 313 ports, 100
EMC Symmetrix, 314 switches, 123-126
Emulex, 123, 134 FCIP (Fibre Channel over IP), 277, 281-283, 285
Encrypted files, 218, 361-362 FCIP applications, 282
EncryptFile APT, 221 FCIP protocol stack, 282
End-of-MBR marker, 179 FC-LE (Link Encapsulation), 119
End-to-end flow control, 114 FCP (Fibre Channel Protocol), 281
Enterprise applications APTs, 139-140 FCIP (Fibre Channel over IP), 282
Entities, relationships between, 242 iFCP, 284-285
EOF (end of frame) frame delimiter, 109 iSNS (Internet Storage Name Service), 278
Error control, 108 FC-SWs (Fibre Channel fabric switches), 123, 126-127
Error-logging routine, 22 FC-to-SCSI routers, 152—-154
Errors and LAN-free backups, 152 FDOs (functional device objects), 17, 32, 306, 307
ESE (Exchange store), 88 Fibre Channel, 107
ESP (EFI system partition), 369 advantages, 95-98
Ethernet networks, 274 arbitrated loops, 99-102
Exchange store, 89 brand-new functionality, 98
Exchanges, 109, 112-113 buffer credit, 120-121
Exclusive oplock, 78 cable types, 121-122
Executive Software, 342 centralization and management of storage, 97
ExIFS (Exchange Installable File System), 88-89 channels, 94
Explorer GUI, 261, 349 commands, 100
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Fibre Channel (cont.) building blocks, 119-129

devices, 93-94

FCIP (Fibre Channel over IP), 282

FLOGI, 104

frames, 109, 111-112

hosts, 129-130

hubs, 123

interoperability, 134-135

1P addresses, 93

LAN-free backup, 98

Layer FC-0, 107-108

Layer FC-1, 108

Layer FC-2, 109-116

Layer FC-3, 117-118

Layer FC-4, 119

legacy device support, 97

loops, 100-101, 150

management concepts, 129-134

mapping of upper-level protocols to, 119

moving data between subsystems, 98

multipath architecture, 308

multiple fabric switches, 105

need for, 94-95

networks, 94

nodes, 93-94

optional algorithm, 101

point-to-point topology, 98-99

ports, 93-94, 106-107, 114

private loops, 101-102

protocols, 115

public loops, 101-102

scalability, 96

segregation of storage, 97

standard, 107-119

storage controllers and routers with LUN masking,
133

storage greater distances from hosts, 98

support for more devices, 97

tape devices, 150, 154

topologies, 98-105

transmission words, 108

upper-layer protocols, 105

WWN (World Wide Name), 93, 119

Fibre Channel adapters, 99, 121

Fibre Channel devices, 120

capabilities, 353

device-specific miniport driver, 52-53
fabric-aware, 102

iSNS (Internet Storage Name Service), 285
monolithic driver, 354

SCSIPort driver, 135-136

sending commands to, 47

Storport driver, 53, 135-136
switched-fabric topology, 102-105

Fibre Channel SANs

bridges, 129

connectors, 122-123

dynamic address management, 103

FC-AL (Fibre Channel Arbitrated-Loop) hubs,
123-124

FC-AL (Fibre Channel Arbitrated-Loop) switches,

123-126
FC-SWs (Fibre Channel fabric switches), 123,
126-127
HBA (host bus adapters), 120-121
interconnect devices, 123-129
LUN masking, 132-134
potential devices, 103
practical implications, 135-136
routers, 129
zoning, 130-131
Fibre Channel switches, 133, 230, 259
Fibre Channel-to-SCST bridges, 129
File handles, 82, 85
File ID (identifier), 228-229
File I/0O, 12
File locks, 234
File Replication Service, 331, 334
File system drivers, 14-15, 27, 36-37, 40, 376
File system filter drivers, 15, 376
File system virtualization, 249
File systems, 39, 238
block size, 200
compression, 340
content indexing, 336
differences in data and data structures, 87
encrypting, 15
essential functionality, 175
FAT (file allocation table), 194
FAT16, 194
FAT32, 194
file naming conventions, 86-87
file opening and locking, 86, 235
filter driver writers, 361
flushing and holding metadata, 167
HPFS (High-Performance File System), 194
implementing functionality, 36-37
1SO 9660-compliant CD-ROM (CDFS), 193
managing, 12
memory-mapped I/0, 13
nonprimary, 193-194
NTFS, 193-230
reparse points, 222
sizes, 235
supporting, 12
tracking, 13
UDF (Universal Disk Format), 193
volume snapshots, 158-160
volumes, 177-178
Windows 2000 improvements, 337
File virtualization, 249
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FILE_ATTRIBUTE_REPARSE_POINT flag, 225,

346
FILE_ATTRIBUTE_SPARSE_FILE ﬂag, 341
File-based differential backups, 147
File-based incremental backups, 147
File-level backups, 145
FILE_OPEN_REPARSE_POINT flag, 345
Files

batch oplocks, 80-81
changes to, 199
compressing, 208
converting name case, 199
data replication, 322
defragmentation, 215-218
detecting duplicate, 229
exclusive oplock, 78

file ID (identifier), 228-229
fragmentation, 215-218
hard links, 221

indexing contents and attributes, 336
level 1T oplocks, 79-80
locking, 77

moving transparently between online and offline

media, 348-349

multiple

data streams, 195, 213

path names, 221

versions, 227
object identifiers, 199
open and backups, 140-143
ownership by user, 211
reparse point tag, 199
setting valid length, 361
shortcuts for, 213
storing nonzero data, 205-207
tracking changes, 211-212
unlocking, 77
user-defined attributes, 222
user-defined metadata, 210-211

FILE_SUPPORTS_REPARSE_POINTS flag, 225,

346

Filter DO (device object), 17
Filter driver writers, 361
Filter drivers, 10, 37, 165, 224

CDO (control device object), 38

devices, 17

loading, 38

upper-level, 34

writing, 39
Find files or folders dialog, 214, 336
FindFirstFile API, 225, 346
FindFirstVolume API, 333
FindFirstVolumeMountPoint API, 226, 347
FindNextFile API, 225, 346
FindNextVolume API, 333-334
FindNextVolumeMountPoint API, 226, 347

FindVolumeClose API, 334

FindVolumeMountPointClose API, 226, 347

FLOGI, 104-105

Flow control, 114

FlushFileBuffers API, 364

Fragmentation and NTFS, 215-218

Frames, 109, 111-113

Free pools, 268, 350

FRS (File Replication Service), 336

FSCTL_CREATE_OR_GET_OBJECT_ID file
system control function, 214

FSCTL_CREATE_USN_JOURNAL function, 212
FSCTL_DELETE_OBJECT _ID file system control

function, 214
FSCTL_MARK_HANDLE code, 217

FSCTL_QUERY_USN_JOURNAL function, 212
FSCTL_SET_COMPRESSION function code, 208

FSCTL,_SET_REPARSE_POINT function, 225
FSCTL_SET SPARSE function code, 207
FSRTL (File System Run-Time Library), 219
FtDisk, 39, 187-188, 333

FtDisk driver, 36, 41, 249, 304, 333

FtDisk Manager, 183-186, 190

FUA (Force Unit Access) flag, 364

Full backups, 146

Functional device objects, 37-38
Functionality, backups based on, 146

Future 1/0 specification, 287

Gadzoox Networks, 123, 126

GBICs (gigabit interface converters), 122
gdi32.dll file, 15

GetFileAttributes API, 208, 225

GetVolumelnformation API, 225-226, 334, 346-347

GetVolumeNameForMountPoint API, 226, 347
Ghost device, 355

Ghost volume, 165

GLMs (gigabit link modules), 123

GPT boot disks, 369

GPT (GUID partition table) disks, 369-370
Graphical drawing APIs, 15

Graphical subsystem, 15

Group accounts and operating systems, 235
GUI disk management, 333

HAL (hardware abstraction layer), 2, 6-7

Handles, 8-9

Hard drive transfer rates, 139

Hard links, 221

Hard partitions, 178

Hard zoning, 131

Hardware
controlling access to, 6-7
Co-StandbyServer, 325
mirroring volume, 158
support, 10
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Hardware RAID, 180
HBA (host bus adapters), 33, 50-51, 120-121, 253
API support, 366-369
used as target or initiator, 46
vendor-written device driver, 256, 368
HBA API, 253-257
HBA BIOS and LUN masking, 132
HBA drivers and LUN masking, 133-134
HCA (host channel adapter), 289
HCA miniport, 374
Hierarchical Storage Management/Remote Storage
Services filter driver, 38
High-end servers and multiple SCSI HBAs, 46
HIPPI (High-Performance Parallel Interface), 94, 119
Host bus adapter, 46, 99
Host server storage virtualization, 246-247
Host software and LUN masking, 133-134
Host-based RAID, 296-297
Hosts, 129-130
HP, 133, 315
HP (Compaq), 314
HPFS (High-Performance File System), 194
HSM (Hierarchical Storage Management), 246-247,
249, 348-349, 362
RSS (Remote Storage Services) module, 260-264
Windows 2000 RSM (Removable Storage Manage-
ment), 265-269
HSZDisk disk class driver, 314
HTTP Digest Access Authentication, 270
HTTP servers, accessing through firewalls, 64
Hubs, 114, 123
Hunting, 118
Hybrid RAID, 302

IBTA (InfiniBand Trade Association), 287

ICMP (Internet Control Message Protocol), 324

IDE (Integrated Drive Electronics), 48

IDE devices, 48, 120

IDE drives, 176

IDE/ATA cabling, 48

IDE/ATA standard, 48

Idle primitive signal, 109

IEEE 802-2, 119

IETF (Internet Engineering Task Force), 68

IETF FCIP specification, 281

iFCP (Internet Fibre Channel Protocol), 277-278,
283-285

iFCP protocol stack, 282

Image-based differential backups, 147

Image-level backups, 144-145

IMAP, 88

Tmport pools, 269, 350

In-band virtualization, 248

INCITS (International Committee for Information
Technology Standards), 43, 152

Inclusion list, 372

Incremental backups, 147
$Index file, 225, 346
Index Server, 210, 338
Indexing, 336
Indexing Services, 261, 336
bulk ACL checking, 211, 339
change log journal, 215
FAT volumes, 215, 336
file contents and file attributes, 214
NTFS volumes, 336
offline content, 215
RSS (Remote Storage Services), 264
RSS (Remote Storage Service), 348
InfiniBand, 273, 288-292
InfiniBand link and Network layers, 291-292
InfiniBand managers, 374
Informational RFC (Request for Comments), 68
.ini file, 227, 229
Initialization routine, 21
Initiator tag, 278
Initiators, 46
Inode, 82
Input/output requests, managing, 12-15
Installable File System Kit, 37
Intel Web site, 369
Intel x86 architecture, 2—4, 16
Intelligent bridges, 129
Interconnect devices
comparing, 127-128
FC-AL (Fibre Channel Arbitrated-Loop) hubs,
123-124
FC-AL (Fibre Channel Arbitrated-Loop) switches,
123-126
FC-SWs (Fibre Channel fabric switches), 123,
126-127
Fibre Channel SANs, 123-129
Interface, physical characteristics, 107-108
Intermix, 116
Interoperability and Fibre Channel, 134-135
Interrupt 46, 16
Interrupt handler, 16
Interrupts, 16, 23
1/0 APIs, 13
1/0 buffers, 25-27
1/0 channels, 276
I/0 Manager, 13-14, 25-26, 40-41, 225, 345
1/O operation, 41
I/0 request packets, 13
/O requests, preprocessing and/or postprocessing,
37-39
1/0 stack, 237
I/O subsystem, 11-15, 39, 224
1/0 system, 13-15
ToCallDriver API, 13
ToCreateDevice API, 13
IOCTL (I/O control) drivers, 27
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IOCTL_SCSI_PASS_ THROUGH IoControlCode, 47 multipath /O, 376
IOCTL_SCSI_PASS THROUGH_DIRECT remote booting, 278
ToControlCode, 47 requirements, 278
IOCTL_VOLSNAP _FLUSH AND_ HOLD WRITES sessions between initiator and target, 278
10CTL, 167 support, 372-374
IOCTL_VOLSNAP_RELEASE_WRITES IOCTL, Windows, 293
167 Windows NT implementation, 279-281
ToReadPartitionTable API, 192 without Fibre Channel support, 277
IP (Internet Protocol), 119 iSCSI address, 277
Address Resolution Protocol, 105 iSCSI devices, 278
encapsulation, 276-277 iSCSI initiator, 280, 373-374
geographical separation between servers and stor- iSCSI name, 277
age units, 275 ISL (Inter Switch Link) Trunking, 118
NDMP (Network Data Management Protocol), 169 iSNS (Internet Storage Name Service), 278, 285
IP addresses, 93 iSNS client, 280, 373-374
1P networks, 274-275, 284 iSNS server, 280, 285, 374
IP routing, 275 ISO (International Organization for Standardization),
IP SANs, 274 108
IP storage, 273, 274, 293 1SO 9660-compliant CD-ROM (CDFS) file systems,
FCIP (Fibre Channel over IP), 281-283 193
iFCP, 283-285 1SO Latin I character set, 84-85
IP routing, 275 ISRs (interrupt service routines), 7, 21, 23, 41
iSCSI (Internet SCSI), 276-279
iSNS (Internet Storage Name Service), 285 JNI, 134
network-centric point of view, 276 Job scheduler, 261, 348
popularity of IP, 275 Journal log file, 339
reasons for usage, 274-276 junction.exe tool, 226
TCP offload solutions, 286-287
Windows NT iSCSI implementation, 279-281 Kerberos 5, 85
IP-based networks, managing, 275 Kerberos and Windows 2000, 76
IPI (Intelligent Peripheral Interface), 119 Kernel, 7
IP-over-FC Broadcast Server, 103 Kernel mode, 2-12
IPsec, 280, 287 APCs (asynchronous procedure calls), 24-25
IRP_M]_OPEN IRP, 223, 224, 345 graphical subsystem, 15
IRP_M]_SCSI, 310 namespaces, 192
IRP_M]_SYSTEMCONTROL, 245 Plug and Play components, 10
IRP_MN_QUERY_DEVICE_RELATIONSHIPS threads, 5
IRP, 10, 35, 189-190, 310 WMI (Windows Management Instrumentation),
IRPs (I/0 request packets), 10, 13, 19-21, 30, 40-41, 243
159, 223-224
TIRQLs (IRQ levels), 23 Lanes, 291
iSCSI (Internet SCSI), 45, 51 LAN-free backups, 150-152
command numbering, 278 LANSs (local area networks)
disadvantages, 279 direct-attached storage, 50
discovery DLL (dynamic link library), 280 network-attached backups, 149-150
dual target/initiator, 46 VLANS (virtual LANs), 130
encapsulation, 276-277 Laptops and dynamic disks, 182
end-to-end CRC (cyclic redundancy check), 278 Large LUNs, 51, 330
hardware processing, 287 Layer FC-0, 107-108
initiator tag, 278 Layer FC-1, 108
iSCSI address, 277 Layer FC-2
iSCSI name, 277 classes, 115-117
iSNS (Internet Storage Name Service), 278 exchanges, 109, 113
layered on TCP/IP, IP, and lower-level hardware Fibre Channel, 114
protocols, 277 flow control, 114
MIB (Management Information Base), 278 frames, 111-112
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Layer FC-2 (cont.) Macintosh clients and Windows NT 4.0, 330
ordered sets, 109-110 Macintosh servers, 195, 213
protocols, 115 Mail-related protocols, 88
sequences, 109, 113 Managed volumes, 260
Layer FC-3, 117-118 Management applications, registering with WMI, 245
Layer FC-4, 119 Management command-line utilities, 258
Lazy writer thread, 8 Master file table file ($Mft), 196-197
LCN (logical cluster number), 200, 203, 206, 208 MBR (Master Boot Record), 178-179
LDM (Logical Disk Manager), 165, 183-187, 190, dynamic disks, 180, 190
247,249, 333, 375 GPT (GUID partition table) disks, 369
database, 180 McDATA, 126, 259
disk groups, 181 MDL (memory descriptor list), 26
objects for volumes, 192-193 Media
RAID, 304-305 interface adapters, 123
LEGATO, 155, 323 physical characteristics, 107-108
Legato Celestra, 145 Media pools, 268, 350
Level IT oplocks, 79-80 Memory, 11
Link control frames, 111 Memory pages, 3-4
Link data frames, 111 Memory-mapped files, 12
Link tracking, 213-214, 339-340 Messages, 292
linkd.exe tool, 226, 252, 347 Metadata
Links, 291 transactional log file, 198, 204
Linux SnapFs file systems, 159 user-defined, 210-211
LIPKEY, 85-86 Metadata files, 197
LIPs (loop initialization primitives), 125-126 MFT (master file table), 361
Load balancing, 308, 335 records, 200-202
Local database, 67 zones, 196-197, 217
Local mirroring, 318-326 $SMftMirr file, 198
Locking down memory, 11 MIB (Management Information Base), 278
Locking files, 77 Micrometer, 122
Lock-mapping problems, 87 Micron, 122
Log file ($LogFile), 198 Microsoft and InfiniBand, 292
$LogFile file, 204 Microsoft CIFS clients, 66
Logging resources, 9 Microsoft Cluster Server, 182
Logical blocks, 369 Microsoft Exchange, 146, 163
Logical device stack, 310 Microsoft Exchange 2000, 88-89
Logical devices, 17, 33 Microsoft hardware compatibility list Web site, 267
Logical entity, 36 Microsoft Logical Disk Manager, 34
Lookaside list, 19 Microsoft SQL Server 2000, 146, 163
Loop initialization, 100-101 Microsoft storage virtualization vision, 249-253
Loop switches, 124-126 Microsoft Web site, 38, 42, 68
Loops, 99 Migrated files, 262
Lower filter drivers, 38 Mini IDE driver model, 49
LPC (local procedure call), 221 Minichanger driver and Windows 2000 RSM, 265-266
LR (Link Reset) primitive sequence, 110 Miniclass drivers, 31
LS (Link Reset Response) primitive sequence, 110 Minidriver model, 90
LUN masking, 129, 132-134, 136, 371-372, 375 Minidrivers, vendor-written, 359
LUNss (logical unit numbers), 46, 51, 310 Miniport drivers, 29, 40, 354
identifying, 311 Miniports, 353
management, 371-372 Mini-redirectors, 63-65
mapping, 129 Mirrored volumes, 34, 158
ownership of, 332 Mirroring
reassigning, 132 Co-StandbyServer, 325
SCSI-2, 132 local, 318-326
sharing, 130-131 reasons for use, 317
LVM (Logical Volume Manager), 246-247, 305, 333 remote, 318-326
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MMC (Microsoft Management Console) snap-in,
269, 334
Modular architecture, 12
Monolithic redirector, 64
Moore, Gordon, xv
Moore’s law, xv, 137
Mount Manager, 184, 186-188, 333, 360
Mount protocol, 84
MoveFile API, 341
MPDEYV class driver, 309-310
MPDEV IRP, 310
Mpdev.sys, 310
MPIO pseudo bus driver, 32, 309-312
MPR (multi-provider router), 65
MPSPFLTR filter driver, 309-310, 312
MSR (Microsoft Reserved) partition, 370
MTI, 129
Multicast, 118
Multi-LUN support, 303
Multimode cable, 122
Multipath architecture
adding value, 308
AutoPath, 315-316
coexisting with drivers and architecture, 308
DSM (device-specific module), 311
dynamic discovery of devices and paths, 308
existing solutions, 312-316
Fibre Channel, 308
PowerPath, 313-314
pseudo bus multipath driver, 312
SCSI, 308
SecurePath, 314-315
solutions from different vendors, 308
Multipath 1/0, 359, 374
Multiprotocol access problems, 86-87
MUP (Multiple Universal Naming Convention
Provider), 64-65
Mutexes, 7
Mutual authentication, 76
Mutual login, 115

Namespaces, 192-193

NAS (network-attached storage), 274
history of, 59-61
Microsoft Exchange 2000, 88-89
Windows, 87

NAS devices
Microsoft Exchange 2000, 89
Windows, 87

NAS servers, 60-61

NAS storage devices, 88

Native property sets, 210-211, 338

Native Structured Storage, 216

NCP (Network Control Protocol), 331

NDIS (Network Driver Interface Specification),

287

NDIS (Network Driver Interface Specification)-
compliant driver, 62
NDIS miniport, implementing WMI, 245
NDMP (Network Data Management Protocol), 167,
169-171
NDMP client, 170
NDMP server, 169
Neither 1/0, 26-27
NetBIOS, 68-69
Netlogon, 76
NetWare clients and Windows NT 4.0, 330
Network Appliance and Intelliguard, 169
Network file system drivers, 14
Network I/O stack, 62-67
Network Lock Manager protocol, 84
Network shares, 227-230
Network-attached backups, 149-150
Network-attached storage, 96, 231
Networking cards and NDIS-compliant drivers, 62
Networks, 94, 276
backup classifications based on infrastructure,
148-156
communication, 63
layers, 291-292
timeouts, 261
Next Generation I/O specification, 287
NFS (Network File System), 59, 331
COMPOUND procedure, 76
file system sharing, 232
firewall friendly, 84
implementing functionality specific to, 6364
minidriver model, 90
minidrivers, 90
NFSv2, 83
NFSv3, 83
NFSv4, 84-86
security, 82
stateless protocol, 82
TCP, 83
timestamp on packet, 86
transport independent, 83
UDP (User Datagram Protocol), 83
UNIX clients, 82
Windows NT 4.0, 330
NFS clients, 83
NFS servers, 82
NFSv2, 83
NFSv3, 83
NFSv4, 84-86
Nodes
AL-PAs (arbitrated-loop port addresses), 100
data transfer, 109-116
Fibre Channel, 93-94
WWN (World Wide Name), 93
Noncompressed files, defragmenting, 362
Nonpageable memory, 19

e



29762 99 389-410 rljk.ps 6/18/03 1:38 PM Page 40$

400 Index
Nonprimary file systems, 193-194 read-only volumes, 215
Nonresident attributes, 202 recovery log, 204-205
Non-SAN file systems, 234-235 $Reparse file, 199
Normal files, 261 reparse points, 221-230, 342-349
NOS (Not Operational) primitive sequence, 110 root directory, 198
ntdll.dll file, 16 run list, 202-203
NTFS (NT file system), 193 $Secure file, 199, 205
ACLs (access control lists), 205, 211, 338-339 security, 205, 218
$AttrDef file, 198 security and RSS (Remote Storage Service), 348
B+ tree, 204 security descriptor, 205
$BadClus file, 199 SID (security identifier), 338
$Bitmap file, 198 soft links, 221
$Boot file, 199 sparse files, 205-207, 340-341
change log file, 211-212 stream renaming, 213, 339
change log journal, 211-212, 229, 336 system files, 196-199
changing on-disk structure, 337-338 tracking changes to, 339
CHKDSK, 214, 342 $UpCase file, 199
circular buffer for log file, 204-205 user disk space quotas, 209-210
clusters, 200 USN (update sequence number), 211
compressed files, 207-208 USN journal, 211-212
context indexing, 214-215 $Usn]rnl file, 199, 212
data streams, 12 VCN (virtual cluster number), 200, 202, 206
defragmentation, 215-218 $Volume file, 198
directories, 204 Windows 2000 improvements, 337-342
disk quotas, 341 Windows Server 2003 improvements, 361
disk sectors, 200 NTFS file system driver, 14, 37, 345
EFS driver, 219 NTFS volumes
encrypting and decrypting data, 351 indexing reparse points, 346
enterprise-level testing, 338 Indexing Services, 336
$Extend directory, 199, 209 ntoskrnl.exe file, 8
$Extend log file, 212 NTVDM (NT Virtual DOS Machine), 2-3
features, 194-195
file ownership by user, 211 Object IDs, 214, 340
files as collection of attribute/value pairs, 338 Object Manager, 4-5, 8-9
fragmentation, 215-218 SOBJECT_ID structure, 214
FSRTL (File System Run-Time Library), 219 Objects, 8-9, 162
hard links, 221 $ODbjId file, 199
HSM (Hierarchical Storage Management), 230 OEMs (original equipment manufacturers), 87
journal log file, 339 Offline folders, 335
LCN (logical cluster number), 200, 203, 206 OLE (Object Linking and Embedding) objects, 213
legacy partitions, 337 OLS (Offline) primitive sequence, 110
link tracking, 213-214 On the fly, 120
log file service, 198 OPEN command, 85
$LogFile file, 198, 204 Open files
master file table file ($Mft), 196-197 backups and, 140-143
metadata files, 197 defragmentation, 217
MFT (master file table), 361 skipping, 141
MFT record structure, 200-203 synchronization, 323
$MftMirr file, 198 Open Group standard, 70
MFTzone, 196-197 Open primitive, 124-125
multiple data streams, 195, 203 OpenAndRead request, 76-77
native property sets, 210-211 Operating environment, 241
number of clusters, 203 Operating systems
object identifier, 214 file opening and locking, 86, 235
30bjld file, 199 group accounts, 235
$Quota file, 199, 209 NAS devices, 61
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permissions, 235
timestamps, 235
tracking user and group accounts and permissions, 86
user accounts, 235
Oplock break, 78
Oplocks, 77-78
OPN (open) primitive, 101
Opportunistic locking, 77-78
Optical cables, 121-122
Optical media
backups, 137
file systems, 337
Oracle, 163
Ordered sets, 109-110
OSI (Open Systems Interconnection), 108
OSTA (Optical Storage Technology Association), 193,
337
Out-of-band virtualization, 248-249
Out-of-proc provider, 162, 165

Packets
fast forwarding, 287
InfiniBand message, 292
Paging, 11
Paging file, 11
Partition Manager, 34-35, 184, 186, 189-190, 310, 333
Partition table, 179
Partitions, 34, 176-178, 183, 336
combining, 177
dynamically shrinking and growing, 332
extended, 179
GPT (GUID partition table) disks, 369
MFTzone, 196-197
primary, 179
VBS (volume boot sector), 179
Pass-through authentication, 76
Pathlight, 154
Pathnames, converting case, 199
PCI (Peripheral Component Interconnect) bus, 32, 46,
288
PCI bus drivers, 32, 34
PCI (Peripheral Component Interconnect) HBAs, 120
PDOs (physical device objects), 17, 32-33, 306, 307
Permissions and operating systems, 235
Persistent file handles, 85
Physical device objects, 37-38
Physical device stack, 310
Physical devices, 36
Physical disk class, 56
Physical disks
basic disks, 332
device objects representing, 192
dynamic disks, 332
partitions, 34
Physical 1/0 devices, 17
PIO (programmed input/output) mode, 48

Platform SDK, 244
PLOGI frame, 115
PLOGI primitive, 104
Plug and Play Manager, 29, 32, 38
PnP (Plug and Play), 9, 34, 48, 187
device enumeration, 31-32
user mode and kernel mode components, 10
Point-to-point topology, 98-99
POP3, 88
Port driver layer, 352
Port drivers, 17, 29, 352354
class drivers, 30
LUN masking, 134
Port Login protocol, 115
Port mapper protocol, 84
Port notification, 373
Ports
FC-AL loops, 100
Fibre Channel, 93-94, 114
status primitive signals, 109-110
zoning by number, 131
POSIX subsystem, 16, 221
Post-Windows Server 2003 storage features, 370-374
Power management, 30
Power Manager, 10
PowerPath, 313-314
Power-saving features, 10
PreCommitSnapshot, 166
Predefined port drivers, 29
Premigrated files, 261-262
Premigration, 261, 348
Primary partitions, 179, 192
Primitive sequence, 110
Primitive signals and port status, 109-110
Principal Switch, 103, 105
Private loops, 101-102
Process context, 4
Process Manager, 9
Process object, 4
Processes
appropriate access to objects, 8
data, 4
dispatching, 7
managing, 9
memory, 11
state information for tracking, 4
switching between, 5
synchronizing, 7
threads, 4-5
Processors
queue of DPCs, 24
Windows NT, 2
Protected mode, 2—4
Protocols
Fibre Channel, 115
implementing functionality specific to, 63-64
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Protocols (cont.) Redundancy, 305

layer FC-2, 115 dynamic disks, 181

multiple access problems, 86 existing multipath solutions, 312-316
Pseudo bus multipath driver, 312 multipath failover and load balancing, 306-312
Pseudodevices, 312 Release command, 46-47, 151, 155, 311
PSM (Persistent Storage Manager), 168 Release device control request, 312
Public loops, 101-102 Remote mirroring, 318-326

Remote Storage reparse point filter driver, 376
QDR, 10, 35 Remote Storage Services, 15, 336
QLogic, 126 Removable media, managing, 349-350
Queue pairs, 291 Removable media disks, 176
QueueUserAPC API, 25 Removable storage and dynamic disks, 182
$Quota file, 199, 209 RemoveDirAPI API, 225, 346
Quotas, 209-210 SReparse file, 199
Reparse point filter driver, 39, 216, 224

RAID (redundant array of independent disks), 295 Reparse points, 238

dual-level, 302-303 applications, 225, 345-346

FtDisk driver, 304 data blobs, 223, 343-344

host-based, 296-297 data creation, 346

implementation, 247 defragmenting data, 217

LDM (Logical Disk Manager), 304-305 deleting data, 346

LVM (Logical Volume Manager), 305 directory junction points, 226

RAID 0, 297-298 enumerating, 225

RAID 1, 298 implementing, 223-225, 344-345

RAID 2,299 indexing, 346

RAID 3, 299-300 modifying data, 346

RAID 4, 300 premigration, 348

RAID 5, 300-301 RSS (Remote Storage Services) module, 264

RAID 10, 302 SIS (Single Instance Storage), 227-230

RAID 30, 302-303 SIS file system filter driver, 228

RAID 50, 303 tags, 343-344

striping, 296 unique 32-bit tag, 222-223

Windows NT and, 304-305 volume mount points, 226
RAID 0, 297-298 Replication, 317-319
RAID 2, 299 asynchronous, 321, 324
RAID 3, 299-300 asynchronous file-level, 323-324
RAID 4, 300 bidirectional, 324
RAID 5, 300-301, 357 block-level, 324
RAID 10, 302 CoStandbyServer, 324-326
RAID 30, 302-303 Dfs shares, 323
RAID 50, 303 directory-level, 323-324
RAID Advisory Group, 295 disk block level, 320, 322
RAID Conformance Program, 295 file data, 322
Raidisk filter driver, 314 files or directories excluded from, 323
RDBSS (Redirected Drive Buffering Subsystem), 63 one-to-one or one-to-many basis, 324
RDMA (remote direct memory access), 292 preserving order of data written, 322
Read_Capacity command, 311 registry keys, 323
ReadFile API, 222, 343 RepliStor, 323-324
Read-only snapshots, 166 synchronous, 320-321
Read-only volumes, 215 system disks, 324
Real mode, 2 VERITAS Storage Replicator, 322
Receive Copy Results command, 47 VERITAS Volume Replicator, 322
Receiver Ready frame, 114 volumes, 322
Receiver Ready primitive signal, 110, 120 RepliStor, 323-324
Recovery agent, 218 Report LUNs command, 46, 52, 134, 155, 156
Redirectors and buffering code, 63 Requestors, 164-165
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Requests
chaining, 76
splitting large read of write, 30
Reserve command, 46-47, 151, 155, 311
Reserve device control request, 312
Resident attributes, 202
Resources, 9
accessing server-controlled, 62
protection for shared, 12
Restores
APIs, 139-140
efficiency, 172
image-level backup, 144
LAN-free backups, 152
NDMP (Network Data Management Protocol), 169
reasons for, 138
reliability, 161
snapshot writers, 164
RIS (Remote Installation Services) and SIS (Single
Instance Storage), 227-230, 347
Root, 31-32
Root directory, 198
Root driver, 31-32
Root-enumerated drivers, 32
Routers
Fibre Channel SANs, 129
LUN masking, 133
RPCSEC_GSS (Generic Security Services) API, 85
RSCN (Registered State Change Notification),
103-104
RSM (Removable Storage Manager), 265, 349
backups, 157
database, 268
media pools, 350
RSS engine as client, 263
RSS (Remote Storage Services), 260, 348-349
accessing migrated file, 262-263
architecture, 262
checking free disk space, 261
clustering support, 264
database on system volume, 264
disk management component, 264
file migration, 261
fixed volumes, 264
Indexing Service, 264
limitations, 264
managed volumes, 260
management interface, 264
migrated files, 262
migration only for unnamed data stream, 264
normal files, 261
premigrated files, 261-262
premigration, 261
reparse points, 264
submitting jobs, 261
user interface, 264

Windows Explorer component RSS, 263
Windows NT backup, 261

RSS file system agent, 263

RSS filter driver, 262-263

Run lists, 202-203, 208

Running disparity, 108

SAK (Server Appliance Kit), 87-88, 167-168
SAN application enabling, 360-361
SAN boot, 375
SAN file systems, 98, 230
asymmetric approach, 236-237
centralized metadata server, 237-238
client operating system and file systems differences,
235
commercially available, 237-238
concurrent access, 234-235
configuration deliberately or inadvertently changed,
234
deadlock detection, 234
demands on management overhead of data storage,
233
distributed lock manager, 234
file locks, 234
file system running on local disk, 232
files simultaneously shared, 231
filter driver, 237
high throughput, 233
highly available solution, 233
SAN locking, 235
scalability, 233
serialization, 234-235
sharing storage devices at block level, 232
software-based RAID, 234-235
storage consolidation, 233
symmetric approach, 235
technical challenges, 234-237
SAN-aware volume management, 360
SANergy, 237
SANS (storage area networks), 93, 230, 274
centralization and management of storage, 97
Fibre Channel based, 231
IP storage based, 231
LAN-free backups, 150
legacy device support, 97
scalability, 96
secure configuration changes, 259
security, 258-259
segregation of storage, 97
storage greater distances from hosts, 98
support for more devices, 97
SAP, 163
SBCCS (Single-Byte Command Code Sets), 119
Scalability
Fibre Channel, 96
IP networks, 275
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Scalability (cont.) number on bus, 44
SAN file system, 233 SCSI commands, 51
SANs, 96 target, 46
Scatter/gather lists, 52, 54, 353-354 uniquely identifying, 17
SCSI SCSI driver, 33
LUN identifier, 51 SCSI drives, 49, 176
SCSI (Small Computer System Interface), 94, 119 SCSI miniport driver, 375
1394 architecture, 43—-44 SCSI miniports, 121, 245
backward compatibility, 95 SCSI pass-through interface, 47, 156
cable length, 95 SCSI-1 standard, 44
CDB (command data block), 352 SCSI-2 standard, 132
characteristics, 44-46 SCSI-3 devices, 44, 52-53, 353
commands, 46-48 SCSI-3 standard, 44, 47, 51
Copy command, 152 SCSIPort driver, 29, 32-34, 40-41, 52, 54, 56, 121,
deficiencies, 94-95 306-307, 352, 375
device control and querying device capability com- device-specific miniport driver, 52-53
mand, 311 Fibre Channel devices, 135-136
encapsulation, 276-277 single threading model, 52, 353
Extended Copy command, 47, 129 SCSIPort miniport drivers, 352
FUA (Force Unit Access) flag, 364 SCSIPort miniports, 54
functions, 44—46 SCSIPort port driver, 310
maximum data transfer rate, 95 SDK (software development kit), 16
maximum number of devices, 95 $Secure file, 199, 205
Multipath architecture, 308 Secure RPC (remote procedure call) session, 76
parallel architectures, 43-44 SecurePath, 314-315
Receive Copy Results command, 47 Security
Release command, 46-47 CIFS, 73-75
Report LUNs command, 46 EFS (encrypting file system), 218-221
reservations, 47 file-level backups, 145
Reserve command, 46-47 image-level backups, 145
SCSI-1 standard, 44 NFS (Network File System), 82
SCSI-3 standard, 44 NFSv4, 85-86
serial architectures, 43—-44 NTFS, 205, 218
SSA (Serial Storage Architecture), 43-44 SAN, 258-259
standards, 43—44 share-level, 74
tape devices, 150, 154 user-level, 73-74
terminology, 46-48 Security blobs, 75-76
SCSI (storage) adapter, 32 Security Reference Monitor, 8-9
SCST application protocol, 277 Security subsystem, 9
SCSI bus, 51 Selective Storage Presentation, 133
enumerating devices, 307 Self-describing disks, 182
maximum length, 44-45 Semaphores, 7, 234
SCSI CDBs (command data blocks), 311 Sequences, 113
SCSI commands, 51, 276 Serialization, 234-235
SCSI controllers, 46 Server 1/0 controller, 49
SCSI devices, 51, 120 Server-free backups, 129, 152-156
backward compatibility, 45 Server-free restore, 152
capabilities, 353 Serverless backup, 152
daisy-chain connections, 45 Servers
distance from HBA (host bus adapter), 44 authenticating, 75, 86
file handle for, 47 block-level access, 274
identifiers, 45, 51 1/0 controller card, 50
initiator, 46 server I/0 controller, 49
iSNS (Internet Storage Name Service), 285 storage devices, 49
multi-LUN support, 303 tape devices connected to, 151
multiple compatibility, 45 Services, 8-9, 117
multiple SCSI modes, 45 SetFileValidData API, 217
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Setup, Windows 2000 improvements, 336 managing, 163, 357
SFF (small form factor) adapters, 123 mounting in different namespace, 166
Shadow copy requestors, 356 read-only, 166
Shadow copy writers, 356 releasing storage volume, 357
Share-level security, 74 requesting creation of, 164
Shares containing cachable files, 335 successful completion, 167
SID (security identifier), 211, 338, 341 time out, 166
Side store, 141-142 Windows-powered NAS devices, 167-168
Signals, encoding and decoding, 108 writers, 163-164
Single-mode cable, 122 SNIA (Storage Networking Industry Association), 68,
SIS (Single Instance Storage), 227-230 90, 120, 152, 253, 366
common store, 228-230 CIFS speciﬁcation, 70
copy-on-close, 229 CIM model, 368
protected store, 228 DMTF Common Information Model, 368
reparse point filter driver, 376 generic HBA API DLL, 367
RIS (Remote Installation Services) filter driver, 39 HBA API support, 366-367
SIS candidates, 228 Security Working Group, 258
sparse files, 347-348 SMI (Storage Management Initiative), 269-270
SIS Common Store folder, 229 SNMP (Simple Network Management Protocol), 242
SIS driver, 229 SNS (Simple Name Server), 102-104
SIS file, 228 SOF (start of frame) frame delimiter, 109
SIS file system filter driver, 228 Soft links, 221
SIS Groveler, 229 Soft partitions, 178, 183
SIS link file, 229 Soft volume, 190
SIS links, 227, 229-230 Soft zoning, 131
SIS reparse point tag, 228 Software RAID
SIS_COPYFILE IOCTL function, 228 advantages, 296-297
SIS MERGE_FILES IOCTL function, 229 basic disks, 180
SLP (Service Location Protocol), 270 file-relative I/O to volume- or partition-relative I/O
SMART (Self-Monitoring Analysis and Reporting mapping, 234
Technology), 48-49 SAN file system, 234-235
SMB (Server Message Block), 66, 67-82, 69-70 shortcomings, 206-297
command field, 70-73 volume-relative block I/O to physical disk-relative
digital signature, 74-75 block I/O mapping, 234
Flags field, 73 Software support, 10
Flags2 field, 73 Spanned volume, 179
Open Group standard, 70 Sparse files, 205-207, 340
overall structure, 70-72 replacing duplicate files, 347-348
Pad/Signature field, 73 user-controlled attribute, 341
Windows NT 4.0, 330 Sparse image backups, 144
SMB file servers, 69 Special characters, 108
SMB_NEGOTIATE_PROTOCOL SMB, 74, 75 Spinlocks, 234
SMI (Storage Management Initiative), 269-270 SRB (SCSI request block), 30, 40
SMTP, 88 SSA (Serial Storage Architecture), 43-44, 95
Snapshot providers, 162, 165-166, 356 St. Bernard Open File Manager, 159
Snapshots, 157-160, 355, 361 St. Bernard Software, 142
abandoning, 167 StartIO (startup routine), 21
allocating storage, 357 Start_Stop_Unit command, 311
applications, 160-161 State information, 4
backups, 143, 357 Storage, 59-60
consistency, 172 Storage application 1/0, 39-41
coordinating activities for components, 165 Storage area networks, 96
creation of, 356-357 Storage controllers, 133
defining point in time triggered, 162 Storage device I/O stack, 188-190
deleting, 163 Storage devices
inconsistent, 163-164 block-level access, 274
locating storage needed to create, 166 information needed to access, 306
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information required to use, 306
listing available, 104
multiple servers accessing, 231
registration and discovery services, 285286
servers, 49
Windows NT device tree for, 31-33
Storage driver stack, 28
Storage drivers
bus drivers, 29
class drivers, 29-31
port drivers, 29
types, 27-39
Storage features, 329
post-Windows Server 2003, 370-374
Windows 2000, 331-351
Windows NT 4.0, 330-331
Windows Server 2003, 352-370
Storage hardware, 247
Storage management, 241, 275
automating, 252-253
CIM (Common Information Model), 242
HBA API, 253-257
hierarchical, 260-269
management command-line utilities, 258
SNMP (Simple Network Management Protocol),
242
storage virtualization, 246249
WBEM (Web-Based Enterprise Management), 242
WMI (Windows Management Instrumentation),
243-246
Storage networks, 248, 274
Storage resources reassignment, 230
Storage routers, 129
Storage security and iSNS servers, 286
Storage stack, reducing layers, 375-376
Storage subsystem
with I/0 controller, 51
requirements, 241
Storage units, improved accessibility, 331-332
Storage virtualization, 246
disk virtualization service, 250-252
fabric virtualization service, 252-253
host server, 246-247
in-band virtualization, 248
Microsoft implementation, 249-253
out-of-band virtualization, 248-249
storage hardware, 247
storage network, 248
volume managers, 247
Storage volume and RAID, 357
Storage Works, 133
Store and sort, 120
StorNext, 237
Storport miniport, 245
Storport miniport driver, 375

Storport port driver, 29, 306-307, 310, 375
backward compatibility, 53-55, 354-355
better communications with miniport drivers, 54
Fibre Channel devices, 135-136
full duplex I/0, 354
full duplex model, 54
ghost devices, 55
high-end storage vendors, 354
manageability interface for high-end storage

devices, 55
minimizing calls from miniport, 54
optimizing interface between port and miniport,
354
queue management, 354
removing ghost device requirement, 355
requirements of high-end storage vendors, 55
sophisticated error management, 54
synchronization issues, 54
tiered hierarchy of resets, 354-355
Windows Server 2003, 121

Storport provider, 252

Stream renaming, 213

Striping, 117, 296
dedicated parity, 299
dedicated parity arrays, 302
distributed parity, 300
ECC (error correction code) information, 299
mirrored arrays, 302
nondedicated or distributed parity arrays, 303

Subnets, 290, 292

Subsystems, enabling, 7

SWAN (storage wide area network), 276

Swap file, 11

Switched-fabric network, 288

Switched-fabric topology, 102-105

Switches
associating device with port on, 259
authorization to join fabric, 259
InfiniBand, 290
transmission rates, 126
zoning, 130-131

Symmetric cryptography, 85-86

Synchronization
conflicts, 335
open files, 323

Synchronization services, 162

Synchronous 1/0, 12-13

Synchronous replication, 320-321

System, modifying behavior, 37-39

System code, protecting from user processes, 4

System disks and replication, 324

System failures, recovering from, 198, 204

System File Protection, 351

System files, protecting, 351

System partition, 180-181

System pools, 268-269, 350
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System shutdown notification routine, 22 UNC (Universal Naming Convention), 64-65
System volume changes, 338 Unexpected conditions, recovering from, 198
Systems management applications, 243 Unidirectional connection-oriented service, 116
UNIX
T10 Technical Committee Web site, 43 file handles, 82
Tags, 343-344 file system block size, 200
Tape devices, 148 hosts, 129-130
connected to server, 151 inode, 82
SCSI, 150, 154 UNIX clients
server-free backups, 154 NFS (Network File System), 82
sharing, 151 Windows NT 4.0, 330
transfer rates, 139 Unload routine, 22
zoning, 150 Unlocking files, 77
Tape service, 170 Unlocking memory, 11
Tape virtualization, 249 Unrecognized pools, 269, 350
Tapes $UpCase file, 199
backups, 137 Upper filter drivers, 38
duplication of data, 149 Upper-level filter drivers, 34
storing multiple, 148 Upper-level protocols, mapping to Fibre Channel, 119
Targets USB drives, 176
LUN (logical unit number), 332 User accounts
sole access to, 46 operating systems, 235
TCA (target channel adapter), 290 SID (security identifier), 338
TCO (total cost of ownership), 246 User disk space quotas, 209-210
TCP User mode, 2—4, 67
data movement and checksum generation, 287 APCs (asynchronous procedure calls), 24-25
encapsulation, 276-277 graphical subsystem, 15
NFS (Network File System), 83 Plug and Play components, 10
NFSv4, 84 threads, 5
offload solutions, 286-287 WMI (Windows Management Instrumentation), 243
segmentation, 287 User mode agent, 67
TCP/IP (Transmission Control Protocol/Internet Pro- User processes, 3—4
tocol), 62-63, 69 user32.dll file, 15
efficient implementation, 286 User-defined metadata, 210-211
FCIP (Fibre Channel over IP), 282 User-level security, 73-74
iFCP, 285 Users, appropriate access to objects, 8
TCP/IP stack, offloading to hardware, 286-287 USN (update sequence number), 211
TDI (Transport Driver Interface), 63 USN journal, 211-212
TDI (Transport Driver Interface) library, 322 $Usn]rnl file, 199, 212
Third-party copy, 152 UTF-8, 85
Third-party reserve, 47
Thread objects, 5 VBS (volume boot sector), 179
Threads, 4-5, 7-9 VCN (virtual cluster number), 200, 202, 206
Timers, 7 VDS (virtual disk service), 357-358
Timestamps and operating systems, 235 VDS providers, 357
Tivoli, 237 Vendor-written minidriver, 359
TLS (Transport Layer Security), 270 VERITAS, 155
Transactional log file metadata, 198, 204 VERITAS LVM (Logical Volume Manager), 183-186
Translator service, 170 VERITAS Storage Replicator, 322
Transmission words, 108 VERITAS Volume Manager, 34, 182, 322
Trunking, 117 VERITAS Volume Replicator, 322
Vinca Open File Manager, 159
UDF (Universal Disk Format) file system, 193, 337 Virtual disk service SDK, 251
UDFS file system driver, 14, 37 Virtual memory, 260
UDP (User Datagram Protocol), 83, 84 Virtual x86 mode, 2-3
Ultra DMA, 49 Virus-checking filter driver, 376
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Virus-checking software filter drivers, 39 mount points, 187, 226
Vixel, 126 mounting and dismounting, 187
VLANS (virtual LANs), 130 mounting and unmounting on the fly, 333
VMM (Virtual Memory Manager), 11, 13-14 name, 198
Volatile file handles, 85 on-disk structure, 337-338
volsnap.sys driver, 166 protecting boot code, 199
volsnap.sys filter driver, 160 quota limit information, 199
Volume copy creation, 356 replication, 322
$Volume file, 198 SAN-aware management, 360
Volume management layer, 34-36 scanning all files, 229
Volume managers, 34-36, 40, 183-192 SIS Common Store folder, 229
communicating with, 186 snapshot as single set, 163
concatenating multiple partitions, 183 sparse, 205-207
FtDisk Manager, 183-187 storage device I/O stack, 188-190
initializing, 189-190 storage management, 187-188
LDM (Logical Disk Manager), 183-187 timestamp, 198
LVM (Logical Volume Manager), 183-186 VxConlfig driver, 184
notifications of device creation, 186
storage virtualization, 183, 247 WAFL (Write Anywhere File Layout), 159
Volume mount points, 226, 346-347 WaitForMultipleObject method, 25
Volume shadow copy, 160 WaitForSingleObject method, 25
Volume shadow copy SDK, 160, 162 WBEM (Web-Based Enterprise Management), 242
Volume shadow copy service, 160-167, 172, 355-357 WDM (Windows Driver Model), 245
Volume shadows, 361 Web documents, reading and writing, 64
Volume snapshots WebDAV (Web Distributed Authoring and Version-
above file system, 158-159 ing), 64, 90, 365
backing up clone of volume, 158 WebNFS, 68
backups, 157-160 Win32 API, 15-16, 195
below file system, 160 Win32 subsystem, 15-16
cloning live data, 158 Window messaging APIs, 15
creation of, 157-160 Windowing APIs, 15
in file system, 159 Windows
mirrored by hardware, 158 HBA (host bus adapters), 120-121
single interface, 165 iSCSI, 293
Volumes, 34-36, 176-178, 183, 336 LUN masking, 136
appearing and disappearing dynamically, 184 modular form, 87
attributes supported on, 198 NAS, 87
basic disk device tree, 188-190 NAS devices, 87
bit representing disk cluster, 198 synchronization mechanisms, 234
clusters, 200 Windows 2000, 5
compressed files, 207-208 ACLs (access control lists), 211
compressing, 208 Backup utility, 156-157
converting RAID class, 333 basic disks, 179, 182
coordinated and consistent point-in-time copy, CDFS (CD-ROM File System), 337
160-167 CIFS mini-redirector, 63—64
corruption, 308 client performance optimizations, 334-335
date, 198 client-side caching, 66, 335
dynamic disk device tree, 190-192 compression, 208
dynamic disks, 180 converting from basic disks to dynamic disks,
dynamically shrinking and growing, 333 182-183
file systems, 177-178 defragmentation, 342
legacy, 333 Dfs, 334-335
limitation, 184 directory junction points, 347
management applications APIs, 333-334 disk management features, 333-334
MFTzone, 196-197 dynamic addition and removal of storage targets, 332
mirroring MFT entries, 198 dynamic disks, 180-183, 332-333
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EFS (encrypting file system), 218-221, 351
Fibre Channel adapters, 121
file recalls, 263
File Replication Service, 334
file system content indexing, 336
file system improvements, 337
FRS (File Replication Service), 336
improved storage unit accessibility, 331-332
Indexing Service, 336
iSCSI, 280
Kerberos, 76
kernel mode components, 333
link tracking, 213-214, 339-340
list of files on per-user basis, 341
loading filter drivers, 38
Mount Manager, 186-188
mounting volumes, 346
multipath failover and load balancing, 306-312
multipath I/O, 359
native property sets, 210-211, 338
new volume and disk management, 332-334
NTES improvements, 337-342
NTFS log file, 205
object identifier, 214
object IDs, 340
offline folders, 335
Partition Manager, 186
reparse points, 342—-349
RSM (Removable Storage Management), 349-350
security information, 205
setup improvements, 336
SID (security identifier), 211
SIS (Single Instance Storage), 347-348
sparse files, 340-341
storage features, 331-351
system file protection, 351
volume management, 184
volume managers, 34
volume mount points, 346-347
Windows 2000 Advanced Server, 11
Windows 2000 companion tool, 226
Windows 2000 Resource Kit, 226, 347
Windows 2000 RSM (Removable Storage Manage-
ment), 265-269
Windows 2000 Server
Indexing Service, 214-215
RSS (Remote Storage Services) module, 260-264
share-level security, 74
Windows 2000 servers and Co-StandbyServer, 325
Windows 2003
driver infrastructure improvements, 366
HBA API support, 366-369
Windows backup, 348
Windows DDK (Driver Development Kit), 143, 245
Windows device driver-related data structures, 16
Windows device drivers structure, 21-25

Windows IFS (Installable File System) Kit, 143
Windows NT, 364

architecture, 27

backup and RSS (Remote Storage Services)

module, 261

boot partition, 180-181

Cache Manager, 363

clustering solution, 324

Fibre Channel adapters, 121

graphical subsystem, 15

HAL (hardware abstraction layer), 2, 6-7

hardware-dependent code, 6

hosts, 129-130

1/0 stack, 237

/O subsystem, 12-15, 167

iSCST implementation, 279-281

kernel mode, 34, 5-12

LUN masking, 134

network 1/0 stack, 62—-67

ownership of LUNSs, 332

processes, 4

processors, 2

protected mode, 24

RAID implementation, 304-305

real mode, 2

SCSI pass-through interface, 47, 156

system partition, 180-181

user mode, 3—4

Win32 subsystem, 15-16

Windows NT Executive, 7

Windows NT kernel, 7
Windows NT 3.X, 5
Windows NT 4.0, 5

ACLs (access control lists), 211

CIFS, 330

defragmentation APIs, 217, 330

DFS (distributed file system), 330-331

as file-and-print server, 330

improved storage unit accessibility, 330

Large LUNSs, 330

Macintosh clients, 330

memory, 11

NetWare clients, 330

NFS, 330

NTFS log file, 205

security descriptor, 205

Service Pack 5, 330

SMB, 330

spanned volume, 179

storage features, 330-331

system reboot, 331

UNIX clients, 330

virtual x86 mode, 2-3
Windows NT Cache Manager, 63
Windows NT device tree for storage devices, 31-33
Windows NT devices multipath solution, 308-311
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Windows NT Executive, 27, 32
Cache Manager, 11-12
driver objects, 16-17
enabling, 7
Object Manager, 8-9
Plug and Play subsystem, 9-10
Power Manager, 10
Process Manager, 9
Security Reference Monitor, 9
threads created for, 8
VMM (Virtual Memory Manager), 11
Windows NT IFS (Installable File System) Kit, 14, 38
Windows NT kernel, 7
Windows NT Lite, 252
Windows NT Macintosh server, 339
Windows NT SCSI pass-through (IOCTL) interface,
156
Windows NT servers, 155-156
Windows NT SFU (Services for UNIX), 64
Windows NT-style ACLs, 85
Windows Scripting Host, 244
Windows Server 2003, 5
application-level restores, 146
Automated System Recovery, 365
backup utility, 157
basic disks, 179, 182
boot improvements, 363
caching behavior improvements, 363-364
CHKDSK improvements, 363
CIFS mini-redirector, 63-64
command-line tools, 360
converting basic disks to dynamic disks, 182-183
defragmentation improvements, 361-362
Dfs improvements, 365
EFS (encrypting file system) improvements, 362
GPT (GUID partition table) disks, 369-370
hard links, 221
iSCSI, 280
mini IDE driver model, 49
Mount Manager, 186-188
multipath failover and load balancing, 306-312
multipath /0, 359
NTFS improvements, 361
Partition Manager, 186
RSS (Remote Storage Services), 362-363
SAN application enabling, 360-361
SAN-aware volume management, 360
soft links, 221
storage features, 352-370
Storport driver model, 121, 352-355
Storport port driver, 53-56
system reliability, 365
use of encrypted file by multiple users, 221
VDS (virtual disk service), 357-358
volsnap.sys driver, 166
volume managers, 34

volume shadow copy service, 160-167, 355-357
WebDAV Redirector, 365
write-through requests, 364
Windows Server platform, 2
Windows servers, 155-156, 158-159
Windows XP, 5
application-level restores, 146
basic disks, 364
basic disks as legacy devices, 179
boot improvements, 363
CIFS mini-redirector, 63—64
dynamic disks, 364
iSCSI, 280
Mount Manager, 186-188
Partition Manager, 186
volsnap.sys driver, 166
volume managers, 34
volume shadow copy service, 158, 160-167
Windows-powered NAS devices and snapshots,
167-168
WinINet APIs, 65
WinPE, 252
WMI (Windows Management Instrumentation), 256,
311, 367-368, 374
application management, 246
communication between discovery DLL and iSCSI
initiator, 280
hardware and software vendors differentiating
products, 245
implementing, 245
kernel mode, 243
management interface, 55-56
storage management, 246
user mode, 243
WMI application layer, 243
WMI provider layer, 244-245
WMI service layer, 243-244
WMI application layer, 243
WMI applications, 243
WMI IRP functionality, 256
WMI managed objects, 244
WMI providers, 244-245
WMI repository, 256
WMI scripting interface, 244
WMI SDK, 244
WMI service, 243-244
WMI service layer, 243-244
WOQL (WMI Query Language), 245
WriteAndClose request, 76
WriteFile API, 222, 343
Writers, 163-165
WWN (World Wide Name), 93, 119, 131

Zoning, 130-131, 259
iSNS (Internet Storage Name Service), 285
tape devices, 150
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