
Symbols

& operator, 774

@ operator, 40

A

abstraction layers, 181

Add/Edit Application Extension
Mapping dialog, 809

addresses
IP addresses, 274
MAC (message address code), 280

administration pages, ecommerce 
system, 787

aggregate functions (SQL queries), 238

ALTER TABLE statement, 244

American National Standards Institute
(ANSI), 192

anonymous comments, blogging 
systems, allowing, 741

ANSI (American National Standards
Institute), 192

Apache web servers
configuring, 812
installing

Mac OS X 10.3, 796
UNIX, 791-794

APIs (Application Programming
Interfaces), 179

Application Configuration dialog, 809

application errors, user errors, 
compared, 650-653

Application Programming Interfaces
(APIs), 179

applications, web applications, 282
backend, 289
business logic, 285-289
designing, 282-291
layout, 283-284
n-tier architectures, 289-290
performance issues, 290-291
scalability, 291
user interfaces, 284-285
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appointment management system 
(sample web application), 671-672, 
697-701

AppointmentManager class, 682-686
appointments, handling, 702-703
database, 676-678
date/time handling, 687-690
file listing, 680-681
forms, processing, 690-691, 695, 697
installing, 673
multiuser system, converting to, 703
running, 673
structuring, 673-681
user interface, 678-680
views, changing, 702

AppointmentManager class, 682-686

arithmetic operators, 34

array operators, 38-39

arrays, 21-22, 78, 113-117
adding data to, 115-117
associative arrays, 113
combining, 131
converting to, 28
cookies, 387-388
creating, 114-115
dollar sign_SERVER array, 162

DOCUMENT_ROOT field, 164-165
HTTP_USER_AGENT field, 165
PHP_SELF field, 163
REMOTE_ADDR field, 166
REQUEST_METHOD field, 164
REQUEST_TIME field, 164
SERVER_NAME field, 163
SERVER_PROTOCOL field, 163
SERVER_SOFTWARE field, 163

ecommerce system, 774
elements

accessing, 117-119
counting, 120
deleting, 119

internal cursors, 122

intersecting, 131
iteration, 120

array_walk() method, 124-125
for loop, 121-122
foreach loops, 120-121
internal loop counters, 122-124

merging, 130-131
multi-dimensional arrays, 125-126
sorting, 127-130

by key, 130
reverse sorting, 130

values, finding, 132

array_combine( ) function, 131

array_intersect( ) function, 131

array_merge( ) function, 130-131

array_search( ) function, 132

array_walk( ) method, 124-125

ASCII, 134

ASP tags, 6

assignment statements, 33-34

associative arrays, 113

asymmetric encryption, 280

attacks
DoS (denial of service) attacks, 324-325
malicious code injection, 325
web applications, 323-327

attributes
DOM (Document Object Model), 504
XHTML, 512-513
XML, 486

authentication
database servers, 194
logins, database configuration for, 

419-420
users, 412

creating, 420-430
deleting, 443-444
HTTP, 412-417
implementation, 419-444
logging in, 430-437
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logging out, 442-443
Microsoft Windows, 417-418
planning for, 409-412

auto-decrement operators, 39

auto-increment operators, 39

auto-incrementing fields, 819

autoload( ) function, 110-111

AVG( ) function, 240

B

backends, web applications, 
designing, 289

bad_function( ) function, 372

bandwidth, web applications, 
considerations, 299

BDB storage engine, 206

binary arithmetic operators, implicit
type converions, 24

binary columns, databases, 820

binary data, databases, 188

binary flags, 189

binary strings, 520

binding, WSDL (Web Services
Description Language), 581-582

bit fields, 189

bitwise operators, 37-38

blocks of code, 8

blogging engine (sample web 
application), 705-707, 741

comments
anonymous comments, 741
hierarchical comments, 741-742
managing, 732-734, 737-738

database, 710-712
entries, managing, 732, 734, 737-738
file listing, 713, 715
installing, 707-708
page layout, 708-710

running, 707-708
structuring, 708-713, 715
transactions, 742
user interface, 712-713

generating, 715-719
user listings, 741
users

managing, 719-725
tracking, 726-731

Booleans, 15-16
converting to, 27-28
implicit type converions, 24

bound parameters, queries, 263-264

bound results, queries, 264

boundaries, strings, 472-473

browsing directories, 527-528

buffering output, 461-464

buffers, 461
binary buffers, 520

bugs, code, 357-358
controlling, 637
debugging, 377-380

bulk data insertion, databases, 
213-215, 820

business logic, web applications, 
designing, 285-289

C

cache expiration, 398

calling functions, 51-52

CAs (certificate authorities), 345

cascading deletes, tables, 207, 209

Cascading Style Sheets (CSS), 300-302
embedding, 302

case manipulation, strings, 149-150

case-sensitivity, PHP functions, 51

certificates, obtaining, 345
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CGI (Common Gateway Interface) 
version (PHP), 803

character classes, strings, 471-472

character encoding conversions, 
strings, 150

character sets, 134-139
ASCII, 134
database servers, setting, 252
databases, 188
Far Eastern character sets, 135
HTML forms, 161-162
ISO 8859 character sets, 134-135
specifying, 237
Unicode, 135-136

configuring for, 140-141

check ins, handling, 630

checkout, ecommerce system, 749-750
implementing, 767-769

children nodes, XML, 486

classes
AppointmentManager class, 682-686
directories, browsing, 527
exception classes, creating, 659-660
methods, reimplementing, 97-98
PFC (PEAR foundation classes), 604

classes (OOP), 81
constants, 91-92
extending existing, 95-96
hierarchies, 99-100, 103
inheritance

exposing, 104-107
preventing, 103-104

polymorphism, 98-100, 103-107
properties, 81
static data, adding, 91-95
static member variables, 93-94
static methods, 94-95

clean computers, 639

client forms
date/time, 557-558
file uploads, 535-537, 544

clients, locales, learning of, 448-450

cloning objects, 107-108

closing files, 518

closing tags, XML, 486

Codd, Edgar F., 192

code
blocks of code, 8
debugging, 377-380
errors

displaying, 359
exceptions, 367-376
external errors, 358-359
ignoring, 362
logging, 365-366
managing, 359-367
PHP generation, 360-361
reasons for, 355-359
script termination, 362-363
syntax errors, 356-358

exceptions
extending, 374-376
structured exception handling, 369
throwing, 369-370
unhandled exceptions, 373-374

files
naming, 67-69
organizing into, 65, 67
placement, 67-69
script inclusion, 69-76

instrumenting, 377-379
web applications

content, 334-335
deployment, 638-640
organization, 334
securing, 327-337
source code control, 624-631
stability, 336
standards, 617-624
testing, 631-637

code libraries, user interfaces, web
applications, 305, 308
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code pages (ISO 8859 character sets), 
134-135

code reuse (PHP)
files, 65-76
functions, 49-65

collations, 188

columns
binary columns, 820
date/time columns, creating, 819
large text columns, 820
tables, joining, 221-223

combining arrays, 131

commands, PEAR (PHP extension and
application repository), 607-611

comments, blogging system
anonymous comments, 741
hierarchical comments, 741-742
managing, 732-734, 737-738

comments (PHP), 8-9

commercially hosted web applications,
security, 344

Common Gateway Interface (CGI) 
version (PHP), 803

common interfaces, databases, 181

comparing
objects, 107
strings, 146-148

comparison operators, 35-36

concatenation, strings, 821

configuration
Apache web servers, 812
database servers, logins, 419-420
IIS (Internet Information Services), 813
MySQL, 813
PEAR (PHP extension and application

repository), 604-607, 612-613
PHP, 814-815

file uploads, 534-535
session management, 646-647

settings, 667-668
Web Services, 589

web applications, security, 341-344

connections
database servers, 249-252

managing, 660-666
persistent connections, database 

interfaces, 268
web applications, 313-316

constants, 30
by reference, 31
by value, 30-31
classes, 91-92

constructors, objects, 86-87

control structures
do-while loop, 44-45
for loops, 45
foreach loops, 46
if statements, 42
interrupting loops, 46
switch statement, 43
while loop, 44-45

conversions, variables, 24
array converions, 28
Boolean converions, 27-28
explicit type converions, 24-25
floating-point converions, 26-27
functions, 28-29
implicit type converions, 24
integer converions, 25-26
object converions, 28
string converions, 27

cookies, 381, 385-386
arrays, 387-388
content, 388-389
deleting, 387
session cookies, 389-392

configuring for, 392-393
data stores, 394-397
destroying, 399-400
page caching, 397-399
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security, 405-408
session IDs, 393-394
storing, 400-405

validity, controlling, 386-387
values

accessing, 382-385
setting, 382

COUNT( ) function, 238

Cross Site Scripting (XSS) attacks, 325

CSS (Cascading Style Sheets), 300-302
embedding, 302

currencies, formatting, 455, 457-458

currency data, databases, 187

currency_format: A Function for
Formatting Monetary Data listing
(21.1), 455

current directories, changing, 528

current locales, learning about, 453

cursors, arrays, 122

D

daemons, 275

Dat package (PEAR), 613-616

data retrieval, database servers, 
252-253, 255

data types. See also classes (OOP)
arrays, 21-22, 113-117

adding data to, 115-117
associative arrays, 113
combining, 131
creating, 114-115
element access, 117-119
element counts, 120
element deletion, 119
intersecting, 131
iteration, 120-125
merging, 130-131
multi-dimensional arrays, 125-126
sorting, 127-130
values searches, 132

converting, 24
array conversions, 28
Boolean conversions, 27-28
explicit type conversions, 24-25
floating-point number conversions, 

26-27
functions, 28-29
implicit type conversions, 24
integer conversions, 25-26
object conversions, 28
string conversions, 27

databases, 186-189
entry, 215-216

entering, PHP, 10-16
hinting, 109-110
mixed types, sorting, 129
NULL, 23
objects, 22-23
PHP

Booleans, 15-16
numbers, 10-12
strings, 12-15

resources, 23
SQL data types, 199-203
strings, 133-134

case manipulation, 149-150
character encoding conversions, 150
character sets, 134-139
cleaning up, 143-144
comparing, 146-148
extraction, 148
length information, 142-143
searching, 144-146
sorting, 128-129
Unicode, 140-141

data validation, regular expressions, 476
e-mail address matching, 478-479
postal code matching, 477-478
telephone number matching, 477
usernames, 476

database management systems
(DBMSs), 173-174

advantages of, 175-176
authentication, 194
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choosing, 179-180
common interfaces, 181
communicating with, 194
connecting to, 194
MySQL, 180
RDBMS, 177-178

MySQL, 177
Oracle Database, 178
PostgreSQL, 178

RDBMSs (relational database 
management systems), 175

advantages of, 176-177
SQL Server, 178

database normalization, 189

database servers, 176-178
authentication, 194
available databases, listing, 817
character sets, setting, 252
choosing, 179-180
common interfaces, 181
communicating with, 194
connecting to, 194, 249-252
data deletion, 257-259
data input, 257-259
data retrieval, 252-253, 255
data updates, 257-259
date/time, 572-574
dates, parsing, 573
installing

MySQL on Mac OS X, 801-802
MySQL on UNIX, 797
MySQL on Windows, 797-801

logins, configuring for, 419-420
MySQL, 177, 180

configuring, 813
Oracle Database, 178
PostgreSQL, 178
queries, executing, 252-262
SQL Server, 178
transactions, executing, 259
user input, validating, 255-257

users
creating, 420-430
deleting, 443-444
logging in, 430-437
logging out, 442-443

databases, 174-175
appointment management system, 

layout, 676-678
binary data, 188
blogging system, 710-712
bulk data insertion, 820
characters, 188
columns, 820
connections, managing, 660-666
creating, 193-196
currency data, 187
data

inputting, 183-184
organizing, 185-192

data types, 186-189
database normalization, 189
date/time columns, creating, 819
dates, 187
deleting, 209-210
denormalization, 191
ecommerce system, 752-756
expressions, combining, 235-236
fields, auto-incrementing fields, 819
indexes, 191-192
interfaces, 265

persistent connections, 268
procedural interfaces, 265-267

listing, database servers, 817
numeric data, 186-187
PHP scripts, using in, 247-268
primary keys, 185-186
queries, functions, 238-243
relational databases, 175
security, 346-348
sets, specifying, 237
SQL (Structured Query Language),

192-193
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strings, 188
tables

bulk data insertion, 213-215
cascading deletes, 207, 209
column joins, 221-223
creating, 199, 201-209
data deletion, 226
data input, 212-216
data modification, 225
data retrieval, 216-225
data sorts, 223-224
data type entry, 215-216
deleting, 209-210
describing, 818
foreign keys, 207, 209
indexes, 207
listing, 818
mathematical cross-product, 220
modifying, 244-245
organizing data into, 189-191
row fetches, 224-225
SQL data types, 199-203
storage engines, 206-207

time, 187
transactions, 229-233, 235

ACID (Atomicity, Consistency,
Isolation, Durability) rules, 231

isolation levels, 231
writing, 232

user information, storing in, 318-319
user permissions

deleting, 199
setting, 196-199

users
creating, 197-198
deleting, 199

UTF-8 input
connecting to, 819
creating to understand, 818

values, fetching, 237

date
client forms, 557-558
database servers, 556-557, 572-574

databases, 187
parsing, 573

formatting, 567-571
operating systems, 556
retrieving, 559-563
time, comparing, 564-567
timestamps, 558-559
validating, 563-564

date/time, appointment management
system, handling, 687-690

date/time columns, databases, 
creating, 819

date/time functions (SQL queries), 
241-242

date/time output, SQL, formatting, 822

DBMSs (database management 
systems), 173-174

advantages of, 175-176
authentication, 194
choosing, 179-180
common interfaces, 181
communicating with, 194
connecting to, 194
MySQL, 180
RDBMS, 177-178

MySQL, 177
Oracle Database, 178
PostgreSQL, 178

RDBMSs (relational database 
management systems), 175

advantages of, 176-177
SQL Server, 178

debugging code, 377-379
source code debuggers, 379-380

declarative languages, 192

defining functions, 50-51

deleting
cookies, 387
data, database servers, 257-259
directories, 528
files, 525
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sessions, 399-400
users, web applications, 443-444

demilitarized zones (DMZs), 326
setting up, 349

denial of service (DoS) attacks, 
324-325, 349

denormalization, databases, 191

descriptions, tables, viewing, 818

Design Patterns: Elements of Reusable
Object-Oriented Software, 644

designing web applications, 282-291
backend, 289
business logic, 285-289
layout, 283-284
n-tier architectures, 289-290
performance issues, 290-291
scalability, 291
user interfaces, 284-285, 296, 299

destructors, objects, 88

digital certificates (SSL), 281

directories, 525
browsing, 527-528
creating, 528
current directories, changing, 528
deleting, 528
path manipulation, 526-527

disaster planning, 351

displaying code errors, 359, 657

DMZs (demilitarized zones), 326
setting up, 349

DNS (Domain Name System), 275

do-while loop, 44-45

document elements (XML), 486

Document Object Model (DOM), 
497-498, 504-510

attributes, 504
configuring, 498
element hierarchy, 498-503
searches, 508

document roots, 3

Document Type Definitions (DTDs), 493

documents
XHTML, 512
XML documents

structure, 486-490
validating, 493-495

DOCUMENT_ROOT field (dollar
sign_SERVER array), 164-165

dollar sign_SERVER array, 162
DOCUMENT_ROOT field, 164-165
HTTP_USER_AGENT field, 165
PHP_SELF field, 163
REMOTE_ADDR field, 166
REQUEST_METHOD field, 164
REQUEST_TIME field, 164
SERVER_NAME field, 163
SERVER_PROTOCOL field, 163
SERVER_SOFTWARE field, 163

DOM (Document Object Model), 
497-498, 504-510

attributes, 504
configuring, 498
element hierarchy, 498-503
searches, 508

DoS (denial of service) attacks, 
324-325, 349

file uploads, 552

dot character, regular expressions, 473

double quoted strings, 13-14

downloading PEAR, 609-610

drivers, user interfaces, implementing,
309-310

DTDs (Document Type Definitions), 493

E

e-mail addresses, matching, 478-479

echo( ) function, 108-109
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833

Wandschneider_Index.qxd  9/1/05  10:11 AM  Page 833



ecommerce system (sample web 
application), 745-747

administration pages, 787
arrays, 774
checkout, 749-750, 767-769
database, 752-756
file listing, 758-760
installing, 747-748
orders

cancellations, 787
enetering, 750
submitting, 778-782

page layout, 750-752
payment processing, 786
post-ordering processing, 787
products, browsing, 761-762
products table, 749
running, 747-748
security, 786
shipping information skips, 787
shopping cart, 749

implementing, 763-766
structuring, 748-760
user interface, 756-758

elements
DOM (Document Object Model), 

hierarchy, 498-503
XHTML, 512-513
XML, 486

empty elements, XML, 486

encodings (Unicode), 136

encryption, 280
asymmetric encryption, 280
public key cryptography, 279-280
SSL (Secure Sockets Layer), 279-282
symmetric encryption, 280

entries, blogging system, managing, 
732-738

environment variables, servers, 167

ereg_replace( ) function, 479-481

errors
code

bugs, 357-358
debugging, 377-380
displaying, 359
exceptions, 367-376
external errors, 358-359
ignoring, 362
logging, 365-366
managing, 359-367
PHP generation, 360-361
reasons for, 355-359
script termination, 362-363
syntax errors, 356-357

web applications, handling, 650-660

escape sequences, 135

exceptions, 367-376
creating, 659-660
extending, 374-376
structured exception handling, 369
throwing, 369-370
unhandled exceptions, 373-374

execution quotes, web applications, 
336-337

executions, functions, stopping 
within, 52

explicit type conversions, 24-25

expression operators, implicit type 
converions, 24

expressions
combining, 40-41, 235-236
regular expressions, 467-468, 475-476

boundaries, 472-473
character classes, 471-472
data validation, 476-479
dot character, 473
functions, 479-482
group characters, 475
item replacements, 479-481
PCRE (Perl Compatible Regular

Expressions), 468
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POSIX, 468-470
quantifiers, 474
searches, 470-471
string splitting, 481-482

extending
classes, 95-96
exceptions, 374-376
objects, 95-100, 103-107

eXtensible Markup Language (XML),
483-485

attributes, 486
benefits of, 485
documents

structure, 486-488, 490
validating, 493-495

DOM, 504-510
(Document Object Model), 497-498
attributes, 504
configuring, 498
element hierarchy, 498-503
searches, 508

DTDs (Document Type 
Definitions), 493

elements, 486
HTML, compared, 484
namespaces, 491-493
PHP, 496-509
SAX (Simple API for XML), 496-497
schemas, 493
SOAP (Simple Object Access Protocol),

578-579
tags, 486
Web Services, 575-577, 587

configuring, 589
finding, 577
Google APIs, 594, 596-597, 599-602
HTTP (HyperText Transfer 

Protocol), 586
selecting, 587-589
SoapClient class, 590-594
WSDL (Web Services Description

Language), 579-583, 586
XML-RPC, 587

XHTML, compared, 511-512
XML-RPC, 496
XPath, 496
XQuery, 496
XSD (XML Schema Definition), 494
XSL (eXtensible Stylesheet 

Language), 496
XSLT (XSL Transformations), 496

extensions (file), 3

external errors, code, 358-359

F

FAQ (Frequently Asked Question) lists,
web applications, 298

Far Eastern character sets, 135

fclose( ) function, 518

fetching table rows, 224-225

fields, dollar sign_SERVER array
DOCUMENT_ROOT, 164-165
HTTP_USER_AGENT, 165
PHP_SELF, 163
REMOTE_ADDR, 166
REQUEST_METHOD, 164
REQUEST_TIME, 164
SERVER_NAME, 163
SERVER_PROTOCOL, 163
SERVER_SOFTWARE, 163

fields, databases, auto-incrementing
fields, 819

file extensions, 3

file listings
appointment management system,

680-681
blogging system, 713, 715
ecommerce system, 758-760

file paths, servers, 162

file systems, web applications, 335

fileperms( ) function, 524
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files
access, security, 529-531
autoloading, 110-111
closing, 518
code, organizing into, 65-67
code files

naming, 67-69
placement, 67-69
script inclusion, 69-76

code reuse, 65-76
deleting, 525
opening, 515-518
permissions, 523-525
reading, 518-521
renaming, 525
uploading, 533-534, 543-545, 548, 

550-551
client forms, 535-537, 544
configuring for, 534-535
multiple files, 541-542
security, 552-553
server code, 537-538
size limiting, 540-541

web applications, including in, 302-304
writing to, 521-523

Filter Properties dialog, 807

firewalls, networks, 348

firstprogram.php, 4-5

floating-point numbers, 10-12
converting to, 26-27

flushing the buffers, 462

fopen( ) function, 515-518

for loops, 45
arrays, iteration, 121-122

foreach loops, 46
arrays, iteration, 120-121

foreign keys, databases, 207-209

forking, source trees, 630-631

formatting
date/time, 567-571

SQL, 822
output, 454, 458-461

currencies, 455-458
numbers, 455

forms (HTML), 151-154
appointment management system,

processing, 690-691, 695-697
character sets, 161-162
data access, 159-161
data submissions, 157-158
user logins, 430-437
users, redirecting, 168-170
web pages, adding to, 154-157

fread( ) function, 518-521

Frequently Asked Question (FAQ) lists,
web applications, 298

full logins, web applications, 317-318

functions, 16
array_combine( ), 131
array_intersect( ), 131
array_merge( ), 130-131
array_search( ), 132
autoload( ), 110-111
AVG( ), 240
bad_function( ), 372
calling, 51-52
case-sensitivity, 51
code reuse, 49-65
COUNT( ), 238
data type conversions, 28-29
database queries, 238-243
defining, 50-51
directories, browsing, 528
echo( ), 108-109
ereg_replace( ), 479-481
executions, stopping within, 52
fclose( ), 518
fileperms( ), 524
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fopen( ), 515-518
fread( ), 518-521
function_exists( ), 248
fwrite( ), 521-523
generate_languages( ), 450
getdate( ), 562
gettype( ), 29
gmmktime( ), 559
include( ), 69-76
INSTR( ), 240
is_readable( ), 524
is_type( ), 29
is_writeable( ), 524
localeconv( ), 453
LOWER( ), 240
ltrim( ), 144
MAX( ), 239
mb_strlen( ), 520
MIN( ), 239
mktime( ), 559
money_format( ), 455
MONTH( ), 242
nl2br( ), 16
Now( ), 241
number_format( ), 455
ob_clean( ), 463
ob_end_clean( ), 463
ob_end_flush( ), 462
ob_flush( ), 463
ob_get_content( ), 463
ob_get_length( ), 463
ob_start( ), 462
parameters, passing from, 52-57
phpinfo( ), 5
print( ), 108-109
print_r( ), 17
regular expressions, 479-482
require( ), 70-72
rtrim( ), 144
scope, 62-63
session_start( ), 390-392, 646

setcookie( ), 382-387
setlocale( ), 450, 454
settype( ), 29
split( ), 481-482
stored procedures, 238
strcasecmp( ), 148
strcmp( ), 146-148
strlen( ), 142-143, 520
strnatcmp( ), 148
strops( ), 144-146
strtotime( ), 561
strtoupper( ), 149-150
substrcmp( ), 148
SUBSTRING( ), 240
SUM( ), 239
time( ), 556, 559
trim( ), 143-144
unlink( ), 525
unset( ), 119
UPPER( ), 240
values, returning from, 57-58
variable scope, 59-62
variables, acting as, 64-65
var_dump( ), 17
var_export( ), 18
YEAR( ), 242

function_exists( ) function, 248

fwrite( ) function, 521-523

G

Gamma, Erich, 644

generate_languages( ) function, 450

getdate( ) function, 562

gettype( ) function, 29

global variables, 60-62

globalization, 448

gmmktime( ) function, 559

GMT (Greenwich mean time), 559
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Google APIs, XML Web Services, 
594-602

group characters, regular 
expressions, 475

guests, web applications, 316-317

H

hackers, 326-327

hardware security, 350

Helm, Richard, 644

help command (PEAR), 607

help systems, web applications, 298

heredoc syntax, strings, entering, 14-15

hierarchical comments, blogging 
systems, allowing, 741-742

hierarchies, classes, 99-100, 103

hinting, data types, 109-110

HTML (HyperText Markup)
PHP, mixing, 6-8
XHTML, converting to, 513-514
XML, compared, 484

HTML forms, 154
character sets, 161-162
data access, 159-161
data submissions, 157-158
users, redirecting, 168-170
web pages, adding to, 154-157

HtmlGenerator class, user interfaces,
generating, 305, 308

HTTP (Hypertext Transfer Protocol), 
274-278, 314, 586-587

authentication, 412-417

HTTP_USER_AGENT field (dollar
sign_SERVER array), 165

I

icons, labeling, 299

if statements, 42

IIS (Internet Information Services)
configuring, 813
installing, 794-796

imperative programming languages, 192

implicit type conversions, 24

include( ) function, 69-76

inclusion
autoloading, 110-111
library files, script, 69, 71-76

indexes, databases, 191-192
creating, 207

inheritance, classes
exposing, 104-107
preventing, 103-104

initializing objects, 86-88

inner joins, table columns, 221

InnoDB storage engine, 206

input filtering, web applications, 327-334

INSERT INTO statement, 212-213

installation
appointment management system, 673
blogging system, 707-708
database servers

MySQL on Mac OS X, 801-802
MySQL on UNIX, 797
MySQL on Windows, 797-801

ecommerce system, 747-748
PEAR (PHP extension and application

repository), 604-610
PHP, 803

installation types, 803
on Mac OS X, 810-812
on UNIX, 803-805
on Windows, 805-810
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web servers, 791
Apache on Mac OS X 10.3, 796
Apache on UNIX, 791-794
IIS on Microsoft Windows, 794-796

INSTR( ) function, 240

instrumenting code, 377-379

integers, values, converting from, 25-26

integers (int), 10-12

interfaces
appointment management system,

678-680
blogger system, generating, 715-719
blogging system, 712-713
databases, 265

persistent connections, 268
procedural interfaces, 265, 267

ecommerce system, 756, 758
web applications, 293-295

code libraries, 305, 308
CSS (Cascading Style Sheets), 300-302
designing, 284-285, 296, 299
driver implementation, 309-310
file inclusion, 302-304
frames, 299
help systems, 298
implementation, 299-305, 308-310
layout, 296
navigation options, 299
page sequences, 296-297
planning, 295-298
simplicity, 299
testing, 297-298
user bandwidth, 299
users, 295-296

internal loop counters, arrays, iteration,
122-124

interpreted scripting language, 3

interrupting loops, 46

intersecting arrays, 131

IP (Internet Protocol), 274

ISO 8859 character sets, 134-135

isolation levels, transactions, 231

is_readable( ) function, 524

is_type( ) function, 29

is_writeable( ) function, 524

iteration, arrays, 120
array_walk( ) method, 124-125
for loop, 121-122
foreach loops, 120-121
internal loop counters, 122-124

J-K

JMeter, 637

Johnson, Ralph, 644

keys
public keys, 279
sorting by, 130

known users, web applications, 316-317

L

labeling icons, 299

large text columns, databases, 820

layout, web applications, 283-284
user interfaces, 296

length, strings, viewing, 142-143

libraries, 78
drawbacks, 77-80

library files, script, inclusion, 69-76

lifetime (variables), 32

limiting file sizes, file uploads, 540-541

listing
available databases, database 

servers, 817
database tables, 818
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listings
3.1 (Source for printmessage.inc), 71
3.2 (Source for message.php), 71
3.3 (template_top.inc), 75
3.4 (template_bottom.inc), 75
3.4 (welcomepage.php), 75
4.1 (Our Class Hierarchy for Products),

101-102
7.1 (newcustomer.html), 152
7.2 (process_newcustomer.php), 152
7.3 (Viewing Information about your

Server), 166
21.1 (currency_format: A Function for

Formatting Monetary Data), 455

LOAD DATA statement, 214

load testing, web applications, 637

localeconv( ) function, 453

locales, 448
current locale, learning about, 453
users, learning of, 448-450
web applications, 448

setting, 450-453

localization, 448

logged-in user pages, updating, 437-438,
440-441

logging code error results, 365-366

logging out users, 442-443

logical operators, 36-37

logins
databases, configuring for, 419-420
users, web applications, 317-318, 

430-437

loops
counters, arrays, 122-124
do-while loop, 44-45
for loops, 45

array iteration, 121-122
foreach loops, 46

array iteration, 120-121

interrupting loops, 46
while loop, 44-45

LOWER( ) function, 240

ltrim( ) function, 144

M

MAC (message address code), 280

Macintosh
Apache web servers, installing on, 796
MySQL, installing on, 801-802
PHP, installing on, 810-812

malicious code injection, 325

malicious filenames, file uploads, 553

malicious users, 326-327

marking PHP code, 6

mathematical cross-product, tables, 220

MAX( ) function, 239

mbstring, 134, 248
enabling, 248
Unicode, configuring for, 140-141

mb_strlen( ) function, 520

member functions
array_walk( ), 124-125
implicit type converions, 24
OOP (object-oriented 

programming), 81
Overriding, preventing, 103-104
reimplementing, 97-98
static methods, 94-95

merging arrays, 130-131

message address code (MAC), 280

messages, WSDL (Web Services
Description Language), 580-581

methods
array_walk( ), 124-125
implicit type converions, 24
OOP (object-oriented 

programming), 81
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Overriding, preventing, 103-104
reimplementing, 97-98
static methods, 94-95

Microsoft Developer Network, 824

Microsoft Management Console, 806

Microsoft SQL Server, 178

Microsoft Windows
authentication schemas, 417-418
IIS (Internet Information Services),

installing on, 794-796
MySQL, installing on, 797-801
PHP, installing on, 805-810
web page locales, setting, 451-453

MIME (Multipurpose Internet Mail
Extensions), 279

MIN( ) function, 239

mixed data types, sorting, 129

mktime( ) function, 559

money_format( ) function, 455

MONTH( ) function, 242

multi-dimansional arrays, 125-126

multiple files, uploading, 541-542

MyISAM storage engine, 206

MySQL, 177
configuring, 813
database servers, connecting to, 

249-252
enabling, 248
installing

Mac OS X, 801-802
UNIX, 797
Windows, 797-801

PHP, interaction, 249-250
timestamps, 573-574
web applications, 282

backend, 289
business logic, 285-289
designing, 282-291
layout, 283-284

n-tier architectures, 289-290
performance issues, 290-291
scalability, 291
user interfaces, 284-285

MySQL Online Documentation, 823

mysqli
data retrieval, 252-255
enabling, 248
errors from, 260-262
prepared statements, 263-264
transactions, executing, 259
user input, validating, 255-256

N

n-tier architectures, web applications,
designing, 289-290

namespaces, XML, 491-493

naming code files, 67-69

NATs (network address translators), 275

NDB Cluster storage engine, 206

nesting PHP comments, 9

network address translators (NATs), 275

networks, security, 348-349

newcustomer.html listing (7.1), 152

nl2br( ) function, 16

nodes
DOM (Document Object Model), 

hierarchy, 498-503
XHTML, 512-513
XML, 486

Now( ) function, 241

NULL, 23

numbers
formatting, 455
in PHP, 10-12

number_format( ) function, 455

numeric data, databases, 186-187

numeric functions (SQL queries), 
238-240
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O

objects, 22-23
converting to, 28
web applications, single instance of,

643-646

objects (OOP), 81
cloning, 107-108
comparing, 107
constructors, 86-87
destructors, 88
extending, 95-100, 103-107
initializing, 86-88
PHP, 82-86
shallow copies, 108
visibility keywords, 88-90, 96

ob_clean( ) function, 463

ob_end_clean( ) function, 463

ob_end_flush( ) function, 462

ob_flush( ) function, 463

ob_get_content( ) function, 463

ob_get_length( ) function, 463

ob_start( ) function, 462

online resources, 823-824

OOP (object-oriented programming), 
77, 81

classes, 81
adding static data to, 91-95
constants, 91-92
extending existing, 95-96
hierarchies, 99-100, 103
inheritance, 104-107
inheritance prevention, 103-104
polymorphism, 98-100, 103-105, 107
properties, 81
static member variables, 93-94
static methods, 94-95

methods
override prevention, 103-104
reimplementing, 97-98

objects, 81
cloning, 107-108
comparing, 107
constructors, 86-87
destructors, 88
extending, 95-100, 103-107
initializing, 86-88
PHP, 82-86
visibility keywords, 88-90, 96

opening files, 515-518

opening tags, XML, 486

operating systems, security, 350

operators, 33
& operator, 774
@ operator, 40
arithmetic operators, 34
array operators, 38-39
assignment statements, 33-34
auto-decrement operators, 39
auto-increment operators, 39
bitwise operators, 37-38
comparison operators, 35-36
expressions, combining, 40-41
logical operators, 36-37
predecrement operators, 39
preincrement operators, 39
shell command executor, 40
string operators, 38

Oracle Database, 178
Documentation, 824

orders, ecommerce system
cancellations, 787
entering, 750
post-order processing, 787
submitting, 778-782

Our Class Hierarchy for Products 
listing (4.1), 101-102

outer joins, table columns, 222
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output
formatting, 454, 458-461

currencies, 455-458
numbers, 455

output buffering, 169, 447, 461-464

output buffering, 169, 447, 461-464

overriding methods, preventing, 103-104

P

packages, PEAR (PHP extension and
application repository)

Date package, 613-616
downloading, 609-610
installing, 609-610
listing, 608-609
uninstalling, 612
viewing, 610-611

page caching, sessions, 397-399

page layout
blogging system, 708-710
ecommerce system, 750-752

page sequences, web applications, user
interfaces, 296-297

page templating, inclusion, 75-76

pages, appointment management 
system, structuring, 673-681

parameters
functions, passing to, 52-57
variable numbers, 56

parent nodes, XML, 486

parity bits, 134

parsing dates, databases, 573

partial logins, web applications, 317-318

passwords, web applications, 319-320

paths, directories, manipulating, 526-527

payments, ecommerce system, 
processing, 786

PCRE (Perl Compatible Regular
Expressions), 468

PEAR (PHP Extension and Application
Repository), 603-604

commands, 607-611
configuring, 604-607, 612-613
installing, 604-607
packages

Date package, 613-616
downloading, 609-610
installing, 609-610
listing, 608-609
uninstalling, 612
viewing, 610-611

PECL (PHP Extension Community
Library), 604

PFC (PEAR foundation classes), 604
support community, 604

PECL (PHP Extension Community
Library), 604

performance issues, web applications,
290-291

performance testing, web applications,
635-637

Perl Compatible Regular Expressions
(PCRE), 468

permissions
databases, 346

deleting, 199
setting, 196-199

files, 523-525
objects, visibility keywords, 88-90, 96

persistent connections, database 
interfaces, 268

PFC (PEAR foundation classes), 604

PHP, 3, 18, 47
arrays, 113-117

adding data to, 115-117
associative arrays, 113
combining, 131
creating, 114-115
element access, 117-119
element counts, 120
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element deletion, 119
internal array cursors, 122
intersecting, 131
iteration, 120-125
merging, 130-131
multi-dimensional arrays, 125-126
sorting, 127-130
values searches, 132

autoloading, 110-111
binary strings, 520
classes

adding static data to, 91-95
constants, 91-92
static member variables, 93-94
static methods, 94-95

code
bugs, 357-358
debugging, 377-380
error generation, 360-361
error handling, 359-367
exceptions, 367-376
external errors, 358-359
instrumenting, 377-379
syntax errors, 356-357

code reuse
files, 65-76
functions, 49-65

comments, 8-9
configuration settings, 667

database settings, 668
error settings, 668
general settings, 667
multiple-byte string settings, 667

configuring, 814-815
constants, 30

by reference, 31
by value, 30-31

control structures
do-while loop, 44-45
for loops, 45
foreach loops, 46
if statements, 42

interrupting loops, 46
switch statement, 43
while loop, 44-45

data storing, 9-10
date/time, 556

client forms, 557-558
comparing, 564-567
database servers, 556-557
formatting, 567-571
operating systems, 556
retrieving, 559-563
validating, 563-564

directories
browsing, 527-528
changing, 528
creating, 528
deleting, 528
path manipulation, 526-527

document roots, 3
errors, reasons for, 355-359
file extensions, 3
file uploads, 543-545, 548-551

client forms, 535-537, 544
configuring for, 534-535
multiple files, 541-542
security, 552-553
server code, 537-538
size limiting, 540-541

files
closing, 518
deleting, 525
opening, 515-518
permissions, 523-525
reading, 518-521
renaming, 525
security, 529-531
writing to, 521-523

forms (HTML), 151-154
adding to web page, 154-157
character sets, 161-162
data access, 159-161
data submissions, 157-158
user redirection, 168-170
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functions, 16
calling, 51-52
case-sensitivity, 51
defining, 50-51
nl2br( ), 16
parameter passing, 52-57
print_r( ), 17
scope, 62-63
value returns, 57-58
variable actions, 64-65
variable scope, 59-62
var_dump( ), 17
var_export( ), 18

HTML, mixing, 6, 8
installing, 803

installation types, 803
on Mac OS X, 810-812
on UNIX, 803-805
on Windows, 805-810

interpreted scripting language, 3
mixed data types, sorting, 129
MySQL

enabling, 248
interaction, 249-250

objects, 82-86
cloning, 107-108
comparing, 107
constructors, 86-87
destructors, 88
extending, 95-100, 103-107
initializing, 86-88
visibility keywords, 88-90, 96

operators, 33
@ operator, 40
arithmetic operators, 34
array operators, 38-39
assignment statements, 33-34
auto-decrement operators, 39
auto-increment operators, 39
bitwise operators, 37-38
comparison operators, 35-36
logical operators, 36-37
predecrement operators, 39

preincrement operators, 39
shell command executor, 40
strng operators, 38

output buffering, 169
PEAR (PHP Extension and Application

Repository), 603-604
commands, 607-611
configuring, 604-607, 612-613
Date package, 613-616
installing, 604-607
package downloads, 609-610
package installs, 609-610
package listings, 608-609
package uninstalls, 612
package views, 610-611
PECL (PHP Extension Community

Library), 604
PFC (PEAR foundation classes), 604
support community, 604

scripts
database use within, 247-268
entering, 6-9
marking, 6
troubleshooting, 4-5

servers, compatibility, 162-167
session management, configuring for,

646-647
sessions, configuring for, 392-393
statements, 8-9
strings, 133-134

case manipulation, 149-150
character encoding conversions, 150
character sets, 134-139
cleaning up, 143-144
comparing, 146-148
entering, 19, 21
extraction, 148
length information, 142-143
searching, 144-146
sorting, 128-129
Unicode, 140-141

timestamps, 558-559
drawbacks, 571
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types, 21
arrays, 21-22
Booleans, 15-16
converting, 24-29
entering, 10-16
hinting, 109-110
NULL, 23
numbers, 10-12
objects, 22-23
resources, 23
strings, 12-15

Unicode, configuring for, 140-141
variable expansion, 19-21
variables, 9

converting, 24-29
predefined variables, 33
variable lifetime, 32
variable scope, 32

web applications, 282
backend, 289
business logic, 285-289
designing, 282-291
layout, 283-284
n-tier architectures, 289-290
performance issues, 290-291
scalability, 291
user interfaces, 284-285

XML (eXtensible Markup Language),
496-509

Web Services, 587-602

PHP Classes Repository, The, 823

PHP Extension and Application
Repository (PEAR), 603-604

commands, 607-611
configuring, 604-607, 612-613
installing, 604-607
packages

Date package, 613-616
downloading, 609-610
installing, 609-610
listing, 608-609
uninstalling, 612
viewing, 610-611

PECL (PHP Extension Community
Library), 604

PFC (PEAR foundation classes), 604
support community, 604

PHP Freaks.com, 823

PHP Online Manual, 823

php.ini, 341

phpinfo( ) function, 5

PHP_SELF field (dollar sign_SERVER
array), 163

pointers, arrays, 122

polymorphism, classes, 98-100, 103-107

ports, 275
WSDL (Web Services Description

Language), 581

POSIX, 468
data validation, 476

e-mail address matching, 478-479
postal code matching, 477-478
telephone number matching, 477
usernames, 476

dot character, 473
functions, 479-482
group characters, 475
item replacements, 479-481
properties, 475-476
quantifiers, 474
searches, 470-471
setting up, 468
strings

boundaries, 472-473
splitting, 481-482

testing, 469-470

postal codes, matching, 477-478

PostgreSQL, 178

PostgreSQL Online Manual, 823

predecrement operators, 39

predefined variables, 33

preincrement operators, 39

prepared statements, 263-264
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primary keys (databases), 185-186

print( ) function, 108-109

print_r( ) function, 17

private visibility keyword, 88

procedural database interfaces, 265, 267

process_newcustomer.php 
listing (7.2), 152

products, ecommerce system, browsing,
761-762

products table, ecommerce system, 749

properties, OOP classes, 81

protected visibility keyword, 88

protocols, 282
HTTP, 276-277
IP, 274-275
SMTP, 282
SOAP (Simple Object Access Protocol),

282, 578-579
SSL, 279-282

web applications, 345-346
stateless protocols, 276
TCP, 274-275
TCP/IP, 274-275

public key cryptography, 279-280

public keys, 279

public visibility keyword, 88

Q

quantifiers, regular expressions, 474

queries (SQL), 229
bound parameters, 263-264
bound results, 264
database servers, executing, 252-253,

255-262
expressions, combining, 235-236
functions, 238-243
prepared statements, 263-264
sets, specifying, 237
transactions, 229-233, 235
values, fetching, 237

R

RDBMSs (relational database 
management systems), 175-178

advantages of, 176-177
choosing, 179-180
common interfaces, 181
MySQL, 177, 180
Oracle Database, 178
PostgreSQL, 178
SQL Server, 178

reading files, 518-521

recovery planning, 351

redirecting users from forms, 168-170

reference variables, constants, 31

regular expressions, 467-468, 475-476
boundaries, 472-473
character classes, 471-472
data validation, 476

e-mail address matching, 478-479
postal code matching, 477-478
telephone number matching, 477
usernames, 476

dot character, 473
functions, 479-482
group characters, 475
item replacements, 479-481
PCRE (Perl Compatible Regular

Expressions), 468
POSIX, 468

setting up, 468
testing, 469-470

quantifiers, 474
searches, 470-471
strings, splitting, 481-482

relational databaases, 175

relational database management systems
(RDBMSs), 175-178

advantages of, 176-177
choosing, 179-180
common interfaces, 181
MySQL, 177, 180
Oracle Database, 178
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PostgreSQL, 178
SQL Server, 178

remote files, opening, 517-518

remote procedure calls (RPCs), 576

REMOTE_ADDR field (dollar
sign_SERVER array), 166

renaming files, 525

REQUEST_METHOD field (dollar
sign_SERVER array), 164

REQUEST_TIME field (dollar
sign_SERVER array), 164

require( ) function, 70-72

resources, 23, 823-824

retrieved data, tables, sorting, 223-224

reuse (code)
files, 65-76
functions, 49-65

reverse sorting, data types, 130

rows, tables, fetching, 224-225

RPCs (remote procedure calls), 576

rtrim( ) function, 144

running
appointment management system, 673
blogging system, 707-708
ecommerce system, 747-748

S

SAX (Simple API for XML), 496-497

scalability, web applications, 291

scalar functions (SQL queries), 238

scalar values, constants, 30

schemas
tables, modifying, 244-245
XML schemas, 493

scope
functions, 62-63
variables, 32

screen scraping, 576

scripts
code files, including in, 69-76
databases, using in, 247-268
entering, 6-9
marking, 6
troubleshooting, 4-5

searches
DOM (Document Object Model), 508
regular expressions, 470-471

searching strings, 144-146

security
authentication

HTTP, 412-417
implementation, 419-444
Microsoft Windows, 417-418

ecommerce system, 786
file access, 529-531
file uploads, 552-553
session management, 647-648
sessions, 405-408
web applications, 321-323, 339

code, 327-337
code content, 334-335
code organization, 334
code stability, 336
commercially hosted web 

applications, 344
configuring for, 341-344
databases, 346-348
disaster planning, 351
execution quotes, 336-337
file systems, 335
hardware, 350
input filtering, 327-334
malicious users, 326-327
networks, 348-349
operating systems, 350
software, 340-341
SSL (Secure Sockets Layer), 345-346
threat identification, 323-327
usability, 322-323
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SEQUEL (Structured English Query
Language), 192

servers
cookies, 381-382, 385-386

arrays, 387-388
content, 388-389
deleting, 387
validity controls, 386-387
values, 382-385

database servers, 176-177
file paths, 162
file uploads, code, 537-538
locales, 448
PHP compatibility, 162-167
session cookies, 389-392

configuring for, 392-393
data stores, 394-397
destroying, 399-400
page caching, 397-399
security, 405-408
session IDs, 393-394
storing, 400-405

users, authentication, 409-444
variables, 162-167

environment variables, 167
virtual servers, 342-344

SERVER_NAME field (dollar
sign_SERVER array), 163

SERVER_PROTOCOL field (dollar
sign_SERVER array), 163

SERVER_SOFTWARE field (dollar
sign_SERVER array), 163

services, WSDL (Web Services
Description Language), 583

sessions, 389-392
configuring for, 392-393
data stores, 394-397
destroying, 399-400
page caching, 397-399
security, 405-408

session IDs
compromised session IDs, 406-408
obtaining, 405-406
transmission of, 393-394

storing, 400-405
web applications, managing, 646-649

session_start( ) function, 390-392, 646

setcookie( ) function, 382-387

setlocale( ) function, 450, 454

settype( ) function, 29

shallow copies, objects, 108

shared module version (PHP), 803

shell command executor, 40

shell command executors, web 
applications, 336-337

shipping information skips, ecommerce
system, processing, 787

shopping cart, ecommerce system, 749
implementing, 763-766

short tags, 6

siblings, XML, 486

Simple Object Access Protocol (SOAP).
See SOAP (Simple Object Access
Protocol)

single quoted strings, 12-13

sizes, file uploads, limiting, 540-541

SMTP (Simple Mail Transfer Protocol),
282

SOAP (Simple Object Access Protocol),
282, 578-579

XML Web Services
configuring, 589
Google APIs, 594-602
SoapClient class, 590-594

software, security, 340-341
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sorting
arrays, 127-130

by key, 130
reverse sorting, 130

mixed data types, 129
retrieved data, tables, 223-224
strings, 128-129

source code
debugging, 379-380
web applications, control, 624-631

source code dubgguers, 379-380

Source for message.php listing (3.2), 71

Source for printmessage.inc 
listing (3.1), 71

source trees, 629
creating, 629
forking, 630-631

split( ) function, 481-482

SQL (Structured Query Language), 
192-193, 211

current time, viewing, 821
data types, 199-203
date/time output, formatting, 822
queries

combining expressions, 235-236
functions, 238-243
set specifications, 237
transactions, 229-235
value fetching, 237

strings, concatenation, 821
substring extraction, 821

SQL Server, 178

SSL (Secure Sockets Layer), 279-282
web applications, 345-346

stateless protocols, 276

statements, 8-9
ALTER TABLE, 244
if statements, 42
INSERT INTO, 212-213
LOAD DATA, 214

prepared statements, 263-264
switch statement, 43

static data, classes, adding to, 91-95

static member variables, classes, 93-94

static methods, classes, 94-95

static variables, 59

storage engines, database tables, 206-207

stored procedures, 238

storing
data, PHP, 9-10
sessions, 400-405
user information, web applications,

318-319

strcasecmp( ) function, 148

strcmp( ) function, 146-148

string functions (SQL queries), 240-241

string operators, 38

strings, 12, 78, 133-134
binary strings, 520
case manipulation, 149-150
character encoding conversions, 150
character sets, 134, 136-139

ASCII, 134
Far Eastern character sets, 135
HTML forms, 161-162
ISO 8859 character sets, 134-135
Unicode, 135-136

cleaning up, 143-144
comparing, 146-148
concatenation, 821
converting to, 27
databases, 188
double quoted strings, 13-14
entering, 19, 21
extraction, 148
heredoc notation, 14-15
length, viewing, 142-143
regular expressions, 467-468, 475-476

boundaries, 472-473
chrarcter classes, 471-472
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data validation, 476-479
dot character, 473
functions, 479-482
group characters, 475
item replacements, 479-481
PCRE (Perl Compatible Regular

Expressions), 468
POSIX, 468-470
quantifiers, 474
searches, 470-471
string splitting, 481-482

searching, 144-146
single quoted strings, 12-13
sorting, 128-129
substring extraction, 821
tokens, constants, 30
Unicode, configuring for, 140-141

strlen( ) function, 142-143, 520

strnatcmp( ) function, 148

strpos( ) function, 144-146

strtotime( ) function, 561

strtoupper( ) function, 149-150

Structured English Query Language
(SEQUEL), 192

structured exception handling, 369

Structured Query Language (SQL), 
192-193, 211

current time, viewing, 821
data types, 199-203
date/time output, formatting, 822
queries

combining expressions, 235-236
functions, 238-243
set specifications, 237
transactions, 229-235
value fetching, 237

strings, concatenation, 821
substring extraction, 821

structuring
blogging system, 708-715
ecommerce system, 748-760

substr( ) function, 148

substring extraction (SQL), 821

SUBSTRING( ) function, 240

SUM( ) function, 239

superglobals, 62

switch statement, 43

symmetric encryption, 280

syntax errors, 356-357

T

tables (databases), 189
cascading deletes, 207, 209
columns, joining, 221-223
creating, 199, 201-209
data

bulk data insertion, 213-215
data type entry, 215-216
deleting, 226
inserting in, 212-216
modifying, 225
retrieving from, 216-225

deleting, 209-210
descriptions, viewing, 818
foreign keys, 207-209
indexes, creating, 207
listing, 818
mathematical cross-product, 220
organizing data into, 189-191
retrieved data, sorting, 223-224
schemas, modifying, 244-245
SQL data types, 199-203
storage engines, 206-207

tags
ASP tags, 6
short tags, 6
XML tags, 486

TCP (Transmission Control 
Protocol), 275

TCP/IP (Transmission Control
Protocol/Internet Protocol), 274-276
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technologies, World Wide Web, 
273-279, 282

HTTP (Hypertext Transfer Protocol),
274-278

MIME, 279
SMTP, 282
SOAP, 282
SSL, 279-282
TCP/IP, 274-276
telnet, 278

telnet, 278

telphone numbers, matching, 477

template_bottom.inc listing (3.4), 75

template_top.inc listing (3.3), 75

testing
code, 631-632

bugs, 637
load testing, 637
performance testing, 635-637
unit testing, 632, 634-635

POSIX, 469-470
user interfaces, web applications, 

297-298

threats
DoS (denial of service) attacks, 324-325
malicious code injection, 325
web applications

identifying, 323-327
malicious users, 326-327

throwing exceptions, 369-370

time
client forms, 557-558
database servers, 556-557, 572-574
databases, 187
date, comparing, 564-567
formatting, 567-571
GMT (Greenwich mean time), 559
operating systems, 556
retrieving, 559-563
SQL, viewing, 821
timestamps, 558-559
validating, 563-564

time( ) function, 556, 559

time/date columns, databases, 
creating, 819

time/date output, SQL, formatting, 822

timestamps, 556-559
drawbacks, 571
MySQL, 573-574

tokens
constants, 30
statements, 8

tracking users, blogging system, 
726-728, 731

transactions
blogging systems, 742
database servers, executing, 259
databases, 229-233, 235

ACID (Atomicity, Consistency,
Isolation, Durability) rules, 231

isolation levels, 231
writing, 232

trim( ) function, 143-144

troubleshooting firstprogram.php 
script, 4-5

types (data), 21. See also classes (OOP)
arrays, 21-22, 113-117

adding data to, 115-117
associative arrays, 113
combining, 131
creating, 114-115
element access, 117-119
element counts, 120
element deletion, 119
intersecting, 131
iteration, 120-125
merging, 130-131
multi-dimensional arrays, 125-126
sorting, 127-130
values searches, 132

converting, 24
array conversions, 28
Boolean conversions, 27-28
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explicit type conversions, 24-25
floating-point number conversions, 

26-27
functions, 28-29
implicit type conversions, 24
integer conversions, 25-26
object conversions, 28
string conversions, 27

database tables, entry, 215-216
databases, 186-189
hinting, 109-110
mixed types, sorting, 129
NULL, 23
objects, 22-23
resources, 23
SQL data types, 199-203
strings, 133-134

case manipulation, 149-150
character encoding conversions, 150
character sets, 134-139
cleaning up, 143-144
comparing, 146-148
extraction, 148
length information, 142-143
searching, 144-146
sorting, 128-129
Unicode, 140-141

WSDL (Web Services Description
Language), 580

U

U.S. postal codes, matching, 477-478

UDDI (Universal Description,
Discovery, and Information), 577

unhandled exceptions, 373-374

Unicode, 135-136

uninstalling PEAR packages, 612

unit testing, code, 632, 634-635

Universal Description, Discovery, and
Information (UDDI), 577

UNIX
Apache web servers, installing on, 

791-794
MySQL, installing on, 797
PHP, installing on, 803-805
web page locales, setting, 450-451

unlink( ) function, 525

unset( ) function, 119

updating
data, database servers, 257-259
logged-in user pages, 437-438, 440-441

uploading files, 533-534, 543-545, 548-551
client forms, 535-537, 544
configuring for, 534-535
multiple files, 541-542
security, 552-553
server code, 537-538
size limiting, 540-541

UPPER( ) function, 240

user errors
application errors

compared, 650-653

user files, uploading, 533-534, 543-545,
548-551

client forms, 535-537, 544
configuring for, 534-535
multiple files, 541-542
security, 552-553
server code, 537-538
size limiting, 540-541

user input, database servers, validating,
255-257

user interfaces
appointment management system,

678-680
blogging system, 712-713

generating, 715-719
ecommerce system, 756-758
web applications, 293-295

code libraries, 305, 308
CSS (Cascading Style Sheets), 300-302
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designing, 284-285, 296, 299
driver implementation, 309-310
file inclusion, 302-304
frames, 299
help systems, 298
implementation, 299-305, 308-310
layout, 296
navigation options, 299
page sequences, 296-297
planning, 295-298
simplicity, 299
testing, 297-298
user bandwidth issues, 299
users, 295-296

user permissions, databases
deleting, 199
setting, 196-199

usernames, validating, 476-479

users
authentication, 412

HTTP, 412-415, 417
implementation, 419-444
Microsoft Windows, 417-418
planning for, 409-412

blogging system
listing, 741
managing, 719-725
tracking, 726, 728, 731

cookies, 381-382, 385-386
content, 388-389
validity controls, 386-387
values, 382-385

creating, 420, 422-425, 427-428, 430
databases

creating, 197-198
deleting, 199

deleting, 443-444
errors, displaying to, 657
locales, learning of, 448-450
logging in, 430-434, 436-437
logging out, 442-443
logins, handling, 419-420

web applications
guests, 316-317
information stores, 318-319
input filtering, 327-334
logins, 317-318
passwords, 319-320
understanding, 295-296
validating, 317-320
visitors, 316-317

UTF-8 input, databases
connecting to, 819
creating to understand, 818

V

validation
database servers, user input, 255-257
date/time, 563-564
users, web applications, 317-320
regular expressions, 476

e-mail address matching, 478-479
postal code matching, 477-478
telephone number matching, 477
usernames, 476

XML documents, 493-495

validity, cookies, controlling, 386-387

values
arrays, finding, 132
constants, 30-31
cookies

accessing, 382-385
setting, 382

functions, returning from, 57-58
integers, converting to, 25-26
specifying, 237

variable expansion, 19-21

variable numbers, parameters, 56

variable scope, functions, 59-62

variables, 9
converting, 24

array converions, 28
Boolean converions, 27-28
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explicit type converions, 24-25
floating-point number converions, 

26-27
functions, 28-29
implicit type converions, 24
integer converions, 25-26
object converions, 28
string converions, 27

functions as, 64-65
global variables, 60-62
predefined variables, 33
reference variables, constants, 31
servers, 162-167
static member variables, 93-94
static variables, 59
superglobals, 62
variable lifetime, 32
variable scope, 32

var_dump( ) function, 17

var_export( ) function, 18

Viewing Information about your Server
listing (7.3), 166

virtual servers, 342-344

visibility keywords, objects, 88-90, 96

Vlissides, John, 644

W

W3 Schools.com, 823

WAS (Web Application Stress) tool, 637

Web Application Stress (WAS) tool, 637

web applications, 282
appointment management systems,

671-672, 697-701
AppointManager class, 682-686
appointment handling, 702-703
database, 676-678
date/time handling, 687-690
file listing, 680-681
form processing, 690-691, 695-697
installing, 673

multiuser conversion, 703
running, 673
structuring, 673-681
user interface, 678-680
views, 702

backend, 289
blogging engine, 705-707, 741

anonymous comments, 741
comment management, 732, 734, 

737-738
database, 710-712
entry management, 732, 734, 737-738
file listing, 713-715
hierarchical comments, 741-742
installing, 707-708
page layout, 708-710
running, 707-708
structuring, 708-715
transactions, 742
user interface, 712-713
user interface generation, 715-719
user listings, 741
user management, 719-731

business logic, 285-289
code

source code control, 624-631
testing, 631-637

coding standards, 617-624
cookies, 381-382, 385-386

arrays, 387-388
content, 388-389
deleting, 387
validity controls, 386-387
values, 382-385

databases, connection management,
660-666

deployment, 638-640
designing, 282-291
ecommerce system, 745-747

administration pages, 787
arrays, 774
checkout, 749-750, 767-769
database, 752-756
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file listing, 758, 760
installing, 747-748
order cancellations, 787
order submissions, 778-782
orders, 750
page layout, 750-752
payment processing, 786
post-ordering processing, 787
products, 761-762
products table, 749
running, 747-748
security, 786
shipping information skips, 787
shopping cart, 749, 763-766
structuring, 748-760
user interface, 756-758

error handling, 650-660
layout, 283-284
load testing, 637
locales, 448

learning of, 448-453
setting, 450-453

logged-in user pages, updating, 
437-441

logins, configuring for, 419-420
n-tier architectures, 289-290
objects, single instance of, 643-646
output, formatting, 454-455, 457-461
output buffering, 461-464
performance issues, 290-291
performance testing, 635-637
scalability, 291
security, 321-323, 339

code, 327-334, 336-337
code content, 334-335
code organization, 334
code stability, 336
commercially hosted web 

applications, 344
configuring for, 341-344
databases, 346-348
execution quotes, 336-337
file systems, 335

hardware, 350-351
input filtering, 327-334
malicious users, 326-327
networks, 348-349
operating systems, 350
software, 340-341
SSL (Secure Sockets Layer), 345-346
threat identification, 323-327
usability, 322-323

sessions, 389-392
configuring for, 392-393
data stores, 394-397
destroying, 399-400
managing, 646-649
page caching, 397-399
security, 405-408
session IDs, 393-394
storing, 400-405

user interfaces, 284-285, 293-295
code libraries, 305, 308
CSS (Cascading Style Sheets), 300-302
designing, 296, 299
driver implaementation, 309-310
file inclusion, 302-304
frames, 299
help systems, 298
implementation, 299-305, 308-310
layout, 296
navigation options, 299
page sequences, 296-297
planning, 295-298
simplicity, 299
testing, 297-298
user bandwidth issues, 299
users, 295-296

users, 412
authentication, 409-444
connections to, 313-316
creating, 420-430
deleting, 443-444
guests, 316-317
information stores, 318-319
logging in, 430-437
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logging out, 442-443
logins, 317-318
passwords, 319-320
validating, 317-320
visitors, 316-317

web pages, users, redirecting, 168-170

web servers
Apache web servers, configuring, 812
IIS, configuring, 813
installing, 791

Apache on Mac OS X 10.3, 796
Apache on UNIX, 791-794
IIS (Internet Information Services) on

Microsoft Windows, 794-796
virtual servers, 342-344

Web Services (XML), 575-577, 587
configuring, 589
finding, 577
Google APIs, 594, 596-597, 599-602
HTTP (HyperText Transfer 

Protocol), 586
selecting, 587-589
SoapClient class, 590-594
WSDL (Web Services Description

Language), 579-581, 583, 586
binding, 581-582
HTTP (HyperText Transfer 

Protocol), 587
messages, 580-581
ports, 581
services, 583
types, 580

Web Services Description Language
(WSDL), 579-581, 583, 586

binding, 581-582
messages, 580-581
ports, 581
services, 583
types, 580

Web Site Properties dialog, 807

welcomepage.php listing (3.5), 75

while loop, 44-45

Windows
authentication schemas, 417-418
IIS (Internet Information Services),

installing on, 794-796
MySQL, installing on, 797-801
PHP, installing on, 805-810
web page locales, setting, 451-453

Windows Component Wizard, 794-795

Windows Server Resource Kit, 637

World Wide Web, technologies, 
273-279, 282

HTTP (Hypertext Transfer Protocol),
274-278

MIME (Multipurpose Internet Mail
Extensions), 279

SMTP (Simple Mail Transfer 
Protocol), 282

SOAP (Simple Object Access 
Protocol), 282

SSL (Secure Sockets Layer), 279-282
TCP/IP (Transmission Control

Protocol/Internet Protocol), 274-276
telnet, 278

World Wide Web Consortium, The, 823

writing to files, 521-523

WSDL (Web Services Description
Language), 579-581, 583, 586

binding, 581-582
messages, 580-581
ports, 581
services, 583
types, 580

X

XHTML, 483, 510-511
attributes, 512-513
converting to, 513-514
documents, 512
elements, 512-513
XML, compared, 511-512
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XML (eXtensible Markup Language),
483-485

attributes, 486
benefits of, 485
documents

structure, 486-488, 490
validating, 493-495

DOM, 504-510
(Document Object Model), 497-498
attributes, 504
configuring, 498
element hierarchy, 498-503
searches, 508

DTDs (Document Type 
Definitions), 493

elements, 486
HTML, compared, 484
namespaces, 491-493
PHP, 496-509
SAX (Simple API for XML), 496-497
schemas, 493
SOAP (Simple Object Access Protocol),

578-579
tags, 486
Web Services, 575-577, 587

configuring, 589
finding, 577
Google APIs, 594, 596-597, 599-602
HTTP (HyperText Transfer 

Protocol), 586

selecting, 587-589
SoapClient class, 590-594
WSDL (Web Services Description

Language), 579-583, 586
XML-RPC, 587

XHTML, compared, 511-512
XML-RPC, 496
XPath, 496
XQuery, 496
XSD (XML Schema Definition), 494
XSL (eXtensible Stylesheet 

Language), 496
XSLT (XSL Transformations), 496

XML Schema Definition (XSD), 494

XML-RPC, 496

XPath, 496

XQuery, 496

XSD (XML Schema Definition), 494

XSLT (XSL Transformations), 496

XSS (Cross Site Scripting) attacks, 325

Y-Z

YEAR( ) function, 242

Zip codes, matching, 477-478
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