INDEX

A
abstract privileges, 343-345
Accept-Charset header, 75
Accept-Encoding header, 75
Accept-Language header, 48, 75, 226
Accept-Ranges header, 73, 74, 109
access control entries (ACEs), 335, 338, 349
access control lists (ACLs), 335
current user permissions, 346-347, 353-355
dynamic inheritance of, 349-350
owner identification, 339-340
parsing of ACEs and, 349
principal URLSs and, 339, 350-351
retrieving, 340-341
setting, 347-349
access control for buddy lists, 381-382
access control, WebDAV, 10, 251, 335-359, 399
denial of privileges, 349
development of standardized, 335-336, 357-359
LDAP servers and, 357-358
locks vs., 101-102, 337
Microsoft Exchange and, 256
multiple protocol support and, 358-359
pre-standardization approaches to, 336
principal resources and, 338, 339, 350-357
privileges and, 338, 341-346
protection of ACEs and, 349
retrieval and interpretation of ACLs, 339-347
setting ACL information, 347-349

437

acl-principal-prop-set report, 352-353
acl-semantics property, 349
activities, DeltaV, 314-316

atomicity and, 318

branches and, 316-317

merges and, 322

subactivities, 318

switching, 317-318
activity-checkout-set property, 314
activity-collection-set element, 306
activity-set property, 314-315
administer privilege, 345, 346
Adobe products, 19, 26, 248, 252
Advanced Client Workspace Package, DeltaV, 332
Advanced Server Workspace Package,

DeltaV, 332

AFS. See Andrew File System (AFS)
all privilege, 342, 345
Allaire’s ColdFusion, 3
Allow header, 74, 109
allprop element, 159-160, 220, 307, 396
alternate-URI-set property, 351
Amaya browser, 27, 31
AND logic, token lists and, 186, 191, 196
Andrew File System (AFS), 24, 37
AOL, 4

AOLPress, 27

AOLPress Extensions, 29-30

AOLServer, 27-28



438

Apache, 6
mod_dav module, 254-255, 359
multiple access protocols and, 358
APIs. See Application Programming
Interfaces (APIs)
Apple iCal, 373
Apple iDisk, 258, 393
application design, WebDAV, 391-407
authentication, 398-399
authorization and access control, 399
connections, keeping alive, 396-397
global information, 393-394
libraries and APIs, 401-402
multiple connections, 397-398
multiple document schemas, 394-395
namespace selection, 391-392
property location, 392-393
property name selection, 392
property values, 392
repository migration, 404—406
resource grouping, 393
server load, minimizing, 398
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concatenation of, 417-418
finding, 157-158
maximum size of, 164
namespaces and, 96-97, 146
selecting, 392
syntax for, 95-96
transformations of illegal characters, 96
property namespaces, 96-97
choosing, 97
concatenation of, 417418
as extension of XML, 96
property values, 91, 98, 392
empty, 147-148, 150
internationalization and, 150-151
making safe for XML, 148-149
maximum size of, 164
preservation in MOVE/COPY requests, 140-141
storing of, 149-150
using human-readable, 392
propertybehavior element, 140-141
propfind element, 154, 159
PROPFIND method, 91, 114, 153-160
allprop and, 159-160, 220, 307, 396
display of results in XML stylesheets, 403
failed retrieval requests and, 156-157
finding properties, 153—158, 221-224
multi-status responses to, 154-155, 160
opening of Web Folder in scenario,
217-218, 219-220, 221-224
UPDATE method and, 287
PROPPATCH method, 91, 160-164
resource creation with, 256
setting ACLs with, 347-349
setting of properties with, 244-246
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predicting success of requests, 67
responses to, 51

uploading of Word file in scenario, 232

Python, 402

Q

qop, Digest authentication and, 70
Quarterdeck WebAuthor 2.0, 26

R

Range header, 80, 117, 256, 417
ranged row requests, 256

RDF. See Resource Description Framework (RDF)
read-acl privilege, 342, 346

read-current-user-privilege-set privilege, 342

read operations, 101, 203, 286-287
read privileges, 338, 341, 345, 346
realm, Digest authentication and, 70
redirect status codes, 424-425. See also

specific codes

relative HTTP Uniform Resource

Locators (URLs), 43

remove elements, 161
rename features, 14
replay attacks, 70
REPORT method, 269, 304-305, 329, 352-353
reports, DeltaV, 269, 304-305, 329, 330
repositories, 85

migrating existing, 404—-406
root URL for, 86-87, 112-113
synchronization of, 406
wrapping of, 405406

Request for Comments (RFCs), 6, 8
request line, HTTP requests, 46
Request-URI, 46, 47

requests, minimizing unnecessary, 6667, 395-396
Resource Description Framework (RDF), 9

resource integrity, 114-115
resources, 14, 84

access control list (ACL) for, 338
adding to locked collections, 195, 205
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arrangement of in collections, 393
changing, 57-58
collections of. See collections
configuration, 323, 324, 325, 326, 328
copying, 141-143
corruption in downloads, 114-115
creating, 118-119, 228-234
deleting, 58-59, 120, 121, 124, 125-126
dynamic vs. static, 56
editing of, 234-236, 271-277
finding information on, 62, 62—-64
generation of unique URLSs for, 119
getting with GET method, 55-57
group principal, 338, 339, 351-352
in HTTP data model, 83
listing of properties on, 157-158
lock-null. See lock-null resources
locks on. See locks
moving and renaming, 132-141
properties on. See properties
PROPPATCH to nonexistent, 164
publishing processes and, 239-246
required live properties on, 92-94
source code retrieval and, 115, 116
synchronization of, 406
uploading, 59-62, 117, 232-234
URLs for, 85, 86-88
resourcetype property, 92, 94, 164, 169-170, 266,
297, 351
response element, 154, 157, 162, 222-223
responses, HTTP. See HTTP responses
RFCs (Requests for Comments), 6, 8
RFC 2068, 16
RFC 2518, 2, 10, 11, 19, 107-108
RFC 3010, 37
rlogin Unix command, 24
roles, shared file systems and, 337
root repository, URL of, 86-87, 112-113
root version, 267
roundtrips, reducing number of, 66—67, 395-398
row extension, Range header and, 417

S

“safe save” algorithms, 290-291

Samba, 37

sandboxes, 103-104

scenarios, WebDAV, 11-16, 213-246
authentication and, 216, 217-218, 220-221
closing of file and exiting program, 236-237
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copying file to publishing directory, 237-239
creation of new Web Folder, 224-228
creation of new Word file, 228-234
editing of Word file, 234-236
opening of Web Folder, 215-224
renaming a collection, 227-228
requests for directory contents, 221-224
response to PROPFIND, 219-221
saving of file, 236
session cookies and, 219, 220-221
structure of collections on repository, 214
unauthenticated request bug, 216. See also
custom WebDAYV applications

schemas, multiple document, 394-395

scheme, HTTP URL address, 42

scope, XML namespace declaration, 151-152

SEARCH method, 256, 417-418

security, HTTP, 68-73
authentication and, 68, 69-71, 72, 398-399
transport security mechanisms, 68, 71-73, 399
user identification and, 68, 69-71, 72, 399.

See also access control; locks

security toolkits, 72

server address, HTTP URL, 42

server failure status codes, 429-430. See also

specific codes

Server HTTP header, 81

server identification, HTTP and, 68

server load, minimizing, 398

server-managed merges, 320-321

Server Message Block (SMB), 37

server-side workspaces, 310-314. See also

workspaces

server-to-server protocols, 18

server workspace packages, DeltaV, 332

session cookies, 219, 220-221

Set-Cookie header, 219, 223

set element, 161

shared locks, 100, 105, 203-204

Shutterfly, 363

Sitecopy client, 10

SMB. See Server Message Block (SMB)

SoftQuad HotMetal Pro 2.0, 26

software
proprietary Web-authoring, 3-5, 27-28
WebDAYV client/server, 247-254, 399401

source code retrieval, 115, 116

source control systems, 21

source property, 94, 164, 170-171
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SQL searches, 256, 418-419
SSL connections, 66, 71, 72-73, 375, 397, 399
SSL/TLS toolkit, 72
stale directive, Digest authentication and, 71
stateless protocols, 75
static resources, 55, 56, 57, 59
status codes, 51-53, 113-114, 421-430
100 Continue, 67, 421-422
101 Switching Protocols, 422
102 Processing, 113, 114, 120, 136, 137, 422
200 OK, 46, 50, 51, 52,422
201 Created, 52, 132, 136, 422
202 Accepted, 423
203 Non-Authoritative Information, 423
204 No Content, 51, 52, 136, 184, 423
205 Reset Content, 423
206 Partial Content, 423
207 Multi-Status, 113, 120, 121-122, 136,
137-139, 143, 423-424
300 Multiple Choices, 424
301 Moved Permanently, 424
302 Found, 424
302 Moved Temporarily, 424
303 See Other, 424
304 Not Modified, 425
305 Use Proxy, 425
306 (Unused), 425
307 Temporary Redirect, 425
400 Bad Request, 53, 184, 305, 425
401 Unauthorized, 53, 116, 157, 184,
217-218, 425-426
402 Payment Required, 426
403 Forbidden, 53, 132, 136, 143, 157, 163,
305, 426
404 Not Found, 53, 157, 426
405 Method Not Allowed, 132, 426
406 Not Acceptable, 426427
407 Proxy Authentication Required, 427
408 Request Time-out, 427
409 Conflict, 53, 132, 136, 143, 305, 427
410 Gone, 427
411 Length Required, 428
412 Precondition Failed, 53, 136, 143, 184, 428
413 Request Entity Too Large, 428
414 Request-URI Too Large, 428
415 Unsupported Media Type, 53, 132, 428
416 Requested Range Not Satisfiable, 428
417 Expectation Failed, 68, 429
418 through 421, 429
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422 Unprocessable Entity, 113, 429
423 Locked, 67, 113, 116, 120, 182, 184, 429
424 Failed Dependency, 113-114, 116,
139, 163
500 Internal Server Error, 53, 429
501 Not Supported (Implemented), 51, 53, 430
502 Bad Gateway, 136, 143, 430
503 Service Unavailable, 430
504 Gateway Timeout, 430
505 HTTP Version Not Supported, 430
507 Insufficient Storage, 114, 116, 120, 430
WebDAV-specific, 113-114
status elements, XML bodies and, 123
Stein, Greg, 10
string escaping, 227
stylesheets, XML, 402—403
subactivities, 318
subconfigurations, 325
SUBSCRIBE method, 256
successor, 267
successor-set property, 267, 294
supported-live-property-set element, 306
supported-method-set property, 306
supported-privilege-set property, 343, 344-345
supported-report-set element, 306
supportedlock property, 94, 165, 198-199
synchronization, site and collection, 406

T
tagged token lists, 186, 190-192
Tamino WebDAYV Server, 257
target version, 266
TCP connections
closing at end of HTTP message, 51, 53-55
FTP and, 35
keeping alive after server’s response,
66, 396-397
pipelining and, 66-67, 397
TE header, 242
Telnet, 24, 25, 26
text editors, 3, 25-26
TextEdit, “safe save” algorithms and, 290-291
Timeout header, 180
timeout, lock, 103, 181, 200-201
timestamps, 152-153, 322
TLS connections, 66, 71, 72-73, 375, 397, 399
TRACE method, 64
trailing slashes, URLs and, 109-110
transactions, locks vs., 103
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transfer encoding, chunked. See chunked transfer
encoding

Transfer-Encoding header, 53, 54

transformations, XML, 402—403

Translate header, 116, 216, 217, 226

transport security mechanisms, HTTP,
68, 71-73, 399

truncation attacks, prevention of, 54

U
unauthenticated request bug, 216
UNCHECKOUT method, 277, 329, 330
Unicode Standard, 31, 91, 151
Uniform Resource Identifier (URI),
44-45,122-123, 174
Uniform Resource Locator (URL), 14, 15, 42-46,
85-88, 108-113
backward slashes in, 86
to collections, 109-110
creation of new with PUT, 118-119
deletion of with DELETE method, 125, 126
generation of unique, 119
links and, 43-44
in Multi-Status response body, 122
multiple to single resources, 87-88
namespaces and, 96
parsing of to determine other URLs, 110-111
partial, 43
path hierarchy based on structure of, 87
to non-WebDAYV collections, 111-112
principal, 339, 350-351
recognition of WebDAV, 108-109
relative, 43
requests to directories and, 4546, 57
reserved and excluded characters, 44-45
root repository, 86-87, 112—-113
single to multiple resources, 88
structure of, 42, 86
XML bodies and, 122-123
Unix, 24-25, 26, 37
UNLOCK method, 29, 182-184, 237
unlock privilege, 342
UNSUBSCRIBE method, 256
untagged token lists, 185, 186—190
update feature, DeltaV, 330
UPDATE method, 286-287, 293, 330
Upgrade header, 81
uploads, 59-62
of partial files, 117
of Word file in scenario, 232-234
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URI. See Uniform Resource Identifier (URI)
URL. See Uniform Resource Locator (URL)
User-Agent header, 78-79, 78-79, 226

user identification, 68, 69-71, 72, 399

user principle resources, 338, 339, 351-352
UTF-16, 30, 31, 91, 151

UTF-8, 30, 31, 91, 151

\"4

VBScript, XMLHTTP and, 412-416

VCR. See version-controlled resources (VCRs)
Vermeer FrontPage, 3, 27
VERSION-CONTROL method,

270-271, 313, 329
version-controlled-binding-set property, 326
version-controlled collections, 326, 328
version-controlled resources (VCRs), 266

autoversioning and, 283-284, 287-289

checking in, 266, 275-277

checking out, 266, 272-274, 314-315

COPY and, 283-284

DELETE and, 281-282

editing of, 271-277

grouping of into workspaces, 310-312, 313

history of, 266, 281-283, 322-328

MOVE operations and, 284-286

multiple checkouts and (working resources).

See working resources

properties of, 266

restoring with UNCHECKOUT, 277

turning a resource into a, 270-271

UPDATE and non-DeltaV clients, 286-287

working on in workspaces, 313-314
version history, 266, 281-283, 322-328, 329
version-history-collection-set element, 306
version-history resources (VHRs),

281, 282-283, 311

creation of, 281, 282
discovery of URL of, 281-282
grouping of VCRs into workspaces and,
311,313
version-name property, 267
version resources, 266
version-tree report, 269, 304
version trees, 291-296, 328
branches of, 316-317
fork creation and, 293-294
fork permissions in, 295-296
merging of forks in, 294-295
merging of multiple, 318-322
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versioning, multifile, 309-334
activities and, 314
baselines and, 323-325
branching and, 316-318
change sets and, 314
checking out to an activity, 314-315
configurations and, 323, 324, 325, 326, 328
creating an activity, 316
feature interactions and, 328, 332-333
merging of version trees, 318-322
switching activities, 317-318
version-controlled collections and, 325-326
version history and, 322-328
working collections and, 326-328
workspaces and, 310-314. See also DeltaV
standard; versioning, single file
versioning, single file, 261-308
accessing versions, 269
AOLPress Extensions and, 29
autoversioning and, 283-284, 287-289
backup systems vs., 264
checking in resources, 266, 271-272, 275-277
checking out resources, 266, 271-275, 272-274
checkout privileges, determining, 302-303
COPY operations and, 142, 283-284
DELETE operations and, 281-282
DeltaV standard and, 10-11, 262, 264-286
document recovery through, 263
editing of resources, 273, 274-275
labeling and, 277-281
locks and non-DeltaV clients and, 289-290
MOVE operations and, 284-286
of multiple related files. See versioning,
multifile
with non-DeltaV clients, 286-291
“safe save” algorithms and, 290-291
storing of versions, 267
VERSION-CONTROL method and, 270-271
version trees and forks and, 291-296
viewing all versions, 269-270
working resources and, 296-302. See also DeltaV
standard; version-controlled resources
(VCRs); versioning, multifile; versions
versions, 266-268
accessing, 269
body and properties of, 267
history of, 322-328
labeling of, 277-281
linking of to other versions, 267
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merging of, 318-322
properties of, 267
storing of, 267
viewing all, 269-270
working resource creation on checkout of,
296-298, 301-302
vi user interface, 24, 25
virtual servers, 49
Virtuoso, 258

w
Web authoring, 2-3
FTP and, 3, 27, 34-36
history of, 23-40
with HTML editors (first-generation tools),
3,25-26
by multiple authors, 2, 27
with networked-enabled tools, 26-28
with proprietary software and forms
(second-generation tools), 3—5
remote nature of, 2, 24-25
tools for. See Web authoring tools
with WebDAV (third-generation tool).
See WebDAV (Web-based Distributed
Authoring and Versioning)
Web authoring tools
development of standards from proprietary, 28-31
HTML editors (first-generation tools), 3, 25-26
networked-enabled, 26-28
proprietary software and forms
(second-generation tools), 3-5, 27-28
WebDAYV (third-generation tool). See
WebDAV (Web-based Distributed
Authoring and Versioning)
Web-based authoring interfaces, 4
Web-based Distributed Authoring and Versioning.
See WebDAV (Web-based Distributed
Authoring and Versioning)
Web-based file sharing, 37-39
Web browsers
caching of Web pages, 50
development of first by Berners-Lee, 1
early emphasis on browsing by, 1-2, 7
links on and HTTP URLs, 43—-44
recognition of WebDAV URLSs by, 108-109
Web Folders. See Microsoft Web Folders
Web forms, 4, 59-62
Web page scripts, XMLHTTP and, 412
Web Services, 19
WebDAYV client software, 247-254
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WebDAYV compliance tests, 259
WebDAYV data model, 83—-106
hierarchy of resources, 87, 88-90
locks and, 84, 99-104
metadata and properties, 90-99
URLSs and WebDAYV resources, 85-88
WebDAV-ES, Mac OS, 251
WebDAYV gateway, 366
WebDAYV methods,need for new, 129-130.
See also specific methods
WebDAYV services, 258-259
WebDAYV software, 247-258
Adobe products, 248, 252
Apache mod_dav, 254-255, 359
Cadaver, 214, 240-246, 247, 253
DAV Explorer, 183, 253
DAVA4], 257
DAVe, 253-254
Davfs, 253
different approaches of, 247-249
Dreamweaver 4, 253
Goliath for Macintosh, 253
kStore Explorer, kCura’s, 252
Mac OS WebDAV-FS, 251
Microsoft Exchange 2000. See Exchange
Server 2000
Microsoft Internet Information Server (IIS),
254, 358-359
Microsoft SharePoint Portal Server, 258
Microsoft Web Folders and. See Web Folders
Tamino WebDAYV Server, 257
WebDrive, 253
Windows XP WebDAYV Redirector, 251
XML Spy, 253
Xythos WebFile Client, 252
Xythos WebFile Server, 214, 240, 256-257,
336, 359, 393, 402
WebDAV (Web-based Distributed Authoring and
Versioning)
access control and. See access control
advantages of FTP over, 36
basic terminology of, 14-15
Class 1 features, support of, 108-109, 173
Class 2 features, support of, 108-109, 173
current state of development, 11
custom applications. See custom WebDAV
applications
data model of, 83—106
early implementations of, 10
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extension of HTTP by, 6, 16
as first protocol to address Web authoring, 2
future roles of, 19-21
history of development of, 6-11
influence of proprietary tools on development
of, 28-31
integration of into Exchange
Server 2000, 368-370
interoperability events for, 11
Microsoft extensions of,
18-19, 255-256, 417-419
misconceptions about, 16-21
as open standard, 5
requirements that it had to meet, 11-13
scenarios demonstrating.
See scenarios, WebDAV
software selection for, 399-401
standardization of by IETF, 6
status codes specific to, 113—114
versioning and, 5-6, 10-11
XML parser selection for, 401
WebDAYV Working Group, 7, 8,9, 10-11. See also
Internet Engineering Task Force (IETF)
WebDrive, 253, 409
WES. See Xythos
Whitehead, Jim, 8-9, 10
whitespace
HTTP header syntax and, 48
XML text element values and, 150
Windows-based systems
remote login to edit files and, 25
shift to from Unix, 26
Windows NT File System (NTFES), 336
Windows XP WebDAYV Redirector, 251
working collections, 326-328
working resources, 296-302, 330
checking in, 299-301
checking out of versions, 301-302
creation of, 296298
editing of, 298-299
forks created by, 301
grouping into workspaces, 310-312, 313
workspace-collection-set element, 306
workspace property, 311-312
workspaces, 310-314, 328, 330, 333
browsing of existing, 312
creation of new, 312
linking resources into, 311-312, 313
merging and, 322
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World Wide Web Consortium (W3C), 7, 8-9
write-acl privilege, 342

write-content privilege, 342, 345

write locks, 99, 100. See also locks

write operations, auto-version property and, 287-289
write privileges, 338, 342, 345, 346
write-properties privilege, 341, 342, 345
WWW-Authenticate header, 70, 71, 81, 217, 218
WYSIWYG Web authoring tools, 26

X

XML bodies, 122-124

XML (Extensible Markup Language), 7, 83
additional information on, 83
character escaping and, 148-149
element names, 85, 95, 96
elements, 85
encapsulation of text and, 148
internationalization and, 98-99
making WebDAV properties safe for, 148-149
namespaces, 84, 85
prefixes, 85, 123
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qualified names, 84, 85
stylesheets, 402—403
Unicode support, 151
WebDAYV properties formatted as, 151-152
whitespace in text element values, 150
XML parser selection, 401
XML Path Language, 402
XML Spy, 253
XML stylesheets, 402-403
XMLHTTP, 371, 372, 403
JavaScript and Internet Explorer and, 416
VBScript and Internet Explorer and, 412416
XP Redirector, 251
XSL transformations, 402, 403
Xythos
namespaces and, 391-392
WebFile Client, 252
WebFile Server, 214, 240, 256-257, 336,
359, 393, 402
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